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OcHoBHan 3afa4a ckaHepa XSpider — 06HapyXuTb yA3BMMOCTM B CETEBbIX
pecypcax Ao TOro, Kak 3To byaeT cAenaHo 3710y MbILUIEHHUKAMU, A TaKXKe BblAaTb YETKMe
W NOHATHbIE peKOMEeHAaLMN NO YCTPaHEHUIO OOHapyXeHHbIX YA3BUMOCTEN.

Bonee 10 net XSpider aenaeTca Np13HaHHbLIM TMAEPOM CPean CKaHHepoB 6ezonacHocTh B Poccum. Beicokas
apPekTnHoCTL XSpider no3sonuna NpoAyKTYy 3aBoeBaTh OOMbLUYIO MOMYAAPHOCTL CPEAM CMELManIUCTOB MO
MHpOpMaLUMOHHOM Be3onacHoCTH. HesaBmcnMble cpaBHEHNA NOAOOHbLIX MPOAYKTOR HEOAHOKPATHO MoKasanu, 41o XSpider -
OZVH U3 MyYLLIMX MHTEMNEKTYallbHbIX CKaHEPOB 6E30MaCHOCTM B MUPE, U HE TOMBKO HE YCTYMAeT 4OPOrOCTOALLMM 3arnafHbIM
PEeLLUEeHVAM, HO 1 MPEBOCXOAMT WX MO KIIOYEBbIM MapaMeTpam.

Bonee 1000 poccuickmx 1 3apybexHbix KOMMaHWi ycnelwHo ncnonb3ytoT XSpider Ana aHanmaa U KOHTPOIA 3allULLEHHOCTH,
a BeAylLMe POCCUIMCKME KOMMaHWUM, CMELManm3npyIoLLmMect Ha CUCTEMHOM MHTErPaLMM 1 KOHCANTTUHIE B 00MacTu
MHpOopMaLMOHHOM Be3onacHOCTM, ucnonb3ytoT XSpider Ana NpegoCTaBieHWA YCayr.

XSpider ceptuduumposad MuHuctepctsom ObopoHsl Poccuiickon @epepaunm 1 PeaepanbHoM CnyKO0oM Mo TEXHUYECKOMY
1 akcnopTHoMy koHTporio (PCT3IK Poccun).

XSpider 7.8 )

B 2011 rogy komnanua PositiveTechnologies BbinycTna HoByto Bepcuio ckaHepa
6e3onacHocTu - XSpider 7.8. [lpn coxpaHeHun Bcex KntoveBbiX ocobeHHOCTEN
npeAblAyLLei BEPCUU HOBbIN NPOAYKT MOJTYYU JONOSHUTENbHbIE PYHKLMOHANbHbIE
BO3MOXHOCTU: Bonee obLMpHYto 6a3y NpoBepoK, yAOOHYIO CXeMy NULEH3NPOBaHUSA,
BO3MOXHOCTb CAMOCTOATENBbHOrO Aob6aBfeHWA NONb30OBaTENAMU XOCTOB B JIULEH3MIO,
KOHTPOJ/b U3MEHEHWI Ha CKaHWMPYEMbIX y3Nax.
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XSpider —s10: J

- YHUBEpCaNbHOCTb

XSpider npoBepAeT BO3MOXHbIE YA3BUMOCTM HE3ABMCMMO OT MPOrPAMMHOM 1 anmnapaTtHoOM NnaTdopMbl Y3M0B: HaYMHas
oT paboumx ctaHumi nos Windows 1 3akaH4mBas cetesbiMM ycTpocTeamu Cisco, BKo4an *nix 1 Be6-npunoxenus
(HanpuMep, VIHTepHeT-MarasuHbl).

= MHOFOCI))’HKLI,VIOHaﬂbHOCTb

XSpider obnafaeT LMPOKMM PALOM BO3MOXHOCTEN: KOHTPOSb M3MEHEHMI Ha CKaHMPYEMbIX Y3axX, MofHaA MAEHTUMMKALMA CEPBMCOB
Ha CITyYaiHbIX MOpTax, 3BPUCTUHECKUI MeToA onpeaeneHna Tmnos 1 uMeH cepaucos (HT TP FTR SMTP, POP3, DNS, SSH v ap),
obpabotka RPC-cepeicor (Windows 1 *nix) ¢ 1x nonHon naeHTUdbMKaLmern, MposepKka c1abocTy MapornbHOM 3aLLuThl, paclUpeHHas
npoBepKa y3nos nog ynpaenernem Windows, riybokui aHanms KoHTeHTa BeO-CaliToB, aHanM3aTop CTPYKTYPb!;

HT TP-cepeepos, npoeefeH1e NPoBEPOK Ha HecTaHAapTHble DoS-ataku, onepatviBHoe 0bHOBEHWE 6asbl YA3BMMOCTEN W AP.

- yaobcTtBo

XSpider nMeeT MHOXeCTBO dYHKLMIA, paspaboTaHHbIX AA MakCMManbHOro yAobCTBa nosb3osatensa: 3bdeKTBHOE
yrpasrieHne npoLeccoM MOHUTOPUHIA, NMIAHUPOBLUMK 3a4aHni A58 aBTOMaTU3aLMmn paboTsl, OAHOBPEMEHHOE CKaHUPOBaHUE
DOSBbLIOrO YMCa KOMMLIOTEPOB, BEAEHME NMOMHOM UCTOPUM MPOBEPOK, BCTPOEHHAA AOKYMEHTALMA, HM3KME annapaTHble
TpeboBaHWA, reHepauua AeTanm3npoBaHHbIX OTYETOB U Ap.

- HaJEeXHOCTb

XSpider ysepeHHO paboTaeT npu HecTaHAapPTHbIX KOHdUrypauuax IO 1 Huskom kadectee TCP-ceA3n, cnocobeH onpeaenats
MHOrMe eLLe He onyonuKoBaHHbIE YA3BUMOCTU, MMEET KpaHe HU3KMI YPOBEHb NIOXKHbIX CpabaTbiBaHMM.




Mpuobperasa XSpider, 3aka34ymMk nony4yaer He TOJIbKO BO3MOXXHOCTb
Ka4eCTBEHHOro NoMckKa yA3BUMOCTEN U BbICOKYIO A, OCTOBEPHOCTb
pe3ynbTaTOB CKAHMPOBAHUA, HO U rapaHTUK, ob6ecneyeHHble
MHOFOJIETHUM ONbITOM (PYHKLLMOHUPOBAHUA CKAHEPA Ha PbIHKE

PekoMeHAOBaHHbIE LiEHBI:

O6bEM nuueH3Nm
XSpider 7.8

4 xocTa
(XS7.8-1P4)

8 xocToB

(XS7.8-1P8)

16 xocToB
(XS7.8-IP16)

32 xocTa

(XS7.8-1P32)

64 xocra
(XS7.8-1P64)

128 xocToB

(XS7.8-IP128)

256 xocTos
(XS7.8-1P256)

512 xoctoB
(XS7.8-IP512)

1024 xocTa
(XS7.8-1P1024)

2048 xoctoB
(XS7.8-1P2048)

4096 xocToB
(XS7.8-1P4096)

10000 xoctoB
(XS7.8-1P10000)

Onucatne
[NpegocTasneHue npae Ha ucnonb3osatue XSpider 7.8,
NMLEH3VA Ha 4 XOCTa, rapaHTHiiHble obA3aTenbcTea B TeveHme | roga

lMpesocTasnenne npae Ha ucnons3oeanme XSpider 7.8,
NWLieH3MA Ha 8 XOCTOB, rapaHTHitHbIe obA3aTenbcTBa B TeveHue | roga

[NpepocTaBneHue npae Ha ucnonb3osatue XSpider 7.8,
NMLEeH3NA Ha |6 XOCTOB, rapaHTUitHbIe 0bA3aTenbCTBa B TeveHue | roga

lNpepocTasneHue npas Ha ucnonb3osaue XSpider 7.8,
NWLeH3MA Ha 32 XOCTa, rapaHTUitHble 06A3aTenbCTBa B TedeHue | roga

[NpepocTaBnerue npae Ha ucnonb3osatue XSpider 7.8,
NMLEH3A Ha 64 XOCTa, rapaHTUiHbIe 06A3aTeNbCTBa B TeueHue | roga

lNpepocTasneHue npas Ha ucnonb3osatue XSpider 7.8,
nuueHsua Ha 128 xocToB, rapaHTUitHble 06A3aTenbCTBa B TedeHue | roga

[NpepocTasneHue npae Ha ucnonb3osatue XSpider 7.8,
NWLEH3NA Ha 256 XOCTOB, rapaHTHitHble 06A3aTeNbCTBa B TeyeHue | roga

lNpepocTasnexue npas Ha ucnonb3osaue XSpider 7.8,
NuLeH3mua Ha 512 XocToB, rapaHTuitHble obA3aTenbcTea B TedeHne | roga

[NpepocTaBneHue npae Ha ucnonb3osatue XSpider 7.8,
nvueHsna Ha 1024 xocTa, rapaHTUitHble 0bA3aTenbCTBa B TeveHue | roga

lNpenocrasneHue npas Ha ucnonb3sosane XSpider 7.8,
nuueH3us Ha 2048 xocToB, rapaHTUitHbIe 06A3aTenbCTBa B TeveHue | roga

[NpepocTasneHue npa Ha ucnonb3osatue XSpider 7.8,
nuueHsus Ha 4096 XoCToB, rapaHTHitHble 06A3aTeNbCTBA B TeyeHue | roga

lNpenocrasneHue npas Ha ucnonb3sosane XSpider 7.8,
nuuensns Ha 10000 xocTos, rapaHTUitHble obs3atenbcTea B TeyeHue | roga
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2000
(XS7.8-IP4-ADD)
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I 100
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60
(XS7.8-IP10000-ADD)

CrouMocTb npoaneHus ansa nobon nuueHsmm coctasnaet 40%.

PazpaboTtunk XSpider — komnanusa Positive Technologies

— OZiHa M3 HEMHOTMX KOMMaHWM-MPaKTUKOB Ha POCCUMCKOM PbIHKE MHPOPMALMOHHOM Be30macHoCTH,

pa3pabotunk MaxPatrol 1 XSpider — yHu1KanbHbIX MPOAYKTOB MO aHanm3y 3allUULEHHOCTH

MHDOPMALIMOHHBIX PECYPCOB. TaKxe KOMMaHWA NpeAoCTaBAAET KOHCANTUHIOBbIE 1 CEPBUCHbBIE YCIYrH
B 0obnacti MHdopMaLMoHHOM Be30macHOCTH.
Positive Technologies ocHoBana oanH 13 KpynHenwmnx B EBpone mnccnegoBaTenbckmx LEHTPOB

Positive Research, ero ocHoBHas 3adaqa — aHanm3 nepefoBbiX TeHAEHLMM B 00nacT MHPOPMALIMOHHOM

He3onacHocTw.
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