~POSITIVE TECHNOLOGIES

COMNOCTABJIEHUE TPEBOBAHMI NMPUKA3A ®CTIK OT

14 MAPTA 2014 T. Ne 31 C TPEBOBAHNAMU
MEXAYHAPOAHbLIX CTAHAAPTOB

Cneumanuctel  Positive  Technologies conoctaBunmn  Mepbl  3aWMUThl,
yCTaHOBNeHHble npukazom OCTIK ot 14 wmapta 2014 r. N2 31, c
TpeboBaHUSAMU CriefyoLnX AOKYMEHTOB:

cemenctso oTpacnesbix ctaHgaptoB NERC Critical Infrastructure
Protection (NERC CIP);

cemencteo crtaHpaptoB ISA/IEC 62443 Industrial Automation and
Control Systems Security;

pekoMmeHaaumn NIST SP 800-82 «Guide to Industrial Control Systems
(ICS) Security» n NIST SP 800-53 «Security and Privacy Controls for
Federal Information Systems and Organizations».

B uenom npukas npegycmatpmsaeT 6onee WMpokun Habop TpeboBaHUN, yeM
yKa3aHHble AOKYyMeHTbl. Mo pe3ynbTaTtaM COMOCTaB/EHUSA MOXHO OTMETUTb
psa Mep 3aluTbl, KOTOPbIMM MOXHO ©6blN0 6bl AOMONMHUTE TpeboBaHUSA
npukasa:

1.PaspeneHne Ha ceTeBOM YypoBHe KopnopatuBHon JIBC wu

TexHonornyecknx ceten (ISA-62443-2-1, NIST - SP800-82).
TpeboBaHue o0 HeobxoammMocTu cermeHTupoBaHums JIBC B npukase
npucytcreyeTt (3UC-17), ogHAaKO B COOTBETCTBYHLEM METOANYECKOM
AOOKYMeHTe npegnaraeM $BHO OTMETUTb HeobXoAMMOCTb OTAENeHus
TEXHOJIOFMYECKNX CETEN OT KOPNOpPaTUBHbIX.

. MHBeHTapusauma komnoHeHToB ACY TI1. NMopobHoe TpeboBaHme ecTb
BO BCEX pPAaCCMOTPEHHbIX AOKYMeHTax, MNpu 3TOM MWHBeHTapusauus
npegycMaTpuBaeT He  TOAbKO  MAEHTUDUKAUMIO  KOMMOHEHTOB,
y4acTBYKOLWNX B TEXHOJIOMMYECKUX TMpoueccax, HO U XpaHeHue
AOMONHUTENBHON  UMHpOpPMauUKW, No3BonsdlWen onpeaennTb  UX
Ha3HayeHune, cTteneHb KPUTUYHOCTU U T.M.

.MpoBepka nepcoHana nepes npenocraBfeHneM gonycka K paborte ¢
ACY TN (NERC CIP, ISA/IEC 62443)

. Meponpunatunsa, cesi3aHHble C YBOJSIbHEHMEM nepcoHana (6nokupoBaHue
YUYeTHbIX 3anucen, cMeHa naponem u T1.n. — ISA-62443-2-1, NERC-
CIP).



KpoMe Toro, npeacrasniseTcd nonesHbiM onpeaesinTb OCHOBHblE HEAOCTATKMN B
obecneveHmn Wb, KoTopble BCTpeyarTcs B cuctemax ACY TI1, kak 3To
caenaHo B ISA-62443-2-1 u NIST SP 800-82.
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MYHKT U3 AOKYMEHTA

NERC-CIP (REV5 - DRAFT)
(NOVEMBER 7, 2011)

IEC-62443-2-1 (ISA99.02.01)
(NOVEMBER 28, 2012)

NIST - SP800-82
(JUNE 2011)

NIST - SP800-53

(SUPPLEMENT SP800-
82 STANDART*)

NA®.0

PazpaboTka npasun u npoueayp (NOAUTMK) naeHTudukaumm
N ayTeHTUdUKaunmn cybbeKkToB AOCTYNa M 06bEKTOB AOCTYNa

NA®.1

NaeHTudukauma n ayteHtndukauma nonb3osaTenen,
ABNAIOLMNXCA paboTHMKaMK onepaTopa

NA®.2

NaeHTudMKaumsa U ayTeHTUUKaLMUA YCTPOICTB, B TOM Uncie
CTaUMOHAPHbIX, MOBUBHBIX U MOPTATUBHbIX

NA®.3

YnpaBneHve naeHtTudukaTopamm, B TOM YMCe cO3aaHue,
NPUCBOEHME, YHUUYTOXEHNE UAEHTUDUKATOPOB

NA®.4

YnpaBneHwe cpeacTBaMun ayTeHTUDMKaUUK, B TOM Yncne
XpaHeHwue, BblAaya, nHuunanmnsaums, 6nokmpoBaHue
CpefCcTB ayTeHTUdUKaUMM 1 NpUHATME Mep B Cilyyae yTpaThbl
n (Un) KoMnpomeTauum cpeacTs ayTeHTUdMKaumm

NA®.5

ckntoueHne oTobpaxeHus Ans nonb3oBaTens
AEeACTBUTENbHOMO 3HaYeHNs ayTeEHTUDMKALMOHHON
nHdopMaummn n (unn) KonnyecTsa BBOANMbIX CUMBOJIOB
(3awmTa obpaTtHOM CBA3M NpU BBOAE ayTEHTUDMKALMOHHOMN
nHdbopmaumn)

NAD.6

NaeHTndunkauma n ayteHTMdMKaLMA NoNb30BaTeNnen, He
ABNAOWNXCA paboTHMKaMn onepaTtopa (BHELHUX
nonb3oBaTtenemn)

NA®.7

NaoeHTndukauma n ayteHTndukauma obbekTos daninoBoi
CUCTEMbI, 3aMyCKaeMbIX W UCMOMHSIEMbIX MoAy/el, 06bEKTOB
cucTeM ynpasneHust 6azamMmun gaHHbIX, 06bEKTOB,
co3aaBaeMbliX NpUKNaaHbIM U creumanbHbIM NPorpaMMHbIM
obecneyeHneM, MHbIX 06BEKTOB AOCTYyNa

yna.o

PaspaboTka npasun 1 npoueayp (NOAUTUK) ynpaBieHus
[OCTYNoOM Cyb6beKkToB A0CTyna K o6bekTaM AocTyna

yna.1

CIP-003-5 R2
CIP-007-5 R5

CIP-007-5 5.1

NONE

CIP-004-5 R.6

NONE

NONE

NONE

NONE

CIP-003-5 R2
CIP-007-5 R5

NONE

11.7.7 Identification and

Authentication Policy and Procedures

11.5.2 User identification and
authentication

11.5.2 User identification and
authentication

11.7.8 Identifier management

11.7.9 Authenticator management

NONE

6.2 External parties

NONE

11.1 Access control policy

11.2.5 Account Management

Supplement SP800-53
standart

6.3.1 Identification and
Authentication

6.3.1 Identification and
Authentication

In accordance with SP800-
53

In accordance with SP800-
53

Supplement SP800-53
standart

6.2.1 Personnel Security

partially applicable 6.3.1
Identification and
Authentication

Supplement SP800-53
standart

6.3.2 Access Control

IA-1

NONE

NONE

IA-5

IA-5

IA-6

NONE

NONE

AC-1

AC




MYHKT U3 AOKYMEHTA

NERC-CIP (REV5 - DRAFT)
(NOVEMBER 7, 2011)

IEC-62443-2-1 (ISA99.02.01)
(NOVEMBER 28, 2012)

NIST - SP800-82
(JUNE 2011)

NIST - SP800-53

(SUPPLEMENT SP800-
82 STANDART*)

YnpaBneHue (3aBeaeHve, akTMBaums, 6/10KMpoBaHNE U
YHUUTOXEHWE) YUETHBIMM 3aMUCsMU NOSb30BaTeNEN, B TOM
yncne BHELWHUX Mosib3oBaTenei

yna.2

Peanunsaumna Heob6xoAnMbIX METOAOB (ANCKPELIMOHHBIN,
MaHAaTHbIN, pONeBoOr WU NHOK MeToa), TUNOB (YTeHue,
3anucb, BbINOSIHEHWE WAN MHOW TUM) WU NpaBui
pasrpaHu4yeHus focrtyna

ynas

YnpaeneHuve (punbTpauunsa, MapLipyTmM3aums, KOHTPOsb
COeANHEHWI, ogHOHanNpaB/eHHas nepeaada n UHble
cnocobbl ynpasneHns) NHGOPMaLMOHHBIMWU MOTOKAMWN Mexay
YyCTPONCTBaMN, CerMeHTaMM aBTOMaTU3NPOBAHHON CUCTEMBI
ynpaBneHus, a Takxe Mexay aBTOMaTU3MpOBaHHbIMU
cucTeMaMun ynpasrieHns

yna.4

PaspgeneHve nonHoMmouunn (ponen) nonb3oBaTenen,
aAMWHUCTPATOPOB M NuL, obecrneynsaroLnx
PYHKUMOHMPOBaHME aBTOMaTU3NPOBAHHOM CUCTEMBI
yrnpasneHus

yna.s

HasHauyeHne MUHMMaNbHO HEOBXO0AMMbIX MPaB v NPUBWUIETUA
Nnonb30BaTeNsAM, aAMUHUCTPATOPAM U nnuaM,
obecneynBaloLwnM GYHKLMOHMPOBaHWE
aBTOMATU3NPOBAHHOM CUCTEMbI YNpaBeHus

yna.e

OrpaHuyeHne HeycrnewHbIX NoMbITOK BXoAa B
aBTOMaTU3MPOBAHHYIO CUCTEMY ynpaBreHus (AocTyna K
cucTeme)

yna.7
MpeaynpexaeHve NonbL30BaTens Npu ero Bxoae B
aBTOMAaTU3MPOBAHHYIO CUCTEMY YMNpPaB/ieHUsl O TOM, YTO B
Hell peanusoBaHbl Mepbl 3aWunTbl MHDOPMaLMK, U O
HeobX0ANMOCTU COBMIOAEHNSI UM YCTAHOBMIEHHbIX
BnagenbuemM npasua 06paboTkn nHbopMaumnm

yna.s8

OnoBelleHWe nonb3oBaTens Nnocne ycnewHoro Bxoaa B
aBTOMATM3MPOBAHHYHO CUCTEMY YMNPaB/IEHUS O ero
npeabiaylwemM BxoAe B aBTOMaTU3MPOBAHHYHO CUCTEMY
ynpasneHus

yna.o
OrpaHquHme YMncna napanjenbHbIX CeEaHCOB AOCTyna Angd

NONE

partially applicable
CIP-005-5 R2

CIP-007-5 R1

CIP-004-5 R6

In accordance with
CIP-007-5 R5

CIP-004-5 R6

In accordance with
CIP-007-5 R5

CIP-007-5 5.6

NONE

NONE

NONE

11.6 Application and information
access control

11.4 Network access control

11.6 Application and information
access control

11.2.2 Privilege management

11.5.1 Secure log-on procedures

NONE

11.5.1 Secure log-on procedures

NONE

In accordance with SP800-
53

6.3.2 Access Control

In accordance with SP800-
53

5 Network Architecture

6.3.2 Access Control

In accordance with SP800-
53

6.3.2 Access Control

In accordance with SP800-
53

6.3.2 Access Control

In accordance with SP800-
53

6.3.2 Access Control

In accordance with SP800-
53

6.3.2 Access Control

In accordance with SP800-
53

6.3.2 Access Control
In accordance with SP800-

AC

NONE

AC

AC

AC

AC

AC

AC
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MYHKT U3 AOKYMEHTA

NERC-CIP (REV5 - DRAFT)
(NOVEMBER 7, 2011)

IEC-62443-2-1 (ISA99.02.01)
(NOVEMBER 28, 2012)

NIST - SP800-82
(JUNE 2011)

NIST - SP800-53

(SUPPLEMENT SP800-
82 STANDART*)

Ka)K,Cl,OVI yquHOVI 3anncum nonb3oBaTtens
aBTOMaTMSMpOBaHHOVI CUCTEMbI ynpaBneHunsa
yNA.10

BrnoknpoBaHue ceaHca AOCTyna B aBTOMaTU3MPOBAHHYIO
CUCTEMY yrnpaB/ieHMA MOC/e YCTaHOBIEHHOrO BPEMEHM
6e3aencTBuA (HeaKTUBHOCTU) MNOMNb30BaTENs UK MO ero
3anpocy

yna.i1

PaspelueHne (3anpeT) AeCTBUIA Nonb3oBaTenen,
paspeLleHHbIX A0 MAeHTUdMKaUMK U ayTeHTUduKaumm

yna.12

Mopaepxka n coxpaHeHne atpubyToB 6e3onacHoOCTN (MeToK

6e30nmacHoCcTH), cBsA3aHHbIX C MHdOpMauunen B npoLecce ee
XpaHeHns n 06paboTku

yna.i3

Peannsaumnsa 3alwmieHHOro yaaneHHoro 4octyna cyb6bekTos
AocCTyna K o6bekTaM A0CTyna vyepes BHeLHue
WH(POPMaALMOHHO-TENEKOMMYHNKALIMOHHbIE CETU

yna.i4

PernameHTaums n KOHTPOAb UCNOSIb30BaHUA B
aBTOMaTM3MPOBAHHOW CUCTEME YrpaBieHNS TEXHOIOMMin
6ecnpoBoAHOro AocTyna

yna.1is

PernameHTaums n KOHTpONb NCNOb30BaHUA B
aBTOMATU3MPOBAHHOW CUCTEME YNpaBaeHUs MOBUIbHbBIX
TEXHUYECKUX CpeacTB

yna.16

YnpasneHne B3aMMoAeNCTBMEM C aBTOMaTU3MPOBaAHHbLIMU
(MHOPMALMOHHbBIMK) CUCTEMaMN CTOPOHHUX OpraHM3auni
(BHewWwHMe cucrtemsl)

yna.17

ObecneueHne AOBEPEHHOM 3arpy3Ku CpeacTs
BbIYNCIUTENBHON TEXHUKMU

onc.o

PaspaboTka npasun un npoueayp (NOAUTUK) OrpaHUYEHUs
nporpamMMHoON cpeabl

onc.1

YnpaeneHune 3anyckom (obpalleHnsiMM) KOMNOHEHTOB
nporpamMMHOro obecneyeHus, B TOM Yucne onpeneneHue
3anyckaeMblX KOMMOHEHTOB, HAaCTpolika NapaMeTpoB

NONE

NONE

NONE

CIP-005-5R.1

CIP-003-5 2.2

NONE

NONE

NONE

CIP-003-5 R2
CIP-010-11.1

NONE

11.5.5 Session time-out

11.4.9 Permitted Actions Without
Identification or Authentication

NONE

11.4.6 Network connection control
11.4.10 Remote Access

11.7.3 Wireless Access Restrictions

11.7.1 Mobile computing and
communications

11.7.4 Use Control for Portable and
Mobile Devices

11.4.11 Use of External Information
Systems

6.2 External parties

NONE

12.6.2 Configuration Management
Policy and Procedures

12.2 Correct processing in
applications

12.4 Security of system files

53

6.3.2 Access Control

In accordance with SP800-
53

6.3.2 Access Control

In accordance with SP800-
53

NONE

5.8.2 Remote Support
Access

6.3.2.5 Wireless

Supplement SP800-53
standart

Supplement SP800-53
standart

NONE

6.2.4 Configuration
Management

In accordance with SP800-
53

6.2.4 Configuration
Management

In accordance with SP800-

AC

AC

NONE

NONE

NONE

AC-19

SC

NONE

CM

CM
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MYHKT U3 AOKYMEHTA

NERC-CIP (REV5 - DRAFT)
(NOVEMBER 7, 2011)

IEC-62443-2-1 (ISA99.02.01)
(NOVEMBER 28, 2012)

NIST - SP800-82
(JUNE 2011)

NIST - SP800-53

(SUPPLEMENT SP800-
82 STANDART*)

3anycka KOMMOHEHTOB, KOHTPOJ1b 3a 3anyCKOM KOMMOHEHTOB

nporpamMMHoro obecneveHus

onc.2

YnpaeneHue yCcTaHOBKOWN (MHCTannaumMen) KOMNOHEHTOB
nporpamMMHoOro obecneveHus, B TOM Yncne onpeneneHune
KOMMOHEHTOB, NoANexalinx yCTaHOBKe, HacTpomKa
napaMeTpoB YCTaHOBKM KOMMOHEHTOB, KOHTPO/Ib 3a
YCTaHOBKOW KOMMOHEHTOB NporpaMMHoro obecrneyeHuns
onc.3

YcTaHoBKa (MHCTaNNAumMsa) TobKO pa3peLleHHoro K
NCMonb30BaHWMIO NPOrpaMMHOro obecneveHns u (Mnun) ero
KOMMOHEHTOB

onc.4

YnpaeneHue BpeMeHHbIMK dalrinamm, B TOM Yncne 3anperT,
paspelleHue, nepeHanpasfeHne 3anncu, yaaneHme
BpeMeHHbIX dainnos

3HWN.0

PaspaboTka npasun 1 npoueayp (NOAUTUK) 3aLUUThI
MaLUMHHbIX HOCUTENen

3HU.1
YyeT MaWwmnHHbIX HOCcUTenen nHdopmaumm

3HU.2

YnpasneHue AOCTYNOM K MALWWHHBbIM HOCUTENSM
MHdopMauum

3HW.3

KoHTpoNb nepeMeLleHns MalnHHbIX HoCuTenemn
nHdopMaumun 3a npeaesbl KOHTPOINPYEMOW 30HbI
3HW.4

MckntoyeHme BO3MOXHOCTU HECAHKLIMOHUPOBAHHOMO
03HaKOMJIEHUS C coAep>xaHneM MHdOopMaLmMK, XpaHsLuencs
Ha MaLUMHHbIX HOCUTENAX, U (UNTU) UCMONb30BaHUS
HocuTenein nHdopMaumm B MHbIX aBTOMaTU3MPOBAHHbIX
cucTeMax yrnpasrieHus

3HW.5

KoHTponb ucnonb3oBaHusa nHtepdencos sBeoaa (BbiBoAa)
MHdOpMaUmMN Ha MallMHHbIE HOCUTENW MHdOopMaunn

CIP-010-11.1

CIpP-010-11.1

NONE

CIP-003-5 R2
CIP-007-51.2

NONE

NONE

NONE

NONE

CIP-007-5 1.2

12.4.1 Control of operational
software

12.4.1 Control of operational
software

NONE

10.7.1 Management of removable
media

10.7.5 Media labeling

10.7.3 Information handling
procedures

10.7.7 Media transport
10.8.3 Physical media in transit

10.7.3 Information handling
procedures

NONE

53

6.2.4 Configuration
Management

In accordance with SP800-
53

6.2.4 Configuration
Management O In
accordance with SP800-53

NONE

Supplement SP800-53
standart

6.2.7 Media Protection

In accordance with SP800-
53

6.2.7 Media Protection

6.2.7 Media Protection

In accordance with SP800-
53

6.2.7 Media Protection

In accordance with SP800-
53

6.2.7 Media Protection

In accordance with SP800-
53

CM

CM

NONE

MP

MP

MP

MP

MP
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MYHKT U3 AOKYMEHTA

NERC-CIP (REV5 - DRAFT)
(NOVEMBER 7, 2011)

IEC-62443-2-1 (ISA99.02.01)
(NOVEMBER 28, 2012)

NIST - SP800-82
(JUNE 2011)

NIST - SP800-53

(SUPPLEMENT SP800-
82 STANDART*)

3HWN.6

KoHTponb BBOAA (BbIBOAA) MHGMOPMaLUMKN Ha MalUUHHbIE
HocuTenu uHdopmaumm

3HN.7
KOHTpOb NOAKMOYEHUST MALLUMHHbLIX HOCUTENeln
MHpopMauum

3HN.8

YHuuTOXEHne (CTupaHme) nHbopMaunm Ha MaLMHHbIX
HOCUTENAX NpU UX Nepedayve Mexay nonb3oBaTensmu, B
CTOPOHHWE OpraHu3aumMn Ass peMoHTa UNu yTunmsauuu, a
TaKXe KOHTPO/Ib YHUUTOXEHUS (CTUpaHUS)

PCB.0

PaspaboTka npasua u npoueayp (NOANTUK) perucTpaumnm
cobbITuin 6e3onacHoOCTM

PCB.1

OnpepeneHune cobbiTni 6€30NacHOCTM, Noanexalumx
permcTpaumnmn, n CpoKOB UX XpaHEHUS

PCB.2

OnpegeneHune coctaBa n cogepxaHus MHCbOpMaLI,MM 0o
cobbiTMaX 6e30MacHOCTH, noanexatimx perncTtpaunm

PCB.3

C6op, 3an1cb 1 xpaHeHne nHdopmMaumm o cobbITUsAX
6€30MacHOCTM B TeYeHUN YCTaHOB/IEHHOIO BpEMEHU
XpaHeHus

PCB.4

PearvposaHune Ha c6on npu perncrpaumm cobbiTuin
6e30MacHOCTM, B TOM YuC/ie annapaTHble U NporpaMMHble
ownbkun, cbon B MexaHmnsmax cbopa nHdbopmauum un
AOCTUXEHWE npeaena unu nepenosiHeHns obbeMa (eMKOCTH)
namaTu

PCB.5

MOHWTOPUHI (NMPOCMOTP, aHanu3) pesynbTaToOB perucTpauuu
cobbITniA 6€30NacHOCTM U pearnpoBaHue Ha HUX

PCB.6

NONE

NONE

NONE

CIP-003-5 R2
CIP-007-5 R4

CIP-007-5 4.1

CIP-007-5 4.1

CIP-007-54.4

CIP-007-5 4.3

CIP-007-5 4.5

NONE

10.7.3 Information handling
procedures

10.7 Media handling

10.7.2 Disposal of media

10.10 Monitoring

10.10.7 Audit and Accountability
Policy and Procedures

10.10.1 Audit logging
10.10.2 Monitoring system use

10.10.4 Administrator and operator
logs

10.10.1 Audit logging
10.10.2 Monitoring system use

10.10.10 Audit Record Retention

10.10.5 Fault logging

10.10.9 Audit Monitoring, Analysis
and Reporting

10.10.6 Clock synchronization

6.2.7 Media Protection

In accordance with SP800-
53

6.2.7 Media Protection

In accordance with SP800-
53

6.2.7 Media Protection

In accordance with SP800-
53

6.3.3 Audit and
Accountability

In accordance with SP800-
53

6.3.3 Audit and
Accountability

In accordance with SP800-
53

6.3.3 Audit and
Accountability

In accordance with SP800-
53

6.3.3 Audit and
Accountability

In accordance with SP800-
53

6.3.3 Audit and
Accountability

In accordance with SP800-
53

6.3.3 Audit and
Accountability

In accordance with SP800-
53

6.3.3 Audit and

MP

MP

AU

AU
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MYHKT U3 AOKYMEHTA

NERC-CIP (REV5 - DRAFT)
(NOVEMBER 7, 2011)

IEC-62443-2-1 (ISA99.02.01)
(NOVEMBER 28, 2012)

NIST - SP800-82
(JUNE 2011)

NIST - SP800-53

(SUPPLEMENT SP800-
82 STANDART*)

FeHepupoBaHue BPEMEHHbIX METOK U (UN) CUHXPOHU3aLMUs
CMCTEMHOr0 BPEMEHW B aBTOMATU3NPOBAHHOWN CUCTEME
ynpasneHus

PCB.7
3awmTa nHdopmaumm o cobbiTusax 6e3onacHoCTH

PCB.8

ObecneyeHne BO3MOXHOCTU NPOCMOTPa U aHanunsa
nHdbopMaumn o AencTBnAX OTAENbHbIX NOSb30BaTenemn

AB3.0

PaspaboTka npasun n npouenyp (MNOAUTUK) aHTUBUPYCHOWN
3almnThl

AB3.1
Peanusauusi aHTUBMPYCHOM 3aluUThbI

AB3.2

O6HoBNeHne 6a3sbl AaHHbIX NPU3HAKOB BPeAOHOCHbIX
KOMMbIOTEPHbIX NporpamMm (BMpPYCOB)

COB.0O

PaspaboTka npasun 1 npoueayp (NOAUTUK) o6HapyXeHus
BTOPXXEHWN

COB.1
O6HapyxeHne BTOPXEHUN

COB.2
O6HoBNneHne 6a3bl pewanLwmnx npasun

AH3.0

NONE

NONE

CIP-003-5 R2
CIP-007-5 R3

CIP-007-5 3.1
CIP-007-5 3.2

CIP-007-5 3.3

CIP-003-5 R2
CIP-005-51.5

CIP-005-51.5

NONE

CIP-003-5 R2

10.10.3 Protection of log information

10.10.4 Administrator and operator
logs

10.4 Protection against malicious and
mobile code

10.4.1 Controls against malicious
code

10.4.2 Controls against mobile code
10.4.3 Malicious Code Protection

10.4.1 Controls against malicious
code

NONE

10.6.2 Security of network services

NONE

5.1.1 Cyber security policy document

Accountability

In accordance with SP800-
53

6.3.3 Audit and
Accountability

In accordance with SP800-
53

6.3.3 Audit and
Accountability

In accordance with SP800-
53

6.2.6 System and
Information Integrity

In accordance with SP800-
53

6.2.6.1 Malicious Code
Detection

6.2.6 System and
Information Integrity

In accordance with SP800-
53

6.2 Operational Controls
6.2.6 System and
Information Integrity

In accordance with SP800-
53

5.4 Recommended

Defense-in-Depth
Architecture

6.2.6 System and
Information Integrity

In accordance with SP800-
53

NONE

6.1.1 Security Assessment

SI-3

NONE

SI-3

SI

SI

NONE
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NERC-CIP (REV5 - DRAFT)
(NOVEMBER 7, 2011)
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PaspaboTka npasun u npoueayp (NOAUTUK) KOHTPONS
(aHanusa) 3awmLeHHOCTH

AH3.1

BbiiBIEHME, aHaNM3 ySa3BUMOCTEN M onepaTUBHOE
YCTpaHeHWE BHOBb BbISIB/IEHHbIX YSA3BUMOCTEN

AH3.2

KoHTponb ycTaHOBKM 06HOBAEHWI NPOrPaMMHOro
obecneyeHuns, Bkao4as 06HOBIEHME MPOrpPaMMHOro
obecneyeHnsa cpeAcTs 3aWwmnTbl MHDOPMaLK

AH3.3

KoHTponb paboTocnoco6HOCTM, MapaMeTpoB HACTPOMKM 1
NpaBubHOCTU YHKLUMOHUPOBAHMSA NPOrpaMMHOro
obecrneyeHns U CpeacTsB 3aLmTbl HpopMauum

AH3.4

KOHTpO/b cOCTaBa TEXHUYECKUX CPEACTB, MPOrpaMMHOro
obecneyeHns U cpeacTB 3aWwuTbl MHGOpPMaLUmm

AH3.5

KOHTpONb NpaBua reHepaumm U CMeHbl Naponen
nonb3oBaTesiei, 3aBeeHns U yaaneHuns y4eTHbIX 3anucemn
nonb3oBaTtenen, peanmsaunn NpaBm pasrpaHnyeHmns
[OCTYMNOM, MOJIHOMOYMI NOoJib30BaTeNeN B MHHOOPMALIMOHHOWN
cucrteme

oun.o

PaspaboTka npasun 1 npoueayp (NONMTMK) obecrneyeHms
LeNoCTHOCTH

oun.1

KoHTponb LenocTHoCcTn nporpaMMHoro obecnevexus,
BK/1tOYas nporpamMMHoe obecrnevyeHne CpeacTs 3allmThbl
nHdopmaumm

oun.2

KOHTpPO/b LEeNoCTHOCTM UHGOpMaLMK, coaepKallencs B
6a3ax AaHHbIX

CIP-010-1 R.3

CIP-007-5 2.2

CIP-007-5 2.3

CIP-010-1 1.4
CIP-010-1 1.5

CIP-010-1 R.1

CIP-007-55.4

CIP-003-5 R2

NONE

NONE

12.6 Technical Vulnerability
Management

12.6 Technical Vulnerability
Management

12.6.1 Control of technical
vulnerabilities

12.6.1 Control of technical
vulnerabilities

12.6.4 Configuration Change Control

12.6.5 Monitoring Configuration
Changers

12.6.4 Configuration Change Control

12.6.5 Monitoring Configuration
Changers

11.2.3 User password management

10.10.4 Administrator and operator
logs

11.1.3 System and Information
Integrity Policy and Procedures

11.1.3 System and Information
Integrity Policy and Procedures

11.7.10 Software and Information
Integrity

and Authorization

In accordance with SP800-
53

6.1.1 Security Assessment
and Authorization

In accordance with SP800-
53

6.2.6.3 Patch Management

6.2.4 Configuration
Management O In
accordance with SP800-53

6.2.4 Configuration
Management O In
accordance with SP800-53

6.3.3 Audit and
Accountability

In accordance with SP800-
53

6.2.6 System and
Information Integrity

In accordance with SP800-
53

6.2.6 System and
Information Integrity

In accordance with SP800-
53

6.2.6 System and
Information Integrity

In accordance with SP800-
53

CA

NONE

CM

CM

AU

SI

SI

SI

CtpaHnua 9 us 1



MYHKT U3 AOKYMEHTA

NERC-CIP (REV5 - DRAFT)
(NOVEMBER 7, 2011)

IEC-62443-2-1 (ISA99.02.01)
(NOVEMBER 28, 2012)

NIST - SP800-82
(JUNE 2011)

NIST - SP800-53

(SUPPLEMENT SP800-
82 STANDART*)

oun.3

ObecneyeHne BO3MOXXHOCTN BOCCTAHOB/IEHUS NPOrPaMMHOIo
obecneueHus, BkO4Yas NporpaMmMHoe obecneveHne cpeacTs
3aWwmnTbl MHDOPMaLUKN, NPU BO3SHUKHOBEHUWN HELUTaTHbIX
cuTyaumn

oun.4

O6HapyxeHue 1 pearmpoBaHue Ha NOCTynjeHne B
aBTOMATU3MPOBAHHYIO CUCTEMY yMpaBieHns
He3anpalnBaeMbIX NEKTPOHHbIX COO6LLIEeHNI (nnceM,

[OKYMEHTOB) U MHOM MHMOPMaLMK, HE OTHOCSLUMXCS K ee
(dYHKLMOHMPOBaHMIO (3almTa OT crnama)

ouJ/1.5

KoHTponb coaepxaHusa nHdopmauum, nepesaBaeMon 13
aBTOMATU3MPOBAHHOW CUCTEMbI YpaBieHns
(KOHTEMHepHbIW, OCHOBAHHbIN Ha CBOMCTBaxX obbekTa
[OCTyNna, U KOHTEHTHbIN, OCHOBAHHbIN Ha Noucke
3anpeLleHHon K nepegaye nHbopMauum ¢ NCNonb3oBaHNEM
CUIHaTYyp, Macok M MHbIX METOA0B), U UCK/IIOYEHME
HernpaBOMEpHOW nepenayn MHpopMaymm

ousn.6

OrpaHuyeHune npas nosib3oBaTesein no BBoAy UHdopMaLum B
aBTOMATU3NPOBAHHYIO CUCTEMY YMpaB/eHUs

oun.z

KOHTpO/Ib TOYHOCTU, NOMHOTbLI U NPAaBUNBLHOCTU AAHHbIX,
BBOANMBbIX B aBTOMaTU3NPOBAHHYKO CUCTEMY YyNpaBieHna

oun.s

KOHTpONb OWmMBOYHbIX AEACTBUIN NOb30BaTeNeN Mo BBOAY U
(nnn) nepepave nHpopmaumm 1 npegynpexaeHne
nonb3osartenen 06 ownbOUHbBIX AENCTBUAX

OAT.0

PaspaboTka npasun 1 npoueayp (NonuMTuK) obecrneyeHms
AOCTYMNMHOCTU

oArT.1
Mcnonb3oBaHne 0TKa30yCTOMUMNBLIX TEXHUYECKNX CPEACTB

oAaT.2

PezepBunpoBaHMe TEXHUUYECKNX CPEACTB, MPOrpPaMMHOIro
obecrneyeHuns, kKaHanoB rnepeaadn MHgopmaumm, cpeacTs
obecnevyeHns MdYHKUMOHMPOBAHUS MHGOPMaLMOHHOMN

CIP-009-5 R1

NONE

NONE

NONE

NONE

NONE

CIP-003-5 R2

Partially applicableCIP-
009-5R1

CIP-003-5 R2

Partially applicable CIP-
009-5 R1

10.5 Back-up

NONE

11.7.13 Information Output Handling
and Retention

11.7.11 Information Input
Restrictions

NONE

NONE

5.1.1 Cyber security policy document
14 Business Continuity Management

14.1.12 Alternate Control Site
14.2 Telecommunications Service

14.1.12 Alternate Control Site
14.2 Telecommunications Service

6.2.3 Contingency
Planning

In accordance with SP800-
53

6.2.6 System and
Information Integrity

In accordance with SP800-
53

6.2.6 System and
Information Integrity

In accordance with SP800-
53

6.2.6 System and
Information Integrity

In accordance with SP800-
53

6.2.6 System and
Information Integrity

In accordance with SP800-
53

6.2.6 System and
Information Integrity

In accordance with SP800-
53

6.2.3 Contingency
Planning

In accordance with SP800-
53

5.10 Redundancy and
Fault Tolerance

5.10 Redundancy and
Fault Tolerance

NONE
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CUCTEMDI

oAaT.3

KoHTponb 6e30TKa3HOro pyHKUMOHNPOBAHUS TEXHUYECKMX
cpeacTs, 0bHapyXeHue 1 nokannsaunsa 0TKa3os
dYHKUMOHMPOBAHUS, MPUHATUE MeP MO BOCCTAHOBJIEHUIO
OTKa3aBLUMX CPEACTB U UX TECTUPOBaHNE

OAT.4

Mepuoanyeckoe pesepBHOe KonnpoBaHue MHboOpMaLnn Ha
pe3epBHble MallMHHbIE HOCUTENN MH(OpMaLmMn

oAaT.5

ObecneyeHne BO3MOXHOCTM BOCCTAHOB/IEHNS MHMOpMaumn ¢
pe3epBHbIX MaLUMHHbIX HOCUTenel nHpopmMaunn (pesepBHbIX
KOMWi1) B TEYEHUW YCTAHOB/IEHHOrO BPEMEHHOI0 MHTepBana

OoAaT.6

Knacrepusauns aBToMaTU3MPOBaAHHOWN CUCTEMbI yNpaBieHuns
n (Unn) ee cerMeHToOB

oaT.7

KOHTpONb COCTOAHUA M KavyecTBa NpeaocTaBieHns
NOCTaBLUMKOM TENEeKOMMYHUKALNOHHbIX YCNYT
BbIYNCNUTENbHbBIX pecypcoB (MOLLHOCTEN), B TOM yncne no
nepepade nHdbopMauum

3CB.0

PaspaboTka npasun u npoueayp (NOANTUK) 3aLLMTbI cpeabl
BUPTYyanusaumm

3CB.1

NaeHTndunKauma n ayteHTMdMKauma cybbekToB AOCTyNna U
06BbeKTOB AOCTYNa B BUPTYyasibHOW MH(PPaCTPyKType, B TOM
yncne agMMHUCTPaTOPOB YNpaBfeHNsa cpeacTBamm
BUPTYyanusaumm

3CB.2

YnpaeneHue ocTynomMm cybbekToB A0OCTyna K obbekTam
[O0CTyna B BUPTyanbHOW MHMPACTPyKType, B TOM yucne
BHYTPUW BMPTYasbHbIX MaLIUH

3CB.3

Perncrpauusa cobbitnii 6€30nacHoCTV B BUPTYanbHOM
nHdpacTpykType

3CB.4

YnpaeneHue (bunbTpauns, MapwpyTnsaums, KOHTPOb
COeMHEHWs, OoAHOHaNpaB/iieHHas nepejadya) NOToKaMu

Partially applicable CIP-

009-5R1

CIP-009-5 R1

CIP-009-5 R1

NONE

NONE

NONE

NONE

NONE

NONE

NONE

14.1.5 Testing, maintaining and re-
assessing business continuity plans

14.1.13 IACS Backup

14.1.11 Alternate Storage Site

14.1.14 IACS Recovery and
Reconstruction

14.1.12 Alternate Control Site

14.2 Telecommunication Services

NONE

NONE

NONE

NONE

NONE

5.9 Single Points of
Failure

5.10 Redundancy and
Fault Tolerance

6.2.3 Contingency
Planning

In accordance with SP800-
53

6.2.3 Contingency
Planning

In accordance with SP800-
53

5.10 Redundancy and
Fault Tolerance

NONE

NONE

NONE

NONE

NONE

NONE

NONE

NONE

NONE

NONE

NONE

NONE

NONE
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MHdOpMaUnn Mexay KOMNOHEeHTaMn BUPTYyasnbHOWM
MHPPaCcTPyKTypbl, @ TakXXe No NepMMeTpy BUPTYyasibHOM
MHMbPACTPYKTYpbI

3CB.5

[loBepeHHas 3arpy3ka cepsBepoB BUpTyanusauuu,
BUPTyasibHOW MalluHbl (KOHTENHepa), cepBepOB yrnpasneHus
BUpTyanusaumnen

3CB.6

YnpaBneHue nepemelleHneM BUpTyanbHbIX MaLWH
(KoHTelHepoB) U obpabaTbiBaeMbIX Ha HUX AaHHbIX

3CB.7

KOHTpONb LEenoCcTHOCTM BUPTYyanibHOM MHGPPACTPYKTYypbl U ee
KOHUrypauuni

3CB.8

Pe3epBHOe KOMMpoOBaHWE AaHHbIX, pe3epBUpOBaHMe
TeXHUYeCKUX CpeAacTB, NporpaMMHoro obecneveHms
BUPTYyasbHOW MHMPACTPYKTYPbI, @ TakXKe KaHanoB CBA3MU
BHYTPW BMPTYanbHON MHMPaCTPYKTYpbl

3CB.9

Peanusaumna v ynpaBieHMe aHTUBUPYCHOM 3aluMTon B
BUPTyanbHOW MHMDPACTPYKType

3CB.10

PaszbueHuve BnpTyanbHON MHGPPACTPYKTYpPbl HA CErMeHTbI
(cerMmeHTUpOBaHWE BUPTYanbHON MHQPACTPYKTYypbl) ANA
06paboTkn MHGpOPMaUMK OTAENbHbLIM NOSb30BaTENEM U
(nnn) rpynnon nonb3oBaTtenen

3TC.0

PaspaboTka npasun 1 npoueayp (NOAUTMK) 3aLUmUThbI
TeXHUYECKUX CPeacTB

3TC.1

3awmTa nHdopmaumm, obpabartbiBaeMol TeEXHUYECKUMU
CpefcTBaMu, OT ee YTEeUKM MO TEXHUYECKUM KaHanam

3TC.2

OpraHusaumsi KOHTPOJMPYEMOI 30HbI, B Npeaenax KoTopown
NMOCTOSIHHO pa3MeLLalTCs CTauMOHapHbIe TEXHUYECKNe
cpeactBa, obpabaTtbiBatowme nHdopMaumto, n cpeacTea
3aWwmnTbl MHbOPMaUUK, a Takxe cpeacTsa obecneyeHus
pYHKUNOHUPOBaHUSA

3TC.3

NONE

NONE

NONE

NONE

NONE

NONE

CIP-003-5 R2
CIP-006-5 R1

NONE

CIP-006-5 R1

CIP-006-5 R1

NONE

NONE

NONE

NONE

NONE

NONE

9.1 Secure areas
9.2 Equipment security

9.2.3 Cabling security

9.1 Secure areas

9.1 Secure areas

NONE

NONE

NONE

NONE

NONE

NONE

6.2.2 Physical and
Environmental Protection

In accordance with SP800-
53

6.2.2 Physical and
Environmental Protection

In accordance with SP800-
53

6.2.2 Physical and
Environmental Protection

In accordance with SP800-
53

6.2.2 Physical and

NONE

NONE

NONE

NONE

NONE

NONE

PE

PE

PE

PE
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KoHTponb v ynpasneHne dusnyeckmm AoOCTYNoM K
TEXHWYECKNM CpeACcTBaM, CpeAcTBaM 3almTbl MHPOPMaLMK,
cpeacTBaM obecneyeHns PYHKLUMOHUPOBAHWS, @ Takxe B
NOMELLEHNS U COOPYXKEHUS, B KOTOPbIX OHM YCTaHOBJ/IEHbI,
NCKIoYatloLme HeCaHKLMOHNPOBaHHbIN PU3NYECKNA AOCTYN
K cpeacTtesaMm 06paboTkm MHpoOpMaumm, CpeacTsam 3alnThl
nHdopMaumm n cpeacTsam obecneyeHns
PYHKUMOHMPOBAHNS aBTOMATU3NPOBAHHOW CUCTEMBI
yrpaBfeHUsa Y NOMELLEHUSA U COOPYXEHUS, B KOTOPbIX OHU
yCTaHOBAEHbI

3TC.4

PasmelyeHune ycTponcTs BbiBoAa (0TOHpaxkeHus)
WHdOpMaumMmn, UCKtoYatoLWwee ee HeCaHKLUMOHUPOBaHHbIN
npocMoTp

3TC.5

3awmTa OT BHELWHUX BO3AENCTBMIA (BO3AENCTBUN
OKpYy>atoLwen cpeabl, HeCTabubHOCTM 3NeKTPOCHabxXeHns,
KOHAMUMOHWPOBAHUSA W UHbIX BHELWHUX (PaKToOpoB)

31nC.0

PaspaboTka npasun 1 npoueayp (NOAUTMK) 3aLUmUThbI
aBTOMaTU3MPOBAHHOI CUCTEMbI U €€ KOMMOHEHTOB

3nc.1

PasgeneHve dyHKUM NO ynpaBneHuto
(2aBAMWHUCTPUPOBAHUIO) aBTOMaTU3NPOBAHHON CUCTEMbI
ynpasneHus, ynpasneHuio (aAMMHUCTPUPOBAHUIO) CUCTEMOM
3aWmTbl MHGOpMaumm, dyHKUUIM No o6paboTke MHGOpMaumm
M UHbIX PYHKLMA aBTOMaTM3MPOBAHHOW CUCTEMBI
ynpasneHus

3nC.2

MpenoTBpalleHne 3aaepXXKK UK NpepbiBaHUs BbINOIHEHUS
NMPOLECCOB C BbICOKWMM MPUOPUTETOM CO CTOPOHbI NPOLLECCOB
C HU3KUM MPUOPUTETOM

3NnC.3

ObecneyeHune 3aWwmTbl MHDOPMaLUUK OT PacKpbITUS,
MoamndurKauum 1 HaBs3biBaHUs (BBOAA JIOXKHOM
MHdopMaumm) npu ee nepegadve (NoAroToBKe K nepegave)

NONE

NONE

CIP-003-5 R2

NONE

NONE

NONE

9.2 Equipment security

9.2.11 Access Control for Display
Medium

9.2 Equipment security

5. Security policy

10. Communications operating
procedures

11.2.6 Separation of Duties

NONE

10.8 Exchange of information

Environmental Protection

In accordance with SP800-
53

6.2.2 Physical and
Environmental Protection

In accordance with SP800-
53

6.2.2 Physical and
Environmental Protection

In accordance with SP800-
53

6.2.2 Physical and
Environmental Protection
6.3.2 Access Control

6.3.4 System and
Communications
Protection

6.2.6 System and
Information Integrity

6.3.2 Access Control

In accordance with SP800-
53

NONE

6.3.4 System and
Communications
Protection

In accordance with SP800-

PE

PE

PE
AC
SC
SI

AC

NONE

SC
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Nno KaHasaMm CBSi3W, MMEIOLLMM BbIX0ZA 3a Nnpeaenbl
KOHTPOSIMPYEMOW 30HbI, B TOM Yucsie 6ecnpoBOAHbIM
KaHanam cBsisu

3nc.4

ObecneyeHne AOBEPEHHbLIX KaHana, MapLipyTa Mexay
aAMUHUCTPATOPOM, MOJSIb30BaTENIEM U CPEACTBAMU 3aLUMUThI
MHpopMauum (PyHKUMSMM 6€30NacHOCTM CPeACTB 3allnThl
MHpopmauumn)

3nC.5

3anpeT HeCaHKLUMOHMPOBAHHOW yAaneHHON aKkTueaumm
BMAeokamep, MMKPOMOHOB M MHbIX NepndepuiiHbIxX
YCTPOWMCTB, KOTOPble MOTyT aKTUBMPOBATLCS yAaNleHHO, U
onoseLleHWe nosb3oBaTenein 06 akTnBaLMm Taknx
YCTPOWCTB

31C.6

Mepeaaya M KOHTPOMb LIENIOCTHOCTU aTpubyToB
6e3onacHocTn (MeTok 6e30MacHOCTN), CBSA3@HHbIX C
nHdopmaumen, npu obMeHe MHGOpPMaLMEN C UHBIMK
aBTOMaTM3MPOBaHHbIMK (MH(OPMaLIMOHHBIMK) CUCTEMaMK

3nc.7

KOHTPOSb CAHKLMOHNPOBAHHOIO N UCKJTIOYEHNE
HeCaHKLUMOHMPOBAHHOMO UCMOIb30BaHNSA TEXHOI0MUI
Mo6uNbLHOrO KoAa, B TOM uncne perncrpaums coboitmin,
CBSA3aHHbIX C UCMOJIb30BaHMEM TEXHOIOrNIN MOBUABHOrO
KoAa, UX aHanuM3 U pearMpoBaHMe Ha HapyLlUeHus,
CBSi3aHHbIE€ C MCMOJIb30BAHMEM TEXHONOMNN MOBUNBbHOIo
Koaa

31C.8

KOHTpOfb CaHKLMOHMPOBAHHOIO U UCKOYEHNE
HECaHKLUMOHNPOBAHHOIO MCMNOb30BaHMS TEXHOMOMNM
nepegayun peyu, B TOM Yncre pernctpaums cobbitni,
CBSAI3@aHHbIX C UCMOJIb30BAaHMEM TEXHOMNOMMIN Nepeaayun peun,
WX aHaan3 U pearMpoBaHMe Ha HapyLUEHUS, CBSA3aHHble C
NCMonb30BaHWEM TEXHONOMMI Nepegadn peum

31nC.9
KOHTpOMb CaHKUMOHUPOBAHHOWM M UCKNOUYEHMEe

HecaHKLUMOHNPOBaHHOW nepeaayun suaeonHdbopMauum, B ToM

yucne permctpaums cobbiTuiA, CBA3aHHbIX C Nepeaayen
BUAEOMHGOPMaLMK, X aHaNn3 U pearMpoBaHue Ha
HapyLleHusl, CBA3aHHble C Nepeaayer BuaeonHdbopmaumm
31C.10

MoAaTBepXAEHME MPOUCXOXKAEHUS UCTOYHMKA MHbOpMaumm,

nosyyaemoi B Npouecce onpeaeneHus CeTeBbiX aapecos no

NONE

NONE

NONE

NONE

NONE

NONE

NONE

10.6 Network security management

NONE

partially applicable
12.2.3 Message integrity

10.4.2 Controls against mobile code

NONE

NONE

NONE

53

6.3.4 System and
Communications
Protection

In accordance with SP800-
53

NONE

6.2.6 System and
Information Integrity

In accordance with SP800-
53

6.3.4 System and
Communications
Protection

In accordance with SP800-
53

NONE

NONE

6.3.4 System and
Communications
Protection

SC

NONE

SI

SsC

NONE

NONE

SC
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CeTeBbIM MMEHAM NN onpeaeneHna CeTeBbiX MMEH MO
CeTeBbIM ajpecaM

3nC.11

ObecneyeHne NOAMHHOCTU CETEBbIX COeAMHEHMUI (CeaHcoB
B3aMMOAENCTBMSA), B TOM YMCAe AN 3alUMTbl OT NOAMEHbI
CeTeBbIX YCTPOWNCTB N CEpPBMNCOB

3ncC.12

MckntoueHe BO3MOXHOCTM OTPULL@HNS Nosb3oBaTesem
akTa oTNpaBkn UHMOPMaLMM APYroMy MOJib30BaTeso

31C.13

MckntoyeHme BO3MOXHOCTY OTPULL@HMS MOJSIb30BaTe/IeM
dakTa nonyyeHuns nHpopmMaumm OT APYroro nNonb3oBaTens

3ncC.14

Mcnonb3oBaHue yCTPOWCTB TEPMUHANBHOrO fOCTyna ANs
06paboTkun MHdopmaumm

31C.15

3awmTa apxmBHbIX dannos, NapameTpoB HaCTPOMKK CPeACTB
3aWwmnTbl MHdOPMaLUKN U NPOrpaMMHOro obecneyeHns 1 NHbIX
OAHHbIX, HE NoAnexalunx U3MeHeHUIo B npouecce
06paboTkun nHpopmaumm

3NC.16

BbisiBNeHME, aHanm3 1 610KMPOBaHNE CKPbITbIX KaHa0B
nepesayun nHdopMaunm B 06xXo4 peannsoBaHHbIX Mep
3aWnThl MHGOPMALUK UAN BHYTPU Pas3peLlleHHbIX CETEBbIX
NpoTOKO/I0B

3ncC.17

PasbueHne aBTOMaTU3NPOBAHHOM CUCTEMbI YNpaBieHUs Ha
CerMeHTbl (CerMeHTMpoBaHMe) u obecrneyeHne 3aLmThbl
nepuMeTPOB CErMEHTOB

31C.18

ObecneyeHune 3arpy3kun U UCMOSTHEHWUSI MPOrpaMMHOro
obecneyeHns C MalNHHbBIX HocUTenen nHbopMaumm,
[OCTYMHbIX TOJIbKO A1t YTEHUSI, U KOHTPOJIb LLeTOCTHOCTH
[aHHOro nporpamMMHoro obecrieyeHus

NONE

NONE

NONE

NONE

NONE

NONE

partially applicable CIP-
005-5 R1 Security
Perimeter

NONE

10.6 Network security management

partially applicable
12.2.3 Message integrity

NONE

NONE

11.7.10 Software and Information
Integrity

12.5.4 Information leakage

11.4.5 Segregation in networks

Partially applicable

11.7.10 Software and Information
Integrity

In accordance with SP800-
53

6.3.4 System and
Communications
Protection

In accordance with SP800-
53

partially applicable

6.3.4 System and
Communications
Protection

In accordance with SP800-
53

partially applicable

6.3.4 System and
Communications
Protection

In accordance with SP800-
53

NONE

6.2.6 System and
Information Integrity

In accordance with SP800-
53

6.2.6 System and
Information Integrity

In accordance with SP800-
53

5.2 Logically Separated
Control Network

5.3 Network Segregation

6.2.6 System and
Information Integrity

In accordance with SP800-
53

SC

SC

SC

NONE

SI

SI

NONE

SI
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31ncC.19

M3onaumsa npoueccos (BbINO/IHEHWE NPOrpaMM) B
BblaeneHHoM obnactu namsaTn

31nC.20

3awmTa 6ecnpoBOAHbIX COEANHEHUIN, MPUMEHSEMbIX B
aBTOMaTM3MPOBAHHOW CUCTEMbI yrNpaB/ieHns

3nc.21

WckntoveHne focTyna nonb3oBaTens K nHdopmauum,
BO3HMKLLEW B pe3ynbrate AeACTBMIA NpeablayLlero
nosib3oBaTeNsl Yepes peecTpbl, ONepaTUBHYI0 NaMsThb,
BHELLHWe 3anoMuHaloLwmne yCcTpoicTBa U UHble obwue ans
nonb3oBaTesnein pecypchbl

3ncC.22

3almTa aBTOMATU3NPOBAHHOW CUCTEMbI YNpPaBieHUsl OT
yrpo3 6e3onacHoCT MHdOpMaLUum, HanpasBiieHHbIX Ha 0TKa3
B 06CnyXmBaHum

31C.23

3awmTa nepumeTpa (pusnyecknx u (Uam) NormM4eckKmx
rpaHuvLl) aBTOMaTM3MpPOBaHHOW CUCTEMbI YNpaBieHUs npu ee
B3aMMOAENCTBUU C MHbIMM aBTOMaTU3NPOBaHHbLIMU
(MHdOPMALMOHHBIMK) CMCTEMaMN N MHDOPMALMOHHO-
TeNeKOMMYHUKALUMOHHbBIMU CETSMU

3NC.24

lMpekpaleHne ceTeBbIX COeANHEHUI Mo nX 3aBepleHnn nnm
no UCTe4yeHnn 3agaHHoro BnagesiblueM BpeEMEHHOIo
MHTEPBAJZla HEAKTUBHOCTU CETEBOIro COEANHEHNA

NONE

Policies CIP-003-5 2.2
Partially applicable CIP-
005-5 Security
Perimeter

NONE

NONE

CIP-005-5 R1 -
Electronic Security
Perimeter

NONE

12.2.2 Control of internal processing

10.6 Network security management
Partially applicable

11.7 Mobile computing and
teleworking

NONE

NONE

9.1 Secure areas
10.8 Exchange of information
11.4.6 Network connection control

11.5.5 Session time-out

6.2.6 System and
Information Integrity

In accordance with SP800-
53

6.3.2.5 Wireless

NIST SP 800-48 provides
guidance on wireless
network security with
particular emphasis on the
IEEE 802.11b and
Bluetooth standards

NIST SP 800-97 provides
guidance on IEEE 802.11i
wireless network security

NONE

6.3.4 System and
Communications
Protection

In accordance with SP800-
53

5.4 Recommended
Defense-in-Depth
Architecture

6.2.2 Physical and
Environmental Protection
In accordance with SP800-
53

6.3.4 System and
Communications
Protection

In accordance with SP800-
53

6.3.2 Access Control

In accordance with SP800-
53

SI

NONE

NONE

SC

PE
SsC

AC
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3NC.25

Mcnonb3oBaHune B aBTOMaTVIBVIPOBaHHOVI cncrteme
yrpaBfieHUs pasIMyHbIX TUMOB 06LLECUCTEMHOTO,
NpUKIaAHOro 1 cneunanbHOro NporpaMMHoro obecneyeHus
(co3paHue reTeporeHHoln cpeabl)

3NC.26

Mcnonb3oBaHue NpuMKNagHoOro u creyuanbHoro
nporpaMMHOro obecneyeHuns, MMeLWMX BO3MOXHOCTb
(PYHKUMOHMPOBAHMS B cpeAax pas/iMyHbIX onepaunoHHbIX
CUCTeM

3ncC.27

Co3paHune (3Mynaums) NOXHbIX KOMMNOHEHTOB
aBTOMATMU3MPOBAHHOW CUCTEMbI YNpaBieHus,
npeaHasHayYeHHbIX ANna 06HapyXeHWs, perucTpauuun m
aHanu3a AeNCTBUIA HapyluMTeneln B Npouecce peannsaunm
yrpo3 6e3onacHoCTU MHgopmMaumm

31C.28

BocnpousseaeHue noXHbIX U (MNK) CKPbITUE UCTUHHbBIX
OTAENbHbIX NH(OPMALIMOHHbBIX TEXHONOMMIA U (UNKn)
CTPYKTYPHO-(YHKLMOHANbHbIX XapaKTepUCTUK
aBTOMaTU3MPOBAHHOW CUCTEMbI YNPaBAEHUSA UK ee
cermeHTOB, obecneunsarollee HaBsA3bIBaHNE HAPYLUUTENIO
NIOXXHOro npeacTaBneHns 06 NCTUHHbBIX MHPOPMALIMOHHbIX
TexHonornax n (Mnm) CTpyKTypHO-dYHKLMOHANbHbIX
XapakTepucTmkax

31C.29

MepeBoa aBTOMaTU3NMPOBAHHON CUCTEMbI UM €e YCTPOWNCTB
(KOMMOHEHTOB) B 3apaHee onpeAeneHHy KoOHdUrypaumio,
obecrneyuBatowyo 3awmTy MHbOpMauum, B cnydyae
BO3HWKHOBEHUM 0TKa30B (cboeB)

31nC.30

3awmTa MOBUBbHBIX TEXHWYECKUX CPEACTB, MPUMEHSEMbIX B
aBTOMATU3MPOBAHHOW CMCTEME yrnpaBieHUs

OBP.0

PazpaboTka npasun u npoueayp (Noantmk) obecrneyeHuns
6e3onacHol pa3zpaboTkn NporpaMMHOro obecrnevyeHus

OBP.1

AHanus ya3BuMocTen 1M yrpo3 6e3onacHoCcT uHgopMaumm B
xoae pa3paboTku nporpamMMHOro obecneyeHus

NONE

NONE

NONE

NONE

CIP-009-5 R1 Recovery

Plan Specifications

NONE

NONE

NONE

NONE

NONE

NONE

NONE

14.1.14 IACS Recovery and
Reconstruction

11.7.1 Mobile computing and
communications

Partially applicable

12.5 Security in development and
support process

Partially applicable

12.5.1 Change control

12.2.1 Input data validation
12.2.2 Control of internal process

NONE

NONE

6.3.4 System and
Communications
Protection

In accordance with SP800-
53

6.3.4 System and
Communications
Protection

In accordance with SP800-
53

6.2.3 Contingency
Planning

In accordance with SP800-
53

NONE

NONE

NONE

NONE

NONE

SC

SC

NONE

NONE

NONE
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OBP.2

CTaTMCTMYeCcKuMii aHanms Koga nporpaMMHoro obecrneyeHus B
xofe pa3paboTku nporpamMMHoro obecrneyeHuns

OBP.3

PyuHOi aHanus Kofa nporpaMMHoro obecrieveHus B xoae
pa3paboTKu NporpaMMHoro obecreveHus

OBP.4

TecTMpoBaHWe Ha NPOHWKHOBEHWE B X0Ae pa3paboTKu

nporpamMMHoro obecneyeHus
OBP.5

[VHaM1uyecknii aHanus Koaa nporpaMMHoOro obecrnedyeHus B
Xoze pa3paboTkM NporpaMMHOro obecrneyeHus

OBP.6

[okyMeHTMpoBaHMe npoueayp obecrnedyeHne 6e3onacHom
pa3paboTku nporpamMmMHOro obecneyeHms paspaboTymkoM 1
npeacTaBfieHne nx 3akasuunky (onepartopy)

ono.o

PaspaboTka npasun 1 npoueayp (NOAUTUK) ynpaBieHus
ob6HOBNEHMAMKN NporpaMMHOro obecneveHus (Bkaoyas
nony4yeHus, NpoBepKy U yCTaHOBKY O6HOBIEHWNIN)

ono.1

MonyyeHne obHOBNEHM NporpaMMHOro obecnevyeHns oT
pa3paboTynka uam ynosHOMOYEHHOr0 UM Nuua

ono.2

TecTpoBaHue 06HOBMIEHMI MPOrpaMMHOro obecrneyeHuns 4o
€ro yCTaHOBKM Ha MakeTe WUW B TECTOBOW 30He

ono.3

LleHTpan13oBaHHas ycTaHoBKa 06HOBNEHWIA MPOrpaMMHOIo

obecneyeHuns
NJIH.0

PaspaboTka npasun 1 npoueayp (NOAUTUK) NAaHUPOBaHUSA
MeponpuaTuiA No obecrneyeHunto 3aWnTbl HDOpMaUmn

MH.1

Onpe,qeneHMe ULy, OTBETCTBEHHbIX 3a N1aHUpOBaHNE U
KOHTPOJ1b MepOI'IpIAﬂTMVI no obecneyeHunto 3aWmnThbl
I/IHd)OpMaLI,VIVI B aBTOMaTVI3VIpOBaHHOl7I CUCTEME ynpaBieHUA

MH.2

NONE

NONE

NONE

NONE

NONE

CIP-007-5 R2 Security
Patch Management

CIP-007-5 R2 Security
Patch Management

NONE

NONE

NONE

NONE

NONE

12.2.3 Output data validation

NONE

NONE

NONE

NONE

NONE

12.6 Technical Vulnerability
Management

12.6.2 Control of Technical
Vulnerabilities

12.6.4 Configuration Change Control

NONE

4.4 IACS security management
system (IACS-SMS)

4.5 Management responsibility

4.4.2 Establishing and managing the

NONE

NONE

NONE

NONE

NONE

6.2.6.3 Patch Management
NIST SP 800-40 Version 2

6.2.6.3 Patch Management
NIST SP 800-40 Version 2

6.2.6.3 Patch Management
NIST SP 800-40 Version 2

6.2.6.3 Patch Management
NIST SP 800-40 Version 2

6.1.2 Planning

In accordance with SP800-
53

6.1.2 Planning

In accordance with SP800-
53

6.1.2 Planning

NONE

NONE

NONE

NONE

NONE

NONE

NONE

NONE

NONE

PL

PL

PL
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PazpaboTtka, yTBEpXAEHME 1 akTyanusaums (o6HoBeHUE)
niaaHa MeponpusaTuii no obecrneyeHmto 3awmTbl MHGOpMaLmm
B aBTOMaTM3MPOBaHHbIX CUCTEMAX YNpaBieHns

MH.3

KOHTpO/b BbIMNOAHEHUA MEPONPUATUMIA MO obecnevyeHnio
3aWwmnTbl MHDOPMaLUKN B aBTOMATU3NPOBAHHbLIX CUCTEMAX
yrnpaBfeHns, NpeayCMOTPEHHbIX YTBEPXAEHHbIM M1aHOM

AHC.0

PaszpaboTka npasun u npoueayp (NoanTmk) obecrneyeHuns
OENCTBUI B HelwTaTHbIX (HEMpeABUAEHHbIX) CUTyaUUsaX

AHC.1

PaspaboTka nnaHa AeUCTBUIA B Clly4ae BO3HUKHOBEHMS
HewTaTHbIX (HenpeaBUAEHHbIX) CUTyauuni

[IHC.2

O6yueHne n otpaboTka AeNCTBMIA NONb30BaTENEN B Clyyae
BO3HMKHOBEHUSA HewTaTHbIX (HenpeaBUAEHHbIX) CUTyauui

OHC.3

Co3paHne anbTepHaTUBHbLIX MECT XpaHeHus 1 06paboTku
nHdopMaummn B cnyvyae BOSHUKHOBEHUS HewTaTHbIX
(HenpeaBMAEHHbIX) CUTyauui

OHC.4

PezepBrpoBaHme NnporpaMMHOro obecrnevyeHunsi, TEXHNYECKNX
CpeACTB, KaHaNoB nepeaayun AaHHbIX aBTOMATU3MPOBAHHbIX
CUCTEM ynpaBfeHUs B Clyyae BO3HUKHOBEHUS HELTaTHbIX
(HenpeaBMAEHHbIX) CUTyauui

OHC.5

ObecreyeHne BO3MOXXHOCTU BOCCTAHOBIEHNS
aBTOMATU3MPOBAHHbIX CUCTEM yNpaBneHus n (unm) ee
KOMMOHEHT B C/ly4yae BO3HWKHOBEHMS HELWTaTHbIX
(HenpeaBMAEHHbIX) CUTyaunin

nno.o

PaspaboTtka npasun 1 npoueayp (NOANUTUK)
nHdopmmnposaHus n obyyeHns nonb3osartenen

NONE

CIP-009-5 R1

CIP-009-5 R1

CIP-004-5 2.8

Partially applicable
CIP-009-5 R1, R2

Partially applicable CIP-
009-5R1

CIP-009-5 R2

CIP-004-5 R1 -
Security Awareness
Program

CIP-004-5 R3-Cyber

IACS-SMS

4.4.2.3 Monitor and review IACS-
SMS

14 Business continuity management

14.1.3 Developing and implementing
continuity plans including information
security

14.1.7 Contingency Plan

8.2.2 Security awareness, education,
and training

14.1.9 Contingency Training

14.1.12 Alternate Control Site
14.2 Telecommunications Service

14.1.12 Alternate Control Site
14.2 Telecommunications Service
14.1.13 IACS Backup

14.1.13 IACS Backup

14.1.14 IACS recovery and
Reconstruction

5.1.1 Cyber security policy document

4.5.2.2 Training, awareness and
competence

In accordance with SP800-
53

6.1.2 Planning

In accordance with SP800-
53

6.2.3 Contingency
Planning

In accordance with SP800-
53

6.2.3 Contingency
Planning

In accordance with SP800-
53

6.2.3 Contingency
Planning

In accordance with SP800-
53

5.10 Redundancy and
Fault Tolerance

5.10 Redundancy and
Fault Tolerance

6.2.3 Contingency
Planning

In accordance with SP800-
53

6.2.3 Contingency
Planning

In accordance with SP800-
53

6.2.9 Awareness and
Training
In accordance with SP800-

NONE

CP

AT
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nno.1

NHdopMmnpoBaHue nonb3osatenei o6 yrposax 6esonacHocTu
WHdopMaumm, 0 Npasunax aKcnayaTaumm CUCTEMbI 3aLUUThI
aBTOMaTVIBVIPOBaHHOVI CUCTEMbI ynpaBieHna U oTaeNbHbIX
CpeAcCTB 3almTbl MHGOpMaLmm

nno.2

O6yueHne nonb3oBaTenen npasuiam sKcnayaTaumm
CUCTEeMbl 3alMTbl aBTOMaTU3MPOBaAHHOW CUCTEMDbI
ynpaBfieHUsl U OTAeNbHbIX CPeACTB 3aluTbl MHOopMaLmm

nno.3

MpoBeaeHne NpakTUYECKMX 3aHATUIN C NOMb30BaTENSAMU MO
3KCMyaTaumm CMCTeMbI 3aLUMTbl aBTOMATM3MPOBAHHOM
CUCTEMbI YNPaBfeHNS U OTAE/bHbIX CPEACTB 3alMmThl
nHdopmaumm

YBW.O

PaspaboTka npasun u npoueayp (NOAUTUK) aHanM3a yrpos
6e30nacHOCTM MHMOPMaLMM U PUCKOB OT UX peannsaumn

YBU.1

nepMOﬂMHECKMﬁ aHann3 U3MeHeHUs yrpos 6e3onacHocTn
VIHd)OpMaLI,VIVI, BO3HUKaAWOLWKMNX B X04e ee 3KCnayaTtaumm
aBTOMaTVI3VIpOBaHHOI7I CUCTEMBI YNnpaBnieHna

YBU.2

Mepuoanyeckas nepeoLeHka NocNeACTBUN OT peanvsaumm
yrpo3 6e3onacHocTn nHdopmauunm (oueHka pucka)

MHLU.0

PaspaboTka npasun n npoueayp (MOAUTUK) BbiSIBIEHUS
WHUWAEHTOB U pearnpoBaHusl Ha HUX

MHL.1

Security Training

CIP-004-5 R1 -
Security Awareness
Program

CIP-004-5 R2 - Cyber
Security Training
Program

CIP-004-5 Table R2 -
Cyber Security Training
Program

NONE

NONE

NONE

CIP-003-5R2 1.6
CIP-008-5 R1

CIP-008-5 1.3

8.2.2 Security awareness, education,
and training

4.5.2.2 Training, awareness and
competence

8.2.2 Security awareness, education,
and training

4.5.2.2 Training, awareness and
competence

8.2.2 Security awareness, education,
and training

8.2.2 Security awareness, education,
and training

5.1.1 Cyber security policy document

4.4 IACS security management
system (IACS-SMS)

4.4.2.3 Monitor and review IACS-
SMS

4.7 Management review of the IACS-
SMS

4.4.2.3 Monitor and review IACS-
SMS

4.7 Management review of the IACS-
SMS

5.1.1 Cyber security policy document

13 Cyber security incident
management

13.2.4 Incident Response Policy and

53

4.2.8 Provide Training and
Raise Security Awareness

6.2.9 Awareness and
Training

In accordance with SP800-
53

4.2.8 Provide Training and
Raise Security Awareness

6.2.9 Awareness and
Training

In accordance with SP800-
53

4.2.8 Provide Training and
Raise Security Awareness

6.2.9 Awareness and
Training

In accordance with SP800-
53

4.2.8 Provide Training and
Raise Security Awareness
6.1.3 Risk Assessment

In accordance with SP800-
53

6.1.3 Risk Assessment

In accordance with SP800-
53

6.1.3 Risk Assessment

In accordance with SP800-
53

4.2.4 Define ICS Specific
Security Policies and
Procedures

6.2.8 Incident Response

AT

AT

AT

RA

RA

RA

NONE

IR
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OnpegeneHne nuu, OTBETCTBEHHbLIX 3@ BbliB/IEHME
MHUMOEHTOB U pearmpoBaHne Ha HUX

NHL.2
O6HapyxeHune, aeHTUbMKaUMA U perucTpaums MHUUAEHTOB

MHLU.3

CBoeBpeMeHHOe MHDOPMUPOBAHME NIUL, OTBETCTBEHHbLIX 3a
BbISIBfIEHWE MHUWAEHTOB W pearMpoBaHMe Ha HUX, O
BO3HWKHOBEHWUWN MHLMAEHTOB

NHL.4

AHanus MHUMAEHTOB, B TOM YMC/e onpeaeneHne NCTOYHUKOB
M MPUYMH BO3HUKHOBEHUS MHUMAEHTOB, @ TaKXe oueHKa MX
nocneacTBumn

MHLU.5
MpUHSATUE Mep MO YCTPaHEHUIO NOCNEeACTBUIA MHUMAEHTOB

NHL.6

lMnaHvpoBaHue U NpUHATUE MEpP NO NPEeAOTBPALLEHUIO
NMOBTOPHOIo BO3HUKHOBEHUA MHLUNAEHTOB

YK®.0

PazpaboTka npasun u npoueayp (NOAUTMK) ynpaBneHus
KOH(Urypauunern aBToMaTM3MpoBaHHOM CMCTEMON
yNpaB/ieHNS U ee CUCTEMbI 3aLLnThI

YK®.1

OnpeneneHune nNuu, KOTOPbIM paspeLleHbl 4eNCTBUS MO
BHECEHMWIO U3MEHEHWI B KOHMbUIypauuto
ABTOMATU3MPOBAHHOW CUCTEMbI YNPaBNEHUS U €€ CUCTEMbI

CIP-007-5 4.1
CIP-008-5 R2

NONE

CIP-008-5 R3

CIP-008-5 R2

CIP-008-5 R3

CIP-010-1 R1

CIP-010-1 R1 1.2

Procedures

13.2 Management of cyber security
incidents and improvements

13.1.1 Reporting cyber security
events

13.2.9 Incident Reporting

13.2.1 Responsibilities and
procedures

13.2.7 Incident Handling

13.2.7 Incident Handling

13.2.4 Incident Response Policy and
Procedures

12.6.2 Configuration Management
Policy and Procedures

12.6.6 Access Restriction for Change

In accordance with SP800-
53

6.2.8 Incident Response
In accordance with SP800-
53

NIST SP 800-61 provides
guidance on incident
handling and reporting

6.2.8 Incident Response
In accordance with SP800-
53

NIST SP 800-61 provides
guidance on incident
handling and reporting

6.2.8 Incident Response
In accordance with SP800-
53

NIST SP 800-61 provides
guidance on incident
handling and reporting

6.2.8 Incident Response
In accordance with SP800-
53

NIST SP 800-61 provides
guidance on incident
handling and reporting

6.2.8 Incident Response
In accordance with SP800-
53

NIST SP 800-61 provides

guidance on incident
handling and reporting

6.2.4 Configuration
Management

In accordance with SP800-
53

IR

IR

IR

IR

IR

NONE

CM
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3aWUTbl

YK®.2

YnpaBfieHne U3MEHEHMAMUN KOHDUIYpaumnm
aBTOMATM3MPOBAHHOM CUCTEMbI YMNPAB/IEHUSA N €€ CUCTEMBI
3alMThl

YK®.3

AHanuns noTeHuunanbHOro BOBAGVICTBMH naaHnUpyeMbIX
U3MeHeHUI B KOHPUrypaLmm aBToMaTU3MpPOBaHHON CUCTEMBI
ynpaBneHna n CUCTeMbl 3allUTbl Ha obecneyeHne 3aunTbl
nepcoHanbHbIX AaHHbIX U COrnacoBaHWe U3MeHeHUN B
KOH(MUrypauum aBTOMaTU3MPOBAHHOM CUCTEMbI YNpaBieHus
C [O/HKHOCTHBIM NMLOM (paboTHMKOM), OTBETCTBEHHbIM 3@
obecneyeHne 6e30MacHOCTM aBTOMATU3NPOBAHHOM CUCTEMBI
ynpasieHus

YK®.4

JokymMeHTMpoBaHne nHdopmaumn (AaHHbIX) 06 U3MEeHeHUsaX
B KOHMUrypaumm aBToMaTM3MpoOBaHHOM CUCTEMbI
yrpaBfeHns N ee CUCTEMbI 3alnTbl

YK®.5

PernameHTaumnsa n KOHTpPOsb TEXHUYECKOrO O6Cﬂy)KVIBaHl/I$I, B
TOM Yncrie AUCTAaHLUNOHHOTO (YAANEeHHOro), TEXHNYECKMX
cpeacTs n nporpaMMHoro obecneyeHuns
aBTOMaTMBMpOBaHHOﬁ CUCTEMbI ynpaBneHna

CIP-010-1 1.4

CIP-010-1 1.5

CIP-010-1 1.4

NONE

12.6.4 Configuration Change Control

12.6.5 Monitoring Configuration
Changes

12.6.3 Baseline Configuration
12.6.4 Configuration Change Control

9.2.4 Equipment maintenance

12.6.9 System Maintenance Policy
and Procedures

12.6.10 Controlled Maintenance
12.6.12 Remote Maintenance
12.6.13 Maintenance Personnel

6.2.4 Configuration
Management

In accordance with SP800-
53

6.2.4 Configuration
Management

In accordance with SP800-
53

6.2.4 Configuration
Management

In accordance with SP800-
53

6.2.4 Configuration
Management

6.2.5 Maintenance

In accordance with SP800-
53

CM

CM

CM

CM
MA
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