positive
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PT BlackBox

HaxoouT cnabble MecTa He TOJIbKO B caMOM NPUIoXeHNN,
HO 1 B ero aKcniyaTaunoHHON cpefae, onpeaensgeT
BEKTOP aTaku 3/10YMblLU/IEHHIKA.

PT BlackBox —

VIHCTPYMEHT OMHaMUN4YeCKoro
aHanmsa 3alyUEeHHOCTN
NPWIOXEHUNN, KOTOPbIN
Mo3BoONSeT HAalTN N YCTPaHUTb
YA3BNMOCTU Ha paHHen
cTaguu XXN3HEHHOTO LKia
MO, noonoepxmneasa npouecc
6e30MacHom pa3paboTKu.

BecnnaTHbI NUNOT.

Hangute yazsumocTn

B BalLeM MpuioxeHun

C nomolLbio 6ecnnaTHom
NMUNOTHON BEpCUN

PT BlackBox

Be6-nprnoxeHuns no-npexHemy OCTaloTCs MOMNynspHON LUenblo ANS  3M0yMblL-
neHHnkoB. B 98% cnyyaeB OHW MOryT MpPoBOAMTb aTaku Ha nonb3oBaTtenen, B 91%
cnyyaeB — 3aBnafeTb BaXHbIMU [aHHbIMU BeG-npunoxeHun, B 84% — nonyyntb
HeCcaHKLNOHNPOBaHHbI OCTYN K Be6-pecypcy.”

Cneuuanunctbl Positive Technologies nogcuntanu: B CpefHeM NpuioxeHne ogHom op-
raHmM3aLmm MoxeT cogepXxaTb 60Mblle ABYX AeCATKOB YS3BUMOCTEN, N9Tas 4yacTb U3 KO-
TOPbIX — onacHble. Ecnu atakylowmnin CMOXeT HaliTh UX, KOMMaHUs pUCKYeT CTONKHYTbCS
C cepbe3HbIMU GMHAHCOBBIMY 11 PENyTaLNOHHBIMY MOCNEACTBUSIMU: Kpaxel BaXHbIX
LaHHbIX, MPOHNKHOBEHNEM B WHOPACTPYKTYpPY, NPOCTOSIMU GU3HEC-MPOLLECCOB Wn
MOMHOW OCTaHOBKO MHPOPMALMNOHHbBIX CUCTEM.

AHanns npuaoxXeHnss MeTo4OM UYEepHOro guinka Mo3BONSeT OUEHWTb ero C no3vuumn
aTakyloLlero 1 NpoBepuTb 3aLUNLLEHHOCTb 6€3 NCMONb30BaHNS KaKNX-NG0 NCXOAHbIX
LlaHHbIX, KpOMe agpeca Be6-uenu. Takol AUHaAMNYECKNiA aHann3 NMoOMOXeT BOBPeMS Ha-
XOANTb YS3BMMOCTU MPUIOXKEHNA N NpefoTBpallaTh peann3aumnio HegonyCcTUMbIX AN
KOMTMaHNn COBbITUIA.

PT BlackBox HaTnBHO BcTpaunBaeTcs B KoHBellep DevSecOps

* [No paHHbIM nccnepoBaHus Positive Technologies «Ya93BuMocTy 1 yrpo3bl Be6-npunoxeHuin B 2020-2021 rr.»



https://www.ptsecurity.com/ru-ru/research/analytics/web-vulnerabilities-2020-2021/

3aI'IyCTI/ITb CKaHnpoBaHmne

NMpenmywecTtBa
PT BlackBox

+  OKOHOMWT pecypchbl
Ha ckaHMpoBaHue.
OnpepensgeTt OAHOTUMHbIE
NMOBTOPSAIOLLNECS CTPAHNLLbI
1 He TpaTuT Bpems
Ha Kaxayto 13 HuX.

*  HaxomwmT To, UTO CKpPBITO.
VicnonbayeT komb6uHaLmio
CUTrHaTYypHOro
N 3BPUCTNYECKOTO aHanmsa.
HenpepbiBHO 06HOBNSIET
LlaHHble 06 YyA3BNMOCTSX.

= BcTpaunBaeTtcs B npouecc
pa3paboTky 1 pennsHbIi
uukn. MossongeT adPekTnBHO
o6HapyxXunBaTb 1 UICNPaBNSTb
YS3BUMOCTM.

- ToHkas HacTpolika
CKaHUPOBaHWS N aBTopu3aLmnm
no3BonseT Nob30BaTeNo
3afaBaTb NapaMeTpbl aHann3a.
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Kak pa6otaet PT BlackBox

Llenb Positive Technologies — coenatb Be6-NpoCTpaHCTBO 60/1ee 3alLLEeHHbIM
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B nuHelike pelueHnin KoMnaHUM eCTb 06nayHblii MHCTPYMEHT ANS CKaHWpoBaHus caiiTtoB — PT
BlackBox Scanner co cBo6oaHbiM focTynom. OH no3BonseT Bnagenblam Be6-pecypcoB HalTK B
HUNX YSI3BUMOCTH 1 MOJIyUYNTb CANCOK pekoMeHaauuni no yctpaHeHuto. PT BlackBox Scanner npeg-
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VicnpaBuTb HaligeHHble Npo6nembl
OB6HOBUTL BEPCUN OKPYXeHUS
McnpaBuTb owmbKy NpunoxeHns

VicnpaeuTb kKoHdurypaumio cepsepa

BHecTu npaBkm B npoLecc aennos

-

CTaBfIeH B ABYX BEPCUSX: C perucTpaunein npoduns nonssosatens n 6e3s Hee.

CpaBHeHune PT BlackBox n PT BlackBox Scanner

ABTOpPM3aLMNS B NpoAyKTe

HacTpoliika uenn ckaHnpoBaHns
BbicTpoe (micro) ckaHupoBaHue
MonHoe (optimal) ckaHnpoBaHue

CBoll npodunnb ckaHNpoBaHNS
(HacTpolika ckaHnpoBaHNS)

ABTOpKn3auns Ha Lenu (pasHble TUMbl)

CueHapum CI/CD
[/151 3aMycKa CKaHNpoBaHus

I'Iapanneanoe CKaHunpoBaHune
HeCcKonbKux Lenein

Positive Technologies — BefyLnin paszpaboTurk pelleHuii ong nHbopmaLlnoHHol 6e3onacHocTu. Yxe 21rog Halla 0CHOB-
Had 3afada—npenoTeBpaliatb KM6epaTaKI/I OO TOro, Kak OHN MPUNYNHAT HeI'IpI/IeMﬂeNIbH;I ymepé 6M3HeCy nuenbimoTpacnam
3KOHOMUKIN.Haluy TEXHONOr N 1 CEPBNCHI UCMONb3YIoT 6onee 2900 opraHnsauuii no Bcemy Mupy, B Tom yncne 80% Kom-
naHuii n3 pentuHra «dkcnept-400». Positive Technologies — nepsas 1 eaguHCTBEHHas KoMnaHus 13 cdepbl Knbepbeso-

nacHocTtu Ha MockoBckol 6upxe (MOEX: POSI).

Cnepute 3a Hamu B couceTsx (Telegram, BKoHTakTe, Twitter, Xa6p) v B paspene «HoBocTu» Ha cainTe ptsecurity.com, a Tak-
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Xe noanucbiBaiTech Ha Tenerpam-kaHan [T's positive investing.
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