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1. O6 aTOM OOKYMEHTE

PykoBOACTBO onepaTopa CooepXuT noLlaroBble MHCTPYKLMN U CpaBoYHyto MHbopMaLmio 06
ncnonbdoBaHum Positive Technologies MaxPatrol SIEM (ganee Takxe — MaxPatrol SIEM) ong
ynpaBneHnsa nHGOpPMaLMOHHbIMY aKTBaMI opraHun3auun. B pykoBoocTBe Bbl Takxke HangeTe
WNHCTPYKLIW MO HAaCTPOWKE KITIOYEBbIX N AOMOMHNTENbHBIX GYHKLUMNA CUCTEMbI 415 BbINOHEHNS
KOHKPETHbIX 3agay. PyKOBOACTBO HE COOEPXNT UHCTPYKLMI NO yCTaHOBKE, NepBOHaYaibHOM
HacTpolike n agmMmuHucTpupoBaHuio MaxPatrol SIEM.

PykoBOLCTBO afpecoBaHo creumanncTam, OTBETCTBEHHbIM 3a o6ecrnedyeHne NHGOopPMaLNOHHON
6e30MacHOCTI.

KomnnekT pokymeHTtauun MaxPatrol SIEM BkntoyaeT B cebs cnegytoLine AOKYMEHTbI:
— OTOT AOKYMEHT.

— PykoBOACTBO MO BHEAPEHUNIO — COAePXUT nHGOPMaLMio Ag BHeOPEHNS NpoayKTa B
NHOPACTPYKTYPE OpraHn3aLn: OT TUMOBbLIX CXeM pa3BepTbiBaHNS 4O NHCTPYKLMA MO YyCTaHOBKeE,
nepBOHaYabHOM HAaCTPOKE, OBGHOBNEHNIO 11 yOaNeHNo NPOayKTa.

— PykoBOACTBO agMUHMCTPaTOpPa — COOAEPXMUT CMPaBOYHYIO MHPOPMALIMIO N MHCTPYKLMW MO
HaCTpOWKe 1N agMUHUCTPUPOBAHMNIO NPOAYKTa.

— PyKoBOACTBO MO HACTPOWKE NCTOYHNKOB — COAEPXNT PEKOMEHAALMN MO NHTErpaunm 3N1emMeHToB
IT-nHdpacTpykTypbl opraHmdauumn ¢ MaxPatrol SIEM ans c6opa cobbITuii C UICTOYHIKOB 1 ayauTa
aKTUBOB.

— CuHTakcuc g3bika 3anpoca PDQL — cogepXnT cripaBoyHyto MHGOPMAaLMIo 1 NpUuMepb!
CUHTaKCKCa, OCHOBHbIX GYHKLMIA 11 onepaTopoB s3bika PDQL, ncnonbayembix npu paéoTte ¢
MaxPatrol SIEM.

— PDQL-3anpocbl ong aHanmnaa akTuBOB — COOEPXUT NMHDOPMAaLMIO O CTaHOAPTHbIX 3anpocax Ha
a3bike PDQL, npegHasHauyeHHbIX 4719 NpoBepky KOHPUrypaLumnii akTuBoB Npu paboTe B
MaxPatrol SIEM.

— PykoBogcTBO paspaboTynka — CooepXuT peKkoMeHaaunm no CO3[aHmnio npaBul HopManmnaawmm,
oboralleHus, arperaunmn n koppenauumn coboltuin, onncaHmne ytunut MaxPatrol SIEM SDK gns nix
oTnagky, a Takke nHdopmaumio o gocTtynHbix B MaxPatrol SIEM ¢yHkungx cepsuca REST AP

O6 aTOM OOKYyMEHTe
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2. O MaxPatrol SIEM

Positive Technologies MaxPatrol SIEM (nanee Takxe — MaxPatrol SIEM) — 310 cnctema, kotopas
npegHa3HayeHa ong coopa, XpaHeHNs 1 aHanmnsa faHHbIX O COBbITUSX, MPONCXOadaLLNX B IT-
NHPPACTPYKTYpe opraHmn3aumnn. 3To NO3BONFET 06ecneynBaTb MOHUTOPUHT NMHPOPMAaLNOHHON
6e30MacHOCTM Kak Bcell MHGPACTPYKTYpPbl, Tak U OTAENbHbIX NOapasneneHni, y3ioB 1 NpUnoXeHNi.

MaxPatrol SIEM npegocTaBngeT crnegytoLliie OCHOBHbIE BO3MOXHOCTU:

— MHBeHTapVI3aI.WISI akTuBoB. Cnctema perynapHo co6|/|paeT OaHHble O CeTeBbIX y3J1aX N CBA34X
MeXxay HAMN.

— C60p AaHHbIX 0 cOb6bITUSAX. B kKauecTBe NCTOYHIIKA COBLITUI MOXET BbICTyNnaTb Nto6oe
nopaepxusaemoe o6opynosaHue unu MO.

— AHanus cob6biTuil gng BoisBneHusa uHumaeHToB NB. Ha6op cneumanbHbix Npasns, Ha OCHOBE
KOTOPbIX BbIMOSHAETCH aHanna, MoCTO9HHO NOMoNHgeTcs akcnepTamu Positive Technologies.

— YnpaBneHue nHuuaeHtamm UB. Crictema nomoraeT opraHn3oBaTth paboTy Mo paccrienoBaHmio
NHUMAEHTOB NHGOPMAaLVNOHHOW 6€30MacHOCTI U YCTPaHEHNIO X MOCNeacTBIIA.

— Bwmsyanusaums paHHbIX. CBofHas MHoOPMaLMS 06 akTBaX, COBbITUAX N MHLMOEHTaX
oTobBpaxaeTcd B Be6-HTepdelice CUCTeMbI B BUAE anarpamMmm 1 Tabnud,

MaxPatrol SIEM npegocTaBnseT Takxe OOMOMHUTENbHbIE BO3MOXHOCTU:

— MakeTbl akcnepTU3bl. icnons3oBaHme 6a3bl 3HaHWIA, paspaboTaHHON aKcnepTamm Positive
Technologies. Basa conepXuT faHHble O CaMblX COBPEMEHHbIX TaKTVKaX N TEXHMKaX XaKepCKux
aTaK 1 MOMOraeT BbISBMATb faxe CMNOXHble HETUMOBbIE aTaku.

— ABTOMaTM3auusa paboTbl ¢ akTuBaMu. CricTeMa MOXET aBTOMaTUYeCKN yCTaHaBNMBaTb
3HaUYMMOCTb aKTVBOB I CPOKM aKTyallbHOCTU JaHHbIX 06 akTnBax, MoJlyYeHHbIX B pe3yfbTaTe
CKaHnpoBaHug IT-nHppacTpyKTypbI.

— PenyTauuoHHble cnucku. AkTyanbHas nHbopmaLums o BpegoHOCHbIX IP-agpecax n xel-
CyMMax onacHbIxX GaliioB NCMONb3yeTCcs A1g NpefoTBpaLleHns NHLMAEHTOB.

— [MoBTopHas npoBepka cobbITU. PeTpocrnekTUBHAs KOPPeNaLns NonyyYeHHbIX paHee CobbITuliA
nocne [o6aBneHns HOBbIX MPaBUS U OGHOBIEHNS AaHHbIX TaGANYHbBIX CNCKOB;
PEeTPOCMEKTUBHBIV MOVNCK MHANKATOPOB KOMMPOMEeTaLMN.

— OrtnpaBka yBegomMmneHui. OnoselleHne onepaTopoB 06 nameHeHunsx B IT-uHdpacTpyktype
npennpusaTig, o paboTe 3aaa4y c6opa AaHHbIX, COBMpPaeMbiX COBbITHSX, a TakXe O BbIBISIeMbIX
nHumgeHTax Vb.

— WHTerpaumsa ¢ PT NAD. Perucrtpaumns nHLUMOEHTOB Ha OCHOBE CECCIUIA 11 aTak.

O MaxPatrol SIEM 13



3. Bxog B MaxPatrol SIEM uepe3 PT MC

Cepsuc ynpasneHuns nons3oBatenamu n goctynom PT Management and Configuration (PT MC)
obecneyrBaeT MexaHN3M efHOro Bxoga (TexHonorus single sign-on) B npunoxeHuns Positive
Technologies.

Mepepn Bxopom B MaxPatrol SIEM 3anpocute y agmuHuctpatopa PT MC:
— CCbIJIKY A5 BXOAa B MHTepdelc NpoayKTa;

— TUN yYeTHOW 3anunciy (nokanbHas U OMeHHas);

— JIOTVIH 1 Maponb Balleln yYeTHOW 3anmncuy nosib3oBaTens.

B MaxPatrol SIEM peannsoBaHa ponesas mogernb yrnpasneHns goctynom. Ponn onpegensatot
LOCTYMHbIEe AN Nofib3oBaTens onepauumn (Hanpumep, paboTy C akTBamMu), @ Takxe O6beKTbl
(cobbITrS, akTUBbI, MHLMAEHTbI U UCTOYHKKN). MogpobHee o posieBol Mogenn cM. PykoBoaCTBO
agMuHNCTpaTopa.

Mepen BbINONHEHNEM NHCTRYKLMN HYXHO Y6eOnTbCs, YTO B 6pay3epe pa3peLleHbl BCrblBatoLme
OKHa.

> Yt06bI BONTN B MaxPatrol SIEM:
1. B appecHon cTpoke 6pay3epa BBeANTE CCbINKy /s BXofa B nHTepdenc MaxPatrol SIEM.

OTkpoeTca cTpaHuLua Bxoga B cepsuc PT MC.

@ pt Management and Configuration

3anoMHNTbL MeHs

PucyHok 1. BBOf y4eTHbIX AaHHbIX

2. BbinonHuTe 0gHO 13 cnenyowmnx AencTBniA:;

Bxogn B MaxPatrol SIEM uepes PT MC 14



« Ecnu Bbl BXOAMTE MOA, NOKaNbHOM YYETHOW 3anmncbio, To Ha Bkaake JIokanbHbIN ykaxuTe
NIOMVIH NNOKaNbHOWN YyYeTHOW 3anncu.

« Ecnu Bbl BXOAMTE Nog AOMEHHOW yYeTHOWM 3anncblo, TO Ha Bknagke LDAP ykaxunTe norunH
LOMEHHOWN YYeTHOWN 3anncu.

3. B none Maponb BBeanTe naposb Balleil y4eTHOW 3amnuncul.

MpumeuaHue. CtaHgapTHasa ceccud nonb3oBatend B MaxPatrol SIEM gnutcs 12 yacos. Bbl
MOXeTe NPOoa/INTb CECCIIO, YCTaHOBMB $G1axok 3anOMHUTb MEHS: TOr4a OHa 3aBepLUnTCS
TONbKO Yeped 7 oHeln 6e30enCTBIS.

4. HaxmuTe KHornky BouTu.

PT MC npoBepsieT BBe4eHHble BaMu yYeTHble faHHble. Ecnn Bbl ykazanu BepHble AaHHble,
OTKPOETCH CTapToBas CTpaHMLa Co cTaHaapTHbIM gawbéopaom MaxPatrol SIEM. Ecnu Bbl
yKasanu HeBepHble faHHble, 0TO6pa3nTCs coobLueHne 06 olwmnbke.

Bxogn B MaxPatrol SIEM uepes PT MC 15



4. NHTepdenc MaxPatrol SIEM

Bce penictaug B MaxPatrol SIEM Bbl MOXeTe BbIMOMHATL C MOMOLLbIO Fpaduyeckoro
nonb30BaTeNbCKoro nHTepdenca. B aTom pasnene nprnBognTCS OnmcaHmne OCHOBHbIX 3M1eMEHTOB
nHTepdenca MaxPatrol SIEM, gocTtynHbix nocne Bxoga B MaxPatrol SIEM.

B aTom pa3pene

"naBHOe MeHto (cMm. pasgen 4.1)

MaHenb MHCTPYMeHTOB (cM. pasnen 4.2)

Pa6ouag o6nactb (cm. pazaoen 4.3)

"naBHas cTpaHuua (cm. pasaen 4.4)

CTtpaHuua «AkTuBbI» (CM. pasgen 4.5)

CTtpaHuua «CobbiTus» (cm. pasgen 4.6)

CTtpaHuubl pasgena «/HunoeHTbl» (cM. pasgen 4.7)

CTtpaHuubl pasgena «C6op gaHHbIx» (M. pasgen 4.8)

CTtpaHuubl pasgena «Cuctema» (cm. pasgen 4.9)

41. [ naBHOE MeHIo

(NaBHOE MeHIO pacrofIoXeHO B BEPXHEN YacTy CTpaHuLbl 1 o6ecrneynBaeT 4OCTYMN K OCHOBHbIM
odyHkumam MaxPatrol SIEM.

pt MaxPatrol 10 Al AKTUBbI CobbITHs WMHUMAEHTBI v C6op AaHHbIX v Cuctema v

PuncyHok 2. naBHoe meHIo

['naBHOE MeHI0 COOAepPXNT Ha3BaHe CMCTeMbl 1 criegyoLline a1eMeHTbl.

— KHonky &ii. [o KHOMKe OTKpbIBaeTCa MeHIo o nepexona B 6a3y 3HaHui Knowledge Base n B
cepBuC ynpaBneHns nonbzosaTtenamu n goctynom PT Management and Configuration.

— KHonky ! nng nepexofa Ha rnaBHyto CTpaHuLy ¢ aawéopaamu.

— Paspenbl ong nepexopa k ctpaHuuam MaxPatrol SIEM. Ecnn paznen o6beanHIeT HECKONbKO
CTpaHIL, TO Y HEro eCcTb MeHio. Bbibrnpas NyHKT MeH!I0, Bbl MEPEX0ANTE Ha HYXKHYIO CTPaHuLYy.

— WHpukaTtop coctoaHusa MaxPatrol SIEM. o HaxaTnio Ha NHAMKaTOP OTKPbIBAETCS CMMCOK
yBEOOMJIEHNIA O COCTOSHUN CUCTEMBI. /IHOMKaTOp MOXET NoKasbiBaTb CMeayloLLe COCTOSAHNS:

. — cuncrtemMa pa60TaeT KOPPEKTHO,;
. — B CCTemMe eCTb npenynpexneHns;

® —cucrema paboTaeT C onbKaMu;

VHTepdeinc MaxPatrol SIEM 16



® —scncreme npoucxoanT cobbiTne, He HapyLlatoLlee ee PaboTOCNOCOBHOCTD;
— He y[anochb BbINMOHUTb ANArHOCTUKY CUCTEMbI.

— 3Hadok L\ gng npocmoTpa coobLueHnil LeHTpa yeegomaeHuin MaxPatrol SIEM. Mo HaxaTuio Ha
3HAYOK OTKPbIBAETCS CNNCOK yBeAOMIeHNA. Haxas Ha yBegoMNeHNe, Bbl MOXETE OTKPbITb OKHO C
NoapOBHLIM ONMcaHnem. Bol MoxeTe yaannTb O4HO YyBeOOMIEHE N YBEAOMIEHNS 3a OeHb,

HaXkaB . Takke Bbl MOXETE OUNCTUTb CMNCOK yBe,uowmeHmM, HaXaB KHOMKYy YaanuTb Bce, nnn
OTKJ/TIOUNTb BCe yBeOOMJ1eHWd, HaXaB

— KHonky \©J ong nepexopa kK crnpaBoYHOW NHGOPMaLMN.

— KHonky (7). o KHomMKe OTKpbIBaeTCS MeHIo ¢ nmeHem nonb3oBatens MaxPatrol SIEM u
nyHkTamu Mpodunb onsg nepexona B NYHbIA KabuHeT nonb3osatens B PT MC v Bbixog ons
BbIXOa 13 CUCTEMBbI.

4.2.NaHenb NHCTPYMEHTOB

[MaHenb NHCTPYMEHTOB pacnoJioXeHa B BerHeIh YaCTwn CTpaHWnLUbl No4 rnaBHbIM MeEHIO. CocTaB
naHenn NHCTPyMeHTOB 1 cogepXunmoe pa6oqe|7| o6nacTu 3aBnUCAT OT CTpaHnubl.

Pt MaxPatrol 10 o AKTWBbI CobbiTrs WHumpaeHTbl v C60p paHHbIX v Cuctema v

3ajauv no c6opy AaHHbIX + CosnaTb sanawy v
PncyHok 3. [NaHenb NHCTpYMeHTOB
MaHenb NHCTPYMEHTOB COAEPXMNT KHOMKU. C X MOMOLLbIO Bbl MOXETE BbIMNOMHSATL AENCTBUS (B TOM
yncre rpynnoBble) C AaHHbIMW, NPeacTaBNeHHbIMY B paboyeli 06/1acTu.

KHormkwn MOIryT MMeTb paCKpbiBatoLleeCd MeHIo, obbeguHsaLlee rpynny nyHKTOB.

4.3. Paboyad obnacTb

Pa6ouas 06n1acTb pacrnofioxXeHa Ha CTpaHuLe Nof NaHesnblo MHCTPYMEHTOB.

Pabouyas o6nacTb oTo6paxaeT pasnnyHyo NMHPOPMaLMIO O paboTe CUCTEMbI OQHVM N3 CreayoLIX
CMoCco60B:

— B Bupge cnucka. Cniuckin 6biBaloT 06bluHbIE 1 nepapxunyeckimne. CogepXnmoe HeKOTOPbIX CMINCKOB
Bbl MOXeTe unbTpoBaTh.

— B Bupge Tabnuubl. Hanpumep, nHdopmaums o6 akTuBax otobpaxaeTcs B Buge Tabnuubl. Paboyas
061aCTb MOXET cofepXaTb TabnuLbl, B KOTOPbIX Bbl MOXETe HacTpamnBaTb COCTaB KOJIOHOK, @
TakKXe CopTMPOBaTh, FPYNNMpPoBaTh U GUIbTPOBATbL 3aMnCH.
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3anpoc: Bce akTHBbI <l o

e Q ¥ |ll @Host, Host.OsName, Host.@CreationTim.. 3 P BeINONHWUTE

It @Host ASC 1 +

¥sen OnNepaUnoHHanA CHCTEMa [aTa M BpEMA COSNEHWUA 8. LaTta M BpEMA NOCNEQHETD...
{@Host Host OsName Host @CreationTime Host. @UpdateTime
(¥) 10.0.164.16 null Buepa, e 21:11 Buepa, e 21:11
(7) 10.0.164.27 null Buepa, 2 21:11 Buepa, 2 21:11
(7 10.0.164.31 null Buepa, e 21:11 Buepa, B 21:11
(7 10.0.164.33 null Buepa, e 21:11 Buepa, B 21:11
(7) 10.0.164.35 null Buepa, e 21:11 Buepa, 2 21:11
(7 10.0.164.36 null Buepa, e 21:11 Buepa, B 21:11
(7 10.0.164.40 null Buepa, e 21:11 Buepa, B 21:11
(7 10.0.164.58 null Buepa, e 21:11 Buepa, B 21:11
(7) 10.0.164.63 null Buepa, 2 21:11 Buepa, 2 21:11
(7 10.0.164.65 null Buepa, e 21:11 Buepa, B 21:11
4 3
Bcero 948 zanucel, EniBpana 1 3anuce (1 akTue, 0 yA3BMMOCTER) =

PucyHok 4. Tabnuua ¢ gaHHbIMA

[ns nononHUTEeNbHOM rpynnMpPoBKN nHGopMaLIK B paboydell 061acT NpeayCcMOTPEHbI BKIaaKu.

Pa6ouas o6nacTb MOXeT cofepxatb MHCTPYMEHTDI, MO3BONFOLWE HaCcTpanBaTb NpeactaB/ieHne
I/IHCI)OpMaLl,I/II/li MaHenb rpynnmpoBKK, NaHes b CI)I/l.HpraLI,VII/I.
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jo)

[pynnbi

Q. Bce cobbiTHA

~

O, HenpuBAzaHHbIe

> [ Mo BCceM akTUBaM

PucyHok 5. lMaHenb rpynnupoBkiy

4.4. [ naBHag CTpaHuua

Mpw Bxoge B MaxPatrol SIEM oTkpbiBaeTCs rnaBHaga CTpaHmua.

Ha rnaBHOW CTpaHuLe BamM fOCTYMNHa nHGopMaLus, pacrosioxXeHHas Ha BUgxeTax 1 gawéopaax.
BuoxeT — 970 OTAEMbHBIN rpaduyeckinii 31eMeHT NpeacTaBneHns JaHHbIX, HanpuMep rmctorpamMmma
nnn Tabnuua. Jawéopn — 970 CTpaHuua, cogepxallas Habop B1AXeToB. Bbl moxeTe:

— npoCMaTpVBaTb faHHble Ha BUOXKEeTax, COXpaHaTb NHPopMaLmIo, NpeacTaBeHHyIo Ha
gnarpammax, B PNG-daiin;

— HacTpaunBaTb Neprog BPeMeHH, 3a KOTOPbI BaM TpebyeTcs mpocMaTpuBaTb MHPopmMaLmio (Nno
YMOMYaHNIO Kaxablil BUAXKXET COAePXUT CTAaTUCTUYECKIE faHHble 3a nocnegHne 24 yaca);

— HacCTpauBaTb BPeMs aBTOMAaTUYECKOrO OGHOBEHWNS STUX AaHHbIX U O6HOBAATL X BPYYHYIO (MO
YMOYaHNIO BpeMs aBTOMaTN4eCcKoro o6HoBneHns — 15 MuHyT);

— HacTpauBaTb BUOXKETbl B COOTBETCTBIMN C BUAOM NPeAcTaBneHns nHbopmaunm (KonmyecTBeHHble
nokasaTenu, avarpammbl 6e3 pacrnpefeneHs AaHHbIX BO BPEMeHW, AnarpamMmbl C
pacrpefeneHemM faHHbIX BO BpeMeHM);

— nepexognTb K NpoCMOTpPY LeTanbHOWN VIHCI)OpMaLI,I/II/L HaXnmagd Ha a/1eMeHTbl BUOXXeTOB;

— CO3faBaTb Nnosb3oBaTesibCkne ,u,am6opu,b| Ha OCHOBe CTaHOapTHbIX LIaboHOB, copgepxalinx
pPasmMeTKy 04 pasmMeLlleHnd BUOXeTOB;

— HacCTpanBaTb COCTaB 1 pacCrnoJioXXeHne noJjib3oBaTes/IbCKNX ,D,aLIJ60p,D,OB, N3MEHATb X Ha3BaHN4,

— HacCTpamBaTb COCTaB BUOXETOB Ha NoJib30BaTeJIbCKNX ,u,aLu6op,u,ax, Bbl6|/|pa9| NX N3 6NBINOTEKM
BUOXXETOB,

— MEeH4Tb pacrnofioXeHe BNoXXeToB Ha ,D.aLU60p,D.e.

B pa6ouein o6nacTu rnaBHON CTpaHULLbl PacnofioXeH CTaHA4apTHbIN fawéopn O6was uHdopmaums.
OH nomoraeT BaM OTC/EXMBaTb, CKOMbKO aKTUBOB, COBBITA 1 MHLMOEHTOB 6bln0 B IT-
NHPPaCTPYKType OpraHn3aLmn B TOT UM MHOV MOMEHT. Bbl MOXeTe npocMaTprBaTh, Kak MEHSIOCH
NX KOIMYECTBO N KOHTPONNPOBATb pacnpocTpaHeHne npobnem. Takke Bbl MOXETE O3HaKOMUTLCS C
noapo6HON NHPopMaLMeln O TOM, KOPPEKTHO 1N HACTPOEHa cucTemMa.
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CtaHpgapTHbIl gaw6opn O6was nHdopmMaLums cooepXxuT NpeayCcTaHOBNEHHbIe BUAXETbI. Bbl
MOXeTe HacTpanBaTb UX, NBMEHSATb X PACMONIOXEHNe, NnepemMeLLlaTb BUOXeTbl MO gawseopay,
KOMMpOoBaTb OTAEbHbIE BUOXETbI Ha Apyron gawéops.

MpumeuaHwue. Npun NnepBom Bxoae B cuctemMy nocne yctaHoBku MaxPatrol SIEM BugxeTsbl
CTaHpapTHOro fawwéopna 6yaoyT NyCcTbiMU, MOCKOMbKY B CUCTEME He 3aperncTprpoBaHbl akTBbI U
HeT MHbOoPMaLMKN O COBPaHHbBIX COBLITUSX 1 3apPEernCTPUPOBAHHbBIX UHLUOEHTaX.

Bbl MoXeTe [o6aBnsaTb galbopabl ¢ Hy)XHOW BaM nHdopMaLlmen.

ViHpopmaums Ha BugxeTax 0BHOBSETCS aBToOMaTYecky (Mo ymondyaHuio kaxgble 15 muHyT). Takxke
Bbl MOXeTe 06HOBUTb NHMOPMALMIO BPYUHYIO MO KHOMKe

Cm. Takxe
Yek-nCT HacTpoku cuctemsl (cM. pasaoen 15)

Pa6oTa c gaw6opgamu 1 BugxeTtamu (cm. pasgen 11)

4.5. CtpaHunua «AKTBbI»

Ha cTpaHunue AKTUBbI 0TO6paxaeTcs MHPopMaLmns 06 akTUBax, KOTopble fobaBeHbl B CUCTEMY, a
TakXe O rpynnax akTUBOB 1 3anpocax ans bunbTpaunm akTneoB. 1o ymonyaHmio oTobpaxaloTcs Bce
aKTBbI, faHHbIE O KOTOPbIX €CTb B CUCTEME, U3 IPYMM, K KOTOPbIM Y BaC €CTb AOCTYN (BKIOYas
BNOXeHHbIe rpynmbl). [laHHble 06 akTBax 4O6aBNASOTCS B CUCTEMY C MOMOLLbIO 3aay no c6opy
LaHHbIX.

B pabouein o6nacTtu cTpaHnLbl AKTUBbI PACMONOXEHDI:

— [laHenb I'pynnbl AQKTUBOB C epapXn4yeCKnm Crimckom rpynn ong Kkateropmnsaunm akTmBoB. B
BerHeI7I 4aCTu MaHenn HaxoaqaTc4a cnenytouine KHOMKu:

— Ong co3faHng rpynrbl akTBOB,

— ong npocmoTpa CBOWCTB, N3MEHEHNS U yoaneHuda rpynnbl akTBOB.

— [Manenb 3anpockl co cnnckom PDQL-3anpocoB ang ¢punbtpaumm aktnBoB. Cnncok CoaepxmT
TPV BuAa 3anpocoB — CTaHAapPTHbIE, ObLLe 1 Nonb3oBaTeNnbCckre. B BepxHern yactn naHenu
3anpocbl pacrnonoxeHbl cregyoLwmne KHOMKM:

— [OJ19 NoWnCKa 3arpoca no Has3BaHuio,

— 019 co30aHng HOBOW Marnku ¢ 3arnpocamu.

MpumeuaHue. Bol MmoxeTe cKpbiBaTb U packpbiBaTb NaHenu Fpynnbl akTMBoB 1 3anpochl,
NCronb3ys n
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— [laHenb NHCTPYMEHTOB Haf Tabnunueli akTBoB. Bbl MoxeTe 06HOBUTL TabnuLly akTMBOB MO

HaXaTuio nnn HaCTpouTb aBTOMaTtn4yeckoe O6HOBEHNEe TabnNuLbl MO HaXaTuio . Nanenb
NMHCTPYMEHTOB COOepXNT cnenyrouine KHOMKu:

- [o6aBuTb aKTUB — /151 [O6aBNEHNS akTBa BPYYHYIO U MMMNOPTa AaHHbIX 06 akTuBe 13
danna;

+ BbinycTUTb OTUET — [19 CO3OaHMs OTYETOB MO akTnBam B popmaTe PDF;
- Co3paTb TabNMUHbIA CNUCOK — [1/19 SKCMOPTa AaHHbIX 06 akTUBaX B TabANYHbIA CANCOK.

MaHenb punbTPaLUN aKTUBOB C BO3MOXHOCTbIO popmMumpoBaHng PDQL-3anpoca ong
bunbTpaumn, COPTUPOBKN 1 FPYNNNPOBKIM akTUBOB B Tabnuue akTnBoB. Bbl MoxeTe kak
NPVUMEHSTb CTaHaaPTHbIe 1 06LLMe 3aMpPocChl, Tak 1 co3haBaTb COBCTBEHHbIE, COXPaHSS NX 09

MOBTOPHOI0 NCroJib30OBaHW4. Bbl6paTb yCcnoBug 3anpoca MOXHO Mo HaXaTuko . n

Bbl MmoxeTe BpyUHyio N3MeHUTb coxpaHeHHbIn PDQL-3anpoc. [1ng BbINOMHEHNS Takoro 3anpoca
HY>XHO HaxaTb KHOMKY BbINOAHUTD.

B naHenwu CI)I/IJ'IpraLl,VlI/I aKTMBOB TakK>XXe pacrnoJioXeHbl criefyoumne KHOMKW:

— 019 NOCTPOEHNS BUAXKETa, 0TobpaxaloLlero cobpaHHble AaHHble 06 akTuBax B BUae
Tabnumupl, cToné4yaTon gnarpamMmmebl, rpaduka nam KpyroBon anarpaMmmbl;

— ONn9 Bblbopa cnocoba Beoga PDQL-3anpoca (TekCToM nim ¢ MOMOLLIbIo rpaduyeckoro
nHTepdelica);

Tabnuua aKTMBOB, B KOTOPOI OTOBpaxatoTCs AaHHble 06 akTBax B COOTBETCTBUN C
napameTpamMmun GunbTPaLnn, COPTUPOBKA 1 FPYNNNPOBKY, 3agaHHbIMY ¢ nomoLbio PDQL-
3anpoca.

MaHenb ¢ nogpo6Hon NHopMaLMen 06 akTBe, KOTOPbIN BbibpaH B Tabnuue akTneoB. [laHenb
copgepxunT Bknagkn AKTus 1 Tononorus.

B ueHTpe Bknagku AKTMB pacrionaraetcd rpaduk, oTpaxaLuii MOMEHTbI MOJTyYeHNs HOBbIX
CBefeHNn 06 aKkTuBe.

B HXHel yacTy pacnonaraloTcs BK1aaKy, KOTopble cofgepXaT CBOAHble AaHHble 06 akTuBe,
nHOPMaLMIO O MPOrPaMMHOM 1 annapaTHOM O6ecrneyYeH akTBa, NepeYeHb 1 3HaYeHs
meTpuk CVSS (Common Vulnerability Scoring System).

B BepxHel yacTu BkNaaky AKTMB 0TO6paxaloTcsl CBEAEHUS O XN3HEHHOM LiKIe akTuBa,
MeTprKa 3HaYMMOCTY akT1Ba 1 CnefyoLme KHOMKI:

— 0719 NPOCMOTPAa 1 U3MEHEHNS PaCTOSIOXEHNS akTBa B Fpynnax akTUBOB;

— 07191 NPUCBOEHNS aKTUBY 3HAYMMOCTI (He onpeaeneHa, HU3Kasl, CpeaHss, Bblcokas);
— 0119 yOaneHns akTea N3 CUCTEMb;

— 0719 CpaBHEHNS KOHUIrypaLnii akTnBa, 4EeiCTBOBABLUNX B pasHble OH;

— ON19 9KCnopTa nctopumn koHeurypaumin aktnea B XML-popmaTe;
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— ON15 Noncka COBbITUIA, MHUMOEHTOB 1 3a4ay No c60py AaHHbIX;

— ONng co3faHng 3agavdn no CGOpy OaHHbIX;

PacueT AOCTMXMMOCTM — 19 pacyeTa JOCTUXUMOCTI aKTuBa (Kyda eCTb OOCTYN Yy akTuBa,
OTKyfda eCTb AOCTYM K aKTuBY).

- MMpoBepku — oTo6paxaeTcs ong TpeboBaHNI C HECKOIbKMU MPOBepKaMu 11 COOEPXINT
CMMCOK NPOBEPOK 3K3eMmsgpa TPe60BaHNS C KPaTKUMI ONMCaAHNSMI 1 3HaYKaMU BEPANKTOB.
Mpw BbiGOpE NPOBepPKN Ha BKaake Tpe6oBaHUe 0TO6pa3nTCs KapTouka NpoBepKM, KoTopas
COOEPXUT Ha3BaHMe 1 naeHTduKaTop NPOBEPKU, ee onncaHmne, pekoMeHgaLmm rno
YyCTPaHEHMI0O HECOOTBETCTBIUI aKTBa TPEOOBaHMIO, a TakXe packpblBaloLLEeCs 6110KM
BepaukT npoBepku, Kak ucnpasutb 1 KomaHabl n KOHPUrypaums c nHbopmaumen ons
Bbl6pPaHHOW MPOBEPKI.

MpuMeuaHue. Bbl MOXeTe NepemelLaTbCs Mexay KapToukamy MPpoBepok, UCronbaya 7™ 1
V' B BEpXHEM NpaBoM Yriy KapTOUKW.

— Ha Bknagke Tononorus oto6paxaloTcs KapTa CeTU 1 CBA3UN BbIGPaHHOro akTnBa C Apyrmm

akTmBamu. o KHoMke : MOXHO Bbi6paTb MapameTpbl OTOBpaxeHns KapTbl ceT. Ha Bkiaake
Tononorus Takxe pacrnofioxXeHbl CleaytoLme KHOMK:

— 07191 PacrosIOXeHNs y3/10B Ha KapTe CeTW MO YMOYaHUIo;

PacueT AOCTMXXMMOCTM — [/19 pacyeTa JOCTXUMOCTI akTuBa (Kyaa ecTb 4OCTYN Y akTuBa,
OTKY[a eCTb AOCTYM K akTuBY);

4.6. CtpaHunua «CobbITng»

CTpaHuua npegHasHayeHa ang paboTbl C COBbITUSMU, COBPAHHBIMU C UCTOUYHUKOB 1
3aperucTtpupoBaHHbiMu MaxPatrol SIEM. Ha cTpaHuue Bbl MOXeTe UcKaTb COBbITUS MO GUNLTPY,
aHanM3npoBaTb CTAaTUCTUKY COBLITUI 1 BbiMyCKaTb OTYETbI MO AaHHbIM COBbITUN, PErMCTPMPOBaTL
NHUMAEHTbI MO COBLITUAM UV NPUBS3bIBaTb COOLITUS K MHLMAEHTAM, 3aperncTpupoBaHHbIM paHee.

B Tabnnue cobbiTuin oTobpaxatlTcs creqyowmne Turbl COBbITUIA:
— HEHOPMann3oBaHHOE COBbITUE;
— HOPManNn3oBaHHOE CObbITUE;

— KoppendaunoHHoe cobbiTre.

MaHenb NHCTPYMEHTOB COAEPXMNT Ha3BaHMe CTPaHNLbI, @ TaKXe CCbINKN /1 HACTPONKN GunbTpaumnn
oTO6paxaeMblx Ha CTpaHNLe COBbITA MO Nepuoay PernucTpauun 1 rno rpynrne akTuBoB, Ha KOTOPbIX
3TN COBLITUS BbINN 3aPErMCTPUPOBAHDI.

B pabouein 06nacTu CTpaHnLbl PacrosioXeHbI:

— [laHenb I'pynnbl CO CnnckKom rpynn akTmBoB AJid NoncCKa Ccob6bITUN, KOTOpPbIe NPOon3oLn Ha
aKTumBax Bbl6paHHOIﬁ rpynnbl 1 BJTIOXXEHHbIX B Hee rpynrn. B BerHeI?I 4aCTu NMaHenn pacriosioxxeHa

KHOmMKa ong 6bICTpOFO noncka rpynrbl Mo Ha3BaHUIO.
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MpumeyaHue. Bbl MoxeTe CKpbITb 1 OTKPbITb NaHenu Fpynnbl 1 @UAbTPbDI, NCMOMb3YS "

— [laHenb @PUABTPbI CO CMVCKOM CTaHAAPTHbIX I COXPaHEHHbIX MONb30BaTeIbCknx GunbTpoB. B

BEPXHEW YacTu NaHenn pacnofioXeHbl KHOMKN “4 — ans 6bICTporo novcka eunbTpa no
Has3BaHWo N " — ang cospaHns nanku ons ¢bunbTpos. [Mpr Beibope Nonb3oBaTeIbekoro GunbTpa
B CTPOKE C ero HasBaHneM nosiBsgeTcs KHomka : . 1o KHOMkKe pacKkpbiBaeTCs MeHI0, KOTOpoe

COAEPXUT MYHKTbI 419 KONMPOBaHNA 1 yOaneHnsa (I)I/IJ'Ipra.

— [MaHenb ¢ Tabnnuen cobbiTiA, COBPaHHbIX C UICTOYHNKOB U 3aperncTpupOBaHHbIX
MaxPatrol SIEM. B Tabnuue oTo6paxatoTcs CoObbITUS, COOTBETCTBYIOLLIME BCEM BbIGPaHHbIM

ycnosusm eunbTpaumn. Bel MoxeTe 06HOBUTb AaHHble B MaHeNN HaxaTnem = , HaCTPOUTb

nepnon aBTOMaTNYeCKoro O6HOBIEHNS AaHHbIX B MEHIO, OTKPbIBAIOLLEMCS NMpU HaxaTun (no
YMOJIYaHNIO — NATb MUHYT). B BepxHen yacTi naHeny pacrnonoxeHbl creytoLie KHOMKI:

Co3paTb MHUMAEHT — 0719 perncTpauny NHUMOeHTa Ha OCHOBaHW BblAeNeHHbIX B Tabnuue
COBbITUI.

CBsi3aTb C MHLUMAEHTOM — [1J191 CBS3U BblAe/IeHHbIX B Tabanue cobbiTli C CO30aHHbIM paHee
NHUMaeHToM (no ero naeHTndmnKaTopy).

BblﬂyCTlllTb OoTYeT — /14 BblMyCKa OoT4eTa CO CTaTUCTUNYeCKNMWU AaHHbIMW O COBbITNSX MO
OfHOMY N3 CTaHOapPTHbIX LLIaBOHOB.

MokasaTb Ha TONONOrUM — 719 OTKPbLITUS CTPaHKLbl AKTUBBI C HbOPMaLen 06 akTuBe, Ha
KOTOPOM 3aperncTpupoBaHo BbigeneHHoe B TabnnLe cobbiTue.

— [laHenb ong HacTpork GunbTpauUmMmM cobbiTuA. Mo yMonYaHMo 0TobpaxaloTcs Bce cobbiTug. o
ccbinke Bee cobbiTus Bbl MOXeTe BbibpaTb OfVH U3 CTaHOAPTHbIX UMK MOMb30BaTETbCKUX
dUNbTPOB, NepeYncneHHbiX B NaHen @unbTpbl. B naHenn pacnonoxeHbl cnegyowmne KHOMKM:

— 0719 BbI6opa NpeablayLLero 3anpoca B CNMCcKe BblMOHEHHbIX 3aMpOCOB.
— 0719 BbI6Opa CreayoLero 3anpoca B CrCKe BbIMOSIHEHHbIX 3anpocoB.

— ANg OTKPbITUA NaHen McTopusi 3anpocoB CO CMICKOM BbIMO/IHEHHbIX paHee 3amnpoCcoB.

I'Ipmmeanme. B naHenwu MCTOPMSI 3anpocoB Bbl MOXeTe OYNCTUTb CMNCOK MO KHOMKe
OuunctuTtb UCTOPMUIO NN YOannTb OTAENbHbIN 3aripocC, HaXasB B CTPOKe 3aripocCa. Takxe
Bbl MOXXeTe BKJTIOUNTb 0T06pa>|<eHv|e TOJIbKO V|36paHHbIX 3arnpocoB, OTMe4YeHHbIX

— N9 Bblbopa CBSA3aHHbIX NPUIOXEHNA (B cny4Yae NCMNonb30BaHUS HECKObKNX NAOLWaaoK) 1
KOHBelepoB 06paboTKn CObbITUN (€CN YCTAaHOBNEHO HECKONBbKO KOHBENEPOB).

— 019 Nepexoaa K rpaduyeckomy npeacTaBeHNio faHHbIX N3 COBbITUIA.
— O/19 cCoXpaHeHns napameTpoB GUNbTPaLUN Kak NoS1Ib30BaTeIbCKOro eunibTpa.
— ONng c6poca NnapameTpoB GUNbTPALUN COBbITUN.

— N9 HAacTPOWKN GunbTpaLumn CobbITUN C MOMOLLBIO 3arnpoca Ha g3bike PDQL.
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— 015 NBMEHEHUNS COCTaBa KOIOHOK TabnunLbl.
— [N HACTPOWKN COPTMPOBKM COBbITWI B Tabnuue.
— NS HACTPOWKN rpynnupPOBKM COBbITUI 1 arperaunmn 4aHHbIX N3 COBbITUN.

— [N OrpaHnYeHns KonmyecTsa cobbiTuin B Tabnuue.
+  BbINOAHUTb — 41 NPUMEHEHNS NapaMeTPoB GUIbTPaLLN COBLITAI.

— [MaHenb CBogka ¢ nofgpobHol NHbopMaLen 0 CobbITUN, KOTOPOE BbiIGpaHO B Tabnuue cobbIThI.

icnonb3ys NyHKTbl MEHIO, OTKPbIBAIOLLErOCH Mpu HaxaTun ¢ , Bbl MOXETE CKpbIBaTb U
packpbiBaTb 6/10KM C NOASMU COBbITUS. [0 cCbifikaM B 3HaUYeHWSX Nosel Bbl MOXeTe
HacTpaunBaTb UILTPbI COBLITUN.

3Ha4oK nokasbiBaeT, Yto MaxPatrol SIEM ckoppekTupoBan BpemMs COBbITUS.

[1na KoppensunoHHoro cobbiTng No ccoinke <HasBaHue npaBuna Koppensauuun> ns N
MCXOAHbIX COBbITUM Bbl MOXETE OTKPbITb CTPaHWLy C Tabnuuel co6bITUN, Ha OCHOBaHWUN
KOTOPbIX OHO 6bIS10 3aperncTpupoBaHo. Ecnn ansg npasBnna KOppensaunn HaCTPOEH MexaHN3M
06paboTKM NOXHbIX CpabaTbiBaHWUN (1 co3naH LWabnoH NCKToYeHWIA) Mo ccbiike [lo6aBUTb
NCKJTIOUEeHMEe Bbl MOXETe HaCTPOUTb UCKITIOYEHMNE NO AaHHbIM COBbITHS.

[ns HeHOpMaIM30BaHHOIo COBbITNS MO KHOTKe B 6n1oke McxogHoe cob6biTHe Bbl MOXeTe
cKonnpoBaTb ncxogHoe cobbITue.

MpumeuaHue. Bbl MoXeTe CKpbITb 1 OTKPbITb NaHeNb CBogKa, NCnonbays "

CM. Takke

Pa6oTa c cobbiTnamun (cm. pasaen 8)

4.7. CTpaHunubl pasgena «HunoeHTbl»

V3 pasnena MHuMAaeHTbl rNaBHOro MeHIO Bbl MOXETE OTKpbIBaTb CTpaHuLbl 0Ns pa6OTbI C
NMHUMOeHTaMW:

— WHumpeHTbl — 0519 npocMoTpa 1 GunbTPaLnmn crmncka MHLNAEHTOB 1 Noapo6HON nHdopMaLm
06 VHUMOEHTaXx;

— 3apaum — 4119 NPOoCMoTpa 3a4aY, CBA3aHHbIX C MHUMAEHTaMU;

— CTaTUcTUKa — 419 MPOCMOTPa CTaTUCTNYECKOW MHDOPMAaLL MO CO3LaHII0, 3aKPbITUIO 1
YCTPaHEeH MO NHUMAEHTOB 3a BblOPaHHbI OTYETHbIN Nepuoa.

B aTom pa3pene

CtpaHuua «HumoeHTbl» (cM. pasgen 4.7.1)

CTtpaHuua «3agadn» (cm. pasgen 4.7.2)

CrtpaHuua «CTtatncTtuka» (cm. pasgen 4.7.3)
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4.7.1. CtpaHunua «/IHUngeHTbI»

ViHpopmaums 06 nHumaeHTax oTobpaxaeTcs Ha cTpaHuLue MHUumMAaeHTbl. Ha aTol cTpaHuLe Bbl
MoXxeTe:

— co3[aBaTh, UBMEHSITb, YAaNaTb UHUNAEHTbI;
— 9KCMopTMPOBaTb UV MMNOPTUPOBAaTb NHUNAEHTbI B YHUbUUMpoBaHHOM dpopmaTte — JSON;
— npocMaTpuBaTb Ha TOMOJIOr I CBSI3aHHbIE C BbI6paHHbIM UHLUAEHTOM akTUBbI 1 CETU;

— rpynnupoBaTb NHLNAEHTbI.

B pabouein o6nactu pacrnonoxeHbl Tpu naHenu: UHunpeHTbl, Fpynnbl u ¢unbTpbl 1 CBogka. 1o
YMOYaHuIo NaHenn pa3sepHyTbl. Bbl MoxeTe pasBopaumBaTh 1 CKpbiBaTb NaHenu Fpynnbl U

éunbTpbl 1 CBOAKA, NCMONB3YS n

MaHens UHUMpEeHTbI cooepXxnT Ta6r|v|u,y CO CIMNCKOM NHUWOEeHTOB, BXOOALNX B Bbl6paHHyPO rpynny,
C y4eTOM HaJl10OXXKeHHOro q)lllﬂpra. Mo YMO4YaHno Bbl6paH (I)I/Iﬂpr He3aKpbrrb|e WHUMAEHTDI.

[na Kaxporo NHUMaeHTa ykasaH Habop napameTpoB:

— OnacHocTb — YPOBEHb ONAaCHOCTN NHUWNOEHTAa. ypOBeHb OMacHOCTN MOXeT 6bITb Jr HN3KM,
cpegHnm nnn T BbICOKWM.

— ID — ngeHTndnKaunoHHbI HOMEP NHLINOEHTA.
— WHuMpeHT — HanmeHOoBaHMe NHUNOEHTA.
— KaTeropus — knaccudunkauns nHUMOEHTa No KaTeropun.

— Twun — knaccndukaums MHUMAEHTa No Tuny. TUn NHUMOEHTa 3aBUCUT OT NPUCBOEHHON eMy
KaTeropuu.

— CraTyc — cTaTyc nHumgeHTa. BoamoxHble 3HaueHns: HoBbii, YTBepxaeH, Pa3pelieH, 3akpbiT,
3akpbIT (noXxHoe cpabaTbiBaHue).

— Co3paH — feHb 11 BpeMyd co30aHng NHLMAEHTA.

— OTBeTCTBEHHbIA — M0/1b30BaTENlb CUCTEMbI, KOTOPbIN Ha3Ha4YeH OTBETCTBEHHbIM 33 UHLULEHT.
Manens Fpynnbl U $uAbTPbI oennTcs Ha ABe YyacTu: UHUMAaeHTbl 1 PUNbTpbI.

B yactn MHUMBEHTbI OTOGpaxatoTCs BapuaHTbl FpYNnNUMpPOBKA NMHLAEHTOB:

— Bce UHUMAEHTDI;

— HenpuBsisaHHble MHLUAEHTHI;

— Mowu MHUMaeHTHI;

— Mo rpynnam akTuBOB.

VHTepdeinc MaxPatrol SIEM 25



B uacTn @unbTpbl 0TO6PaXa0TCS BapraHTbl GUAbTPOB, KOTOPbIE MO3BONSIOT BbIMOHSATE MONCK
NHLOEHTOB Mo onpefesieHHbIM napameTpam:

— Bce nHuMgeHThI;

— CraHpapTHble GUbTPBDI;

— Monb3oBaTtenbckue GUNbLTPHLI.

MaHenb CBoAKa CofepXnT NoapobHyo NHGOPMaLMNIO O BbIBPaHHOM NHLMAEHTE, O PACroNOXeHNN
WNHUMOEHTa Ha TOMo1Iorum 1 06 NCTOPUW UHLNAEHTA.

CM. Takxe

BbigBneHne nHungeHToB (cm. pasgen 9.1)

4.7.2. CTpaHuua «3agadm»

Bce 3agaun, cBs3aHHble C MHLUMAEHTaMK, OTOBpaxatloTcs Ha CTpaHuue 3agaumn. Ha aToll cTpaHuue
Bbl MOXeTe:

— COpTMPOBaTb CMNCOK 3aJay;
— npocMaTpuBaTb NOAPO6HYI0 MHPOPMALIMIO MO BbIGPaHHON 3aaaye;
— UN3MeHaTb 3aaauy.

B pabouein o6nacTtu pacrnonoxeHbl Tpu naHenu: 3agauu, Fpynnbl 1 CBogka. o ymonyaHuio naHenu
pasBepHyTbl. Bbl MOXeTe pa3BopaunBaTth 1 CKpbiBaTb NaHenun 3agaum n CBogka, Ncrnosnb3ys n

MaHenb 3agaum cogepXunT Tabnuly 3a4ad, CBI3aHHbIX C MHLUASHTaMMN.
[nga kaxpon 3afayn ykasaH Habop NapameTpoB:
— HasBaHMe — HanuMeHOoBaHMe 3aaaun.

— Twn — TN 3agayn. BoamoxHble 3HauyeHns: PaccnepoBaHue, C60p Aoka3aTenbCTB,
BoccTaHoBneHue.

— CraTyc — cTaTyc 3aga4n. BoamoxHble s3HaueHus: HoBasi, HasHaueHa, B pa6oTe, 3akpbiTa.

— OTBeTCTBEHHbIW — MNO/Ib30BaTElb CUICTEMbI, KOTOprIZ Ha3Ha4yeH OTBeTCTBEHHbIM 3a
BbIMOJ/IHEHIWE 3aa4l.

— [OepnaliH — naTa 1 Bpems, K KOTOPOMY 3aaya O0/XHa 6bITb BbiNOHEHa.

MaHenb Fpynnbl coaepXuT rpynnbl 3agad no MHUMAeHTaMm.
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MaHenb CBoAKa COOEPXMNT CBOAHYIO MHbOPMAaLIMIO O Bbi6paHHOI 3ajade:

— Ccbinky c ngeHTudurkatopom (ID) 3agaum n ee HazBaHueM. VigeHTrdurkaTop 3agayn BoirnagnT
cnegyowmm o6pazom: TASK-<nopsakoBbii HOMep, oTo6paXkaloWuii nocnefaoBaTeNbHOCTb
co3paHus 3apad B cucteme>. [1o ccbinke ¢ aeHTndnKaTopom 1 HasBaHNeM 3ajayn 4OCTyNeH
nepexof B KapTOUKy 3afadu.

— [lapameTpbl 3aga4n — HOMEP 1 Ha3BaHWe NHUMAEHTA, MO KOTOPOMY MOCTaBNeHa 3ajava, Tin
3afayu, BpeMs, K KOTOpoMy 3afada [osKHa 6biTb BbIMOMHEHA.

— CraTycC 3agaum — TekyLMin CTaTyC 3afdayn, aBTop 3afaun, OTBETCTBEHHbIN MO 3agave.

— OnucaHne 3agaunm — nogpobHOEe TEKCTOBOE ONMcaHne 3agadl.

4.7.3. CtpaHuua «CtaTtuctmka»

CraTtucTuka no nHUMgeHTam otTobpaxaeTcs Ha cTpaHuLe CTaTucTuka. Bl MoOxeTe npocmaTpuBaTb
cobpaHHyto MaxPatrol SIEM ctatucTuky:

— obllee KOMMYecTBO HOBbIX MHLNOEHTOB C pacnpeneneHnem no BpemMmeHu;
— obllee KOMM4ecTBo 3aKpbITbIX MHLUNOEHTOB C pacripenesieHnemM no BpemMmeHu;
— obLee KOMMYeCcTBO NHLUNOEHTOB, He 3aKpbITbIX Ha Ha4as10 3aAaHHOIo nepnona;

— oblee KOMM4ecTBo He3aKpbITbIX NHUMOEHTOB C pacnpeneneHmnem no spemeHmn 1 no ypoBHIO
OornacHOCTU NHUMNOEHTOB;

— CpefHee BpeMd yCTpaHeHNA NHUNOeHTOB C pacnpeneneHmnem no BpemMmeHn.

B okHe cTaTuCTVKIN NpeacTaBneHbl Tpy gnarpamMmmbl. Kaxayio anarpammy Bbl MOXeTe paccMaTpuBaTh
nogpo6Hee no KHorke YBeAUUNTD, N3MEHSTb BpeMeHHOWN HTepBa aunarpaMmbl. Bol MoxeTe
OTCOPTMPOBATb CTAaTUCTNYECKME faHHbIe AN AnarpamMmm:

— no rpynnam, ncrnonbays ¢uneTtp Mo rpynnam;

— 3a yKasaHHbI Nepuoa, NCronbays BPeMeHHON GUAbTP: MO OHAM, HeOensm, Mecsuam unm
KBapTanam.

Takxe Bbl MOXeTe OTCOPTMPOBaTb CTAaTUCTUYECKNE AaHHble, HACTPOWB Ha AunarpaMmme nepuog;
— nocnepHne 30 gHen;

— TeKyllasa 1 npegplaylias Hegens;

—  TeKyLWWiA 1 NPeablayLnin MecsL;

—  TeKyLWiA 1 NpoLlegLwnia KBapTan;

—  TeKyLWiA 1 NpeablayLniA rog,.

Mo ymonyaHumio gaHHble Ha grarpamMmmax O6HOBASIOTCS pas B 5 MUHYT.

Onarpamma Co3aaHHble MHLUMAEHTbI NMOKa3biBaeT KOMMYECTBO NHLMOEHTOB, CO3AaHHbIX 3a
yKasaHHbIli nepuog,. YTobbl y3HaTb TOYHOE KONMMYECTBO CO3AaHHbIX MHLMAEHTOB, HaBeauTe Kypcop
Ha OfiHy U3 o6nacTel AnarpamMmmbl.
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YBenuuutb

400
21.03

HoBbix MHUMAeHToB: 347

300

200

Konw4ecTso WHUKOEHTOB

100

06.03 13.03 20.03 27.03 03.04

HoBbIX MHUMAEHTOB

PucyHok 6. Co3paHHble MHUMAEHTbI

ﬂVIanaMMa 3aKprTbIe WHUMAEHTbI 3a nepuopa rnos3BoJideT OTC/ieXnBaTb KOMMYECTBO NHUMNOEHTOB,
He 3aKpbITbIX Ha Ha4ano nepwnopa, n Konmn4eCcTBo NHUMAOEHTOB, 3aKPbITbIX 3a Nepunoa.

YBennuuTe

1250

29.03
1000 Bbinu He 3aKkpbiThl Ha Hayano nepuoga: 1019
BEbinu 3aKkpbIThl 33 nepyod: 0

750

500

Konu4ecTso 1 HUWOEHTOB

250

06.03 13.03 2003 27.03 03.04
ELINK He 3aKpEITEI HA HaYano nepuoga
Belnu 3akpeiTel 3a nepuog

PurcyHok 7. 3akpbiTble MHLMAEHTbLI 3a Nepuop,

,El,marpalvlma He3aKpblTble WHUMAEHTbI NO YPOBHIO ONACHOCTM NoKas3blBaeT KOJIn4eCTBO
He3aKpbITbIX NHUNOEHTOB, CrpynnmMpoBaHHbIX MO YPOBHIO OMNaCHOCTW. CTeneHb ONacHOCTN MOXeT
6bITb BbICOKO, Cpe,u,He|7| nnmn H13kon. Kaxxgas cteneHb 0603HaveHa COOTBETCTBYOLWWM LIBETOM:
KpacCHbIM, XeNTTbIM, CUHNM.
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<" YBenMuuTs =

Mo rpynnam Bce wHuMAeHTB X v

3a TEKYLLY0 Hefento ~ | no LHAM v

400
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Huzkan: 225
300 Cpenran: 53
Beicokan onacHocTs: 29

L

200

Konu4ecTso HHUHARHTOB

100

0
03.06

Beicokan onacHocTs Cpepgnan Huzkan

PucyHok 8. HesakpbiTble MHUMAEHTbI MO YPOBHIO ONAaCHOCTA

Ha cTpaHuue CTaTUCTUKA OTOBpaXaeTcs cpeaHee BpeMs YCTPaHeHUs HLUNOEHTa B BbI6GpaHHOM
nepuopge. MNMeprog Bbl MOXeTe Bbi6paTb MO KHOMKe B naHeny CpepHee BpeMsl yCTpPaHEeHUS

MHUMMAEeHTa.
Cm. Takxe

[MpocMOTp CTaTUCTVKK MO NHUMAEHTaM (CM. pasgen 9.5)

4.8. CtpaHuupl pasgena «Coop gaHHbIX»

Vicnonb3ys nyHKTbl pasnena C6op AaHHbIX r1aBHOro MeHIO, Bbl MOXETE OTKPbIBaTb CTPaHMULbl 415
HaCTPOWKN c6opa COBLITUIA C NCTOYHNKOB, ayAnTa akTUBOB 1 TOHKOW HAaCTPOWKIN aHann3a
NONYyYEHHbIX faHHbIX.

B aTom pa3pene

CTtpaHunua «3agaydn no céopy aaHHbIX» (cM. pasgen 4.8.1)

CtpaHnunua «[podunn» (cm. pasgen 4.8.2)

CtpaHuua «YyeTHble 3anucu» (cm. pasgen 4.8.3)

CTtpaHuua «CnpaBoyHukm» (cM. pasgen 4.8.4)

CtpaHuua «[MpaBuna koppenauun» (cMm. pasgen 4.8.5)

CTtpaHuua «[MpaBuna o6oraweHuns» (cm. pasnen 4.8.6)

CrtpaHuua «TabnnyHble cnnckny (cm. pasgen 4.8.7)

CTtpaHunua «MOHUTOPUHI MCTOUYHMKOBY» (CM. pa3nen 4.8.8)

CtpaHnunua «MOHUTOPUHT MCTOYHMKOBY (CM. pa3nen 4.8.9)
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4.8.1. CtpaHunua «3agaudn no c6opy gaHHbIX»

Ha cTpaHinue 3apaum no c60py AaHHbIX Bbl MOXETe co3aaBaTb, KOMMPOBaTb, N3MEHSTb 1 YAANSTb
3afauu, 3arnyckaTb 1 OCTaHaBNNBATb X BbINOJIHEHME.

[NaHenb NHCTPYMEHTOB COOePXNT Ha3BaHWe CTpaHuLbl, a Takxe cnenyouine KHOMKu:

— Co3paTtb 3afayvy — Mo KHOMKE PacKpbIBaeTCS MEHIO, KOTOPOE COQEPXUT MYHKTbI 419 CO30aHNS
3apa4y nNo c6opy cobbITUI 1 faHHbIX 06 akTUBaX, IMMOopPTa COBbITUN 13 daiina XypHana 1
NPOBEPKN COBLITUIA;

— KonupoBaTb — 015 KONMpoBaHVS BbI6paHHON 3ajayn;

— PepakTupoBaTb — 119 U3MEHEHNS NapamMeTpoB BbiGpPaHHON 3a4auu;
— YpanuTb — 0519 yoaneHuns BolbpaHHON 3agauu;

— 3anycTuTb — 419 3anycka BbI6paHHOro 3agauu;

— OCTaHOBUTb — /19 OCTAHOBKW BblI6paHHON 3a4aul;

— C6pocUTb COCTOSIHUE NCTOYHMUKOB — IO KHOMKE B BblGpaHHbIX 3afadvax BCe COBbITUS B
XypHanax NCTOYHNKOB CYMNTAIOTCS HOBbIMU. Bbl MOXeTe C6pOoCUTb COCTOSHIE NCTOYHNKOB
TONIbKO A5 3afay Mo C60pY AaHHbIX N3 XPaHWANLL CO CTaTycoMm 3aBeplueHa.

B pabouein 06nacTu CTpaHnLbl PacrosiOXeHbl:
— [laHenb CTaTychbl CO CNCKOM GUNLTPOB MO CTaTycam 3agau.

— [laHenb Tunbl 3agay Co CNYICKOM CI)I/IJ'IprOB no TNy 3apgau.

MpumeyaHue. Bbl MoXeTe CKpbIBaTb 1 packpblBaTb GOKOBbIE MaHenn, NCrnonb3ys n

— [MaHenb Bce 3apgaum cogepXunTt Tabnuuy C 3agadamul.

Mpwn HaxaTnm B BEPXHEeW YaCTu naHenmn oTKpbIBaeTCs none A4ns 6uiCTporo noncka 3agad no
Ha3BaHWIO 3aga4yn, KOekTopa, y4eTHon 3anucu, npoduna nam mogyns; no IP-agpecy nnn FQDN
uenu 3agaudn.

Mpw HaxaTum OTKpbIBaeTCa NaHeNb A9 HacTPOonKX GunbTpa 3aaad.

MpumeyaHue. Bbl MoXeTe 06HOBUTL faHHbIe B MaHeNn HaxaTnem = , HaCTPOUTb NepPUoL,

aBTOMAaTNYECKOro O6HOBEHMNS AaHHbIX B MEHI0, OTKPbIBAIOLLEMCS NPV HaxXaTun (no
YMOJYaHNIO — MATb MUHYT).

B Tabnuue B konoHke CTaTyc oTo6paxaeTcs cTaTyc 3agayn. CyLiecTByloT crefytolme cTaTycChbl:

- He 3anyckanachb.

— 3afa4a HI1 pa3y He 3aryckKanacb.
- MoprotaBnuBaeTtcs. Co3paeTcy 3anyck 3apgadn. CoszpatoTcd nogzagadn.

- Oxwupaert BbinosiHeHUa. OTnpaBneH 3anpoc o0 HasdHayeHun nogagay Ha MP 10 Collector.
Mop3apaun 6yayT 3anyLeHbl B Mopsake ovepenu.
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@ — BCe noasagayn Ha3Ha4deHbl.

@ — YacCTb Nnog3afgay He Ha3Ha4eHbl.

- BbinonHsieTcs. XoTa 6bl 0gHa noazapada 3anyuieHa Ha MP 10 Collector. NigeT npouecc
cbopa OaHHbIX.

\_) — HeT nofsafay, 3aBepLUeHHbIX C owmnbKamum.

) —yacTb noasafad 3aBepLUeHbl C OLLUNGKON.

- 3aBepluaeTcs. [locne 0CTaHOBKYW 3a4aun BPy4HYIO Nosib3oBaTeleM OThpaB/eH 3anpoc 06
ocTaHoBke nopgsanay Ha MP 10 Collector.

\_) — HeT nofgsaja4, 3aBepLUeHHbIX C oLméKamu.

) —yacTb noasafad 3aBepLUeHbl C OLLUNGKON.

- 3aBepueHa. [logsagayum 3aBepLleHbI.
v/ — Bce nofsafaun 3aBeplleHbl 6e3 OLNGOoK.
v/ —yacTb NofA3afady 3aBepLUeHa C oLnBKamu.

0 — BCe nofasafaudn 3aBepLUeHbl C olnBKamu, 3agada He MOXeT 6biTb BbIMOJSIHEHA.
— T[laHenb <Ha3BaHMe 3agaumn> cogepXnT NHPOPMaLMIO O BbIBpaHHOI 3adave.

Mo ccoinke MepenTn B cTpoke CobpaHHble cobbITUS Bbl MOXETE NpoCcMaTpuBaTb CMNCOK
COBbITUIA, MONYyYEHHbIX MO 3TOWN 3adaye.

o ccbinke MCTOPVISI 3anycCKoOB Bbl MOXeTe npocMaTpmnBaTb NCTOPUIO 3anyCKOB 3afa4n n
XypHarsbl nogsagauy.

— [MaHenb <KonuuecTBO 3apgau> c nHPopMaLmel 0 KoIMYecTBe BbiIGpaHHbIX 3a4ay 1 KHOMKamu
3anycka, OCTaHOBKW 11 yoaneHns 3agad, OTMeHbI BblAeNneHns BblbpaHHbIX 3agad 1 cbpoca
COCTOSIHUNS CTOUHMKOB. OTO6paxaeTcs, korga B Tabnuue Bbi6paHO HECKOSbKO 3a4ay.

B aTom pa3pene

CrtpaHuua Victopuna 3anyckoB <HasBaHue 3agaun> (cM. pasgen 4.8.1.1)

CTtpaHunua XypHan nogzagaun <Bpemsa> (cm. pasgen 4.8.1.2)

4.8.1.1. CtpaHuua Victopus 3anyckoB <HasBaHune 3agaun>

Ha ctpaHuue UcTtopusa 3anyckoB <Ha3BaHue 3agaum> Bbl MOXETE MPOCMAaTPUBATb NUCTOPUIO
3arnycKoB 3afaul 1 CrNCOK Noa3afay, Co3naHHbIX MpY KaXaom 3anycke.

B pabouyein o6nacTui CTpaHuLbl PacrofIoXeHbI:

— [MaHenb CBogka c nogpo6bHol MHbopMaLen o 3agade.
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MpumeuaHme. Bbl MoxeTe ckpbiBaThb 1 pacKpbiBaTb NaHesb, MCNOMb3ys n

— MMaHenb c ncTopureit 3anyckos 3agadnl.

B BepxHel YyacTy maHenn pacrnosioXeHbl KHOMKI (- ons Bbl6opa AaThl 3anyckaun | —anga
bunbTpaumy 3anyckoB ¢ oWNGKamu.

— [laHenb Mop3agaum, COoAepPXnT Ta6nmuy C nofgsagadvamu, a Takxe criegytouime KHOMK:

«  HaiThn cobbiTng — NMo KHOMKe Bbl MOXETEe OTKPbITb CTPaHULYy C COBbITUAMU, COBPaHHbIMI MO
Bbl6paHHOW Noasafave.

- CKauaTb XXypHan — Mo KHOMKe Bbl MOXeTe ckauaTb dalin ¢ XypHanom BbibpaHHON
noasagauu.

«  )XypHan noasapauu — o KHOMKe Bbl MOXeTe OTKPbITb CTPaHNLYY XypHana Bbl6paHHO
noasagaun.

I'Ipmmeanme. Bbl MoxeTe 06HOBUTb AaHHble B MaHenn HaxaTunem , HACTpOWnTb nepunon

aBTOMAaTNYECKOrO OB6HOBEHINS AaHHbIX B MEHI0, OTKPbIBAIOLLEMCS NP HaxaTun (no
YMOJYaHNIO — MATb MUHYT).

B Tabnunue B konoHke CraTyc oTo6paxaeTcs cTaTyc nogsagayn. CyLecTByioT cliegylowme
cTaTychbl:

CospaHa.
Ha3HaueHa — Ha3HaueH MP 10 Collector ong BbinonHeHus.
© OxupaeT BLINOAHEHMS.
\) BbinonHsieTcs.
\) 3aBepuiaeTcs.
v/ 3aBepuieHa — nNofsafava 3aBeplueHa 6e3 OGOk,

(i 3aBepuieHa — noasafaya 3aBeplUeHa C oLW6Kamu.

MpumeuaHwue. lNoasanaya 3aBepLUaeTCd C OLUNBKOW, €CK, Hanpumep, ykasaHbl HEBEepHble
y4YeTHble faHHble, Lenb c6opa AaHHbIX HEQOCTYMHa U He cobpaHo HIKaKNX fdaHHbIX. bonee
noaopo6bHas nHbopmaumnsa oOCTyrNHa B XypHane nogsagayn (cm. pasgen 7.4.7).

4.8.1.2. CtpaHuua XypHan nogzagayn <Bpems>

Ha ctpaHuue XXypHan nop3apaum <Bpemsa> Bbl MOXeTe NpocMaTpuBaTb COOBLLEHNS 1 NOAPOBHYI0
nHbopmaumio 06 ownbkax noasagadm.

MaHenb MHCTPYMEHTOB COAEPXUT Ha3BaHMe CTpaHULbl, a Takxe cregyoLmne KHorky OcTaHOBUTb
3apauvy [ OCTaHOBKM 3agayu, 4519 KOTOPOIA co3faHa BbibpaHHas noasagava.
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an/IMel-IaHVIe. Bbl MOXeTe 06HOBUTb JaHHbIe Ha CTpaHuLe HaXaTtnem , HGCTPOWTb nepunon

aBTOMAaTNYECKOro O6HOBIEHWNS AaHHbIX B MEHIO, OTKPbIBAIOLLEMCS MNP HaxaTun (no
YMOSIYaHUNIO — NATb MUHYT).

B pa6ouein o6nactu CTpaHuLbl PacrnofIoXeHbI:

— [Manenb Mog3apgava c nogpo6bHon HdOPMaLen O BbibpaHHOWM 3agade.

Bbl moxeTe CKpbIBaTb 1 pacKpblBaTb 60KOBble NaHenu, ncnonbay4 n

— [Manenb XXypHan co crnvckom coobLeHnin 06 owmnbkax nogsagayn. Mo kHonke CkavaTb XXypHan
Bbl MOXeTe ckayaTb Galin C XypHanom nogsagadu.

— [MaHenb CBogka ¢ noapobHo MHbopMaL el o BbibpaHHON oLn6Ke.

4.8.2. CtpaHuua «lpodpunnmn»

Ha CTpaHuue I1po¢w|n|a Bbl MOXeTe CO30aBaTb MNMoJsib3oBaTes/ibCKmne I'IpOCbI/IJ'II/I Ha 6a3e CTaHOapPTHbIX,
N3MEHATb N yOandaTb UX.

MaHenb NHCTPYMEHTOB COOepPXNT Ha3dBaHNe CTPaHWLUbl, a TakXxXe criegytoLiie KHOMKN:

— Co3paTtb — Mo KHOMKe packpbliBaeTCs MEHI0, KOTOPOE COAEPXUT MYHKT A9 CO30aHNS
nosb3oBaTeNbCKoro Npoduns Ha 6ase CTaHAAPTHOrO;

— PepakTupoBaTb — /19 U3MEHEeHNs NapamMeTpoB BbiGPaHHOr O Nosib3oBaTeNbCKOro Npoduns;
— Ypanutb — 0N9 yoaneHnsa BbibpaHHOro nosib3oBaTeIbCKoro npoduns.
B pabouein 06nacTu CTpaHnLbl PacrofioXeHbl:

— [MaHenb Npodunu ong punbTpauumn npodunen No cobrpaembiM 4aHHBIM U Ha3BaHUSM
Mogaynen, onsg KOToporo OHM CO30aHbI.

MpumeuaHue. Bbl MoxeTe OTKpbITb 1 CKpbiTb NaHenu Mpodunm n Ceopka, 1cnonb3ys n

— [MaHenb Cnucok npodunen c Tabnuuen npodunein. [ns kaxgoro npoduns B Tabnuue ykasaHbl
Ha3BaHwWe, 6a30BbIN NPodub, Ha3BaHVe MoLys 1 TUM (CTaHLAPTHbLIN UK NOMNb30BaTENbCKIN).

— [MaHenb CBogka, cooepXxuT nHpopmMaLmio o BbibpaHHOM npodune.

Mo ccoinke MepeiTn B cTpoke 3agaum ¢ 3TUM NpodUeM Bbl MOXETE NPOCMAaTPUBaTb CMNCOK
3afiay, Co3faHHbIX C BbIBpaHHbIM Npodunem.

Mo kHornke MapameTpbl Bbl MOXETE NpocMaTpmBaTh NapameTpbl Npoduns.

CM. TaKkxke

Pa6oTa ¢ npodunsgmu (cm. pasgen 7.3)
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4.8.3. CTpaHuua «Y4yeTHble 3anncm»

Ha cTpaHuue YUueTHble 3anncu Bbl MoXeTe 006aBNaTb, USMEHATb 1 yAansgTb YYeTHbIe 3ancu
(cMm. pasgen 7.1).

[NaHenb NHCTPYMEHTOB COOePXNT Ha3BaHWe CTpaHuLbl, a Takxe cnenyouine KHOMKu:

— [o6aBUTb yUYETHYIO 3anNMCb — MO KHOMKE PacKPbIBAETCS MEHIO, KOTOPOE COAEPXUT MyHKTbI 414
CO3[aHNs YYETHbIX 3aMyceil PasnnyHbIX TUMOB («IOTNH—MaPOsIby, «MapPOsby U «CePTUPUKAT);

— PepakTupoBaTb — 07159 U3MeHEHNS NapamMeTPOB BbIOPaHHON YYeTHOW 3anncu;
— YpanuTb — 0/19 yoaneHuns BblbpaHHON y4eTHOW 3anuncu.
B pabouein o6nacTui CTpaHuLbl PacrofIoXeHbI:

— [aHenb gns Bbi6Opa yYeTHOW 3anmncu, COAePXUT CNMNCOK [O6aBNEHHbIX YYETHbIX 3annceli ¢
yKasaHuem nx tuna.

— [laHenb CBopkKa, CooepXuT NHGOPMaLMO O BbIBPaHHOW YYETHOW 3amnucul.

Mo ccbike MepenTu B cTpoke 3agaym ¢ 3TON YYETHOM 3anuUcCbio Bbl MOXETe NpocMaTpuBaTh
CMICOK 3aay4, CO30aHHbIX C BbIBpaHHOW YYETHOI 3armnchbio.

I'Ipmmeanwe. Bbl moxeTe OTKPbITb 1 CKPbITb NMaHe b, NCMNoJb3y4 n

4.8.4. CtpaHuua «CnpaBOYHUNKINY

Ha cTpaHunue CnpaBOYHMUKM Bbl MOXETE CO34aBaTb, U3MEHSATb 1 yAandTb Nofib3oBaTeNbCkmne
CrnpaBoYHMKY (CM. pasgen 7.2).

MaHenb NHCTPYMEHTOB COAEPXINT Ha3BaHMe CTPaHMLbl, a Takxe cnegyoLme KHOMKI:

— Co3pgaTtb — [/159 CO30aHVs NMONb30BaTENbCKOrO CNPaBOYHNKaA;

— PepakTupoBaTb — 4519 U3MEHEHNS BbIGPaHHOIO NMoJIb30BaTENbCKOrO CMPaBOYHIKA;

— Ypanutb — 0ns yoaneHns BolbpaHHOro Nosib30BaTeIbCKOro CripaBoYHIIKa.

B pabouein o6nacTui CTpaHuLbl PacrofIoXeHbI:

— [aHenb Fpynnbl cnpaBouYHMKOB. Coaep T CANCOK FPYMn CAPaBOYHNKOB.

— [MaHenb ang Bbi6opa cnpaBoyHmka. CogepXnT CMcoK CrnpaBoYHIIKOB B BbI6paHHO rpynmne.

— [MaHenb <HasBaHMe cripaBoYHUKa>. B naHeny oTo6paxaeTcs CoaepXnmoe BbI6paHHOro
CrMpaBOYHUMKa.

MpumeyuaHue. Bbl MOXeTE OTKPbITb U CKPbITb NaHenn Fpynnbl cipaBoYHUKOB 11 <HasBaHue
crnpaBOYHMKA>, NCMOJ1b3YS n
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4.8.5. CtpaHuua «l1paBuna koppenaumnm»

CTpaHunua npegHasHayeHa ajig NpocMoTpa CTaTUCTUKN cpabaTbliBaHKS NpaBuii Koppenauum,
BKJTIOYEHUNS 11 OTKITIOYEHNS NpaBui.

MaHenb NHCTPYMEHTOB COAEPXNT Ha3BaHMe CTPaHMLbI, a Takxe cnefyoLmne KHOMKI:
— BKAUUTb — O/19 BKIOYEHS BbIGPaHHOMO B Tabnvue npaBuna;

—  OTKMIOUUTDb — /19 OTKJIIOUYEHNS BbIBpaHHOro B TabuLe npasuna.

B pabouein o6nacTui CTpaHuLbl PacrofIoXeHbI:

— [MaHenb CnMcoK NpaBua KOppensiuum, CoaepXnT Tabnuuy ¢ npasunamu koppensuun. Ecnn
yCTaHOBJIEHO HECKOJIbKO KOHBEEpPOoB 06paboTKy COBLITUIN, CrpaBa OT Ha3BaHWs NaHenu

oTo6paxaeTcs cchlfika Ans Bbi6opa KoHBelepa. [Nocne Bbi6opa KoHBelepa B TabnnLe NogBsaTCS

YCTaHOBJ1I€HHbIE B HEro ripasua.

[ns npasun B Tabnuue YKa3aHbl CTaTyC, M,D,eHTVl(I)VlKaTOp, Ha3BaHWe, KaTeropmd
perncrtpmnpyemoro cobbitng VB, Tvn npaBuna (CTaH,D,apTHoe nnn ﬂOﬂbSOBaTeﬂbCKOG) n

KonmyecTBO cpabaTbiBaHuii 3a cyTkn. Kpome Toro, Bbl MoxeTe [o6aBuUTb B TaGNMULY KOMOHKN C
Konnm4yecTBOM cobupaemMblx No npaBunam Lenoyvek cobbituin B namsatin MP SIEM Server n o6wmm

UYNCNOM COBBITUAIN B 3TUX LieNOoYKaXx.

I'Ipmmeanme. Bbl MOXxeTe 06HOBUTb OaHHble B NMaHesin HaXxXatnem , HACTpOWnTb nepunon

aBTOMAaTNYeCKOro 06HOBMEHS AaHHbIX B MEHIO, OTKPbIBaIOLWEMCS Npu HaxaTui (no
YMOJYaHNIO — MATb MUHYT).

Mpwn HaxaTun B BEPXHEeW YacTu CTPaHWLbl OTKpbIBaeTCH None ag noncka npasuna no
Ha3BaHwuo. [1o ccbinke B Tabnuue Bbl MOXeTe OTKpbITb cTpaHuuy B Knowledge Base ¢ kogowm
npasuna.

I'Ipmmeanwe. Bbl moxeTe Bbl6paTb KOJTOHKW, OTo6pa>Kae|v|b|e B Tabnuue, No KHorke B CTpOKe

3aroJjioBKOB KOJTOHOK.

CyLiecTBylOT CriefyloLme cTaTyCbl MpaBusT:
BkloueHo — NpaBunifio NCMosb3yeTcs A1 KOPPENILMN COBbITAI.
OTkniovaeTcs, BknlovaeTcs — BpeMeHHble CTaTyCbl.

MpuocTaHoBNEHO — NPaBKIO aBTOMaTUYECKN OCTaHOB/IEHO HA OCHOBaHWN Pe3ybTaToB
MOHUTOPWHra paboTbl NpaBun koppenaunn MaxPatrol SIEM.

OTKIOUEHO — NMPaBW/I0 HE NCMONb3YeTCs /19 KOPPEensaLuunmn CobbITUN.

0 Owun6kKa Banupaumm — npu Banugaunmn npasnna obHapyXeHbl OLNGKK, OHO He MOXeT
MCNonNb30BaTbCH ANS KOPPENALMN COBbITAN.

— T[laHenb CBopkKa, cooepXunT NMHGOpPMaLMO O BbiIbpaHHOM B TabnuLe npasune.

ﬂpmmeanwe. Bbl moxeTe OTKPbITb 1 CKPbITb NMaHe b, NCMNoJ1b3y4 n
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4.8.6. CtpaHuua «[lpaBuna oboratleHns»

CTpaHuua npegHasHayeHa ans BKIUYEHNS 11 OTKIIYEHNS MpaBusl o6oraLleHus.
MaHenb NHCTPYMEHTOB COAEPXNT Ha3BaHMe CTPaHNLbl, a Takxe creyoLme KHOMKI:
— BkAOUUTb — 4719 BK/IIOYEHMS BbI6paHHOro B Tabnumue npasnna;

—  OTKAOUUTb — )15 OTKIIOYEHNS BbIGpaHHOro B TabnuLe npasuna.

B pabouein o6nacTui CTpaHuLbl PacrofIOXeHbI:

— [MaHenb Cnncok npaBun o6oraweHuns, CooepXnT TabnuLy ¢ npasunamm oboratleHuns. Ecnm
YCTaHOBJIEHO HECKOJIbKO KOHBEepoB 06paboTKy COBLITUIN, CrpaBa OT Ha3BaHWa NaHenn
oTOBpaxaeTCs cchblfika A5 Bbibopa koHBelepa. [oce Boibopa KoHBelepa B TabnuLe nosisaTcs
yCTaHOBJIEHHbIE B HErO NpaBusia.

[ns kaxporo nNpaBuna B Tabnuue ykasaHbl CTaTyc, naoeHTndUKaTop, Ha3BaHme 1 Tn
(cTaHpapTHOe nnn nonb3oBaTenbckoe). 1o cebiike B TabnuLe Bbl MOXETE OTKPbITb CTPaHMLY C

Kogom npasuna. Mpun HaxaTum B BEPXHEI YaCTn CTpaHULbl OTKPbIBAETCS nose As1s nowcka
npasuna no HasBaHuIo.

an/IMe‘-IaHVIe. Bbl MOXeTe 06HOBUTb JaHHbIE B MaHen HaxaTnem , HACTpOWnTb nepunon

aBTOMAaTNYECKOro 06HOBNEHNS AaHHbIX B MEHIO, OTKPbIBaIOLLEMCS Npu HaxaTui (no
YMONYaHNIO — NSTb MUHYT).

CyllecTByIOT criedytolLe cTaTyCbl NPaBu:
BkniovyeHo — npaBusio NCMosb3yeTcs ans ob6oraeHns CobbITUN.
OTknouaeTcs, BknlouaeTcsa — BpeMeHHble CTaTyCbl.
OTKIIIOUEHO — MPaBW/I0 HEe NCMNONb3yeTCs 19 06oralleHNs CObbITUN.

0 Owu6kKa Banupgaumm — npu BanugaLnmn npasnia o6HapyXeHbl OLLINGKK, OHO HEe MOXeT
1ICMOIb30BaTbCY A9 oboralleHIns CobbITUIA.

— [MaHenb CBogka, cogepXxuT nHPopMaLmio O BbibpaHHOM B TabnuLe rnpasuse.

MpumeyaHue. Bbl MoXeTe OTKPbITb U CKPbITb MaHesb, MCMoMb3ys "

4.8.7. CTpaHuua «TabnnyHble Crinckmy»

CTpaHuLa npegHasHayeHa o1 NpocMOoTpPa 3ancein TabnnyHbIX CrINCKOB U paBoTbl C 3anmncamm
TabANYHbIX CMINCKOB 4J15 NPaBui Koppensunn n o6oralleHns (ecnm Takas BO3MOXHOCTb 6bin1a
npegycMoTpeHa Npu co3aaHn TabnnyHoro Crnmcka).

Ecnn ycTaHOBNEHO HECKObKO KOHBENepOoB 06paboTky COBbITUIA, CripaBa OT Ha3BaHWS NaHenu
oTO6paxaeTcs Ccbinka Ang Bbibopa KoHBelepa. MNocne Bbi6opa KOHBeliepa Ha CTpaHuLLe NosBsaTCS
YCTaHOBJIEHHbIE B HEro Tab/INYHble CANCKN.
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B pabouein o6nacTui CTpaHuLbl PacrofoXeHbI:

— [MaHenb TabnnuHble CAUCKMU. CO,D,ep)KVIT OOCTYIMHble Tabnn4yHble CrNCKN.

|_|pI/| HaXaTunmn B BerHeVI 4aCTu CTpaHuLbl OTKPbIBaeTCyd noJsie asyd noncka TabnMYHOro cnmncka

no HassaHwmio. Mpu HaxaTu | MOSIBASIETCS packpblBaOLWUIACS CNNCOK Af1s dunbTpaumnm
Ta6NYHbIX CMNCKOB MO Ha3HaYeHMIO.

MpumeuaHme. Bbl MoxeTe OTKPbITb 1 CKPbITb NaHeb Ta6AUYHbIe CANCKMU, CMOMb3ys n

— [MaHenb <Ha3BaHMe TabnumuHoro cnucka>. CogepXunT napameTpbl BbiIBpaHHOro TabanyHoro
crnuncka 1 3anucu TabamnyHoro crnmcka.

an/IMel-IaHI/Ie. Bbl MoXeTe 06HOBUTb 3arnncy TabANUYHOro Crivicka HaxaTuem N HaCTpOUTb

aBTOMaTN4YeCckoe O6HOBMEHE 3aMCell B MEHIO, OTKPbIBAIOLLEMCS MNP HaxaTum (no
YMONYaHNIO — NSTb MUHYT).

Bnok ¢ sanucammn TabnmnMUYHOro cnvcka CoaepXuT KHOMKY DKCAOPT 419 COXpaHEeHNs 3anncen B
danne popmata CSV. [1ns TabnmyHbIX CAMCKOB A4S NPaBW KOPPEenaunn 1 ob6oralleHns
LOCTYMHbI KHOMKW AN paboTbl C 3annCaMu:

- PepakTupoBaTb copgepXumoe — 015 1o6aBneHns, yaaneHns n n3MeHeHns 3anmncei;
«  OUYUCTUTDb TabNMUHDbIA CAUCOK — OJ15 yOasieHnsa BCex 3anuncei;
«  WmMmnopT — ona no6asnenuns sanucen n3 ¢anna popmata CSV;

«  JKenopT — 019 coxpaHeHuns 3anucen B dann dopmata CSV.

[ns No60ro TabNNUYHOro CrCKa Bbl MOXETe MOCTPOUNTb TabNYHbIA BUOXET MO KHOMKE

4.8.8. CtpaHuua « MOHUTOPUHI NCTOYHUNKOB»

VicTouHmKn 1 popBapaepb! NOSBASIOTCS B CUCTEME aBTOMAaTNYeCKN, Mo Mepe cb6opa CobbITUN C
aKTMBOB U nX ngeHtTudukaumn. Ha ctpaHiue MOHUTOPUHI MCTOYHUKOB MO/b30BaTENb CUCTEMDbI
MOXeT NPOCMOTPETb COCTOSIHIE NCTOYHNKOB 1 MapamMeTpbl MOTOKa AaHHbIX OT HUX U COCTOSHIE
dopBapAepOB 1 NapamMeTPbl HAXOOALMNXCS B HUX NCTOYHNKOB. Ccbinka s Bbibopa Tuna a/1eMeHToB
(ncTouHmKoB VK dopBapPAEPOB) HAXOOQUTCS B BEPXHEN YacTu pabodein 061acTui CTpaHULbI.

Ecnun Bbl BbiGpanu no ccblfike paboTy ¢ UCTOYHMKaMK, paboyas o61acTb cTpaHuLbl MOHMTOPUHr
MCTOUYHMUKOB COLEPXUT:

— naHenb ICTOUYHMKM 019 MONCKa NCTOYHIKOB, KOTOpPble HaxXoO4aTC4 Ha akTBax Bbl6paHHOI7I
rpynnbl N BJTOXXEHHbIX B Hee rpynnm;

— naHenb PunbTpbI 419 GUNbTPALMNA NCTOYHNKOB MO YCMOBUIO HANNYKS NN OTCYTCTBUS
npenynpexneHuni;
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— nMaHenb yrnpaBieHNd C BOSMOXHOCTbIO 3KCNOpPTNPOBaTb 1 OBHOBMATb CMNCOK NCTOYHNKOB, NCKAaTb
NCTOYHUNKW B CANCKeE;

— LEHTpasbHyto NaHesb ¢ Tabanuen NCTOYHIKOB, a TakXe CO CCbINKOW s HaCTPOKM nepuoga
OTOBpPaXeHNs (Mo BpeMeH NocneqHero noslydeHns 4aHHbIX OT UCTOYHIKA).

Ecnwu Bbl BbIGpanu no ccoinke paboTy ¢ popBapaepamu, paboyas obnactb cTpaHnLbl MOHUTOPUHE
MCTOYHMUKOB COLEPXUT:

naHenb PopBapAepbl 4519 novicka GopBapaepOB, KOTOPbIE COAEPXKATCH B BbIGpaHHOW rpynne
aKTVBOB 1 BTOXEHHbIX B HEee rpynnax;

— naHenb PunbTpbl 4N dunbTpauny GpopBapLepoB MO YCNOBUIO HANNYKS NN OTCYTCTBUS
npenynpexneHunin;

— MaHesb ynpaB/eHNs C BO3MOXHOCTbBIO 9KCMOPTMPOBaTb 1 06HOBNSTL CMMCOK GOpBapaepoB,
nckatb popBapaepbl B CANCKE;

— LeHTpasbHylo NaHesb ¢ Tabnnuen GopBapaepoB, a Takke CO CCbINKOW AN HaCTPOWNKK Nepuoaa
OTOBpPaXeHNs (Mo BpeMeHu nocnenqHero noflydeHns gaHHblX oT ¢opsagepa).

MpumeyuaHune. No ymonyaHumio Ha cTpaHrLe MOHUTOPUMHI MCTOYHMKOB OTOGpaxaloTcs BCe
NCTOYHMKI (PpopBapaepbl), CBA3aHHbIE C FpyrnnamMu akTBOB, K KOTOPbIM ornepaTopy
NpenocTaBneH [ocTyn.

4.8.9. CtpaHuua « MOHUTOPUHI NCTOYHUKOB»

VicTouHmkn n popBapaepb! NOSBASIOTCS B CUCTEME aBTOMAaTNYECKN, MO Mepe cbopa COobbITUN C
aKTBOB U nX ngeHtTudumkaumn. Ha ctpaHue MOHUTOPUHI MCTOYHUKOB MOb30BaTENb CUCTEMDbI
MOXeT NPOCMOTPETb COCTOSIHE NCTOYHNKOB 1 MapamMeTpbl MOTOKa AaHHbIX OT HUX U COCTOSIHIE
dopBapAepOB 1 NapamMeTPbl HAXOOALMXCS B HUX NCTOYHNKOB. Ccbinka s Bbibopa Tuna a/1eMeHToB
(ncTouHMKOB VNK dopBapPAEPOB) HAXOOAUTCS B BEPXHEWN YacTu paboden 061acTui CTpaHULbI.

Ecnun Bbl BbIGpanu no ccblfike paboTy ¢ UCTOYHMKaMK, paboyas o61acTb cTpaHuLbl MOHUTOPUHr
MCTOUYHMUKOB COLEPXUT:

naHenb MCTouHMKM 019 novcka NCTOYHNKOB, KOTOpPble HaxXoO4aTC4 Ha aKTBax Bbl6paHHOI7|
rpynnbl N BJTIOXXEHHbIX B Hee rpynrn;

— naHenb PunbTpbI 4N GUNbTPALNA NCTOYHNKOB MO YCNOBUIO HANNYKS NN OTCYTCTBUS
npenynpexneHuni;

— nMaHesb yrnpaBieHNA C BOSMOXHOCTbIO 3KCNOPTNPOBaTb 1 OBHOBNATb CMNCOK NCTOYHNKOB, NCKaTb
NCTOYHWNKWN B CNNCKe;

— LUeHTpalibHYylO NaHesb C TabnumLuen NCTOUYHNKOB, a Tak)Xe CO CChIIKOW A4 HaCTpOMKM nepwnopa
OTO6pa)KeHVI9I (I'IO BpemMeHn nocnegHero nony4vyeHnsd naHHbIX OT I/ICTOL{HI/IKa).
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Ecnun Bbl BbiGpanu no cceifike paboTy ¢ dopBapaepamu, pabodas o61acTb cTpaHuLbl MOHUTOPUHr
MCTOYHUKOB COEPXUT:

naHenb PopBapAepbl 4119 novcka GopBapaepOB, KOTOPbIE COAEPXKATCH B BbIGpaHHOW rpymnne
aKTVBOB 1 BTIOXEHHbIX B Hee rpynnax;

— naHenb PunbTpbl AN dunbTpauny GpopBapLaepoB MO YCNOBUIO HANNYKS NN OTCYTCTBUS
npenynpexneHunin;

— MaHesb ynpaBeHns C BO3MOXHOCTbBIO 9KCMOPTMPOBaTb 1 06HOBNSTL CMNCOK GOpBapaepoB,
nckatb popBapaepbl B CNCKE;

— LEHTpasbHyto NaHesnb ¢ Tabnnuen popBapaepoB, a TakKe CO CChINKOW O HAaCTPOWKN nepuoga
OTOBpPaXeHNs (Mo BpeMeHu nocnenHero noslydeHns gaHHblx oT ¢opsagepa).

MpumeyuaHume. o ymonyaHumio Ha cTpaHrLe MOHUTOPUMHI UICTOYHMKOB OTOGpaxXaloTCs BCe
NCTOYHMKI (PopBapaepbl), CBA3aHHbIE C FpyrnnamMu akTBOB, K KOTOPbIM ornepaTopy
NpenocTaBneH oocTyn.

4.9. CtpaHuubl pasgena «Cuctema»

Vicnonbays nyHkThI pasnena CucTema rnaBHoOro MeHo, Bbl MOXETe OTKPbIBaTb CTPaHULbI 014
paboTbl CO BCeMu oTyeTamu, cosgaHHbiMy B MaxPatrol SIEM; pesynbTataMmn MOHUTOPUHIa
06paboTKIN COBLITUIA; CAMCKaMX MPOBEPOK, MO3BONASOLMX NpaBuibHO HacTpouTb MaxPatrol SIEM;
nHdopmaumio o coctosaHum MaxPatrol SIEM.

B aTom pa3pene

Ctpanunua «OTyeTbl» (cMm. pasgen 4.9.1)

CTtpaHuua «YBegomneHus» (cMm. pasgen 4.9.2)

CrtpaHnuua «Nonutunkn» (cm. pasnen 4.9.3)

CTtpaHuua «YnpaBneHue cuctemomn» (cm. pasgen 4.9.4)

CTpaHunua «4ek-nncT HacTpoukn cucTemMbl» (CM. pasgen 4.9.5)

4.9.1. CtpaHuua «OT4YeTbI»

Bce oTueTbl, co3pgaHHble B cucTeMe, oTobpaxatoTcs Ha cTpaHuue OTueTbl (Cuctema - OTyeThl).
Ha aToln cTpaHuLe Bbl MOXeTe:

— CO3faBaTb, KOnmpoBaTb, N3BMeHATb U yaandTb 3afa4i no BblMyCKY OTYETOB;
— BbIMYyCKaTb OTYETbl N HACTpanBaTb pacrnincaHne BbllMyCcka OT4eTOB,

— CKauuBaTb OT4YeThl (CM. pasgen 12.6).
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MaHenb NHCTPYMEHTOB COAEPXNT Ha3BaHMe CTPaHNLbI, a Takxe crefyoLne KHOMKI:

— Co3spaTtb — 4519 CO3[aHNs 3a4a4uu no BbiMNyCcKy OTYeTa;

— KonupoBaTb — 415 KONMPOBaHKS NapamMeTpoB BbiGpaHHON 3a4adin rno BbinycKy OT4YeTa;
— PepakTupoBaTb — [/15 U3MEHEHVS MapaMeTPOB BbIGPaHHON 3aayn no BbiNMyCcKy OTYeTa;
— YpanuTb — 0519 yaaneHuns BbibpaHHo 3a4aun Mo BbiMyckKy OTYETa;

— BbINycTUTb — [/19 BbiMyCcka OTYeTa;

— PacnucaHume — no KHonke pacKkpbiBaeTCd MeHIO, KOTOpOe COOepPXUT NYHKTbI ON14 yrnpaBneHn4
pacnmncaHmem BbilnyCKa oT4yeTa.

Pa6ouas 06nacTb CTpaHuLbl OTYETbl COOEPXNT:

— Tabnuuy 3agad Mo BbiMyCKy OTYETOB, B KOTOPOW OTOBpaxaeTcs nogpobHas nHbopmMaums 060
BCEX TaKux 3afayax;

— naHenb UcTopus BbiNyCKOB, B KOTOPOI 0OTO6paxaeTcs nHbopmaLmsa o gaTe 1 BpeMeHu
BbIMycka OT4YeTa, a Takxke 0 AOCTYMHOCTN OTYeTa ANS CKauynBaHNS;

— naHenb CBogkKa ¢ nogpo6bHon nHopMaLmen o 3agade rno BbiMyCKy 0TYeTa, KOTopas BbibpaHa B
Tabnumue 3agay no BbinycKy OTYETOB.

Bbl MOXeTe CcKpbIBaTb 11 packpbiBaTb NaHennb CBoaKa, NCrosb3ys "

4.9.2. CTpaHuua «YBeaoMneHns»

CTpaHuLa YBegoMeHuUs No3sonsdeT paboTaTb C 3afadyamMu A4 oTrnpaBku yBegomneHuin. B naHenu
NHCTPYMEHTOB CTPaHULbl HaXOOaTCS CNeayoLLne KHOMKA:

— CospaTtb — 419 co3naHng 3agauu;
— KonupoBaTb — ong co3naHng 3agayn Ha OCHOBE cyllecTBytoLein 3agayn (cm. pasgen 13.9);
— PepakTupoBaTb — [0/19 3MEeHeHUs napamMeTpoB 3agayn (cm. pasgen 13.10);
— Ypanutb — 0N yoaneHund 3agadm (cm. pasgen 13.11);
— OCTaHOBMUTb — 019 OCTaHOBKW 3agaun (cMm. pasnen 13.8);
— 3anycTuTb — [OJ15 3aMycka 3afadn nocrie ee ocTaHoBKY (M. pasgen 13.8).
MpumeuaHwme. [Nocne co3naHng 3aaym OHa 3aMyckaeTcd aBToMaTNYEeCKN.
B pabouein 06nacTu CTpaHNLbl PacrosioXeHbI:

— [MaHenb Tunbl yBegomneHun. CoaepXunT nepeyeHb pasnenos no Tunam 06bekToB, A1 KOTOPbIX
[OOCTYNHO co3faHune 3aaay. [pu BbiGope TuNa B LieHTpaNbHOW NaHenn otobpasarcy 3afayn,
co3faHHble A519 06bEKTOB 3TOro TUMa.

— Ll,eHTpaanag naHersb. CO,D,ep)KI/IT Ta6n|/|u,y C 3agadvamu.

— [MaHenb <HasBaHMe 3agaumn>. ConepXxuT gaHHble O BbibpaHHOW 3adade.
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4.9 3. CtpaHuua «lonntukmn»

Ha ctpaHuue MonnTUKmM Bbl MOXeTe NpocMaTprBaTh MNONTUKA — HaBGOPbI MPaBI, MO KOTOPbIM
aKT/Bbl aBTOMaTNYeCKN NPoBepsoTcs 1 o6pabaTtbiBatoTcs. MonnTrky 6biBaloT CNeayoLnX BULOB:

— [NS 3HAYMMOCTI akTUBOB — MO3BONSIOT PAcCTaBUTb MPUOPUTETbI B paboTe C akTBamMu 1
OTMETUTb aKTVBbI, ySI3BMMOCTI Ha KOTOPbIX MPEACTaBAAOT HAaNb0/bLUYI0 ONacHOCTb Ang IT-
NHOPACTPYKTYPbI OpraHn3aLnu;

— [0J19 CPOKOB aKTyaslbHOCTU OaHHbIX — MNO3BONAIOT YKa3aTb CPOKWN aKTyaJIbHOCTW OaHHbIX,
NMoNy4YeHHbIX CKaHnpoBaHNeM akTuBoB MeToaoOM ayauTa nnm neHtTecTa.

B pa6oueli o6nactu cTpaHuLbl MonuTukm otTo6paxaeTcs:

— [NaHenb CnMcoK NOMUTUK, coaepXallas nepeyveHb 4OCTYMHbIX NONNTUK. MonnTrka MoXeT cTaTb
HeLelCTBYIOLLEN, ec/n B NpaBusiax 3TOW NOANTUKI MOSIBUANCE OWNGKMX. Takoe NpaBuo B

Tabnuue npaBui 6ygeT 0oTMeYeHO 3HaUKOM 0

— [laHenb NHCTPYMEHTOB C BO3MOXHOCTbIO CO30aBaTb, UBMEHATb, KOMNpOoBaTb, yOandTb, BK/OYaTb
1 OTKNIIOYaTb npaBwnnia.

MpumeyaHwue. [119 HaCTPOWMKN NONNTUK TPEBYIOTCS NpaBa agMUHUCTPaTopa.

— MaHenb ¢ Tabnuueli NpaBun BbIGpaHHO NOANTIKA. [MpaBuna BHYTPW NOAUTUKN NPUMEHSIOTCS

COrnacHo yCTaHOBJIEHHOMY NMOP4YOKYy. ﬂpaana MOryT 6bITb CTaHOaPTHbIMW N
nonb3oBaTeIbCKNMN.

— [MaHenb CBoAKa CO CBOAHOWN NMHDOPMALMER O COCTOSAHN NpaBua, pesyfibTaTax ero
NPVIMEHEHNS 1 O rpynnax akTUBOB, AJ19 KOTOPbIX YCTaHOBNEHO MpaBusio.

I'Ipwmeanwe. Bbl moxeTe CKpblBaTb 1 paCKpblBaTb B60OKOBble NaHenu, NCrosib3y4 n

4.9.4. CtpaHuua «YnpaBneHne cuctemMmom»

Ha cTpaHuLe YnpaBneHne cucteMom otobpaxaeTcs nHGopMaLs O COCTOSIHUN KOMMOHEHTOB
MaxPatrol SIEM.

Pa6ouas o6n1acTb CTpaHuLbl YRpaBneHue cUCcTeMom coaepXunT naHesib KOMnoHeHTbI ¢
pasnenamun O cucteme, KoHBenepbl, Konnekropbl 1 O6paboTka aKTUBOB.

Paspen O cucteme

B pasgene O cucteme Bbl MOXETe NpocMaTpuBaTb UHGOPMAaLMIO O NNLLEH3NN 1 BEPCUN
kommnoHeHTa MP 10 Core. [1ng koppekTHon paboTbl MaxPatrol SIEM Heobxoguima gencTaytoLas
NNUEH3NS.

Pasnen KoHBenepbl

B pasnene KoHBeMepbl Bbl MOXeTe NpocMaTpuBaTh MHdopMaumio o koHBenepax MP SIEM Server,
KOTOpble obecneunBatoT 06paboTKy COBLITUN B CUCTEME.
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MaHenb NHCTPYMEHTOB cofepxmT kHomnky MepenmeHoBaTb O/15 3MEHEHNS NCEeBAOHMMA
KOHBelepa 1 KHoMKy YAanuTb 0N9 yaaneHns HeJoCTyrnHOro KoHBenepa n3 cnmcka.

B pabouein 06nacTu cTpaHuLbl oTo6paxaeTcs Tabnmua Co CNMCKOM KOHBeepoB. [1119 Kaxaoro
KOHBelepa B TabnuLe ykasaHbl CTaTyC, NCEBAOHNM, BEPCUN YCTaHOBIEHHON CUCTEMbI 1 CXEMbI
nonen cobbITun, nms yana, IP-agpeca n cemenicteo OC cepBepa. Bbl MoXxeTe copTUpoBaTh CMINCOK,

HaXu1mas Ha Ha3BaHS KOJIOHOK Tabnupbl. HaxaTnem Bbl MOXeTe 06HOBUTb HDOPMAaLIO O
KoHBewepax. [Mpn Bbibope KoHBelepa cucTemMa oTo6paxaeT NogpobHyo MHGOPMALMIO O HEM B
60KOBOI MaHesn C Ha3BaHeM KOHBelepa.

MpumeyaHue. Bbl MoXeTe CKpbIBaTb 1 pacKpblBaTb GOKOBbIE MaHenu, NCrnonb3ys n

B konoHke CTaTyc oTob6paxaeTcs CTaTyC KOHBelepa:
v [locTyneH — KoHBeliep paboTaeT B HOPMaibHOM Pexunme;

o HepocTtyneH — MP 10 Core He nony4aeT oTkNnKa OT KoHBelepa 6onee 10 MyHyT.

Pa3pen KonnekTtopsl

B paspene KonnekTopbl Bbl MOXeTe npocmaTpuBaTh MHPopmaumto o MP 10 Collector, koTopbin
obecneynBaeT NOCTyrNeHNe AaHHbIX B CUCTEMY.

MaHenb NHCTPYMEHTOB COAEPXNT KHOMKY O6HOBUTb BEpPCHUIO /151 OGHOBMIEHNS BEPCUW KONNEKTopa
1 KHoNKy YAanuTb 4Ns yaaneHns HeoCTYNHOMo KOMNeKTopa 13 crmcka.

B pabouein o6nactu cTpaHuLbl 0TobpaxaeTcs Tabnunua co CrNMCKOM KOMNeKTopoB. [N Kaxnoro
KonnekTopa B Tabnuue ykasaHbl Ha3BaHe, Bepcus, CTaTyc, ponu, a Takxe IP-agpeca n cemeinctso
OC cepBepa. Bbl MOxeTe copTMpoBaTh CMNCOK, HAaXNMas Ha Ha3BaHNS KOJTOHOK TabunLpbl, @ Takxe

oTO6paxaTb N CKpbIBaTb OTAENbHbIE KOMIOHKU, HaXMas B MpaBoWl BepxHe YacT Tabnuubl. ns

rowicka KOIekTopa B CCKe Bbl MOXETe HaxaTb “4 1 BBECTU B Nosie A1 rnovicka napameTp
konnekTopa. [Npu Bbibope KonnekTopa cuctemMa oTobpaxaeT Nogpo6Hyo MHGOPMaLMIO O HeM B
6OKOBOW MaHenNn ¢ Ha3BaHMeM KoJinekTopa.

MpumeuaHue. Bbl MoxeTe CKpbiBaTb 1 packpblBaTb 6OKOBbIE MaHenn, NCnosb3ays n
B konoHke CraTyc oTo6paxaeTcs cTaTyc KonekTopa:
— [ocTtyneH — konnekTop paboTaeT B HOPMasbHOM PEXUME;

— C orpaHuM4YeHus MU — KONEeKTop paboTaeT B pexrme orpaHn4yeHHon GyHKLUMOHANbHOCTN No
npUYHe HexBaTKN CBOGOOHOrO ANCKOBOrO NPOCTPaHCTBa (BeNnYMHa CBO60AHOrO ANCKOBOrO
MPOCTPaHCTBa 419 KaXaoro KosifiekTopa 3agaeTcs agMUHNCTPAaTOPOM CUCTEMBI);

— HepocTtyneH — MP 10 Core He nony4yaeT oTkNmMka oT Konnektopa 6onee 10 MUHyT;
— O6HoBAsIeTCSH — KOMINIEKTOP 06HOBNSETCS C NoMoLLblo koMmrnoHeHTa PT UCS;

Ypansaetca — KONNeKTop ygangdeTcyd N3 cnmcka.
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Paspen O6paboTka aKkTMBOB

B pasnene O6paboTka akTMBOB Bbl MOXETe NpocMaTpuBaTh MHbopMaLio o paboTe cnyxs6 MP 10
Core Ha pa3nnyHbIX 3Tanax 06paboTKy OaHHbIX 06 aKTMBaXx.

[nsa kaxporo aTtana B Tabnuue ykasaHbl Ha3BaHNe NCMOb3yeMoii CyX6bl, AJIHa oYepenm, Bpems
oXungaHns 06paboTky, HOMepa NakeToB B oYepeamn, Homepa nocneqHnx o6paboTaHHbIX MakeToB U
CpenHsisl CKOPOCTb 06PaboTKMN NakeToB 3a 5 MHYT. Bbl MoxeTe 06HOBIUTL faHHble B TabuLe

HaxaTnem N HaCTPOUTb Nepnos aBTOMaTUYECKOro O6HOBNEHNS AaHHbIX B MEHIO,
OTKPbIBAIOLLEMCS NP HaxaTnm (No ymonuyaHumio — NsTb MUHYT).

4.9.5. CtpaHuua «4ek-nmcT HaCTPONKN CUCTEMbI»

Mocne yctaHoBku MaxPatrol SIEM Ha cTpaHuue Yek-nueT HaCTPOMKU CUCTEMbI Bbl MOXETE
YTOUYHUTb, Kakne napameTpbl HEOO6XOANMO HaCTPOUTb B CUCTEME C ydYeToM crieundukn IT-
NHbpPaCTPYKTYpbl Ballel opraHmsaumn. Takxe B npouecce paboTtbl ¢ MaxPatrol SIEM Bbl MoxeTe
NPOBEPSATb, KOPPEKTHO /I HACTPOEHa CUcTeMa.

B pabouein o6nactu cTpaHuLbl YeK-ANCT HaCTPOMKN CUCTEMbI OTO6PaXaeTCs:

— naHenb CNMCOK NPOBEpPOK CO CMNCKOM 1 CTaTyCOM BCEX MPOBEPOK, C BOZMOXHOCTbIO NCKaTb 1
dUNbTPOBATbL NMPOBEPKU;

— MaHeslb NHCTPYMEHTOB C BO3MOXHOCTbBIO 3arnyCKaTb MPOBEPKY W NCKNo4YaTb ee N3 CMNCKa;
— onucaHune oTaenbHom MpoBepPKN N Heo6X0oAMMbIX LLaroB no HaCTpOIﬁKe CNCTEeMbl.

[ns yno6cTBa NpoBepKn CrpynnmpoBaHbl. HanpoTre KaXanoi rpynnbl OTO6paxaeTcs KoNmyecTso
NPONAEHHbIX B 3TOI rpyrne NpoBepoK.
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5. VIuTepdenc Knowledge Base

Pasnen cogepxunt onucaHmne cTpaHuL Beb-nHTepderica Knowledge Base.

B aTom pa3pene

(naBHOe MeHIo (cMm. pasgen 5.1)

CTtpaHuua «CTtatncTtuka» (cMm. pasgen 5.2)

CTtpaHuua «basbl gaHHbIX» (cM. pasgen 5.3)
CTtpaHunua «[lakeTbl akcnepTu3sbl» (CM. pasgen 5.4)
CtpaHunua «Makpochbl» (cMm. pasgen 5.5)

CTtpaHuua «Cxema nonein cobbiTuiny (cm. pasgen 5.6)
CTtpaHuua «)XypHan ycTaHoBku» (CM. pasnen 5.7)

CTpaHuua «HacTporika MHCTpyMeHTapus ong paspaboTku npasun SIEM» (cm. pasgen 5.8)

5.1. [ naBHOE MeHI0

"NaBHOE MeHIo pacrosfioXeHO B BepxHel YyacTu nto6ol ctpaHuubl Knowledge Base.

CNaBHOE MEHIO COOEPXNT CneaytoLmne KHOMKK:
— KHonky = gonga nepexopa B MaxPatrol SIEM n s PT MC.
— Knonky ! nng nepexopa Ha cTpaHuuy CTaTucTMKa.

— KHonky 4 ong nepexofa Ha CTpaHuuy ¢ nHdopMaLmen o Bepcuin agpa 1 Beb-nuHTepdenca
Knowledge Base.

— KHonky &9 ons Bbi6opa 93blka UHTepdelica 1 4ns Bbixoga U3 CUCTeMbI.

"MaBHOE MeHIO COOEPXUT cnepyoLme pasgensi:

— <HasBaHue B> — conepxuT NyHKT Ba3sbl AaHHbIX 0719 Nepexofa Ha CTpaHuuy ang paéoTbl ¢ b1
Knowledge Base un nyHkTbl ong Boi6opa B, MyHKT cTarpapTHom B[ Bcerga oTMeyeH 3Haukom

. MYHKT ycTaHoBouYHoW B[] — 3Haukom

— SIEM — comepxXuT NyHKTbl ANs Nepexofa Ha CTpaHuLbl of1s paboTbl C MakeTaMuy 9KCNepTu3bl 1
co3faHns 06bEKTOB A1 06PabOTKN 1 aHanu3a gaHHbIX, 415 paboTbl C Makpocamu, Ha CTpaHuLb
L9 MPOCMOTPa CXeMbl Mone CoBbITUIA U XypHana ycTaHoBkN 06bekToB B MaxPatrol SIEM n Ha

CTpaHuLy An9 NpocMoTpa ucnonb3yembix Bepcuii SDK n Boibopa Bepcumn SDK ong sannoaumm
06bEeKTOB.
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5.2. CtpaHunua «CtaTucturka»

Mpwn Bxone B Be6-nHTepoelic Knowledge Base oTkpbiBaeTcs cTpaHuLa CTaTUCTUKA, KOTopas
npepHasHayeHa 41 OTCNexXmnBaHuns N3MeHeHns KomyecTsa 06beKTOB B ncronbdyemon B[,

B BepxHel yacTn paboyeli 061aCcT CTPaHMLbl pacrofioXeHbl CCblfiKM ons Boi6opa b n neproga
BpeMeHI 4519 MPOCMOTPa N3MEHEHNS KONMYeCTBa O6bEKTOB, a TakXe KHOMKW A5 BKIIOYEHNS 11
OTKJIOUYEHVS INHW TOrO UK MHOTo TUNa o6bekToB B[ Ha rpaduke. Ha kaxaol KHonke ykasaHbl TN
06beKTa, KONMYEeCTBO 06beKTOB B B[] Ha TEKYLLNI MOMEHT 1 MapKep NMHUK Ong Tuna o6bekTa Ha
rpacuke.

B HiHel YacTn paboyein 061acT CTPaHLbl PaCloNOXeH rpaduk 3aBUCMMOCTI KONNYecTBa
o6bekToB B B[] 0T BpeMeHu (3a ykazaHHbI neprogq,).

5.3. CTpaHuLa «basbl faHHbIX»

CTtpaHunua npegHasHadeHa ans pa6otsl ¢ b Knowledge Base.

[MaHenb NHCTPYMEHTOB COOEPXNT Ha3BaHVe CTPaHMLbl, @ Takxe crneayioLine KHOMKW 4ns paboTbl ¢
B[, BbiGpaHHON B NnaHen ba3bl gaHHbIX:

— Co3paTtb BeTKy — /19 CO30aHns foYepHein nonb3oBaTensckon b[;

— CpenaTb YCTAaHOBOUYHOM — /719 Ha3HAUYeHNs YyCTaHOBOYHOW 6a3bl 1 yCTaHOBKM 06bekToB B[] B
MaxPatrol SIEM;

— WmMnopT peBn3uin — o119 nmnopTa N3MeHeHuin 3 poantenbckon bL;

— 3arpy3uTb 06HOBNEHUS — 19 3arpy3kil O6HOBNEHNA U3 dalina (0oCTynHa TONbKO AN
cTaHgapTHon BL);

— YnpaBneHue — No KHOMKe packpbliBaeTCs MEHIO, KOTOPOE COAEPXUT NYHKTbl A9 UBMEHEHNS
napameTpoB B[] n yonaneHns nonb3oBaTensckon B,

B pabouein 06nacTu CTpaHnLbl PacrofioXeHbl:

— [lanenb Basbl paHHbIX. CogepxunT nepapxudeckuin cnucok B. CtaHpgapTHas HenameHgemas B
ABNSETCA KOPHEBbIM 3/1IEMEHTOM CMICKa 1 OTMEeYeHa 3Ha4YkKoM 1 . YcTaHoBoYHas B[] oTmeyeHa

B CMnNCKe 3Ha4ykom . Panom ¢ HazBaHugmun B[ YKa3aHO Konm4ecTtBo peBVI3VII7I pO,El,I/ITeJ'IbCKOVI
B[, nameneHns ns KOTOPbIX AOCTYMHbI o149 MMMOopTa.

MpumeuaHune. Bbl moxeTe cKkpbITb 1 OTKPbLITh NaHeNb Basbl AaHHbIX, NCMOAb3Y$ "

— [MaHenb ansg pa6oTbl ¢ BL. ConoepxuT napameTpbl 1 cNcoK peBunania b, BolbpaHHON B naHenn
Basbl gaHHbIX. [1n9 Kaxanon peBun3ny ykasaHbl Ms Nofb3oBaTeNd, KoTopbln namenwn B, nata n
BpeMsi uameHeHus. [Npu Boibope peBr3nm NosBASOTCS KHOMK CpaBHEeHMe No o6bekTaMm 414
cpaBHeHus peBusnn B0 n kHonka CnnMsaHue Ons sKcnopTa n3MeHeHunin BoibpaHHon b B
poaunTenbeckyto (KHoMKa HeQoCTyMHa, eCNN POANTENbCKON SBNSeTCs cTaHhapTHas bll). Paoom ¢
KHomkon CnnusiHne oTobpaxaeTCs KONMYeCTBO PEBU3NNA, U3MEHEHIS N3 KOTOPbLIX AOCTYMHbI 419
aKcnopTa B poaunTensckyto b/,

VHTepdeic Knowledge Base 45



Mpumeuanue. AomuHucTtpatopy Knowledge Base goctynHbl peBusnm B[, cosgaHHbie BCeMU
nonb3oBaTeNngaMu, onepaTopy — TONbKO PEBU3NN, CO3OAHHbBIE UM CaMUM.

5.4. CtpaHunua «llakeTbl 3KCNepTu3bl»

CTpaHunua npegHasHayeHa 4ns paboTbl ¢ NpaBuiaMmn 1 TabinyHbIMU CrIMCKaMU, KOTopble
NCMOMb3yIoTCS ONs 06paboTKM 1 aHanmnaa gaHHbIx B MaxPatrol SIEM.

[MaHenb NHCTPYMEHTOB COOePXNT Ha3dBaHe CTPpaHuLUbl, a TakXxe criegytoLuiie KHOMKN:

— Cos3partb — 419 co30aHng NMosib30BaTeIbCKNX npasui Koppenaunn, oboralleHus, arperauunnm,
HOpMannsaunnm n TabINYHbIX CMNCKOB.

— YcTtaHoBuTtb B SIEM — on9 ycTaHOBKN 06HEKTOB B KOHBEEpbl 06paboTK COBBITUIA.
— WmnopT — ang nvnopta o6bekToB b[.
B pabouein 06nacTu CTpaHnLbl PacrosioXeHbl:

— [MaHenb Nanku. ConepXnT 4OCTYMHbIE NakeTbl 9KCNEePTN3bl 1 Nanku, Co3naHHble ANs XpaHeHNs
o6bekToB B B[. Mpun BoiGope nakeTa akcnepTrabl (Manku) B Tabnuue oTobpaxaeTcs Crnmcok
06beKkTOoB, Npu BbibOpe OTAEbHOrO 06beKTa — CTpaHuLa 06bekTa.

o kHomke Bbl MOXeTe HaCTpOounTb 0To6pa>|<eH|/|e B TabnunLe 06bEKTOB N3 BIOXEHHbIX Manok.

Mo KkHoMke “I" Bbl MOXeTe co3aaTb MakeT aKCnepTn3bl (MNanky) Ans XpaHeHns o6bekTos B B[,

MpumeyaHue. Bbl MoXeTe CKpbITb 11 OTKPbITb OAHOBPEMeHHO o6e naHenun Manku n Ha6opbl ansg
YCTaHOBKM, 1CMOMNb3y9 n

|_|pI/I HaBeOeHn Kypcopa Ha nakeT 3KCrnepTn3bl (ﬂaI'IKVI) B CTPOKe C ero HasBaHmnem rnogaBsideTCcd

KHOmMKa . INo kHonke packpbiBaeTCA MEHIO, KOTOPpOe COAEPXNT MYyHKTbI 019 NSMEeHeH 4,
yaoaneHnda nonb30BaTesIbCKOro nakeTta sKCnepTu3bl (ﬂal'IKVI) 11 CO30aHNS BIIOXEHHOW Manku.

— [MaHenb Ha6opbl ana yctaHoBKWU. CofepXnT Habopbl A5 YCTAaHOBKN O6beKTOB B KOHBEEepPbI
06paboTku cobbiTuii. [Npn BoiGope Habopa B Tabnuue oTo6paxaeTcs CNNCoK Ao6aBNeHHbIX B
Hero 06bekToB. 1o yMOonyaHnio B NaHen HaXoanTCs CTaHaapPTHbIN Habop Bce 06beKTbl.

Mo KHomke “I" Bbl MOXeTe co3aaTb HOBbIN Habop. Mpn HaBeaeHUn Kypcopa Ha CTPOKY C

Ha3BaHWeM Habopa B MPaBoOl YacT CTPOKN MOSIBASETCS KHOMKa & , MO HaXaTuto KOTOPO
pacKkpbliBaeTCs MEHIO /19 U3MEHEeH s, KOMMpoBaHNg 1 yaaneHns Habopa, Banngaunm n akcrnopTta
ero 06bLEeKTOoB, a Takxe A5 co3aaHns BNOXEHHOro Habopa.

B cTpoke ¢ Ha3BaHnem Habopa oTo6paxaeTcs 3HauYoK CTaTyca Banmaaumnm ero 06bekToB:
) — Banupaums BbINONHEHA YCMELHO;
— BanMaumns He BbINOMHANACh U 06bekTbl B Habope 6bini 3MeHeHb! NMoce Banuoaunm;

@ — npwn Banungauni BOSHNKIIN OLLNBKN.
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Ecnn B rmaBHOM MeHI0 Bbi6paHa ycTaHOBo4UHas b1, B CTpoke ¢ HasBaHneM Habopa Takxe
OTOBpPAaXaeTCs 3HAaYOK CTaTyca YyCTaHOBKWN €ro 0O6bekToB:

4 — Bce 06beKTbl YCTaHOBMEHDI;

— HEeKOTOpble YCTaHOBNEHHbIE 06bEKTbI HeaKTyaslbHbl, MOCKOSIbKY OHV OBHOBMEHbI B MakeTax
aKCnepTun3bl ycTaHoBOYHON B[;

— He BCe 06beKThl yCTaHOBJIEHbI;

4 — H1 oouH 06beKT U3 Habopa He YCTaHOBEH — BCNEACTBIE CMeHbl YCTaHOBOUHON B naw
BOBCEe HVKOra He yCTaHaBBaslCb.

— Bknapoka <HasBaHue nakeTa akcnepTU3bl (Nanku)>, ConepXunT TabnuLy Co CNMCKOM
06bekToB. B Tabnuue oto6paxaloTcs 06beKTbl MakeTa dKCnepTnabl (Manku), BbIGpaHHOro B
naHenu Manku, KoTopble BXOAST B Habop A5 YCTaHOBKW, BbibpaHHbI B NaHenn Haéopbl ans
YCTaHOBKM.

MpumeuaHwme. [1ns BbI6opa B TabyLLEe HECKObKNX O6bEKTOB NOAPSL, Bbl MOXETE NCMOb30BaTb
knaBuwy Shift, ona Bbi6opa HECKONBbKX OTAENbHbIX 06bekToB — knasuwy Ctrl. YTo6bl BbiIGpaTh
BCE OOBbEKTbI, MOXHO MCMOMb30BaTb KOMOUHaLUMo knasuw Ctri+A.

B BepxHel 4yacTy MaHenmn pacrosioXeHbl:

- [lone ong 6bICTPOro noncka 06beKTOB B crimcke. Mo KHomke | Bbl MOXeTe HaCTpOUTb
bunbTpaumio 06bEKTOB B CMMCKE.

- KHorka ¢ pns namMeHeHnst BbIGPaHHOMO MoJIb30BaTENbCKOro 06bekTa.
«  KHonka L1191 KOMMPOBaHNS BbI6BpaHHOro 06bekTa.

- KHorka W pgns ynaneHns Bbl6paHHbIX MOMb30BaTEIbCKNX O6bEKTOB, HE YCTAaHOBMEHHbIX B
KOHBelepbl 06paboTKy COBLITUIA.

«  KHonka ong nepemMeLlleHnsd Bbl6paHHbIX NONb30BaTENbCKNX O6bEKTOB MeXay nankamm nnn
nakeTamuy aKCnepTn3bl.

«  KHonka =y gng no6aBneHuns BblbpaHHbIX O6bEKTOB B HAGOP 01 YCTAaHOBKM UV UX yAaneHns
13 Habopa.

+  KHonka ON9 Banupauum o6bekToB. le/l HaBeOeHnn Kypcopa Ha KHOMMKY BO BpeM4
Banungaunn 0To6pa>|<aech BCnbiBalowad nogckaska ¢ MHONKaTOPOM BbIMOJIHEHWNS.

+  KHonka Ans akcnopTa o6bekToB B B dann ¢ pacwmpeHnem . kb nnn B ZIP-apxuB.

MpumeuaHue. o kHorke ¥ B CTPOKe 3aronoBKOB KOJTOHOK Bbl MOXEeTe Bbl6paTb
oTo6paxaemble B CNNCKE KOMOHKM C NapamMmeTpamMmiy O6beKTOB.

VHTepdeic Knowledge Base 47



[ins 06bekToB B TabnMLe yKasaHbl crefytoLe napameTpbi:

- B konoHke CtaTyc Banugaumnm otobpaxaeTcsd 3HaUOK CTaTyca Banmgaunm o6bekTa: —
Banuaauns o6bekTa He BbIMOMHSach Un OH 6bi1 MU3MEHEH Nocne Banugauumm, ©-
Banunpoauns BbiMoSIHEHA YCMELLHO, 0 — npwv Banugaunm o6bekTa 06HapyXeHbl OLUNGKI.

- B «konoHke UpeHTudukaTop ykasaH ko 06bekTa, KOTOpbI GopMnpyeTcs asToMaTyecKu
npw co3pgaHny obbekTa.

« B «konoHke HasBaHMe yka3aHO CUCTEMHOE Ha3BaHNe 06beKTa, KOTOPOe NCMOoNb3yeTcs s
noeHTnduKaumm obbekTa. Mo cebinke B KOTOHKE Bbl MOXETe OTKPbITb CTPaHULy 06bekTa.

- B «konoHke OnucaHue npmneBognTCy onncaHmne obbekTa.

- B konoHke Tun oTo6paxaeTcs 3HaYOK Tuna o6bekTa: — nonyyeH 13 ctaHgapTHoun B[,

— co3paH nonb3oBaTenemM. 3Ha4yokK @ yKa3sblBaeT Ha TO, UTO O6BEKT CO3MaH B pesynbTaTe
KOMMPOBaHNS ApYyroro 06bekTa; Mpu HaxaTun Ha 3HAa4YOK OTKPbIBAeTCS CCblnka Ha
OpPUrHanbHbI O6BbEKT.

. B konoHke yKkasaHa NHpopMaLIMg O CTaTyCce YCTaHOBKYW 06bekTa B KOHBelepbl 06paboTku
COObITUN:

i — 06bekT YCrewHoO yCTaHOBJIEH;

— YCTaHOBJIEHHbI O6bEKT HeakTyasieH, MOCKOMbKY OH O6HOBJIEH B MaKeTax aKCrnepTu3bl
ycTaHoBo4Hou B[I;

— 06BbEKT YCTaHOB/EH He BO BCe KOHBelepbl (CTaTyC MOXET 0TO6paxaTbCs TOSIbKO Mpun
Ha YN HECKOMbKNX KOHBENepOoB 06paboTki COBbITUN);

L — 06beKT He yCTaHOBNEH — BCNEACTBIIE CMEHbI YCTaHOBOUHOI B[] 1N BOBCE HIKOrAa He
yCTaHaBnBasncs.

Ecnn B cucteme ycTaHOBIEHO HECKOJbKO KOHBEEpPOB 06paboTKi COBLITUN, CrpaBa OT
3Hauka cTaTyca HaxoOuTCs 3Ha4YOoK C LMPPOoN, ykasbiBaloLLen KoNnM4ecTBo KOHBENEPOB, B
KOTOpble YCTaHOBMEH OObEKT.

- B konoHke Manka yka3aHa nanka, B KOTOPOI XpaHUTCS 06bekT B B[. [10 ccbinke B KONOHKE Bbl
MOXeTe OTKPbITb TabnuLy CO CMCKOM BCEX OGBbEKTOB B 3TOW Narke.

— Bknapka O nakeTte. ConepXuT onncaHue BolibpaHHoro B naHeny Manku naketa akcnepTunabl.

5.9. CtpaHunua «Makpocbi»

CTpaHunLa npeaHasHayeHa O/19 HaCTPOWKM MakpOCOB.
MaHenb NHCTPYMEHTOB COAEPXMNT Ha3BaHMe CTPaHNLbI, a TakXe cregyoLlme KHOMKN:
— Co3spaTtb — 0719 CO3[aHNs NoNb30BaTeIbCKOro Makpoca;

- PenaK'rMpoaa'rb — ANg N3MeHeHns Bbl6paHHOFO Mo1b30BaTE/IbCKOIro Makpoca;
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— Co3paTb KONMIO — /19 KOMNPOBaHNS BbIGPaHHOro MakpocCa;
— YpanuTb — 0119 yaaneHuns BbibpaHHOro nosib3oBaTebCKOro Makpoca;

— Banupaums — 019 NpoBepKy NpaBuibHOCTY CTPYKTYPbI U CHTaKCUCa Koaa Bbl6paHHOro
Makpoca;

— MeTtku — ons no6aBneHns MeToK Ans Bbl6paHHOro Makpoca.
B pabouein o6nacTui CTpaHuLbl PacrofIoXeHbI:

— [MaHenb MeTku. CogepXunT CNCOK MEeTOK, CO3AaHHbIX A7 MakpocoB. 1o ymMonyaHuio B naHenu
CO3[aH CMCoK, COAepPXalLniA CTaHAAPTHbIE METKI 1 rpymnmbl METOK.

Mo KHomke “I" Bbl MOXeTe co3naBaTh MOSIb30BaTENbCKNE METKI 1 FpyMiy MEeTOK.
Monb3oBaTenbCKe MeTKI 1 rpynnbl MeToK 6yayT Ao6aBnsaTbes B cnnucok JlokanbHas cuctema.

Mpwu BbiIGOpe Nosb30BaTeNbCKON FPYMbl METOK B CTPOKE C ee NnossnsgeTcs kHornka : . o KHorke
pPacKpbIBAETCS MEHI0, KOTOPOE COAEPXNT MYyHKTbI AN 4O6ABNEHNS METKN, N3MEHEHNS 1
yaaneHuns rpynnbl MeTok. [Npun BbiGope Nonb3oBaTeIbCKo MeTK/ B CTPOKE C ee Ha3BaHneMm

nogaBngdeTCcyd KHOrkKa . ['lo kHonke packpblBaeTCd MeHIO, KOTOpOe COAEePXNT NMYyHKTbI N4
N3MeHeHN4 n yganeHna meTku.

anIMe‘-IaHVIe. Bbl moxeTe CKPbITb 1 OTKPbITb NMaHe b MeTKnm, ncnosb3y4 n

— [laHenb c Tabnuuen MmakpocoB. Ecnn B naHenn MeTkm Bbi6paH NyHKT Bce Makpochl B Tabnuue
OTOBpaxalTCs BCe co3faHHble Makpochl. Ecnun B naHenn MeTkm BbibpaHa MeTka, B TabuLe
OTO6pPaxaloTCs MaKpOChI, 4J19 KOTOPbIX YCTAHOBMEHa 3Ta MeTKa, €C/i rpynna MeTok — MakpocCh!,
LS KOTOPbIX YCTaHOBNEHa X0Ts 6bl OHa MeTKa 13 BbIGpaHHOI rpynnbl.

B BepxHeli YacT NaHenun pacrnosoXeHo none Ans 6elcCTPOro nomcka B Tabnmue no
noeHTnduKaTopy, Ha3BaHMIo UM CUCTEMHOMY Ha3BaHWIO Makpoca, ykazaHHOMY B ero koge. Mo
kHorke MepekniouuTbes B GUABTP Bbl MOXETE HACTPOUTb GUIbTPALIIO MaKpOCOB B TabnuLe.

I'Ipwmeanwe. Bbl moxeTe Bb|6paTb KOJTOHKW, 0T06pa>|<ae|v|b|e B Tabnuue, No KHorke B CTpOKe
3aroJioBKOB KOJIOHOK.

B kKonoHkax Tabnuubl ykasaHbl CrefyloLmne XxapakTepucTkn MakpOoCoB:

. CTaTyC Banmnpaunm makpoca: — Baningaumng He BbIMoJIHAMacCb U MakpocC 6bIN N3MEHEH

nocsne Banmpauun, O- BannaaLng BbiNosiHeHa yCreLHo, 0 — npw Bannpaunmn rpynmbl
OBGHapYXXeHbl OLLNGKN.

- WUpeHTUPMKaTOp — KOO Makpoca, KOTOPbI CO30aeTCd aBTOMAaTYECKN Npu ero cos3naHuni.

+ HasBaHue — Ha3BaHue Makpoca, aganTMpoBaHHOe N4 NpeacTaBneHns B nHTepdeince.
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« OnucaHue — TEKCTOBbIN KOMMEHTaPWIA.

«  Tun — oTo6paxaeTcs 3HaYOK TUMa MakKpoca: — nony4eH n3 ctaHgapTHow B[, -

co3faH nonb3oBaTenem. 3Havyok e yKa3blBaeT Ha TO, YTO MakpOC CO3faH B pe3ynbTrate
KOMMPOBaHNS APYroro Makpoca; Mpu HaxaTu Ha 3Ha4YOK OTKPbIBAETCH CChlfika Ha
OpPUrHasnbHbIN MakpoC.

— [laHenb <Ha3BaHMe Makpoca>. [laHenb cogepXuT NHGOPMaLMO O BbiIbpaHHOM Makpoce,
YCTaHOBNEHHbIX /19 HEro MeTKaX, CyLLLeCTBYIOLLNX apryMeHTax 1 Kof Makpoca.

5.6. CtpaHunua «Cxema nonem cobbITum»

JTlo6oe cobbiTne MaxPatrol SIEM npefctaBnsieT co60oii COBOKYMHOCTb MOMEN, 3an0oTHEHHbIX
3HaYeHNaMI, ONpefengLWwnMn 3To cobbiTre. Cxema noner CobbITNI COOEPXAT NepedeHb BCex
rnonemn n nx 4oNycTuMbIX 3HadyeHnin. CTpaHuLa NnpegHa3HadeHa ons npocMoTpa CXeMbl Monen
CO6bITUIA.

B pabouein 06nacTu CTpaHnLbl PacrofioXeHbI:

— [MaHenb Cxema nonen cobbiTuh. ConepXunT BCce AOCTYMNHble nons cobbiTnii MaxPatrol SIEM.
[nsa Kaxporo nons ykasaH nognepXnsaemblii TUM aHHbIX.

B BerHeIﬁ 4aCTu NaHenm pacnosioXXeHo noJsie ong 6bICTpOFO rnowncka nons cobbITNS Mo ero
Ha3BaHNIO.

— [MaHenb ong npocmoTpa nHPopmaLmm o BbIGpaHHOM nosne cobbiTns. B naHenn ykasaHsbl
Ha3BaHWe, onvcaHne, KaTeropus, NoAaepPXnBaeMblli TUM faHHbIX MO COBLITUS 1 cnegyowmne
aTpubyThbl, yKasblBaloLmMe Ha BapuaHT NCMob30BaHNS NONs Npu paboTe C COBbITUSMN 1
cocTtaBneHun PDQL-3anpoca no cobbITusm:

- aggregatable — k 3HaYeHUSM NONS HECKONBbKNX COBBITUI MOXHO NPUMEHUTb arperaTHble
OYHKLNN;

« asset_resolution — 3HayeHne NONg NCNONb3YyETCA ANg uaeHTudnKaLnm akTnea;

. distributable — no s3HaueHWaM NoNsS MOXHO pacnpenenTb cobbiTs Mo BpemeHn (time,
start_time, recv_time);

. filterable — no 3HaueHMaM NoNsS MOXHO GUNBTPOBAaTbL COBLITU;

+ groupable — no 3HaYeHNsaSM NOAS MOXHO FPyNMNMPOBaTh COOLITUS;
- selectable — MOXHO MONyYNTb 3HaAYEHME MONS;

« sortable — no 3Ha4YeHNSM M09 MOXHO COPTUPOBAaTb COBLITHS.

— [MaHenb fJonycTumMble 3HavyeHust cBoiicTBa Enum. OTkpbiBaeTcd npu Boibope nonen cobbiThi
C TUMOM JaHHbIX Enum 1 cogepXxuT CnmMcok 3HauYeHnin, KOTopble MOXET MPUHMaTh BbIGpaHHOE
none.
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5.7. CTpaHuua «XXypHan yCTaHOBKIN»

CTpaHuua npegHasHadeHa os NpoCMoTpa XypHana yCTaHOBKY 06beKTOB B KOHBeepbl 06paboTKu
COBbITUN.

B pabouein o6nacTui cTpaHuLbl PacrofIoXeHbI:

— [aHenb gns BbiGopa 3anucy XypHana. B BepxHell yacTu naHenn HaxoaaTcs KHonkn CTaTyc u
KoHBeMep /19 HaCcTPOoKmn GubTPOB MO CTaTyCy YCTAaHOBKM 1 MO KOHBeepam, a Takke 3Ha4oK

% 0019 Bbi6Opa AaTbl 3anncul.
— MaHenb gng npocmoTpa 3anucu. CopepXxuT MHGOPMaLio O BbIGpaHHOI 3anuncu.

— [aHenb gns npocMoTpa OWN6oK. Ecnn npu ycTaHoBKE 06bEKTOB BO3HMKSIA OLLNGKA, B MaHeNn
oTO6paxaeTcs ee NoApPOBHOEe onmncaHe.

5.8. CTpaHuua «HacTpownka nHCTpymeHTapug angd
pa3paboTku npasunn SIEM»

CTpaHuua npegHasHadeHa os1s Bbi6opa Bepcun MaxPatrol SIEM SDK onsa Banngauumn o6bekto B,

[MaHenb NHCTPYMEHTOB COAEPXUT Ha3BaHMe CTpaHuLbl, a Takke KHonky YeTtaHoBuTb SDK anga
Banugauuu nnn BocctaHosutb SDK pnsa Banugauuu.

B pabouein 06nacTu CTpaHnLbl PacrofioXeHbl:

— [MaHenb ong npocmoTpa nHpopmMaLmm 06 ncrnonbayembix Bepcusx SDK n cxembl nonen cobbiThi,
a TakXke 06 yCTaHOBMEHHbIX BEPCUSX KOHBeepoB 06paboTku cobbiTuil. Bepcun SDK moryT
pas3nmyaTbCs:

- SDK gng Banugauun — SDK, ¢ nomoLLbio KOTOporo BanuanpyoTcs o6bekTol B (Bepcuio
MOXHO Bbl6paTh).

- SDK cTaHpapTHOI 6a3bl AaHHbIX — SDK 06bekToB B cTaHgapTHoWM B,

— [MaHenb ong Boi6opa Bepcun SDK. CopepXunT cnncok AocTynHbIX Ang ycTaHoBky Bepcuin SDK. B
BEPXHeW YyacTu NaHenm pacnonoxeHo none ang novcka SDK no Homepy Bepcun.
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6. PaboTa c akTnBamu

Pa6oTa c cuctemoin HaumHaeTCs Co cbopa cBefeHN 06 akTnBaxX. OTO MO3BONSET NONYYNTb
npepcTaBneHne 06 nHGopmMaLnoHHON NHGPaCTPYKType NPeanpuaTuS.

Bbl MOXeTe aHann3npoBaTb faHHble 06 akTUBaXxX N CBA3AX MeXAY HUMU, YTOGbI MPUHMMATb PeLleHNs
no ynpaeneHunio IT-nHbpacTpyKkTypou.

B aTom pa3pene

VIHBeHTapusauma aktuBoB (cMm. pasgen 6.1)

AHanuTuka rno akTueam (cm. pasgen 6.2)

Pa6oTa ¢ koHburypaumnen aktnsa (cm. pasgen 6.3)

Tononorus cetn. Pa6oTa ¢ kapTon cetu (cm. pazaen 6.4)

6.1. /IHBeHTapun3auns akTnBoB

AkTune B MaxPatrol SIEM — nndopmauus nnm oéopygoBaHmne, MmetoLLne LLeHHOCTb ANg Npeanpuatis
1 nogfiexalume 3almTe oT Kubepyrpoa.

OCHOBHble TUMbl aKTBOB — CETeBOW y3en 1 cnyxba kaTanoros Microsoft Active Directory.

Cnyx6a kaTanoros Microsoft Active Directory sBnseTcs xpaHunuiem gns NoruHoB, naponen n
rpynn nonb3oBaTesel, MepCoHaNbHOM N opraHn3aLoHHoN nHbopmauun. KonnyecTso cryx6
3aBUCUT OT KONMYECTBA UHDPACTPYKTYP, HO B GOMNBLUMHCTBE CNyYaeB Ha NpeanpusaTtin tTakas cnyxba
ogHa. Cnyx6y katanoros Microsoft Active Directory moxHo go6asnTtb B MaxPatrol SIEM Tonbko ¢
NMOMOLLbIO 3afa4un Ha C6op AaHHbIX (CM. pasgen 7.4.1), BpyyHyto 3To caenatb HEBO3MOXHO.

BHumMaHme! AKTrBbI TaKOro Tuna 4OCTYMHbI B Tabnuvue akTMBOB NOCE CO3faHNs AVHaMNYeCKOn
rpynnbl akTmeoB (cM. pa3pen 6.1.3.1) ¢ dunbtpom ActiveDirectory.

CBefieHus, cobpaHHble 06 aKTMBe, COCTaABNSIOT MOAEb akTBa.

Mpw ckaHnpoBaHu IT-nHdpPacTPyKTypbl NpeanpudaTiia, c6ope 1 aHanmnae gaHHbIX O COBbITUSX
6e3onacHocT MaxPatrol SIEM o6HapyXvBaeT akTuBbl I CO34aET O HUX 3aMnCH.

Bbl Takke MoxeTe [o6aBnaTb akTUBbI BPYYHYIO, MMNopTupoBaTh 13 daina (cm. pasgen 6.1.2.2) nnn na
MP8. YoangeTtcd akTnB 160 Bpy4YHyio, TG0 aBTOMaTMYECK — MNPy ero yCTapeBaHunm
(cm. pasgen 6.1.4).

Bbl MOXeTe 06benHsTb akTBbI B rpynnbl (CM. pa3gen 6.1.3) ong yoo6cTtea paboTbl C CUCTEMON: 414
OTOB6pPaxXeHNs B CMCTEME OPraHN3aLIOHHON CTPYKTYPbI MPeanpusaTis, NaHNpoBaHnS 3agad Ha
CKaHNpoBaHKe y3M0B, reHepaLun OTYETOB.

Kpome Toro, rpynmnbl akTMBOB NO3BONSIOT GUILTPOBATb AaHHbIE 415 APYTX OnepaLii n co3naBaTb
CBSA3W Mexay COBbITUAMY, NHLMAEHTaMU 1 MOoNb3oBaTENAMN.

Pa6oTa ¢ akTuBamun
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B aTom pa3pene

WpeHTndurkauns aktneos (cm. pasgen 6.1.1)
[o6aBneHne akTMBOB B cuctemy (cm. pasgen 6.1.2)
pynnbl akTnBOB (CM. pa3gen 6.1.3)

YcTapeBaHue akTuBa (cM. pasgen 6.1.4)

KapTouka aktuBa (cm. pasgen 6.1.5)

MuHn-KapTouka akTuBa (CMm. pazgen 6.1.6)

VismeHeHmne nHdopmaumm o6 aktusax (cm. pazgen 6.1.7)
MpucBoeHne 3HauMMOoCTN akTuBam (cm. pazaen 6.1.8)

YnaneHune akTneoB (cM. pasgen 6.1.9)

CM. TaKkxke

CospaHune rpynnbl aktneoB (cMm. pa3gen 6.1.3.1)

6.1.1. VlpeHTndumnkauns aktneoB

MaxPatrol SIEM o6HapyxnBaeT akT/Bbl NPpU CKAHNPOBaHWK CETW NPeanpudaTiis, a Takxke npu céope
1 aHanmnae cobbiTnin. O6HapyXeHHble akTVBbl HEOBXOANMO NAEHTNONLMPOBATL, NP 3TOM
pasnmyaeTcs O6HapyXeHe akTUBOB 1 MPYBSA3Ka CYLLECTBYIOLLX aKTUBOB K COBbITUSM.

CTeneHb NONHOTLI MAEHTUGULMPYIOLWNX AaHHbIX, AOCTaTOUYHbIX 4719 CO3AaHNS 3ancyi O HOBOM W
OBHOBNEHNS CyLLECTBYIOLLEN 3anuncy 06 akTrBe, 3aBUCUT OT KOHTEKCTa, HarnprMep oT MeToaa
CKaHNPOBaHMNS aKTBa, PO aKTBa B COBLITUN, NCTOUYHMNKA COBBITUIA.

MpuBsi3Kka akTUBOB K COBbITUSIM He BANSIET Ha COCTOSIHME 6a3bl AaHHbIX aKTVIBOB 1 OrpaHnynBaeTcs
NOMbITKO HaTW Hanny4yllee COOTBETCTBME Mexay akTuBamuy B 6a3e aaHHbIX 1 naeHTudunkaTopamu,
cofepxalmMncs B CO6bITUN. ANropnTM nageHTudukaLmm Npy NpuBa3Ke akTNBOB K COBbITUSIM
OTNINYaETCS OT anropuTMa NaeHTUGUKaLN Npu 06HaPYXEHNN aKTNBOB.

VioeHTndunKaums akTMBOB — 3TO CPaBHEHMe OTAeNbHbIX aTPUBYTOB aKTMBa (ero NaeHTNGrKaTopoB) ¢
aTpubyTamu CyLLECTBYIOLLX aKTBOB, O KOTOPbIX €CTb 3anucy B 6a3e gaHHbiX. B cnyyae
naeHTndUKaLnm Npy obHapPYXeHN akTUBOB MO NTOraM CpaBHeHUs Nn60 cCo3naeTcs 3ancb O HOBOM
aKkTuBe, NM60 OGHOBASIOTCS 3aMCU O CYLLECTBYIOLLX akTuBax. Ecnun ngeHTnduumpyetcs aktus,
y4acTBYIOLWMI B COBBITUN, TO B CllyYae YCreLwHon naeHTndrnKaunmn akTnea Co3aaeTcs 3annchb O CBA3N
aKTnBa C CobbITUeM.

Y aKkTBa MOryT 6biTb Cnegyolne nageHTnduKaTopsbl:
— Type — Tun onepaunoHHON CUCTEMDbI;

— VMID — yHrKanbHbIN KoY BUPTYabHOW MaLUVHbl B KOHTEKCTE KOHKPETHOW BUPTYanbHOM
NHDPACTPYKTYpPSbI;

— IsVirtual — npunaHak BUpTYyanbHOCTN y3na;
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— Systemld — yHVKanbHbIA NOeHTUPUKATOP CUCTEMbI (CMOCO6 GOPMNPOBAHIA 3aBUCKT OT
KOHKPETHOI onepaLunoHHON CUCTEMDbI);

— Hostname — nm4d yana, 3agaHHoOe Ha CaMOM Y3ne;

— FQDN — nonHoe nwvg yana (3HaveHune, koTopoe 6yaeT oTobpaxaTbCd Npu ayanTe yana B pexvve
6enoro suwuka, 6e30THOCUTENIbHO BHELLIHVIX CEPBEPOB NMEH);

— MAC — cnucok goctynHbix MAC-agpecoB (uckntoyas BupTyanbHble, Takne kak MAC-agpeca
NPOTOKOSIOB OTKa30yCTONYNBOCTN);

— |IP — cnucok gocTynHbix IP-agpecoB (TobKo MapLpyTU3MpyeMblx 3a Npeaesnbl CerMeHTa);

— Failover — cnucok cepuniiHbix HOMepoB y4acTHKKOB failover-rpynnel (ons Cisco ASA).

B aTom pa3pene
O6HapyxeHune akTBoB (cM. pasgen 6.1.1.1)

AnropuTmbl noeHTUGUKaLMM akTMeoB (cMm. pasgen 6.1.1.2)

6.1.1.1. O6bHapyxeHune akTuBOB

Mopn o6HapyXeHnem akTBa NoapaslymMeBaeTcs noslyyeHre Habopa AaHHbIX, NAeHTUONLNPYIOLLX
aKTNB, LOCTATOYHOrO A5 CO3AaHNS HOBOW NN OGHOBEHNS CyLLECTBYIOLLEN 3anncy 06 akTuBe.

[lng cocTaBneHns 1 NogaepXaHns NosIHOrO 1 akTyaslbHOro NpeacTaBneHns o6 IT-nHppacTpykType
npeanpuaTs B CUCTEME NCMOMb3YIOTCA MeTOAbl Kak HEMOCPEACTBEHHOIO O6HaAPYXEHNS — MyTeM
CKaHNPOBaHNS CaMOro akTBa, TaK 1 KOCBEHHOIO O6HaPYXEHNS akTUBOB — MNPW aHannse
NHPOPMaLMN O APYrnX aKTUBaX, KOTOPYIO COAEPXUT CKaHNPYEMbIA akTUB, 1 NPW aHann3e CobbITIA.

K HenocpencTtBeHHbIM MmeTonam o6Hapy>|<eH|/|9| aKTNBOB OTHOCATCYA CKaHMpOBaHNe CeTeBblX y3/10B
ayonTomMm n NeHTeCToM, no6aBreHne aKkTNBOB BPYYHYIO 1 UMMNOPT aKTBOB U3 c|>a|7|na.

AKTIVBbI Takxxe MOryT 6bITb MNopTUpoBaHbl 13 MP8. NogpobHee cm. PykoBogcTBO MO HacTpoiike
NCTOYHMKOB.

PeaynbTaTbl CKaHNPOBaHNS aKTUBOB MoslyyYaeT cnyxo6a yrnpaBneHuns ckaHnpoBaHuem (Core
Scanning), aTa Xe cnyx6a nosny4aeT peaynbTaTbl Py4YHOro BBOAA 1 MMMOPTa akT/BOB.

K KoCBEHHbIM MeToAaM O6HapPYXeHUs aKTUBOB OTHOCATCS O6HapYXeHMe Ha OCHOBE AaHHbIX APYriX
aKT/BOB 11 O6HapyXeHne Ha OCHOBE [aHHbIX O COBbITUSIX.

B o6oux cnyyasx o6HapyXeHHble akTUBbI MOCTYMaoT Ha BXOL, CNyX6bl yNpaBfeHNs CKaHNPOBaHNEM.
Takum 06pa3om, He3aBNCUMO OT MeTofa O6HapPYXEHNS akTBOB X AanbHellwas o6paboTka
NPOVCXOONT €OUHO06PAa3HO.
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Ha ocHoBe gaHHbIX Apyrx akTBOB, MOSyYEHHbIX CKaHNPOBaHEM B pexuMe 6e10ro auimka, MoryT
6bITb OBHAPYXEHbI CleayoLlmne akTBbI:

— [lpwn ckaHupoBaHMK KOHTpoONNepa gomMmeHa Active Directory 06HapyXnBatloTCS akTVBbl-y4aCTHUKM
LOoMeHa ¢ onepaumoHHon cnctemon Windows.

— [pwu ckaHnpoBaHun cepBepa Microsoft System Center Configuration Manager (SCCM)
oBHapyxunBatoTcs akTuBbI-knneHTol SCCM ¢ onepaumoHHomn cuctemoin Windows, nHdopmaumein
O CeTeBbIX NHTEpdencax N ycTaHOBIEHHOM NPOrpaMMHOM o6ecrnedyeHnn.

— [Mpwn ckaHnpoBaHnn cepaepa Kaspersky Security Center o6HapyXnBalOTCS aKTUBbI-K/IMEHTbI C
onepaumnoHHon cuctemon Windows.

— [Mpwn ckaHunposaHnn runepsudopos VMware ESXi n Microsoft Hyper-V o6HapyxunBaloTcs
aKTUBHbIe BUPTYyasibHbI€ MaLUVIHbI, €CNN TMNepPBN30P NPefoCTaBNsSeT 4OCTATOUYHYIO UHPOPMaLNto
06 nx ceTeBbIX HTepdelricax N YCTaHOBMEHHOW onepaLoHHON cucteme (MosiHoTa MHPopmMauun,
OOCTYMHOW rMNepBn3opy, 3aBNCUT OT FOCTEBOW OMNepaLiOHHON CUCTEMbI I HAINYns
yCTaHoBfIeHHOro Habopa yTunnt VMware Tools).

— [Mpw ckaHnpoBaHNK CETEBbLIX YCTPONCTB aHanM3npyeTcs nosydeHHas no npotokonam CDP n
LLDP nHdopmaLms o cocegHnx ycTponcTBax, ux Tune, IP-agpecax n onepaunioHHOW CUCTEME 1
OBHapyXMBaloTCS COOTBETCTBYIOLME aKTUBbI.

— [lpw ckaHnpoBaHNK CETEBbIX YCTPOWCTB aHaNn3npyeTcs nonyyeHHas nHdopmauns o6
akTyanbHbIx cBaskax «MAC-agpec — IP-agpec» B 6a3e DHCP snooping 1 o6HapyXnBatloTCs
aKTUBbI — CETEeBbIe Y3/1bl C faHHbIMK agpecamMu.

— [lpw ckaHnpoBaHNK aKkTUBa Ha OCHOBE ANHaMUNYeCKNX 3anncein n3 ero ARP-Tabnnubl
OBHapPYXNBalOTCH akTUBbI — CETEBbIE Yarbl (3a nckrodeHnem 3anucein proxy ARP, local proxy
ARP n 3anucei ¢ BuptyanbHbiMu MAC-agpecamn).

— [Mpwn ckaHnpoBaHMK aKTBa Ha OCHOBE NHOPMaLLMIK O LL03aX, MOMYYEHHON N3 ero Tabnuupl
MapLUpyTr3aLmm, obHapyXNBaTCS akTuBbl C yKa3aHHbIM IP-agpecom 1 ponbio
«MapLUpyTN3aTop».

O6HapyXeHne akTMBOB Ha OCHOBE [aHHbIX APYroro akT1uBa NPonN3BOANTCS He Ha aTane
CKaHMPOBaHUS, a Ha aTane 06paboTKIN AaHHbIX MCXOOHOro akTnBa arperaTopom (MCKoYeHne —
OBHapyXeHune KnmeHTcknx aktnso SCCM, koTopoe Npon3BoamnTcs Ha aTane ckaHmpoBaHug SCCM).

O6HapyXeHne akTMBOB Ha OCHOBE [aHHbIX O COBbITUSAX OCYLLECTBASETCS NyTeM aHanm3a
HOPManM30BaHHbIX COBbITUN. MOCKONbKY B MOTOKE HOPMaSIN30BaHHbIX COBLITUA MOXET NPOVNCXOANTb
60/bLLOEe KONNYECTBO OQHOTUMHbBIX COBBITUA B €ANHILY BPEMEHI, Ha OCHOBaHI KOTOPbIX
MHOIOKPaTHO MOXET 6bITb MPUHATO PeLLEeHne O CO3[aHNN 3ancn 06 OQHOM 1 TOM Xe akTUBE, Ha
3TOM Xe 3Tarne NPoun3BoANTCS NpeaBapuTenbHoe 06beanHeHne 06HapPyXeHHbIX akTUBOB C
MONTHOCTbBIO OANHAKOBBIMU HaGopaMu NAEHTNOUKATOPOB. AKTUBbI C YHNKANbHBIMIN Ha6opamu
NOeHTUPUKATOPOB NOCTYNAIOT Ha BXOL, CMYX6bl YNpaBieHns CKaHpOoBaHEM.

Ha ocHoBe gaHHbIX O COBbITUSAX MOTYT 6bITb O6HaPYXeHbI CneayoLne akTnBbI:
— AKTVB — KJINEHTCKUI y3en — 13 cCobbITuIA HagdHadeHns IP-agpeca.

— AKTMB — ceTeBoe yCTPONCTBO ¢ IP-agpecom nctouHmnka cobbiTus (ana ceteblx ycTponcTs Cisco
n CheckPoint GAIA).
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— AKTUB — ceTeBOe YCTPONCTBO ¢ Systemld nctouHmka cobbiTug (ansa yctponcTs Fortinet
FortiGate).

— AkTue ¢ FQDN uncTouHmka cobbitug (ona nctounnkos Microsoft Windows n VMware ESXi).

— AKTUB-KJIMEHT C YCTAHOBNEHHOI onepauunoHHon cuctemon Microsoft Windows, ykazaHHbIMU
FQDN n IP-agpecom — 3 cobbiTuin cepBepa Kaspersky Security Center.

— AKTUB-CepBep C OTKPbITbIM MOPTOM 11 O6HapPYXXEHHOWN ceTeBol cnyx6om — 13 cobbitun PT NAD ¢
NHPOPMaLMen 0 CETEBLIX COEANHEHNSX (TONbKO AN19 TOKabHbIX aapecoB, COOTBETCTBYIOLLX
pokymeHTam RFC 1918 n RFC 4193).

—  AKTUB-KNNEHT c o6HapyXeHHbIM knueHTckum MO (gng knnentoB HTTP 1 SSH) — na cobbitui
PT NAD c nHdopmaLmeli 0 CeTeBbIX COeANHEHNSX (TONbKO OJ15 TOKanbHbIX afpecos,
cooTBeTCTBYOWMX AokymMeHTam RFC 1918 n RFC 4193).

— AKTUB-MapLIpyT3aTOP — N3 COBLITUS HeyaayHol ayTeHTudukaumm FHRP oT ceTeBbix ycTpoincTs
Cisco.

— AkTunB-cepBep syslog — 13 cobbITLA Havana XypHanupoBaHus oT ceTeBblx ycTpolcTs Cisco |0S.
— AkTus-cepsep goctyna k cetul (NAS) — 13 cobbiTuin oT cepepoB AAA.

— AKTUB — KITMEHTCKNIA y3en — 13 COBbITUI BbINOHEHNS KOMAHAbI, YCMELHOro U HeyCrneLHoro
BXOAa B CUCTEMY U BbIXOAa N3 CUCTEMbI OT Pa3INYHbIX CETEBbIX YCTPONCTB (TONbKO ANs
nokanbHbIX aOpecoB, COOTBETCTBYIOWMNX AokyMeHTam RFC 1918 n RFC 4193).

— AxTue-cepBep NTP — 13 cobbiTus Boibopa cepBepa OT ceTeBbIx ycTpoincTs Huawei VRP (Tonbko
[N NoKanbHbIX aApecoB, COOTBeTCTBYOLWNX gokymMeHTam RFC 1918 n RFC 4193).

— AKTUB — ceTeBoe YCTPONCTBO N akTnB-KNneHT SNMP — 13 cobbiTig HeygauHon ayTeHTUGrKaumm
SNMP oT ceTeBbix ycTponcTs Juniper Junos OS (knneHT o6HapyXnBaeTcs, TOSIbKO €Cnu ero
noKanbHbI agpec cooTBeTCTBYeT fokymeHTam RFC 1918 n RFC 4193).

— AKTMB — CeTeBOe YyCTPONCTBO 1 akTnB-cepBep LDAP — 13 cobbITs yCrneLwHoro Noakto4eHns K
cepBepy LDAP ot ceTeBbix ycTponcTs Palo Alto.

6.1.1.2. Anroputmbl ngeHTNdUKaLNmM akTNBOB

Mpw aHann3e cobbITUI 6e30MacHOCTH, a TakxXe NPY CKaHNPOBaHUN CETEBbIX Y3M10B NOLLLaaKN
TpebyeTcs NpaBuIbHO NOAEHTUGULMPOBATb akTUBDI.

CkaHunpoBaHune ogHNM KOIIEKTOPOM CETEBbIX CEMMEHTOB, aKTVBbl B KOTOPbIX MMEIOT OOHM 1 Te Xe
IP-appeca, MOXeT NMpUBECTN K HEBEPHO arperauyn akTMBOB: BMECTO HECKOJIbKIX akTBOB CUCTEMA
MOXET NAeHTNONLNPOBaTb OANH akTUB. Takxe Hann4mne B CAmncke akTneoB C oaHakoBbiM IP-
afpecoM MOXET 3aTPYAHUTb MNONUCK HEOBXOAMMOro akTuBea. [Mpy Hannuum B coCTaBe NOLWAAKN Taknx
CEermMeHTOB CEeTI O/19 KaX[0ro U3 H1UX cosgaeTcs oTaenbHas nHdpacTpykTypa. B 3agave
CKaHMPOBaHN4 yKasblBaeTca NHPpacTPyKTypa (eCnm nx HECKOJbKO), COOTBETCTBEHHO ANd
CKaHNpOBaHNS pasdHbIX MHPPACTPYKTYP CO3AAI0TCH pasHble 3agadn.

MpumeuaHue. [Nocne passepTbiBaHus MaxPatrol SIEM nveeTt ogHy nHdpacTpykTypy
UHdpacTpyKTypa no ymMmonvaHuio.
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Moapo6Hee o paboTe ¢ NHbpacTpykTypamu cM. PykoBoacTBo agMuHCTpaTopa.

[NceBOOHWMbI MapaMeTpoB NHOPACTPYKTYP, K KOTOPbIM ApuHagnexaT akT/Bbl, Bbl MOXeTe
MCcnonb30BaTh 415 GubTpaumnmn, HaCTPOKI NPeacTaBAeHNS aHHbIX B Tabnuue akTBOB 1 oNg
CO3[aHNs ANHAMNYECKNX rpynn akTnBoB. [ogpobHoe onncaHne cM. B okyMmeHTe CHTaKCUC 93bika
3anpocos PDQL.

Anroputm ngeHTudUKaLuMm Npyu o6HapyXXeHn akTUBOB

Mpun 06HaPYXEHNN aKTUBOB NAEHTNUKALS NPOVNCXOANT CReayoWwmnM 06pa3oM: 06HapyXeHHble
aKTUBbI MOCTYNalOT B CNYX6Y ynpaBneHns CKaHNPOBaHEM OT OQHOIO N3 MCTOYHNKOB (Mogynen
CKaHNpOBaHUs, Py4YHOro BBOAA, MMMOpTa 13 dalina, 06HapyXeHrs Ha OCHOBE [aHHbIX O COBbITUNSX).

3aTeMm B cucTeMe CpaBHUBAIOTCS NAEHTUDNKATOPbI MPOCKaHNPOBaHHbIX akTUBOB (B MepBYIO
oyepenb ngeHTUdKKaTop Type) ¢ naeHTdnKaTopamm CyLLEeCTBYIOLNX B MHPPACTPYKTYpPe akTNBOB.
B 3aBUCKMOCTI OT pesynbTaToB MPOVNCXOANT O6GHOBNEHMNE 6a3bl AaHHbIX akTUBOB MO OQHOMY 13
CcueHapues:

— eCnu coBnafeHuin HeT — co3aaeTcs HoBag 3anunchb 06 akTuBe, B KOTOPYIO 3aHOCHATCHA BXOoOdLne
Mo[eJibHble AaHHbIe;

— ecnu BxogsemMy Habopy naeHTUdNKaTopoB COOTBETCTBYET OANH CYLLECTBYIOLMNA aKTUB —
BXoAsLme MofesbHble AaHHble 3aHOCATCS B CYLLECTBYIOLLYIO 3aMnncb 06 akTUBE;

— ecnu BxopseMy Habopy naeHTUPNKaToOpOB COOTBETCTBYET HECKOJIbKO CYLLECTBYIOLLMX akTUBOB
— coBMaBLUMe 3anuncy 06beaNHSIOTCS B OHY, 1 B 3Ty 3anncb 3aHOCSTCS BXOASLME MOAEbHble
LaHHble.

Anroputm ngeHTudUKaLMmn Npu NPUBSA3Ke akTUBOB K COBbITUSM

CucTtema aHanu3npyeT Bce CobbiThs, NponsoLwweaine B IT-nHbpacTpyKType npeanpuaTiis, ons
onpeaeneHns y4acTBYIOLMX B HAX aKTBOB. OTOT MPOLECC NPONCXOANT HE3aBMUCKMO OT NpoLecca
06HapYXeHNs akTUBOB Ha OCHOBE AaHHbIX O COBbITUSIX. OANH 1 TOT Xe Habop NAEHTNNKATOPOB B
COBbITVN MOXET CITYXMNTb BXOAHbIMIN AaHHbIMU 15 060MX MNPOLLECCOB.

Mpu NpuBSI3Ke akTNBOB K COBbITUSM NASHTNOUKALNS akTBa MPONCXOQNUT Cneaylowmnm o6pasom: B
cucTeme nNponcxoamnt c60p COBbITUIA C UCTOYHNKOB, BCE COBbITIA MPUBOASTCS K HOPMann3oBaHHOMY
Bvay. 3aTeM cuctema s Kaxaoro CobblTUS onpenenseT y4acTByloLme B HemM akTuBbl. [anee
CpaBHVBalOTCS NOEHTUdMKATOPbI y4aCTBYIOWMNX aKTUBOB (B NepByto ovepenp naeHTudunkaTop Type)
C naeHTndrKaTopamm akTMBOB 13 6a3bl aHHbIX. B 3aBUCMMOCTI OT pesy/ibTaToB BbIGUPaeTCs OANH
N3 cueHapueB NPUBS3KIM akTBa K COBbITUIO:

— eCnu coBrnageHnin HeT — N3MEHEHNS B COBbITNE HE BHOCHATCY;

— ecNu aKT1B coBna C OfHNUM aKTUBOM 13 6a3bl aHHbIX — B CO6bITME [O6aBNFETCS CChlfika Ha
aKTVB 13 6a3bl faHHbIX;

— €CNN aKTVB COBMaJs C HECKONbKMI aKTBaMu 13 6a3bl AaHHbIX — B COBbITUE [O6aBNSETCS
CCblfika Ha TOT akTuB 13 6a3bl AaHHbIX, KOTOPLIN 6oee akTyaneH (06HOBEH NoceqHNM).
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6.1.2. [lobaBneHmne akTnBOB B CUCTEMY

Cuctema obHapyXmBaeT akTUBbI NPV CKaHNPOBAHUN CETUN MPEeAnpuaTns, a Takxe rnpn céope 1
aHanmae cobbITUN.

Bbl Takxe MoxeTe 0o6aBnsTb akTUBbI BPYUHYIO AV MMiopTupoBaTb n3 CSV-daiina. Mpn nmnopTte
13 darina Bbl MOXETE 3afaBaTb NONb30BaTENbCKNE MO aKTUBOB U NX 3HAYEHIS, KOTOPbIE
HeobXxoauMbl BaM AN UX naeHTudukaunn.

Kpome Toro, npv no6aBneHny akTMBOB Bbl MOXETe 3ailaBaTb BPEMS, B TEYEHMEe KOTOPOro AaHHble 06
aKTuBe ByOyT CUNTaTbCS akTyanbHbIMU, A5 CKaHNPOBAaHMS B PpeXUMe ayanTa 1 neHTecTa. 310
MOMOXEeT BaM KOHTPO/IMPOBaTb yCTapeBaHe akTuBoB (CM. pasnen 6.1.4).

B aTom pa3pene

[o6aBneHune akTBa Bpy4YHyio (cM. pazgen 6.1.2.1)

VimnopT akTuiBoB 13 darina (cm. pasnen 6.1.2.2)

6.1.2.1. [lo6aBneHne akTnBa BPY4YHYIO

> UYT06bI LO6GABUTL akTNB B CUCTEMY:
1. B rnaBHOM MeHIo BbibepuTe pa3nen AKTUBDI.
OTKpoeTcH cTpaHuLa AKTUBbI.

MpumeuaHwue. Ecnun aTo nepsbin 3anyck MaxPatrol SIEM, To Bam Heob6xogumo co3natb
Nonb30BaTesbCKYIO FPyriny akT/BOB.

2. B naHenn MHCTPYMEHTOB HaXmMuUTe “I° 1 B paCKpbIBLLEMCS MeHI0 Bbi6epuTe NyHKT [lo6aBUTb
aKTMB.

OTkpoeTcsa okHOo Co3paHue aKTUBa.

3. B packpbiBatowemcs cnvcke PacnonoxeHue BoibepuTe rpymnmny, B KOTOPYIO 6yAeT NoMeLLeH
aKTuB.

4. Ecnu Bbl 3HaeTe Ha3BaHMe onepaLiOHHON CUCTEMbI, YCTaHOBNEHHOWN Ha akTBe, B
packpbiBatowemcs cnnucke OC BbibepuTe TN ONepaLoHHON cucTeMsbl 1 B nofie OsName
BBEOUTE ee Ha3BaHue.

5. YkaxuTe ngeHtndrnkatopbl akTnea:

+ ecnn Bbl Bbibpany Tun onepaunoHHon cuctemsl Windows, B none FQDN BBeaunTte nonHoe
LOMEHHOE MSs aKTUBa;

+ eCn Bbl Bblibpanu Tun onepaumoHHon cuctemsl Cisco 10S, B none FQDN BBeanTe nonHoe
LOMeHHOoe Mg akTusa unm B none Hostname BeennTe nvs y3na akTunBea;

« ©CJ/ Bbl He BbIGpasnu TUM onepaLioHHO CUCTEMbI AW BbIGpan opyroi Tumn, B none
Hostname BBeguTe nvs y3na akTuBea.
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6. Bnone IP-appec BBegute IP-agpec aktuBa.

7. Ecnun Bbl yKasanu Ha3BaHue onepaunioHHON CUCTEeMbI, YCTaHOBMEHHOW Ha aKkTNBe, HaXMuUTe
kHonky Hanee.

OTkpoeTcq cTpaHuLa ¢ 6510kom napameTpos MporpammHoe o6ecneueHue.

MpumeuaHue. C nomoLLbio packpblBatoLerocs crnivcka HassaHue MO Bbl MoxeTe BbibpaTh
Ha3BaHue NporpamMmMHOro obecrneyeHus, yCTaHOBIEHHOIO Ha akTUBe.

8. Ecnu tpebyeTcs, B 6noke CTaTycbl aKkTyaslbHOCTU A@aHHbIX HAaCTPONTE BPpeMs, B TeUeHne
KOTOPOro AaHHble 06 akTuBe 6yayT CYMTATbCS akTyaslbHbIMY, OTAENBbHO A1 CKaHNPOBaHNS
ayanTOM N MEHTECTOM.

MpumeuaHue. Bbl MoxeTe Bbi6paTb BpeMs B pacKpblBaloLLIEMCS CMCKE U BBECTU ero ¢
nomoLubto a3bika PDQL.

9. Haxmute kHonky CoxpaHUTb.

AKTVB [l06aBNEeH B yKasaHHYIo rpynmny akTUBOB.

6.1.2.2. imnopT akTnBoB N3 dpanna

Bbl moxeTe nmnopTtuposatb B MaxPatrol SIEM gaHHble 06 akTuBax Tnna Host n3 danna dopmaTta
CSV. Nlms dainna moxeT 6bITb fobbiM, dainsi AoKeH 6biTb NpeacTasfeH B koguposke UTF-8 ¢ BOM.

B nepBoin cTpoke daiina OomKHbl COaepXaTbCs Ha3BaHWUS nosiel B Nopsake, B KOTOPOM BO BTOPOW
noceayLmnX CTPpoKax byayT COAepXaTbCs X 3HaYeHus. BTopas n nocnenytoLue CTpoKn
OMKMCbIBAIOT UMMOPTMPYEMble akTUBbI (OfHa CTPOKa AO/XHA COOTBETCTBOBATbL OAHOMY aKTUBY).
3HauYeHNst TEKCTOBbIX MoJel AOMKHbI ObITb 3aktoueHbl B kaBbluku (" ). 3HaueHns nonen 4oKHbI
6bITb pasgeneHbl TOUKOWN ¢ 3anaTon ().

MpumeuaHue. Bol MmoxeTe ckayaTb npumep dalina B OKHe MMMOopTa akTUBOB MO KHOMKe ?.
B cocTaB nonein 0onxHbl BXOANTb 0693aTeNbHble NONs, HeO6XoanMble Ang naeHTuduKaunym akTmBa:
— TypeAlias — nceBgoHUM (cM. okyMmeHT CuHTakcuc g3bika 3anpoca PDQL);

— FQDN — ong akTnBOB, Ha KOTOPbIX pa3BepHyTa onepaLnoHHagd cuctema cemeinctaa Windows
unn ESXi;

— FQDN wnn Hostname — ong akTnBOB, Ha KOTOPbIX pa3BepHyTa onepaLioHHasa cnctema
cemencTea Cisco |0S;

— Hostname — gn4a NMpPo4Ynx akTnBOB,

— |P-agpec. None MoxeT cofepxaTb HECKOSIbKO 3HAaUYEHNIA, KOTOPbIe AOMKHbI 6blTh PasfaeneHsbl
BepTuKanbHomn yepTon (|).

Bbl moxeTe Takxke [o6aBuTb B dalin HeobazaTenbHble nons: none MAC, cogepxallee Crmncok
LOCTYMHbIX Yeped ceTb MAC-appecoB akTuea, 1 none IsVirtual (nprsHak BUPTYanbHOCTU y3na).
3HaueHuns nong MAC pomxHbl 6bITb pa3neneHbl BepTukanbHol YyepToi (|). Kpome Toro, Bbl MoxeTe
006aBnTb B daiisl Nonb3oBaTebCke Mo, KOTopble HeO6XOAMMbl BaM A1 paboTbl C akTBamMu (CM.
PykoBoOCcTBO agMunHUCTpaTopa).
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MpumeuaHme. Ecnn B AByx knaccax akTUBOB €CTb OAVMHAKOBbIE MO HAa3BaHMIO 1 pa3Hble Mo TUMy
noJsis, BaM HEOBXOAMMO yKasaTb B CriCKe nonein B paline o6a nons, npensapss X HassaHnew
Kfiacca ¢ Toukon. Hanpumep, Ans nHBeHTapu3aLOHHbIX HOMEPOB akTUBOB, Ha KOTOPbIX
yCTaHOBJIEHbI ONepaLnoHHble cucTembl cemercTs Windows 1 Linux, ykaxunte nons
WindowsHost.UF _InvNum n LinuxHost.UF_InvNum.

>  YT06bl MMMOPTMPOBaTL N3 dalina AaHHble 06 akTuBax:

1. B rnaBHOM MeHIo BblibepuTe pa3nesl AKTUBDI.

OTkpoeTcq cTpaHuLa AKTUBDI.

2. B naHenn nHCTPYMEHTOB HaXmMuUTe 1" 1 B paCKPbIBLLEMCS MEHIO BbI6epuTe NyHKT
MmnopTupoBaTb AaHHbIE.

OTkpoeTcsa okHO UMMOpPT aKTUBOB.

3. B packpbiBatowemcs crnvicke UHpacTpykTypa Bbibepute MHOGPaCTPYKTYPY. K KOTOPOIA
OyLyT NpUBS3aHbl akTUBbI.

MpumeuaHue. Cnncok oTobpa)xaeTcs, ec/n B CUCTEMe co3aaHo 6oree ogHou
NHOPaCTPYKTYPbI.

4. B packpbiBatollemcs cnncke PacnonoxeHue BbiGepuTe rpynny, B KOTopyio 6yayT
NMoMeLLEeHbl akTUBbI.

5. TMepetawmnTe nnu BoibepuTe dpann B popmate CSV.
6. Haxmute kHonky AMnopTupoBartb.

[aHHble 06 aKTBax MMMNOPTUPOBAHDI.

6.1.3. [ pynnbl akTBOB

Monb3oBaTeNlb MOXET 06befAVHATb akTMBbI B rpynrbl 419 yAo6CTBa paboTbl C CUCTEMON: ANg
OTOBpPaAXEHNs B CUCTEME OPraHN3aLIOHHON CTPYKTYPbI MPeanpusaTis, NaHNpoBaHnS 3ajad Ha
CKaHNpOBaHMe y3/10B, reHepaLn oTYeToB.

pynnnpoBKa akTBOB TakXe NCMONb3yeTCs:

— npu dunbTpauny faHHbIX 415 OTYETOB, rPadnKoB, OTO6PAXEHNS AAHHDIX;
— NpWBS3Ke COBbITUIA;

— MpUBSI3KEe NHUNAEHTOB;

— npuBs3Ke poneii nonb3oBaTesiei (Ha3HauYeHNn Nob3oBaTeNto OnpeaeneHHbIX NONHOMOYMNIA Ha
BbINOJSIHEHWE TeX U NHbIX AeNCTBUIA B paMKaXx rpyrmbl, Ha3HaYeHU posv Nonb3oBaTens B
rpynne; nogpo6Hee o pongx nonb3oBaTeneli CM. PyKoBOACTBO agMUHNCTPATOPa);

— c6ope OaHHbIX.
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pynna MoXeT copgepXaTb akTuBbl 1 gpyrue rpynnbl. OTo6paxeHne rpynn 1 COAepXaLLNXcs B 3TUX
rpynnax akT/BOB 3aBUCUT OT POJI NONb30BaTenNs, KOTopbinl aBTopudoBaH B MaxPatrol SIEM.
[Monb3oBaTe b He MOXET HaCTpanBaTb U YAANSTb BNOXEHHbIE FPyYMbl akTMBOB, €CMNN Y HEro HeT
npae Ha POANTENBCKYIO Fpymnmny.

["pynnbl akTVBOB GbIBAOT MOIb30BATENBCKMU 1 CTaHA4APTHbIMY. CTaHKapPTHbIE FPyNMb
npenyctaHoBneHbl B MaxPatrol SIEM, nx HeBO3MOXHO N3MEHUTb U YOannTb.

Mo ymonuaHuto MaxPatrol SIEM nmeet gBe ctaHgapTHbIe rpynnbl:
— rpynna Bece akTuBbI — B Hel BbIBOASTCS BCE akTUBbI, KOTOPbIE AOCTYMHbI PONN NOMb30BaTenNs;

— rpynna Unmanaged hosts — B Hell BbIBOAATCS BCe akTuBbI, HE MPUBS3aHHbIE HI K OOHOW 13
rpynn (pacrnosioxeHne aTuX akTUBOB He yKazaHo).

lMonb3oBaTenbCKue rpynrbl 4enaTCs Ha AnHaMu4ecke n ctatmyeckne. B opnHamunyeckyto rpynny
MaxPatrol SIEM pno6aBnsieT akTB aBTOMAaTUYECKW, €CNV OH YAOBNeTBOPSeT onpeaeneHHoOMy
ycnoButo — 3anpocy Ha sa3bike PDQL.

MpumeuaHue. [JnHamumyeckme rpynnbl HAMOAHSAIOTCS BCcemMun nogxoagawmm nog PDQL-3anpoc
aKTuBamMu, He3aBUCKMO OT PaCMOMOXEHWS 1 YPOBHS BAOXEHHOCTW STUX FPYMM.

CnoxHble PDQL-3anpockl MoryT o6pabaTbiBaTbCs ONr0. B criicke rpynn MeanieHHble
OMHaMu4eckue rpynnbl OTMeYaloTcs creumnanbHbIM 3HaUKOM.

Monb3oBaTerb, y KOTOPOro HET AOCTYMa KO BCEM akTBaM, He MOXEeT co3aaBaTh AUHaMYecKne
rpynnbl UM N3MEHSTb B AMHAMNYECKO rpyrne 3anpoc af1s dbunbTpaunm akTBOB.

B cTaTuueckon rpynne pacrnonaratoTcs akTBbl, KOTOPbIE BPYYHYIO BbIGUPaEeT Nnosb3oBaTesb.

[ns rpynrnbl akTUBOB MOJIb30BaTes/lb MOXET BbIMYyCTUTb OTYET, MOCTPOUTb CTaTUCTUKY, MPOCMOTPETb
KapTy ceTn. o HaxaTuo KHOMKW MbILIW MOJSIb30BaTE b MOXET npocmMaTpumBaTb BO BCMNblBalOLLEN
MoacKaske MoJsiHbIN nyTb K rpynne, ecnu posb nonb3oBaTend npennonaraet AOCTYN K HeCKOJIbKNX
rpynnam C ognHaKOBbIMW Ha3BaHNAMMW, a OOCTYMN K pOaANTENIbCKUM rpynnam OTCyTCTBYeT. Takxe
NMoJib3oBaTe/lb MOXET BOCMNOJ/Ib30BaTbCd NMONCKOM MO rpynnam akTBOB.

pynmnbl nepapxmnyecki CBS3aHbl Apyr ¢ ApYrom 1 oTobpaxaloTcs B UHTepdelice cCUcTeMbl B BUAe
fnepesa. Ha nepapxuto rpynn HaknagblBaloTCs cleayoLe orpaHnyeHmns:

— BO3MOXHbl He 6onee 9 ypoBHEN BNOXEHHOCTY;
— Kaxpgas cosfaBaemag rpynna gosixxHa 6biTb NpUBS3aHa K Kakon-nnéo apyron rpynne;

— rpynna He MOXeT ObITb 015 APYroi rpynrbl OGHOBPEMEHHO POANTENBCKON N BIOXEHHOW B HEE
(Hanpumep, ecnn N'pynna 3 BxoawT B 'pynny 1, To Mpynna 1 He moxeT BxoanTb B [pynny 3);

— [OMHaMmn4yeckKad rpyrna He MOXeT cofepXaTb B cebe BNoXeHHble rpynnbl.

B aTom pa3pene
CozpgaHue rpynmnbl akTuBoB (cM. pasgen 6.1.3.1)

CospgaHue rpynnbl akTMBOB 13 KapTO4KM akTuBa (CM. pasgen 6.1.3.2)
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HacTpolika rpynnbl akTnBoB (cM. paznen 6.1.3.3)

YpnaneHue rpynnbl akTuBoB (cM. pasgen 6.1.3.4)

6.1.3.1. CozpgaHue rpynnbl akTIBOB

> YT06bI CO3MaTh rpynny akT/NBOB:
1. B rnaBHom meHio BbibepurTe pa3nen AKTUBbI.

OTKpoeTca cTpaHuLa AKTUBBDI.

2. B naHenu Fpynnbl akTUBOB HaXMnTe
OTkpoeTca cTpaHuLa Co3pgaHue rpynnbl.
3. B none HasBaHue BBeauTe Ha3BaHMe rpynnbl akTUBOB.

4. B packpblBatoLLeMcs crnincke PacnonoxeHue BbiGeprTe rpynny akTMBOB, B KOTOPYO BOgeT
HoBag rpynna.

5. BbibepuTe TUMN rpynnbl akTUBOB.

MpumeuaHue. Ecnn y Bac HeT 4OCTyMNa KO BCEM aKTnBaM, Bbl HE CMOXeTe co3faTb
AVHaMUNYeCKyIo rpynmny.

6. Ecnu Bbl BbIGpanu Tin rpynnbl akTueoB [iluHaMuueckas, B none ®PunbTp BBeOMTE 3aMpoc
ONns GunbTpauumn akTuBoB Ha s3bike PDQL.

MpumeuaHue. Bbl Takke moxeTe HacTpouTb MeTpukn CVSS. Onucanune metpuk CVSS cm. Ha
cante first.org.

7. HaxmunTe kHonky CoXpaHUTb.

[pynna akTMBOB CO3naHa.

6.1.3.2. Co3pgaHue rpynnbl akTUBOB N3 KapTOUKW aKTNBa
Bbl moxeTe co3naBaTb rpynnbl akTBOB N3 KapTO4KW aKTBa.

> YTo6bl CO30aTh rpynny akTUBOB 13 KapTOYKIM akT1Ba:
1. B rnaBHOM MeHIo BblibepuTe pa3nesl AKTUBDI.
OTkpoeTca cTpaHunua AKTUBBI.
2. B mnaHenu AKTUBBI BbiGepuTe akTuB.
3. Ha kapTouke akTBa BbibepuTe BkNanky AKTUB.
4. Bo BCn/blBaloLLLEM OKHe BbibepuTe ycroBue dusbTpaunn.
Ycnosue 6ygeT nob6asneHo B PDQL-3anpoc B HUXHEN YaCcTh KapTOYKIM akTUBa.

MpumeuaHue. Bbl MoxeTe BbI6paTbh HECKOMNBbKO YCNoBUIA GUNbTPAaLN.
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9.

B npaBoMm HiXHEM yriy CTpaHuLbl HaxmuTe MepenT K co3aaHuIo rpynnbl.

OTkpoeTca cTpaHuua Co3paHue rpynnbl. CoopmupoBaHHbin PDQL-3anpoc 6ynet
aBTOMaTMYeckn gobaBneH B none GunbTp.

MpumeuaHue. Bol moxeTe chopmmpoBaTb PDQL-3anpoc BpyUHyio.
B none HasBaHue BBeguTe Ha3BaHMe rpynmnbl akTNBOB.

B packpbiBatoemcs crivicke Pacnono)eHue BolibepuTe rpynny akTnBOB, B KOTOPYIO BONaeT
HoBas rpynna.

BbiGepuTe TN rpynmbl akTUBOB.

MpumeuaHue. Bbl Takke moxeTe HacTpouTb MeTpukn CVSS. Onucanune metpuk CVSS cm. Ha
canTe first.org.

HaxmunTte kHornky CoXpaHUTb.

[pynna akTMBOB cOo3faHa.

6.1.3.3. HacTtpowika rpynnbl akTUBOB

>  YTO6bl HACTPOUTb rPYMMy aKTVBOB:

1.

5.

B rnaBHOM MeHI0 Bbi6epuTe pasnen AKTUBDI.
OTkpoeTcd cTpaHnua AKTUBBI.

B naHenu Fpynnbl akTMBOB BbiGepuTe rpynny akTNBOB.

B naHenn Fpynnbl akTUBOB HaXXMuUTe 1 B pacKpbIBLLEMCS MEHIO BblibepuTe MyHKT
PepakTtupoBaTb.

OTtkpoeTcd cTpaHuua PegakTupoBaHue rpynnbl <HasBaHue rpynnbi>.
BHecuTe nsmeHeHus.

MpumeyaHue. Bbl moxeTe n3meHunTb TN rpynnel. ECnn coenaTe rpynny AnHamMmnyeckom, 13
Hee NoHayvany 6yayT yaaneHbl Bce akTuBbl. ECnn rpynna conoepXmT BAOXEHHbIe rpynmbl,
coenatb ee AnHaMnYeckol HEBO3MOXHO. Ecnn coenatb rpynny ctaTU4eckol, BCce akTuBbl,
KOTOpble COOTBETCTBYIOT GUAbTPY, 6yayT NpuBA3aHbl K HEl.

I'Ipmmeanwe. Ecnn Yy BaC HeT OoCTyMna KO BCeM aKTunBaM, Bbl HE CMOXeTe N3MEHWNTb 3arpoc
ong cbmanpaumm aKTnBOB.

HaxmunTte kHonky CoXpaHMUTb.

Mpynna akTMBOB HACTPOEHa.

6.1.3.4. YpaneHune rpynnbl akTUBOB

Bbl MoXeTe yaansaTb rpynnbl akTVBOB, MPW 3TOM 6yaAyT yaaneHbl BCe BIOXEHHbIe rpynnbl. Bl He
MOXeTe yaansTb CTaHAapTHbIE rPynnbl akTUBOB.
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>  YTO6bl yoanuTb rpynny akT/BOB:
1. B rnaBHOM MeHIo BbibepuTe pa3nesl AKTUBDI.
OTkpoeTcy cTpaHnua AKTUBBI.
2. B naHenu Mpynnbl akTUBOB BbIGEPUTE FPYMMy akT/BOB.

MpumeuaHue. Bbl MoxeTe BbI6paTbh HECKONBbKO rpynn, yaepxunsas knasuwy Ctrl.

3. BnaHenu prnnbl aKTUBOB HaXXmMuTe , B packKpbiBLLEMCH MEHIO Bbl6epI/ITe MYHKT Ypanutb
n noareBepanTe yganeHume.

Bbi6paHHas rpynna akTMBoB yaaneHa.

6.1.4. YcTapeBaHue akTBa

CBefieHns 06 aKTUBax CO BpeMeHeM yCTapeBatoT 1 MPUBOAST K OLUMGKaM Npw BbINOSHEHNN 3a4ay.
YTO6bI HE AonyckaTb Taknx oWNGOoK, CUCTEMA BbISBASET 1 yaanseT ycTapesLlne akTyBbl. 3a 9TO
oTBeyaeT cnyx6a ngeHtTndrkaunm aktneos. OHa NPUHNMAET peLleHre O TOM, YTO akTVB yCcTapen u
3aTeM co3faeT CobbITUE O ero yaaneHunn.

yCTapeBLIJI/IM cUMTaeTCcqa aKkTuB, Nocse nocnegHero 06HoOBNEHNS KOTOPOro npowno onpenesieHHoe
BpemM4. Bpqu yCTapeBaHg OJ19 BCeX akKTBOB yCTaHaBMBaeT adMNHNCTPAaTOP.

O Tom, Korfa oxugaeTcs ycTapeBaHe KOHKPETHOMO akTuBa, Bbl MOXeTe y3HaTb B KapTouke akTuBa.
AKTVB He yCTapeeT, ecnu:

— OT Hero 6yaeT NosyyYyeH OTBET NP CKaHNPOBaHW CETH;

— OH ByaeT O6HOBMEH NPW aHanmnae cobbITUN;

— [aHHble 0 HeM 6yayT OGHOBMEHbI BPYYHYIO;

— [aHHble 0 HeM 6yayT O6HOBMEHbI Mpy UMMNopTe 13 dalna.

6.1.5. KapTouka akTnBa

KapTouka akTuBa cogepXuT nosHyio nHdopmaumo o6 akTuee. [NepenTn B KapTOUKY MOXHO 13
Tabnuupbl akTNBOB, LLE/KHYB MO Ha3BaHWIO akTiBa. Takxke BaM fOCTYMeH 6bICTPbIA MPOCMOTP
KapTO4kiy B 60KOBOW NaHenn AKTUB.

Mop nmeHeM akTuBa pacrnonaraloTcs NaHeNb MUHCTPYMEHTOB, CBEAEHNS O XN3HEHHOM LIK/IE aKT/Ba
N yKa3aHa MeTpuKa 3Ha4YMOCTI akTunBa (H13Kas, CPeaHsis, BbiCoKas Un He onpeaenexHa). Boi
MOXeTe BPYYHYIO YCTaHOBUTb 3HAYMMOCTb ANS akTBa 13 Tabnuubl (cMm. pasgen 6.1.8) unn ns ero
KapTouky (cMm. pasgen 6.1.7).

Mpaduk oTpaxaeT MOMEHTbI, Korha 6binu nosyyYeHbl HOBbIe AaHHble 06 akTuBe. HoBble AaHHble
NoCTyrnatoT NoC/e 3aBepLUeHNS 3a4a4 Ha CKaHNPOBaHMe, a TakXe ecrii BHECTUN N3MEHEHUS B
KOHPUIrypaLmMio akTBa BPYYHYIHO.
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Mo ymonuaHumio Ha rpaduke oTobpaxaeTcsd UCTOPUS akTBa 3a nocneaHne 7 aHel. Bol moxeTe
N3MEHUTb Nepuog 4s9 NpocMoTpa NCTOPUN aKTBa No KHOMKe ﬁ

Mopa rpadmkom pacnonoxeHsl Bknagkun Ceoaka, Kondurypauusa 1 Metpuku CVSS.

CBopka. B kapTouke akTuBa TrNa «CeTeBO y3en» oTobpaxaeTcs kpaTkas MHPopmMaLms 06
annapaTHOM 1 NPOrpaMMHOM O6ecrneyYeHn akTBa 1 ceTeBast KOHOUIrypaLums.

KoHdurypauums. Bknagka cogepxumT nogpo6Hyto nHbopMaumio 06 annapaTtHOM 1 NporpaMMHOM
obecrneyeHnn akTuBea.

MeTtpuku CVSS. Ha Bknagke oTobpaxaloTcs KOHTEKCTHble MeTpukin CVSS. OnncaHmne meTpuk
CVSS cm. Ha canTe first.org.

Bbl MOXeTe yCcTaHaBNMBaTb U U3MEHSTb 3HAYEHUS 19 METPUK, B TOM YCTIe NMPU HacTpoiKe rpynnbl,
B KOTOPYIO BXOAUT aKkTnB. DPhEeKTMBHOE 3HAUEHNE OrnpefenseTcsl aBTOMaTUYeCKn 1 SBASeTCs
MaKCUMasbHbIM 4Ns JaHHOW METPUKIN N3 BCEX YCTaHOBEHHbIX 3HaYEeHWIA (015 akTrBa 1 rpynn, B
KOTOopble BXOAUT akTnB). MakcrmanbHble 3HaueHs MeTPUK HacneaylTCs OT POANTENbCKOW rpynmnbl K
BMOXEHHOI Fpyrne 1 OT BAIOXEHHO rpynnbl K akTUBY.

Kpome TOro, B KapTouKke aKTBa MOryT OTO6pa)KaTbC9I nonb3oBaTesnibckue nons, o6aBneHHbIe B
Mofesnb akTuBa, 1 X 3HaYeHn4.

6.1.6. MnHn-kapTouka akTmBa

B MyHM-KapTOuKe aKTnBa Bbl MOXeTe nonyyaTb 6a30Byto nHGopMaunio 06 akTBe, CTaTUCTUKY ero
y4yacTus B nHUmgeHTax. MuHmn-kapTouka no3BonseT NepexoanTb K CO30aHNo 3agayn Ha C60p AaHHbIX
C aKTNBa, a Takxe K MPOCMOTpY:

— aKTMBa Ha KapTe ceTu;

— CO6bITUI C y4aCTNEM aKTUBa;

— VHUMNOEHTOB C yYaCTNeM akTuBa;

— peTanbHoum nHopmauum o6 akTBe.

OTKPbITb MUHN-KAPTOUKY aKkT/Ba Bbl MOXETE MO CChlfIKe C Ha3BaHEM akTuBa.

B BepxHen yacTn MNHN-KapTOUYK/ COQePXNTCS Ha3BaHne akTuBa. [1of Ha3BaHMeM akTnBa HaxoaaTcs
Bknagkn Ceopaka, UHTepdenchbl n UHUMAEHTDI.

MpumeuaHue. Bknagka UHTepdenchbl 0OCTYMHa TOSbKO NpK paboTe ¢ MHM-KapTOYKOl akTBa
Ha KkapTe ceTu.

Ha Bknagke CBofakKa oTo6paxatoTcs KpaTkas MHopMaLms O NporpaMMHOM o6ecrnedyeHnn akTnea,
ponwu, fata nocnegHero O6HOBNEHNS, a TakXe NPU3HaK BUPTyanbHOCTN (eCnin ecTb).

Ha Bknagke MHUMAEHTbI HaxoanTcs anarpamma. [Juarpamma otobpaxaeT pacrpeneneHne
VHUMAEHTOB, B KOTOPbIE BOB/IEYEH aKTMB, MO OMACHOCTW W/ MO PO akTUBa B MHLMAEHTaX.
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] mpx P oA %
CBOOKE WuTepdeichl MHUKWOEHTBI
® Mo onacHOCTH TONbKO OTKPbIThIE

Mo ponu aKkTMBa

Bricokan
2 (40%)

L i=Ja

CpeaHas

3 (60%)

PucyHok 9. [MpocMoTp CTaTUCTUKIM y4acTUs akTBa B UHUMAEHTaX

Bknagka MHTepdgencbl cogepxuT Cnucok nHtepdeincos akTrea ¢ nx IP- n MAC-agpecamn.

2 mpx Poa x
CEOOKa WMuTepdeicsl MHUMAEHTBI

HassaHnue IP-agpec MAC-agpec
Ethernet0 2 10.0.2 00:50

PucyHok 10. NpocmoTp nHtepdencos akTmBa

6.1.7. NameHeHune nHpopmaumim ob akTmBax

Mpw ckaHNPOBaHWK CETN NPeAnPUATIS cCMcTeMa 06HOBNSET MHPOopMaLmio 06 akTrBax. Bbl Takxe
MOXeTe N3MeHSTb MHPopMaLmio 06 akTrBax BpydHylo. Hanpumep, ecnu Ha akTuBe 6bina
yCTaHOB/EeHa HOBag BEpCUg onepaLnoHHON CUCTeMbl U HOBOE NMporpamMmMHoe o6ecrnedeHme.

MpumeuaHue. Bbl He MOXeTe N3MeHNTb paHee 3aaHHyI0 OnepaLiOHHYI0 CUCTEMY Ha CUCTEeMY
Lpyroro cemelnicTsa. Takxe Bbl HE MOXeTe N3MEHATb AOMNOHNTENbHbIE CBEAEHNS OAHOBPEMEHHO

0ng HeCKOJ1IbKUX akKTBOB.

>  YT106bl N3MEHUTb NHPOPMALINIO 06 OOHOM WA O HECKOSIbKIX aKTUBaXx:

1. B rnaBHOM MeHIo BbibepuTe pasgen AKTUBDI.
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OTkpoeTcq cTpaHuLa AKTUBbDI.

2. B Tabnuue aktnsoB Bbl6epVITe OWVH NN HECKOJ1IbKO aKTBOB.

3. BnaHenu NHCTPYMEHTOB HaXmMunTte 1 B paCKpbiBLLEMCHA MEHIO Bbl6epl/|Te OOWVH N3 MYyHKTOB:

« Ecnun Bbl XOTWTE N3MEHNTb AaHHble NacrnopTa OgHOro WU HECKObKNX akTVBOB, BbibepuTe
nyHkT MacnopT.

« Ecnu Bbl XOTUTE N3MEHNTb ApYryto nHPopMauuto (Hanprmep, 3HauYeHNs Nob30BaTENbCKNX
nonen) o6 o4HOM akTuBe, BbibepuTe NyHKT [JLlONONHUTENbHbIE CBEA,EHMS.

4. VIameHunTe nHpopmaLumo 06 akTBax.
5. Haxmwute kHonky CoxXpaHUTb.
VIHbopmaums nameHeHa.

Takxe Bbl MOXeTe N3MeHUTb HOOPMaLIO 06 OOHOM aKTUBE U3 ero KAapTOUKN MO KHOMKe
PepaxkTtupoBarb.

6.1.8. [pncBoeHmne 3Ha4YMMOCTN aKkTUBaMm

B MaxPatrol SIEM ons HOBbIX akTVBOB YPOBEHb 3HAUMMOCTW HEe OnpeaensgeTcs aBToMaTn4ecki.

Bbl MOXeTe BpyUHYIO MPYCBOUTb akTUBY 3HAYNMOCTb (HU3KYIO, CPELHIO VN BbICOKYIO), Harnpumep
4TO6bI PACCTaBUTb NMPUOPUTETLI NP Pa3bope NHUNAEHTOB.

> YTOO6bI NPNCBONTb aKTBaM YPOBEHb 3HAYNMOCTH:
1. B rnaBHOM meHio BbibepurTe pa3nen AKTUBbI.
OTkpoeTcy cTpaHnua AKTUBBI.

2. BblbepuTe akTuBbI B TabnuLe.

3. B maHenu nHCTpyMeHTOB HaxmMmuTe
OTkpoeTcs okHo UsmeHeHme 3HaummocTu <N> aKkTMBOB.
4. B packpblBaloLLEMCS CMCKe BbIbepuTe YpOoBEHb 3HAYIMOCTI.
5. Haxmute kHonky MpUMeHuUTb.
AKTMBaM NPUCBOEH YPOBEHb 3HAUYNMOCTW.

Takxe Bbl MOXeTe nepe|7|T|/| K MPnCcBOEHNIO YPOBH4A 3HAUYMMOCTWN OOAHOMY aKTUBY N3 ero KapTo4kun no
KHOrMMKe YcTaHOBUTb 3HAUMMOCTb UV MO KHOMKE PeAaKTVIpOBaTb - I1acnop'r.

6.1.9. YpaneHne aktnsos

Mpu paboTe C CUCTEMO MOXET BOSHUKHYTb CUTYaLNs, KOr4a Bbl BbIABUIN HeakTyaslbHble akTBbI
(Hanpumep, 6bina HenpaBubHO HAaCTPOeHa 3aaaya c6opa AaHHbIX).
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>  YTO6bl yoanuTb akTuBbI:
1. B rnaBHOM MeHIo BbibepuTe pa3nesl AKTUBDI.
OTkpoeTcy cTpaHnua AKTUBBI.

2. BbibepuTe akTuBbI B TabnuLe.

3. B naHenn nHctpymeHToB HaxxmuTe I 1 nogTBepaunTe yoaneHue.
Bbi6paHHble akTuBbI yaaNeHbl.

Takxe Bbl MOXeETe yOoannTb OANH akTB N3 ero KapTo4kn Nno KHomnke YaanuTo.

6.2. AHannTmKa no akTmeam

Mo ymonyaHuto Ha cTpaHuLe AKTUBbI OTO6PaXaloTCs BCe aKTBbI, faHHbIe O KOTOPbIX €CTb B
cucTeme, U3 rpynmn, K KOTOPbIM Y Bac eCTb OCTYN (BK/IlOYas BIOXEHHbIE rpynnbi).

ViHdopmaLma 06 akTnBax B CUCTeMe npeacTaB/eHa B Brae MOOenin akTUBOB, TO €CTb
CTPYKTYPUPOBaHHOW COBOKYMHOCTI BCEX aTpnbyTOB akTBOB. B Mogenb akTnBa Takxe MoryT 6biTb
po6aBneHbl Nonb3oBaTenbekue nons. [1na yno6cTea paboThbl Bbl MOXETE VCMONb30BaTh TabanyHoe
npeacTaBneHne gaHHbIX 06 akTBax 1 NMobbIX X aTpubyTax. B aTom cnyyae nons mogenv akTueoB
npeobpasyloTcs B NoNg TabnuLbl akTNBOB, a8 aTPVBYTbl aKTUBOB — B 3HaYeHNd. B TabnuLe akTBOB Bbl
MoxeTe:

— ¢dunbTpoBaTh 3ANNCH;

— UN3MEHSATb COCTaB KONTOHOK;

— TpynnupoBaTb 3anuncu;

— aHanM3npoBaTb AAHHbIE;

— orpaHnyMBaTb KONMYECTBO 3annceil;

— oTOo6paxaTb TONbKO YHUKabHble 3anuncu;
— BbI6MpPaTb NOPSAOK COPTUNPOBKM.

Mocne rpynnunpoBKY Bbl MOXETE aHaNn3npoBaTb JaHHble 06 akTUBax C MOMOLLIbIO MaTeMaTUYECKNX
onepauun.

Bbl MOXeTe N3MeHSTb CNNCOK OToBpaxaeMblX AaHHbIX 06 akTMBax C MOMOLLbIO MaHenu punsTpaummn
— rnocnepoBaTeNbHO Bbibrpas onepauumy, a Takke C MOMOLLBIO MONS Moncka — ykasaB Ha3BaHue
akTuBa, ero onncanue, MAC- unu IP-agpec. Cnocobbl dpunbTpaLm coYeTaloTcs Apyr C ApYroM: BBOS
3HayeHus B Nofie Noncka gaeT BO3MOXHOCTb NepenT K Co3aaHnio 3anpoca Ha a3bike PDQL no

KHOrKe

MoppobHee dunbTpaLMs akTUBOB onmncaHa B okymMeHTe CuHTakcuce g3bika 3anpocoB PDQL.
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B aTom pa3pene

PunbTpaumns akTMBoB no rpynne (cm. pasgen 6.2.1)

PunbTpaumns akTneos ¢ nomoLpio PDQL-3anpoca (cm. pasgen 6.2.2)
MpencTaBneHne gaHHbIx 06 akTuBax (cMm. pasgen 6.2.3)

pynnupoBKa 1 aHann3 faHHbIX 06 akTUBaXxX C MOMOLLbIO MaTeMaTNYeCKnx onepaLnii
(cMm. pazgen 6.2.4)

dunbTpaumns akTBOB C MOMOLLbIO 06befHEeHNs 3anpocoB (cM. pasgen 6.2.5)
Pa6oTa ¢ nonb3oBaTeNbCKUMI 1 06LLIMI 3anpocami (cMm. pasgen 6.2.6)
OKCMNopT AaHHbIX 06 akTBaxX B TabNNYHbIN crnMcok (cMm. pasgen 6.2.7)

OKCnopT faHHbIX 06 akTuBax B CSV-dann (cm. pasgen 6.2.8)

6.2.1. PunbTpaums akTBOB MO rpynne

Bbl MOXxeTe ncnonb3oBaTb CTaHOAPTHbBIE 1 MONb30BaTENbCKME FPYMMbl aKTMBOB, YTO6bI GUIbTPOBaTb
aKkTuBbI. Vlepapxmyeckuini CNMCOK rpyrn akTBOB OTOBpaxaeTCs Ha CTpaHuue AKTUBbI B NaHenu
Fpynnbl akTMBOB.

>  YT06bI OTGUNBTPOBATL aKTUBbI MO rpynne:
1. B rnaBHOM MeHIo BbibepuTe pa3nen AKTUBDI.
OTKpoeTca cTpaHuLa AKTUBBDI.
2. B naHenu Mpynnbl akTUBOB BbiGepuTe FPynny akT/BOB.
AKTVBbI OTGNNBTPOBAHDI.

[na yno6cTBa aHanmnsa Bbl MOXETE HaCTPOUTb OTOGPaXeHe He BCeX akTUBOB N3 BblI6paHHbIX, a
TOJIbKO UX YacTu, GUNbTPYS akTVBbI C MOMOLLbIO 3anpocoB Ha a3bike PDQL.

Kpome TOro, Bbl MOXeTe HaCTpoOWuTb rnpeacTtaB/ieHe OaHHbIX B TabnuLe akTVNBOB. Hanpvuvlep, YTOObI
OTCOpPTMPOBaTb 3arncum 06 aKTunBax B Tabnumue.

6.2.2. PunbTpauns aktneos ¢ nomoLyblo PDQL-3anpoca
Bbl MoxeTe ncnonb3oBaTh 3anpock! Ha s3bike PDQL, uTo6bl duibTpoBaTh akTUBbI.

>  YTo6bl 0OTOMNBTPOBATL akTUBbI C NomoLbio PDQL-3anpoca:
1. B rnaBHOom meHio BbibepurTe pa3nen AKTUBbI.

OTkpoeTca cTpaHuLa AKTUBBDI.

2. B naHenn punbTpaumm HaxMmmuTe = 1 B paCKpbIBLLUEMCS MEHIO BbIGEPUTE MYyHKT
PdunbTpauus.
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OtkpoeTcsa okHo PDQL-3anpoca.
3. B none ®unbTp BBeguTe 3anpoc Ha a3bike PDQL (cm. gokymeHT CuHTakcuc s3bika PDQL).
4. Haxmute kHornky NMpumMeHUTb.
AkTVBbI OTGUILTPOBAHDI.

Kpome Toro, Bbl MOXeTe NepeliTii K cozgaHunio 1 nameHeHunio PDQL-3anpoca no HaxaTunio Ha 3Ha4oK

B oTKpbIBLLEMCS OKHE Bbl MOXETE HaCTPOUTb NPEeACcTaBNeHne AaHHbIX B TabnuLe akTMBOB (CM.
pokymeHT CuHTtakcuc a3bika PDQL).

Ecnu Bbl xoTUTE perynapHo GuibTpoBaTb AaHHbIe MO 3afaHHOMY HaGopy aTPUBYTOB 1 X 3HAYEHWI,
Bbl MOXeTe COXpaHWTb 3TOT Habop Kak 3anpoc.

6.2.3. [lpeacraBneHne gaHHbIX 06 aKkTUBax

Mo ymonyaHuio Ha cTpaHnLe AKTUBBI MPeacTaBeHbl BCe akTBbI, K KOTOPbIM Y BaC €CTb JOCTYM.
[ns Kaxporo akTyBa B TabnuLe oTobpaxaloTcs:

— Ha3sBaHue 1 rpaduyeckoe 0603HayYeHne ero T1na;

— Ha3BaHWe onepauvioHHON CUCTEMBI;

— [aTa v Bpems co3naHuns akTuBa;

— [aTa v Bpems NocnegHero N3MeHeHns OaHHbIX.

Bbl MOXeTe M3MeHNTb COCTaB KOMIOHOK TabnuLbl 1 HACTPOUTb OTOBPaxeHre AaHHbIX B HEA:

— OrpaHMynTb KONNYECTBO 3anunceii;

— 0TO6pa3nTb TOMbKO YHUKabHbIE 3aMnncy;

— BbI6pPaTb NOPSAOK COPTUPOBKN.

Kpome Toro, Bbl MOXeTe CrpynnumpoBaTb AaHHble 06 akTyBax 1 NPOaHann3npoBaTh X C MOMOLLbIO
MaTemMaTNYeCKnX GyHKLNIA.

Ecnu Bbl XOTUTe perynsapHo HacTpanBaTb NpeacTaBeHre JaHHbIX B Tabnuue ¢ NomMoLlbio Habopa
aTpUBYTOB 1 X 3HAYEHWIA, Bbl MOXETE COXPaHUTb 3TOT Habop Kak 3anpoc.

B aTom pa3pene

Bbi6op kKonoHok gns Tabnunubl akTnBoB (cM. pasgen 6.2.3.1)

OrpaHuyeHmne konnyecTBa 3anucen B Tabnue aktmeoB (cM. pa3gen 6.2.3.2)

OTo6paxeHune yHKabHbIX 3anvcel B Tabnuue aktmeoB (CM. pasgen 6.2.3.3)

CopTupoBkKa 3anncen B Tabnuue akTueoB (CM. pasgen 6.2.3.4)
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CM. TaKkxke

pynnnpoBKa 1 aHann3 gaHHbIX 06 akTBax C MOMOLLbIO MaTeMaTyYeckinx onepauuia
(cMm. pazgen 6.2.4)

Pa6oTa ¢ nonb3oBaTeNbCKUMN 1 06LLMI 3anpocami (cMm. pasgen 6.2.6)

6.2.3.1. Bbibop KONOHOK O/15 TabnuLbl akTBOB

> YT06bl BbI6pATb KOTOHKN 419 TabnuLbl aKTNBOB:
1. B rnaBHOM MeHIO BbibepuTe pasnen AKTUBDI.

OTKkpoeTca cTpaHnLa AKTUBbL.

2. B naHenun punbTpaummn HaxmmTe N B pacKpbIBLLEMCS MEHIO BblGepuTe MyHKT Bbi6op
nonem.

3. B oTkpbiBLIEMCS OkHe Bbi6op nonemn BoibepunTe KONOHKIN ANs TabuLbl akT/BOB.
Ecnun TpebyeTcsq, BkNounTe 0TO6paxeHne ToNbko YHKaNbHbIX 3anncen B Tabnumue.

MpumeyaHue. Bl MoxeTe 0TO6pasnTb TONIbKO YHIIKANbHbIE 3anncy B Tabnunue nosgHee
(cm. paspen 6.2.3.3).

4. HaxmunTe kHonky NMpuMeHUTb.

B Tabnuue akTnBoB OTO6pa)KeHbI Bbl6paHHbIe KOJTOHKW C OaHHbIMW.

6.2.3.2. OrpaHunyeHmne konm4yecTBa 3anncein B Tabnumue
aKTNBOB

>  YTO6bl OrpaHnynTb KONMYECTBO 3annceil B TabnuLe akTBOB:
1. B rnaBHOM MeHIO BbibepuTe pasnen AKTUBDI.

OTKpoeTca cTpaHnLa AKTUBbL.

2. B naHenu dunnbTpauumn HaxmmTe N B pacKpbIBLUEMCS MEHIO BblI6epuTe NMyHKT
OrpaHu4eHue.

3. B oTkpbiBLIEMCS OKHe B None MakcumanbHoe KOIMYEeCTBO CTPOK BBEANTE KOMMYECTBO
CTPOK Tabnuupl.

4. Ecnun TpebyeTcs, BKNOUMTE OTOBPaXeHe BCex 3annceil.
5. Haxmute kHonky MpUMeHuTb.

KonnuyecTBo 3anncel B Tabnuue akTBOB OrpaHYeHo.
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6.2.3.3. OTobpaxeHne yHuKanbHbIX 3anncen B Tabnuue
aKTNBOB

> YT06bI 0TO6PA3NTb YHIKAbHbIE 3annciy B TabliLe akTNBOB:
1. B rnaBHOM MeHIO BbibepuTe pasnen AKTUBDI.

OTKkpoeTcd cTpaHnLa AKTUBbL.

2. B naHenun onnbTpaumn HaxmmTe N B pacKpbIBLLEMCS MEHIO BbIGepuTe MyHKT
YHUKaNbHOCTD.

B Tabnuue aktnsoBs OTO6pa)KeHbI YHUKaJlbHbl€ 3arnncu.

Kpome Toro, Bbl MOXeTe BKOUNTb OTO6paXeHme TONbKO YHUKAMbHbIX 3anmncer B Tabnuue npu
Bbl6OpEe KOTOHOK ANs Tabnunubl akTBOB (CM. pasgen 6.2.3.1).

6.2.3.4. CopTnpoBKa 3anuncein B TabnunLe akTBOB

> YT06bI OTCOPTMPOBATL faHHbIe B TabnuLe akT/NBOB:
1. B rnaBHOM MeHIo BbibepuTe pa3nen AKTUBDI.

OTkpoeTca cTpaHuLa AKTUBBDI.

2. B naHenun punbTpaunmn HaxmmTe N B pacKpbIBLUEMCS MEHIO BblI6epuTe NMyHKT
CopTtupoBka.

3. B oTkpbiBLeMcS okHe B Nosie CoOpTUPOBKaA MO MOASM YKaXnTe KOMOHKM TabnuLbl akTUBOB.
4. Ecnun TpebyeTcs, N3MEHNTe HanpaBieHne COpTNPOBKIL.
5. Haxmute kHonky MpUMeHuUTb.

[aHHble B Tabnuue aKkTUBOB OTCOpPTUMPOBaHbI.

6.2.4. ['pynnnpoBKa 1 aHanns3 faHHbIX 06 akTMBax C MOMOLLbIO
MaTemMaTn4YeCcKunx onepauum

Bbl MOXeTe aHannanpoBaTb CrpynnMpoBaHHble AaHHble 06 aKkTMBaX C MOMOLLbIO MaTeMaTNYEeCKNX
onepaunii Hag aaHHbIMN B Tabnuue akTyBOB. [115 BbINOMHEHNS OnepaLnin CNoNb3yloTcs GYyHKLAN
(cm. npunoxeHne b).

> YT06bI CrpynnuMpoBaTh 1 NPoaHann3npoBaTh AaHHble 06 akTuBax:

1. B rnaBHOM MeHIo BblibepuTe pasnes AKTUBDI.
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OTkpoeTcq cTpaHuLa AKTUBbDI.

2. B naHenn punbTpaumm HaxMmuTe = 1 B paCcKpbIBLLUEMCS MEHIO BbIGepUTE MyHKT
FpynnupoBKa u arperaums.

OTKpOeTCs OKHO FPYNMUPOBKIY 1 aHaNN3a faHHbIX.

3. B packpbiBatowemcs crnivicke FpynnmMpoBKa BbiGeprTe Mo, no KoTopbiM TpebyeTcs
CrpynnnpoBaTb aKTUBbI.

MpumeyaHue. Bol MoxeTe BbIGpaTh He 60s1ee OecdT Mosnen.
4. B packpblBatoLLEMCS CrCKe BbiGepuTe GyHKLMIO.

5. B packpbiBaloLeMcs CAVCKe BbibeprTe Ha3BaHNe KONOHKM TabnunLbl, Hag AaHHbIMU KOTOPO
TpebyeTcs BbINOHNTL MaTeMaTU4YeCKyo onepaLmio.

6. Ecnu TpebyeTcs, yKaxuTe NCeBaoHNM.

Bbl MOXeTe npoaHann3npoBaTb AaHHbIe 06 akTUBaX, BbibpaB HECKObKO MaTeMaTNYeCcKIx
onepauuin No HaxaTuio

Bbl MOXeTe yoansaTbe MaTemMaTdeckie onepauunn no HaxaTuio B CTpOKe onepauunm.
7. HaxmunTe kHonky NMpuMeHUTb.
B Tabnue oTo6paxeHbl pe3ynbTaTbl FPYNMUPOBKY 1 aHan3a aHHbIX 06 akTUBax.
Bbl Takke MoxeTe BbINOSHWUTb FPYNNNPOBKY 1 aHaNn3 AaHHbIX OTAEbHO.
Ecnun Bbl XoTWTe perynsapHoO rpynnnpoBaTh U aHann3npoBaTb AaHHble B TabuLe ¢ NoMoLLbio Habopa
aTpUBYTOB N NX 3HAYEHWI, Bbl MOXETEe COXPaHUTb 9TOT Habop Kak 3anpoc (cm. pasgen 6.2.6).
CwM. Takxe

Pa6oTa c nonb3oBaTeNbCKUMI 1 O6LLMMI 3arnpocamu (CM. pasgen 6.2.6)

6.2.5. PunbTpauns akTMBOB C MOMOLLbIO O6beANHEHNS
3anpocoB

[nsg noaroToBKM aHannTVKIX MO akTMBaM YyacTo TpebyeTcs NonyyaTb AaHHble 06 X aTpubyTax,
KOTOpble CBSA3aHbl Mexay CO60, HO HAXOAATCS Ha Pa3HbIX YPOBHSAX Mepapxun B MOLENN akTUBOB N
OTHOCHTCS K aKTBaM pa3HblX TUNoB. YTo6bl Nony4aTb BCE 3TN AaHHbIe B OAHOWN Tabnuue, Bbl MOXeTe
06beaunHSTb pesynbTaT paHee BbinoiHeHHoro PDQL-3anpoca ¢ pe3ynbTaToM BbiNOJHEHNS OPYFOro
PDQL-3anpoca.

V136exaTb NOBTOPEHNS Ha3BaHWI KOSIOHOK TabnuL, npy o6beguHeHNN 3anpoCOB MOXHO C MOMOLLbIO
ncesnoHNMOB. B kauecTBe ncespoHnma ang PDQL-3anpoca Bbl MOXeTe MCNo1b30BaTb OAUH LN
HEeCKOMNbKO CMIMBOJIOB, KOTOpble 6yayT Ao06aBNeHbl K Ha3BaHNSIM BCEX KOMIOHOK B Tabnuue ¢
pesynbTaTamum o6beanHeHns 3anpoca. Hanpumep, Npu NCNob3oBaHUy NCeBAOHNMA A KOMOHKM
Tabnuupl 6yayT MeTb HasBaHus 1, 2, ..., n, A1, A2, ..., An.
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> UYT06bl 06BEAVHNTD pes3ynbTaT BbIMOMHEHHOIO 3anpoca C pe3dynbTaToOM BbIMOJIHEHNA O0Yroro
3aripoca:

1. B rnaBHOM MeHIo BbibepuTe pa3nes AKTUBDI.
OTKkpoeTca cTpaHunLa AKTUBbI.
2. Begute 3anpoc Ha g3bike PDQL (cm. gokymeHT CrHTakcuce g3bika PDQL).
3. B maHenu dunnbTpauumn HaxmmTe N B pacKpbIBLUEMCS MEHIO BblIbepuTe NMyHKT
O6beanHeHwme.
OTkpoeTcs okHO O6beanHEHNe ¢ pe3yNnbTaToOM ApYyroro 3anpoca.
4. B none 3anpoc BBefuTe 3anpoc Ha a3bike PDQL.

C pe3ynbTaToM BbINOHEHWS 3TOrO 3anpoca 6yaeT o6benHeH pesybTaT paHee
BbInoniHeHHoro PDQL-3anpoca.

MpumeuaHue. Bbl MoxeTe ckonmpoBaTth ycrnoBue GuibTpauum, Haxas CCbifiky BecTaBUTb
yCJiOBME U3 COXPaHEHHOro 3anpoca 1 Bbibpas yCroBue 13 Crivcka.

5. Ecnu tpebyeTcs, B none NceBaoHMM 3anpoca BBeaVTe NCEBLOHM.

MpumeuaHume. NceBOOHNM 3anpoca MOXET COAepXaTb NAaTUHCKINE N PyCCKne 6yKBbl, Lndpbl,
3HaK nogyepkmnBaHns 1 gedunc; He MOXeT HaunMHaTbCs ¢ aeduca.

B crnicke KonoHKK, pocTynHbie Ans o06befguHEHNs 0TO6PAa3aTCa Ha3BaHNA BCEX KOIOHOK
Tabnuu,

6. Bnone YcnoBue o6beauHeHUs 3anpoca BeeanTe ycrnosne obbeqnHeHns (CM. GOKYMEHT
CuHTakcunc s3bika PDQL).

[na cospnanuns YC10BIS Hago NCnoJib30BaTb TOJIbKO Ha3BaHNA KOTOHOK Tabnuu U3 cnmcka
KonoHku, AOCTYynMNHbIe Ang o6beAnHeHus.

7. HaxmunTe kHonky NMpUMeHUTb.
3anpocbl 06befnHEHbI, pe3ynbTaT 0TO6Pa3nTCH B TabNMLLE aKTVBOB.

Ecnu Bbl XOTUTe perynspHo UcKaTb 1 aHann3npoBaThb AaHHbIX 06 aKTBaX C MOMOLLbIO ABYX
3anpocoB, Bbl MOXETe COXPaHNTb 06beANHEHHbIN 3ampoc.

6.2.6. PaboTa C nonb3oBaTeNbCKUMI 1 O6LWLIMMI 3anpocamu

Bbl moxeTe dunbtpoBath akTmBbl B MaxPatrol SIEM ¢ nomolubio 3anpocoB Ha g3bike PDQL.

B cucTteme npegycMoTpeHbl FOTOBbIe 3aMpochl ANg GunbTpauuy akTMBOB 11 HAaCTPOMKI
npencTaBneHns AaHHbIX O HUX B Tabnuue. DT 3anpochl pacrnonoXeHbl B Nankax, BNOXeHHbIX B
cTaHOapTHylo nanky CTaHAApTHbIE 3anpochl.

I'Ipwmeanme. Bbl He MOXeTe N3MeHATb Unun yOoanaTb CTaHOapTHbIe narnkuy 1 3anpochobl.
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[ns pelweHns pabounx 3agay Bbl MOXeETe CO3AaBaTh CBOV MOMb30BaTENbCKME 3amnpocChl 1 Nanku 1
nomeLlaThb X B CTaHAapTHyto nanky Monb3oBaTenbckue 3anpochbl. K nonb3oBaTenbCkum
3anpocam 1 narnkam He MMeeT [OCTyrna HUKTO, KpoMe 1x codpaTens. Kpome Toro, Bbl MOXeTe
co3faBaTb B CTaHOApPTHON nanke O6uwume 3anpochbl BAOXEHHbIe nanky (Ui nepemeLLaTb Tyaa
nonb3oBaTenbCcke Nnarnki) 1 3anpochl, K KOTOPbIM 6yAyT MeTb OCTYMN BCe MOSb30BaTENN CUCTEMDBI.

Ha cTpaHuLe AKTUBbI Bbl MOXeTe paboTaTb C MOMNb30BaTENbCKAMM 1 OGLLNMY BIOXEHHBIMMN
nankamu 1 3anpocamu.

B aTom pa3pene

CospaHune nankm 3anpocos (cMm. pasgen 6.2.6.1)

VismeHeHne nanku 3anpocoB. (cm. paznen 6.2.6.2)

YpaneHuwe nanku 3anpocoB (cMm. pasgen 6.2.6.3)

CoxpaHeHue 3anpoca (cMm. pasgen 6.2.6.4)

CozpaHue 3anpoca Ha OCHoBe cyllecTBytoLero (cm. pasgen 6.2.6.5)

VismeHeHne ycnosusg 3anpoca (cMm. pasgen 6.2.6.6)

I3meHeHne HasBaHuWs 1 pacrosioxXeHns 3anpoca (cMm. pasgen 6.2.6.7)

YnaneHune 3anpoca (cm. pasgen 6.2.6.8)

6.2.6.1. CozgaHune nankun 3anpocos

[ng yno6cTBa paboTbl Bbl MOXeTe co3fhaBaTb narnku, YTobbl MoMeLLaTb Tyaa 3anpochl Ans
dunbTpauny akTUBOB MO BbIGPaHHbIM KPUTEPUSIM.

> YTo6bl CO30aTh Nanky 3anpocoB.:
1. B rnaBHOM MeHIo BbibepuTe pa3nes AKTUBDI.

OTkpoeTcq cTpaHuLa AKTUBDI.

2. B naHenun 3anpochbl HaxmuTe
OTkpoeTcya okHO HoBasi manka.
3. B none HazBaHme BBeguTe Ha3BaHe Nanky 3anpocos.

4. B packpblBatoLLeMmcs criicke Pacnono)xeHue BbibepurTe narky, BHyTPW KOTOPOW TpebyeTca
co3faThb rnarky 3anpocos.

Mo ymonuyaHwmio nanka co3gaeTtcy BHyTpu nanku Monb3oBaTenbckue 3anpochbl.
5. HaxmwuTe kHornky Co3gaTb.
Manka 3anpocoB co3fgaHa.

Kpome Toro, Bbl MOXeTe NepernTi K Co34aHnIo Nanky BHYTPU yXe Co3aaHHOI Nankiy 3anpocos,
HaBe[as Kypcop Ha CO30aHHYI0 Manky 1 Haxas
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6.2.6.2. IameHeHne nankn 3anpocoB

Bbl MOXeTe nameHaTb HasBaHUS Nnanok 3anpocoB nin nepemellatb X B Aapyrune nanku.

>  YTO6bl N3MEHNTb Narky 3anpocos:

1.

5.

B rnaBHOM MeHI0 BbibepuTe pa3nen AKTUBBI.

OTkpoeTcq cTpaHuLa AKTUBDI.

B naHenun 3anpocbl HaBeOuTe Kypcop Ha narnky, HaxXMUTe : 1 B pacKpbIBLUEMCS MEHIO
Bbi6epuTe NyHKT MepemecTUTb N NepenMeHOoBaTb.

OTkpoeTcs okHO <HasBaHMe nanku>.
B none HoBoe Ha3BaHMe BBeaVTe Ha3BaHVe Narnkiy 3anpocoB.

B packpbiBatollemca crivicke Pacnono)eHue BbibepuTe narky, B KOTOPYIO TpebyeTcs
nepemecTuTb Nanky 3arnpocoB.

HaxmunTte kHonky CoXpaHUTb.

[Manka 3anpocoB n3MeHeHa.

6.2.6.3. YoaneHwe nanku 3anpocoB

Bbl moxeTe yYAoandaTb nankn 3arnpocoB. ﬂpl/l yoaneHumn nanky sCce BJIOXEeHHbIe Nankuy 1 3anpocCbl Takxe

6yayT yOaneHobl.

> YT06bI yOanuTb nanky 3anpocos:

1.

B rnaBHOM MeHI0 Bbi6epuTe pasnen AKTUBDI.

OTkpoeTcq cTpaHuLa AKTUBDI.

B naHenun 3anpocbl HaBeOuTe Kypcop Ha narky, HaXMUTe : , B PaCKpbIBLUEMCS MEHIO
BbiGepuTe NYHKT YAANUTb Nanky 1 npn Heo6xoanMoCTy NOATBEPANTE yaaleHune.

Nanka 3anpocoB yganeHa.

6.2.6.4. CoxpaHeHue 3anpoca

Bbl moxeTe COXpPaH4ATb yCnoBu4g 3anpocos OJigd CDVIJ'IpraLI,I/lI/I aKTNBOB, YTOGbI CMOb30BaTb NX
MOBTOPHO.
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YcnoBue 3anpoca MoXeT BKtoyaTb B cebs:

— ycnoeune dunbTpaunm akTneBoB Ha a3bike PDQL (cm. pasgen 6.2.2);

— HaCTpOeHHOe npefcTaBfeHne AaHHbIX 06 akTyBax B Tabnuue (cm. pasgen 6.2.3);

— yCnoBwWe rpynnumpoBKK AaHHbIX 06 akTBaX 1 napamMeTpbl UX aHanmn3a ¢ NoMOLLbO
MaTemaTumyeckux GyHkumi (cm. pasgen 6.2.4).

> YT06bI COXpaHNTb YCOBKe 3anpoca:

1.

6.

B rnaBHOM MeHI0 BbibepuTe pa3nen AKTUBDI.
OTKpoeTca cTpaHnLa AKTUBBDI.

[ob6aBbTe ycnosre 3anpoca B naHesnb GusbTpaunn.

B naHenn ¢nnbTpaumnm HaxmmTe N B pacKpbIBLUEMCS MEHIO BblibepuTe nyHKT COXpaHUTb
KaK HOBbIN.

OTkpoeTca okHo HoBbil 3anpoc.
B none Ha3sBaHue BBeaTe Ha3BaHe NMoib30BaTEbCKOro 3anpoca.

Ecnu TpebyeTcs, B packpbiBaloLemMcs crivicke Pacnono)eHue BoibepurTe narky, B KOTOPYO
TpebyeTcsa NepemMecTTb 3TOT 3anpoc.

HaxmunTte kHonky CoXpaHUTb.

YcnoBue 3anpoca CoxXpaHeHo.

6.2.6.5. CospgaHue 3anpoca Ha OCHOBE CYLLECTBYIOLLEro

Bbl moxeTe co3gaBaTb HOBble 3arpochbl Ha OCHOBE NMEeLWXCA 3anpoOCOB — CTaHOaPTHbIX, o6LwImx
N nonb3oBaTesIbCKUX.

> YT06bI CO3AaTD 3anpoc Ha OCHOBe NMeloLLLerocy:

1.

5.

B rnaBHOM MeHI0 BbibepuTe pasnen AKTUBDI.

OTkpoeTcd cTpaHuua AKTUBBI.

B naHenun 3anpocbl HaBeOuTe Kypcop Ha 3amnpoc, HAXMUTE ¢ 1 B PACKPbIBLLEMCS MEHIO
Bbl6epuTe NyHKT COXpaHUTb KaK HOBbIMN.

OTkpoeTcsa okHo HoBbIN 3anpoc.
B none Ha3sBaHue BBeuTe Ha3BaHMe MNOMb30BaTEIbCKOrO 3anpoca.

Ecnun TpebyeTcs, B packpbiBaloLLeMcs crivicke PacnonoeHue BbiGepriTe narky, B KOTOPYIO
TpebyeTca NepemMecTuTb 3TOT 3anpoc.

HaxmunTte kHonky CoXpaHUTD.

3anpoc co3aaH.
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6.2.6.6. lameHeHne ycnosus 3anpoca

>  YT06bl I3MEHNTb YCIoBMe 3anpoca:

1.

3.

4,

B rmaBHOM MeHI0 BbibepuTe pasnen AKTUBDI.

OTkpoeTca cTpaHuLa AKTUBBDI.

B naHenn 3anpocbl BbibepuTe 3anpoc.

Ycnosue 3anpoca 6yaeT no6aBneHo B naHenb GuibTpaumn.

ViameHnTe ycnoBue 3anpoca.

B naHenun ¢unbTpauny HaXMUTe : 1 B packpbiBLUEMCS MEHIO BblibepuTe NyHKT COXpaHUTD.

Ycnosne 3anpoca N3aMmeHeHo.

6.2.6.7. /1ameHeHne Ha3BaHNs 1 pacrnonoxXeHns 3anpoca

Bbl MoxeTe nameHaTb HasBaHNS 3arnpocoB Win nepemeLllaTtb X B opyrne narku.

MpumeuaHwue. Nocne nepemelLieHNd NONb30BaTENbCKOro 3anpoca B nanky O6uue sanpochbl
Opyrue nonb3oBaTenn CMOryT N3MeHdTb, NepemellaTb AN yaanuTb ero.

>  YT106bl N3MEHNTb 3arpoc:

1.

6.

B rnaBHOM MeHIo Bbi6epuTe pa3nen AKTUBBDI.

OTkpoeTce cTpaHuua AKTUBBI.

B naHenu 3anpocbl HaBeguTe Kypcop Ha 3anpoc, HaxmMmuTe

B packpbiBlIeMcs MeHIo BbiGepuTe nyHKT MepemecTuTb unu nepeMmMeHoBaThb.
OTkpoeTcs okHo <HasBaHMe 3anpoca>.

B none HoBoe Ha3BaHue BBea/TE Ha3BaHKe 3anpoca.

B packpbiBatollemcs cnnucke PacnonoxeHue BbiGepuTe narky, B KOTOpyio TpebyeTcs
nepemecTuTb 3anpoc.

Haxmunte kHonky CoXpaHUTb.

3anpoc N3MeHeH.

Kpome Toro, Bbl MOXeTe nepemellaTb 3arnpochl, HAXaB ¢ U B PaCKPbIBLLUEMCS MeHIO Bbl6paB MyHKT
MepeHecTn B o6wme 1 NMepeHecTn B NYHbIE.
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6.2.6.8. YpaneHue 3anpoca

> YT06bI YOanuTb 3anpoc:
1. B rnaBHom meHio BbibepurTe pa3nen AKTUBDI.

OTkpoeTca cTpaHuLa AKTUBBDI.

2. B naHenun 3anpocbl HaBeguTe KypCcop Ha 3anpoc, HaxmMmnTe
3. B packpbiBLIEMCS MEHIO Bbl6eprTE MYHKT YAaNUTb 3anpoc 1 NoaTeepanTe yaaneHne.

3anpoc yganeH.

6.2.7. 9KCnopT AaHHbIX 06 akTNBax B TAOANYHbIA CMINCOK

Bbl MOXeTe coxpaHuTb faHHble 06 akTBax B TaGANYHOM CMCKe A5 MOCNenyoLwero
NCMoIb30BaHS B MpaBuiax koppenauum n oboraweHns. INpun nsmeHeHnn gaHHbix 06 akTneax
3anucum TabanyHoOro Ccnmcka asToMaTyeck O6HOBASIIOTCS.
>  YT06bl 3KCNOPTUPOBATL AaHHble 06 akTUBax B TaGNYHbIA CMNCOK:

1. B rnaBHOM MeHIO BbibepuTe pasaen AKTUBDI.

OTKkpoeTcd cTpaHnLa AKTUBBL.

2. B naHenu Mpynnbl akTUBOB BbIGEpUTE OAHY W HECKOJIbKO Py, MO akTBaM KOTOPbIX
dopmMumpyeTcs TabANYHBIA CMINCOK.

MpumeuaHwue. [1n9 BbI6Opa HECKONBKMX Fpynn ncnonbdyinte knasuwy Ctrl.

3. B naHenu ¢ounnbtpaumn HacTponTe PDQL-3anpoc aaHHbIX 06 akTuBax (CM. JOKYMEHT
CwuHTakcunc s3bika PDQL), Hanpumep:
Select(@<Ha3BaHue nonsa 1>,@<Hassanne nona 2>,...)| Sort(@<HassaHwue nona AnA COpTUPOBKU>)

4. B naHenu NHCTPYMEHTOB HaXMUTE KHOMKY Co3paTb Ta6NINUHBIA CNNCOK.

B HoBow Bknagke 6pay3sepa oTkpoeTcd Beb-uHTepderc Knowledge Base Ha cTpaHuLe
HoBbi# Ta6NNUHDbIA CAUCOK.

5. B none HasBaHue BBeguTe Ha3BaHMe TabANYHOro Crimcka.
MpumeuaHue. B none OnucaHmue Bbl MOXeTe BBECTU /060 TEKCTOBbIA KOMMEHTaPUIA.

6. B packpbiBatowemcd cnucke Fpynnbl ycTaHoBuTe dnaxku y rpynn Knowledge Base, B
KoTopble 6yaeT nob6asneH TabANYHbIN CANCOK.

7. B packpbiBaowemcs cnucke HasaHaueHue Bbi6epuTe [laHHble 06 aKTMBaX.

8. ECnn HyXHO N3MeHNTb CRNCOK rpynn (Mo akTnBam KOTOPbIX GopMUpyeTcs TabnnyHbIii
CMNCOK), B packpbliBatoLlemcs cnvcke Fpynnbl akTMBOB yCTaHOBUTE biaXxky HanpoTuB
Ha3BaHWIA STUX rPYMM.
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9. Ecnun HyxHO 006aBUTb aKTUBbI 3 BIIOXEHHbIX FPyM, ycTaHoBUTe ¢naxok BkniouyaTb
BJIO)XKE€HHbI€ rPynnbl.

10. B none PDQL-3anpoc n3veHnTe 3anpoc K MOAENN akTBOB, yKa3aB Ha3BaHS KOTOHOK
TabnMyHOro cnncka, B BUAe:

Select(@<Ha3BaHue nona 1> as <HasBaHMe KOMIOHKM 1>,@<Ha3BaHue nons 2> as <Ha3BaHWE KONOHKMU
2>,...)| Sort(@<HassaHue KONOHKM ANA COPTUPOBKU>)

11. HaxmuTe kHornky O6HOBUTb CXEMY.
12. HaxmunTe kHonky Co3aaThb.

13. Ha cTpaHuue TabnumuHble cnUcKM B NaHeny [locTynHble CAUCKM BblibepuTe CO30aHHbIN
TabANYHBIA CMINCOK.

14. B naHenn MHCTPYMEHTOB HaxmuTe KHornky YetaHoBuTb B SIEM.

[aHHble 06 aKTBax aKCMOPTUPOBaHDI.

6.2.8. OKcnopT AaHHbIX 06 akTuBax B CSV-dann

[aHHble 06 akTBax B CCTEME MOTyT 6bITb MPefAcTaBeHbl B Biae Tabnuupl. Bel MoxeTe
3KCNopPTUPOBaTb OTOWNILTPOBAHHbLIE 1 CTPYMNMUPOBaHHbIE AaHHble 06 aKkTyBax 13 Tabnuubl B dann
dopmaTa CSV ong nocnegyioLlero aHanmaa.

>  UYT06bI 3KCMOPTMPOBATb AaHHble 06 akTUBax B dalin:
1. B rnaBHOM MeHIo BblibepuTe pa3nes AKTUBDI.
OTkpoeTca cTpaHnua AKTUBBI.

2. BbibepuTe 3anucu o6 akTrBax.

3. BHu3y Tabnuupl akTMBOB B COOBLLEHNN O KONMYECTBE BblIGpaHHbIX 3anncein HaxmmTe
Cuctema chopmupyeT CSV-daiin 1 BbIrpy3nT ero B TOKasbHYO Narnky, yKasaHHyo B
CBOWCTBax bpaysepa.

Cm. Takxe

dunbTpauung akTneoB ¢ nomousio PDQL-3anpoca (cm. pasgen 6.2.2)
dunbTpauuns akTnBOB Mo rpynne (cm. pasgen 6.2.1)

MpencTaBneHne gaHHbIX 06 akTnBax (cMm. pasgen 6.2.3)

MpynnupoBKa 1 aHanna AaHHbIX 06 akTUBax C MOMOLLBIO MaTeMaTUYecKnx onepaunii
(cm. pasgen 6.2.4)
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6.3. PaboTta ¢ KoHburypaumen aktnea

B psne cnyyaes (Hanpumep, Npy aHannse pesybTaToB CKaHNPOBaHNS) BaM HY>XHO BUAETb,
pasnn4yanncob nn KOHCI)VIpraLI,I/II/I Bbl6paHHOFO aKTnBa B [Ba pPa3HblX MOMEHTa BpeMeHI. Takxe Bam
MOXeT I'IOTpe6OBaTbCFI ncrtopmn4ga N3MEHEHWIN, rnpownsowegmnx ¢ aktmBoMm, YTO6bI HANTN B 3agaHHOM
NMpomMexXyTKe BpeMeH onacHble, Noao3punTesibHble NN NHTepeCHble N3MEeHEHNS aKTlBa.

B aTom pa3pene

BkcnopT nctopun KoHburypaumm aktnsa (cm. pasgen 6.3.1)

CpaBHeHIe KoHburypauun aktea (cm. pasgen 6.3.2)

CM. TaKkxke

PaccnepoBaHne nHumgeHTa (cm. pasgen 9.4)

6.3.1. OKCnopT ncTopum KoHGUrypaumnm akTnea

B psine cnyyaes (Hanpumep, Npy paccnefoBaHnmM MHLNAEHTOB UKW NpY aHannse pesysibTaToB
CKaHNPOBaHMs) BaM MOXET NOTpe60oBaTbCa NCTOPUS 3MEHEHWIA, MPON30LLEALNX C aKTVBOM.

ﬂpmmeanme. Bbl moxeTe SKCNopTuMpoBaTb NCTOPWUIO N3MEHEHWI TONbKO OJHOro aKkTuBa.

>  YT06bl 3KCNOPTUPOBATbL NCTOPUIO 3MEHEHWIA aKTMBa:
1. B rnaBHOM MeHIO BbiGepuTe pasnen AKTUBDI.
OTKpoeTca cTpaHuLa AKTUBDI.

2. B Tabnuue akTMBOB Bbl6epnTE aKTUB.

3. B naHenun nHCTpyMeHTOB HaXmMunTe
OTtkpoeTcs okHo MapameTpbl Ana aKkcnopTa.

4. BbibepunTe Nepuo BpeMeH, 3a KOTOPbI Bbl XOTUTE MNOYYNTb NCTOPUIO N3MEHEHNIA
KOHbUrypauum akTBa.

5. YcTaHoBuTe dnaxkiy s Hy>XHbIX BaM napamMmeTpoB KOHGUrypaLum akTBea.
6. Haxmute KHOMKy dKcnopTupoBaTh.

Cuctema chopmupoBana XML-dann n Bbirpy3una ero B SIokanbHyo Nanky, ykazaHHyio B
cBouncTBax 6paysepa. Pan conepxmT CTPYKTYPUPOBaHHOE NpeacTaBneHne ncTopum
N3MEHEHNI, NPON3OLIEeALINX C akTIBOM 3a BblGpaHHbI Nepuos BpeMeHy, C y4eTOM BblbpaHHbIX
napameTpoB KOHbUIrypaLm akTuBa.
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6.3.2. CpaBHEHME KOHPUIypaLniA akTNBa

B pse cnydaes (Hanpumep, Npu paccnefoBaHN MHLMOEHTOB UAW NpY aHanmnse pesynbTaToB
CKaHNpPOBaHMs) BaM MOXeT NoTpeboBaTbcs MHGOPMaLMS O TOM, pasnnyanich 1 KoHdUrypauum
O[HOrO NN HECKONbKIX BbIGPaHHbIX aKTUBOB B iBa Pa3HbIX MOMEHTa BPEMEHW.

MpumeyaHwue. Ecnuv Ha nto6oii 13 BbIGpaHHbIX BaMW MOMEHTOB BPEMEHM akT/B He CyLLLeCTBOBa,
TO cucTema byneT cunTaTb, UTO B STOT MOMEHT BPEMEHU akTUB He coaepas H OfHOro
anemMeHTa.

>  YTO6bl CpaBHUTbL KOHUrypaumm ogHOro NN HECKONbKIX akTUBOB:
1. B rnaBHOM MeHIo BblibepuTe pasgen AKTUBDI.

OTkpoeTcd cTpaHuua AKTUBBI.

2. BbibepuTe akTuBbI B TabnuLe.

3. B naHenn nHCTpyMeHTOB HaxmMmuTe

OTKpoeTcs okHo CpaBHeHue KoHpurypauuin ansa <N> akTMBOB.
4. BbibepunTe MOMEHTbI BDEMEHU, Ha KOTOpble ByaeT NPOon3BOANTLCS CPaBHEHME KOHOUIypaLni.
5. Haxmute kHonky CpaBHUTD.

OTKpoeTcs cTpaHuLa Co CNNCKOM aKTUBOB.

6. Ecnun tpebyeTcs, B naHenn MHCTPYMEHTOB BK/loUnTe TONIbKO U3SMEHEHMUS, YTOObI UCKITIOUNTD
13 NPOCMOTpPa Te aKTBbI, MO KOTOPbIM HE 6bINO N3MEHEHNIA.

MpumeyuaHue. Bbl MoxeTe NpoCcMOTPeTb NOAPO6HbIN pedyfibTaT CpaBHEHNS KOHOUIypaLnii,
Bbl6paB NHTEePECYIOLWNIA BaC aKTuB.

MpumeuaHwue. Takke Bbl MOXeTe akcrnopTupoBaTb B XML-daiin pesynbtaTbl CpaBHEHNS
KOH®Urypaumi no KHornke DKCnopT.

6.4. Tononorua cetn. PaboTa C kapTon ceTtun

PeanbHble cBA3M MexXay akTBaMU B CETY NpeAcTaBneHbl B Buae kapTol ceT. OHa CTpouTCs Ha
OCHoOBe HbopMaLm 06 akTBE UKW Fpyrnne akTMBOB. TOMOMNOr1s CeTn 0TO6paxaeTcs Ha CTpaHuLe
AKTUBbI Ha BK/1agke Tononorus. BepwnHamu rpada aBAsoTCS akTUBbI ceTn, a pebpamiyi — CBS3U
MeXay HAMN.

CBs31 Mex[y akTMBamMmn 0TO6paxaloTCs Ha KapTe Ha OCHOBE AaHHbIX 06 akTBE, MOMYyYEeHHbIX NP
CKaHNpPOBaHNN CeTn B pexunme 6enoro gwmka (mogynem audit). Ecnvn gaHHble akTiBa U3MeHnnmnchb,
TO MOC/Ie CKaHNPOBaHWNS KapTa O6HOBUTCS.

C nomolLwpto KapTbl CeTh Bbl MOXeTe BbIAB/IATb:
— CB43U MeXay akTnBamu;

— OTCyTCTBUE HEeOob6XOaAMMbIX CBS3el MeXay aktnBamu,
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— OLUNBKM HAaCTPOWKIM akTUBOB (HanpumMmep, 06beanHeHHbIe B KnacTep MapLlpyTi3aTopbl MMeoT

pasHble napameTpbl);

— Npo6nemMbl apXUTeKTypbl ceTu (HanprMep, akTUBbI N3 OQHON CETY NMEIOT pasHble CeTeBble

Macku);

— TMOCTOpPOHHEe 060pyAOBaHNe, MOAKTIOYEHHOE K BHYTPEHHIM CETSIM.

[ns yno6cTBa Kaxaplil TUM akTBa Ha KapTe CeTn MMeeT CBOe rpaduyeckoe o603HaueHme.

Tabnuua 1. paduyeckmne o603HaYeHNS akTUBOB Ha KapTe ceTu

Tun akTuBa

Fpaduueckoe o603HauYeHUne

Pa6oyada cTtaHuung

Cepsep

MapLwpyTtnsatop

CeTeBoll KOMMyTaTOP

MexceTeBow akpaH

Touka gocTtyna

HewnsBecTHOe ceTeBOe yCTPONCTBO

CeTeBoll npuHTEpP

Yaen

CeTb

Cnyx6a kaTtanoros Microsoft Active Directory

['mnepBusop

KoHTponnep yoaneHHoro ynpasneHus cepsepom (iDRAC
nnn iLO)

B aTom pa3pene

HacTpolika oTo6paxeHuns akTMBOB Ha kKapTe ceTu (cMm. pasgen 6.4.1)

MpocmoTp nHpopmauumn o6 aktnee (cM. pazagen 6.4.2)

[JocTmxMocTb Mexay akTuBamu (CM. pasgen 6.4.3)

[Mepexop K paboTe ¢ COBBITUSIMU 1 MHLUUOEHTaMU 13 Tabnuusl akTneBoB (CM. pasgen 6.4.4)

Mepexop k paboTe ¢ COBbITUIMU 1 UHLMOEHTaMN C KapTbl ceTn (cM. pasgen 6.4.5)

OkcnopT Tononornn akTneos (cMm. pasnen 6.4.6)
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CozpaHue 3agaun Ha c6op cobbITUI C akTnBa 13 TabnuLbl akTMBOB (CM. pasnen 6.4.7)

CospaHue 3agayn Ha c6op cobbITUIA ¢ akTuBa (CM. pasgen 6.4.8)

6.4.1. HacTpovika oTobpaxeHns akTUBOB Ha KapTe CeTu

Ha Bknagke Tononorus Bbl MOXeTe:

— UN3MEHHTb YMCIIO aKTUBOB B CETU, OTOBpaxaeMblX Ha KapTe CeTu;
— UN3MEHATb OTOBpaxeHue KapTbl CeTh B paboyelt 061acTu;

— OoTOo6paxaTb NN CKPblBaTb Ha3BaHWNS aKTVIBOB Ha KapTe CeTu.

Bbl MOXeTe HacTpanBaTb OTO6paxeHe akTBOB Ha KapTe CeTy A9 OAHON W HECKOMbKIX Ipynmn
akTuBoB. [1ng yno6cTBa paboThl C CUCTEMOW BUL KapTbl CETU COXPAHSETCS A1 KaXao y4eTHON
3anucu nonb3oBaTens.

Kpome Toro, Bbl MOXeTe N3MeHSITb PacroNoXeHne akTBOB Ha KapTe CeTN KYPCOPOM.

>  YTO6bl BEPHYTb BUA KapTbl CETU MO YMONYaHNIO,

B NaHesiM NHCTPYMEHTOB HaXXMUNTe KHOMKY PacnonoxuTb y3/bl MO YMOJIYaHMUIO.

Bbi6op KonMuecTBa aKTUBOB

Mo ymon4yaHumIo Ha KapTe ceTu oTobpaxatloTcs He 6onee 20 akTVBOB, BXOOSLWMX B O4HY CETb. Bhbl
MOXeTe N3MEHNTb 3TO MaKCMasibHOe YMCIIO akTUBOB. Hanpumep, ecnn Heo6xoanmmo NpoCcMoTPeTb
BCe aKTMBbl, BXOOSLLNE B CETb.

>  YTO6bI BbIGPaTh MakCumMasbHOe YACNO akTNBOB, OTO6paxaeMblX AN OLHON CeTu:
1. B rnaBHom meHio BbibepurTe pa3nen AKTUBbI.
OTkpoeTca cTpaHuLa AKTUBBDI.
2. B naHenn nHCTpyMeHTOB BblbepunTe BkNaaky Tornonorus.

OTo6pasmnTcs kapTa ceTu.

3. B naHenu nHCTpyMeHTOB HaxXMuTe
OTKpoEeTCa OKHO HaCTPOWKW BAa KapTbl CETW.
4. YKaxunTe YnCno akTUBOB B Nosie YMeHblUaTb y3/bl B ceTaX 6onblue <Uucrno> y3oB.

Ha KapTe on4g Kaxgonm cetin 0To6pa>|<eHo Bbl6paHHoe YMNCJ10 aKTNBOB.

Bbi6op oTO6paXkeHNs KapTbl CeTH

Bbl MoxeTe BbIGpaTbh 0TOBpaxeHs KapTbl CeTU B paboyeil 061acTi — C NPOKPYTKOW nnn 6e3
NPOKPYTKMN.
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Ecnu Bbi6paH BapuaHT 63 NPoKPYTKY, TO Ha KapTe CeTW Bbl BUANTE BCE aKTVBbI 1 CBA3M MeXay
HuMK. KapTa ceTun 3aHMMaeT BCo pabouyio 06n1acTb, ee MacLluTab 3aBNCUT OT KOMYeCTBa akTUBOB.

Ecnu BbibpaH BapmaHT C NPOKPYTKOW, TO MacLuTab 0ToO6paxeHs akTBOB Ha KapTe ceTn
yBenunumaeTtcs. KapTa ceTu BbIXOAMT 3a npegenbl paboyert o6nacTtu.

> YT06bI BbIGpaTb OTOBPAXEHNE KapTbl CEeTY B paboyell 061acTu:
1. B rnaBHom meHio BbibepurTe pa3gnen AKTUBbI.
OTkpoeTca cTpaHuLa AKTUBBDI.
2. B maHenun nHcTpyMeHTOB BbibepuTe BK1agky Tononorus.

OTo6pasmnTcs kapTa ceTu.

3. B naHenu nHCTpyMeHTOB HaxXMuTe
OTKpoeTCa OKHO HaCTPOWKW BAa KapTbl CETU.
4. BbibepunTe OAVH N3 BapUaHTOB:
- Ecnn BBl XOTNTE BMOeTh Cpasy BCe akTUBbI Ha KapTe CEeTU, BbIKTIOUNTE NMPOKPYTKY.

- Ecnn Bbl xoTnte YBEJTNYNTb mMacLuTab OTO6pa)KeHVI9| aKTMBOB Ha KapTe CeTu, BKiio4nTe
MPOKPYTKY.

KapTa ceTu oTo6paxaeTca B paboyeli 061aCT B COOTBETCTBUN C BbiGpaHHbIM BapUaHTOM.

BbiknloueHne oTob6paxeHns Ha3BaHU akTUBOB

Mo ymonyaHuMto Ha kKapTe ceTn oTo6paxaloTcs Ha3BaHNS akTUBOB. Bbl MOXeTe BbIKOUNTb
oTO6paxeHne Ha3BaHWIA akTUBOB. Hanpumep, ecnv Ha aKpaHe CMWKOM MHOIO akTUBOB 1 X
Ha3BaHVA 3aTPYLHSIOT BOCNPUATIE MHPOPMALIN 1 paboTy C KapTol CETU.

>  YTO6bI BbIKNIOUNTD OTOBPaxXeHne Ha3BaHNI akTUBOB Ha KapTe:

1. B rnaBHOM MeHIo BbibepuTe pasnesl AKTUBBI.
OTKkpoeTca cTpaHnLa AKTUBbI.

2. B naHenu nHcTpyMeHTOB BbibepuTe BKNagky Tononorus.
OTo6pasunTcs kapTa ceTul.

3. B naHenn nHCTpyMeHTOB HaxXmMunTe
OTKpoeTCa OKHO HAaCTPOWKW BAa KapTbl CETH.

4. Bblkniounte oTo6paxeHne Ha3BaHWI y3/10B 1 CeTEN.

OTo6pa>KeH|/|e Ha3BaHWI aKTUBOB Ha KapTe BbIKJTIOYEHO.

Pa6oTa ¢ akTuBamun 85



6.4.2. pocmoTp NHPopMaLunm 06 aKkTnee

Ha kapTe ceTn oTo6paxatoTcs akTuBbI, yAOBNeTBOPSIoLLME yCnoBusM dunbTpa. Bol MoxeTe BbiGpaTb
NGO akTNB NN CBA3b MEXAY akTuBaMuy, YTO6bl MPOCMOTPETb NOAPOBGHYI0 MHDOPMALMIO O HUX.

AKTUBbI, yooBneTBopsoLLne yCNoBUSGM GbunbTpa, HO He BbibpaHHbIe Ha KapTe, He N3MEHSIOT LBeT EI
AKTUBBbI, BbiBpaHHble Ha KapTe, BblAeNeHbl CUHUM LIBETOM IQ AKTVBbI 1 CBA3W MexXay aKTBamMu, He
YAOBNETBOPSOLLMMY YCNOBUSM GUIbTPA, UBMEHSIOT LIBET Ha CepbI

KHonkn n MO3BONSIOT CBOPaUMBaTh 1 pa3BopaynBaTh COLAEPXMMOe akTUBOB Tuna «CeTby.

Mo HaxaTuio Ha aKTVB OTKPbIBAETCH OKHO C 6a30BOI MHbOPMaLEN O HEM — MUHN-KaPTOYKa aKTuBa.
Mo ccbinke KapTouka akTMBa Bbl MOXETE NepenTi K MPOCMOTPY COCTOSHISA aKThBa.

[nga akTmBa Tvina «CeTb» B OKHE C MHPOpMaLMen Ha Bkagke CBOMCTBA OTO6paXaloTCs napameTpbl,
a Ha Bkiagke AKTUBbI — CMINCOK akTUBOB.
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¢~ 198.51.100.0/15 H A %
CeoicTea AKTHKBDI (3)
2 Tun HaseaHwe IPv4-agpec MAC-agpec
y ?  203.0.113.22() 203.0.13.22
El 192.0.2.18() 192.0.2.18 00:50:56:A6:40:0A
El 198.51.100.22 () 198.51.100.22 00:50:56:A6:68:BF

PucyHok 11. NMpocmoTp cnucka akTuBOB 415 akTyea Tuna «CeTb»

Mo HaxaTuio Ha CBA3b MeXay akTUBamMy OTKPbIBAETCS OKHO C MHPOPMaLMen O TUMne akTBOB, UX
napameTpax 1 O CBA3W MeXay HAMMU.
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PucyHok 12. MpocmoTp nHpopmaumnm o CBS3N Mexay akTusamm

> YT06bI CBEPHYTb OKHO C MHbOPMaLen 06 akTUBE UK CBA3MN MeXAY akTnBamu,
HaxMuTe
> YT06bl 3aKPbITb OKHO C HpOpPMaLel 06 akTUBe NN CBA3M MexXay akThBamu,

HaXmMmumnTte

6.4.3. JoCTUXMMOCTb MeXay akTuBamu

LocTmknMocTb — 3TO CBOWCTBO akTVBa U rpynrbl akTVBOB, O3HaYaloLLee BO3MOXHOCTb UX
B3aMOLENCTBNS C APYrMMI aKTUBaMU 11 rpynnamMmu akTueoB B ceTu. [yTb Mexay AOCTUXUMbIMUA
aKTUBaMu 1 rpynnammn akTMBOB (MapLLpyT) onpenenseTcs BblbpaHHbIMUN NapameTpami
LOCTUKMMOCTN.
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C nomolLLpio pacyeTa 4OCTUXUMOCTY Bbl MOXETE:

— KOHTPONMPOBaTb AOCTYMHOCTb aKTUBOB 1 Py akTBOB B CETU;

— NPOBEPSTb NPaBUIbHOCTb YCTAHOBKYM 1 HACTPOWKN CETEBbIX YCTPOWNCTB;
— NpoBepsTb PaGoTy NOANTIK AOCTYMa K aKTUBaM 1 rpynnam akTUBOB;

— YTOYHSTb CMICOK aKTUBOB U MPYMM akTBOB, KOTOPbIE HYXXHO NpoaHann3npoBaTb BO Bpems
ayaomnTa;

— BbIIBNATb akKTUBbI 1 FPpynrbl akTBOB, NpeacTaBgtolmne yrposy VB, n nx ceasn c apyrnmm
aKTnBamMun 1 rpynnammn akTmnBoB.

Bbl MOXeTe paccumnTaTb AOCTUXUMOCTb OT OQHOIO akTuBa 1 (Mnn) rpynnbl akTVBOB U BCEX akTUBOB
N ceTeBbIX aApeCcoB K akTuBY 1 (1K) rpynne akTBOB, CETEBOMY afpecy, Anana3oHy CeTeBblX
appecos.

Bbl moxeTe nepenTu K pacyeTy OOCTUXKMMOCTU MO KHOMKEe PacueT poCcTMXMMOCTMU B NaHenn
NHCTPYMEHTOB.

B aTom pa3pene

PacueT pocTmxmmocTin oT akTuBa (cM. pasgen 6.4.3.1)

PacueT pocTmxummocTi K akTuBy (cMm. pa3gen 6.4.3.2)

6.4.3.1. PacyeT OOCTMXNMOCTW OT akTuBa

Bbl MOXeTe paccumnTaTb OCTUXUMOCTb OT BbIGPaHHOro akTuea 1 (1nn) rpynnbl akTUBOB K ApYyromy
aKTUBY 1 (UK) rpynne akTMBOB, CETEBOMY afpecy, AnanasoHy CETEBbIX afpeCcoB.

>  YTO6bl paccumTaTh OCTUXMMOCTb OT aKTUBa:
1. B rnaBHom meHio BbibepurTe pa3nen AKTUBbI.
OTKpoeTca cTpaHuLa AKTUBBDI.
2. BblbepuTe akTuBbI B TabnmLe.
3. B naHenn nHCTPYMEHTOB HaXMUTE KHOMKY PacuyeT OCTMXXMMOCTHM 11 B PaCKPbIBLLEMCS
MEHIO BblbepuTe MyHKT Kyna oTKpbIT gocTyn.

B HoBoW Bknagke 6pay3epa OTKPOeTCs CTpaHuLla AKTUBbI, B TabnnLe akTMBOB 6yOyT
oTobBpaxaTbcs Bbl6paHHble akTuBbl. B naHenn Tononorus oTkpoeTcs okHo PacueTr
AOCTNXMUMOCTM.

AKTIBbI, OT KOTOPbIX PacCUYNTbIBAETCS AOCTUKNMOCTb, YKa3aHbl B 6J10Ke NapamMmeTpoB
UcTouHuKM.

4. B 6noke napameTpoB Llenu BoibepuTe KOHEUHbIE TOUKN MapLLIPYTOB.
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5. Ecnun TpebyeTcs, yKaxuTe OONONHNTENbHYIO MHPOPMALIMIO O MPOTOKOIaX 1 MOpTax Lenu no
ccblfike YTOUYHUTb NPOTOKOJbI U NOPTbI LieNN.

6. Haxmute kHonky PaccuntaTb MapLupyThbl.
Cuctema chopmMmpyeT CNNCKN OCTYMHbIX Lefein 1 MapLIpyTOB K HAM.

[ocTynHble ceTeBble agpeca 1 MapLpyTbl K HAM 0TO6pa3aTcs Ha Bknaake JJocTynHble.

7. Ecnun TpebyeTcs, Mo KHOMKe =+ Bbi6epuTe Cnocob rpynnupoBK MapLUpyTOB.
8. Bblb6epuTe KOHEYHYI0 TOUKY MapLupyTa.

B packpbiBatoLemca 6510ke 0To6paxanTcsd MapLUPYTbl AOCTVXNMOCTY BbIBpPaHHOW Lienu,
CrpynnumpoBaHHble Mo Napam «NpPOoTOKO — NopT». [118 MapLIpyTOB Takxke MOryT 0To6paxaTbCs
npaswia MapLpyTusauum, TpaHcnsaumm cetesbix agpecos (NAT) n cnnckos ynpaBneHns
pocTtynom (ACL).

MapLpyT LOCTMXUMOCTI OTOBPaxXaeTCs Takke Ha KapTe CceTu.

Kpome Toro, Bbl MOXeETe NepelTil K pacyeTy OOCTUXIMMOCTY NO KHOMKe PacueT pocTMXXMOCTH
Ha BkNnagke Tononorus.

6.4.3.2. PacueT 0OCTMXNMOCTIN K aKTUBY

Bbl MOXeTe paccunTaTb OOCTMXUMOCTb OT akTuBa 1 (1) rpynnbl akTUBOB VN BCEX aKTUBOB U
CeTeBbIX apecoB K BbibpaHHOMY akTuBY 1 (1n) rpyrne akT/BOB.
> YT06bI paccunTaTb OCTMXMMOCTb K aKTUBY:
1. B rnaBHOM meHio BbibepunTe pa3nen AKTUBbI.
OTkpoeTcy cTpaHnua AKTUBBI.
2. BblbepuTe akTuBbI B TabauLe.
3. B maHenu nHCTpyMeHTOB HaXmMuTe KHOMKY PacueT gocTMXMMOCTHU 11 B pacKpbiBLLEMCS
MeHI0 BblbepunTe NyHKT . OTKyAa OTKPbIT BOCTYN.

B HoBoOIM Bknagke 6pay3epa OTKpoeTCs CTpaHuLa AKTUBbDI, B Tabnuue akTUBOB ByayT
oTobBpaxaTbcs Bbl6paHHble akTuBbl. B naHenn Tononorus oTkpoeTcs okHo PacueTr
AOCTMKMMOCTH.

AKTUBBbI, OT KOTOPbIX PACCUNTLIBAETCS AOCTMXKIMOCTb, YKa3aHbl B 6510ke napameTpos Llenu.

4. Ecnwn TpebyeTcs, yKaxuTe 4ONONHUTENbHYIO MHPOPMAaLMIO O MPOTOKOMaX 1 MopTax Lesn rno
ccblfike YTOUYHUTb NPOTOKOJ/bI U NOPTbI LieNN.

5. B 6noke napameTpoB MCTOUHUKM BbiGepuTe HavyasbHble TOUKN MapLUpyTOB. HauanbHbIMM
TOUYKaMM MapLUPYTOB MOTYT 6bITb akTUBbI, FPYMMbl aKTUBOB W BCE aKTUBbI 1 CeTeBble
agpeca.

6. Haxmute kHOMky PaccuntaTb MapLupyThbl.
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CucTtema chopmMmpyeT CANCKN AOCTYMHbIX UCTOYHNKOB 11 MapLUPYTOB K BbI6paHHbIM akTBaM.

7. Ecnu TpebyeTcs, Mo KHOMke BblbepuTe CNOCO6 rpynnNMPOBKN MapLLPYTOB.
8. BbibepuTe HayanbHy TOYKY MapLUpyTa.

B packpbiBatoLlemcs 6/10ke 0To6paxaloTCs MapLUPYTbl AOCTUXMOCTI Bbi6paHHON Lienu,
CrpynnupoBaHHble MO Napam «MPOTOKOM — NMOpPT». [119 MapLIpyTOB Takxke MOryT 0To6paxaTbCs
npaBuia MapLpyT3aunm, TpaHecnauum ceteBbix agpecoB (NAT) 1 CNMCKOB yrpaBneHuns
poctyrom (ACL).

MapmpyT OOCTVDKNMOCTN OTO6pa)KaeTC9| TakKXe Ha KapTe ceTu.

Kpome Toro, Bbl MOXeTe NepeliTl K pacyeTy AOCTUXIMMOCTY MO KHOMKe PacueT pocTUXXMMOCTH
Ha Bknagke Tononorus.

6.4.4. lNepexopq K paboTe C CO6bITUAMMN N NHUNOEHTAMIN N3
TabnunLbl aKTNBOB

13 TabnuLbl akTVBOB Bbl MOXETE MNepenT K paboTe C COBbITUSMYI 1 MHUNAEHTaMU, CBA3aHHbIMU C
BbIGPaHHbIMI akTBaMu, @ TakxXe HalTu 3agayun no c6opy AaHHbIX.

>  YTO6bl NepenTn N3 Tabnuupl akTMBOB K paboTe C COBbITUAMM:
1. B rnaBHOom meHio BbibepurTe pa3nen AKTUBbI.
OTkpoeTca cTpaHuLa AKTUBBDI.
2. B Tabnuue aKTnBOB BblbepunTe akTUB.

3. B naHenn nHctpymeHTOB BblbepunTe KHONMky HaTu 1 B packpbiBLUEMCS CniCKe Bbibepute
nyHkT HaWTn co6biTus.

OTkpoeTca cTpaHuLa CobbiTUS. B paboueli 06nacTi oTo6pasnTcs CrNCOK COBbITUIN, CBA3aHHbIX
C BbI6paHHbIM aKTVBOM.

Takxe Bbl MOXeTe UckaTb MHUMOEHTbI 11 3aga4dn no C60py OaHHbIX, CB43aHHble C Bbl6paHHbIM
aKTnBOM.

6.4.5. lNepexopn K paboTe C COObITUAMIN N MHLMAEHTaMIN C
KapTbl CETU

V3 KapTbl CETW Bbl MOXeTe nepe|7|TV| K pa60Te C COBbITUSAMIW 1 NHLMAEHTAMMW, CBA3aHHbIMI C
Bbl6paHHbIM aKTBOM.

> YT06bl NepenTi K paboTe C COBbITUIMN N3 KapTbl CETU:

1. B rnaBHOM MeHIo BblibepuTe pa3nesl AKTUBDI.
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OTkpoeTcd cTpaHnua AKTUBBI.

2. B naHenn nHCTpyMeHTOB BbibepuTe BkNagky Tononorus.
OT06pasnTcsa kKapTa CeTu.

3. BblbepuTe akTUB Ha KapTe ceTu.

OTKpoeTCcs OKHO ¢ MHdOopMaLVen 06 akTnBe.

4. HaxmunTte KHOMNKy N B pacKpbIBLUEMCS MeHI0 BblibepuTe nyHKT HanTn co6biTus.

OTkpoeTca cTpaHuLa CobbiTUS. B paboueli 06nacti oTo6pasnTcs CANCOK COBbITUIR,
CBS3aHHbIX C BbI6PaHHbIM aKTVIBOM.

Kpome Toro, ns okHa ¢ nHbopmaLmen o6 akTBe Bbl MOXETE NepeiTn K paboTe C UHUMgeHTaMu,
Bbl6paB B MEHI0 nyHKT HaWTn MHUMAEHTDI.

6.4.6. OkcnopT TONOAOrnym akTnBoOB

MaxPatrol SIEM cobupaeT nHdopmauumo 06 akTuBax B CETW 1 NpeacTaBnseT ee B Buae KapTbl. Bl
MOXETe 3KCMOPTUPOBAaTb HACTPOEHHYIO TOMOMOTMIO CETU B Buae rpadunyeckoro ¢anna ons
nocnepymloLero aHanmsa.

>  YTO6bl 3KCNOPTNPOBAaTb TOMOMOTMIO CETH:
1. B rnaBHOm meHio BbibepurTe pa3nen AKTUBbI.
OTkpoeTcy cTpaHnua AKTUBBI.
2. B naHenn nHCTpyMeHTOB BblbepunTe BkNaaky Tornonorus.

OTo6pasmnTcs kapTa ceTu.

3. B maHenu nHCTpyMeHTOB HaxmuTe KHOMKy . CKauvaTb 11 B pacKpbIBLLUEMCS MEHIO BbiGepuTe
dopmart rpaduyeckoro danna: PNG nnmn SVG.

Tononorug cetn SKCnopTuMpoBaHa.

6.4.7. Co3paHune 3agaun Ha c60p COBbITUI C aKTnBa N3
TabnunLbl aKTNBOB

Bbl MoxeTe nonyyaTtb HGOPMAaLIMIO O COBLITUSX, MPON3oLLeLLNX Ha akTuBax. [1ng aToro TpebyeTtcd
cosfaTh 3agady Ha c6op CobbITWI C BbIGPaHHOro akTuBa. Bbl MoXeTe co3naTh Takylo 3agady 13
TabnnLbl aKTVBOB.

> YT06bl CO3MaTb 3afadvy Ha C6op COBbITUIA C akTNBa:

1. B rnaBHOM MeHIo BblibepuTe pa3nesl AKTUBDI.
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OTkpoeTcq cTpaHuLa AKTUBbDI.

2. B Tabnuue aKTnBOB BblbepunTe akTUB.

3. B naHenu nHCTpyMeHTOB HaXMuTe
OTkpoeTcd cTpaHuua Co3paHue 3agaum Ha c60p AaHHbIX. BbibpaHHbI akTUB yKasaH B MaHesnu
Llenu c6opa AaaHHbIX B Nosie AKTUBBDI.

Cm. Takxe

CospaHue 3agaydn Ha cb6op gaHHbIX (cM. pasgen 7.4.1)

Pa6oTa c 3agayamu (cm. pasgen 7.4)

6.4.8. CospaHue 3agadn Ha cC60p COObITUI C aKkTNBa

Bbl MOXeTe nonyyaTb MHOPMALMIO O COBbITUSX, MPON3OLIEeALLINX Ha akTuBax. [1i1s aToro TpebyeTcs
cosfaTh 3afgady Ha c6op CobbITUI C BbIGPAHHOrO akTuBa. Bbl MoOXeTe nepeiiTi K co3naHunio Takol
3afa4yn N3 KapTbl CETW.

> YT06bl NepelTi K CO3aaHNI0 3ada4n Ha C60p COBbITUN C akTUBa:
1. B rnaBHOM MeHIO BbiGepuTe pasaen AKTUBDI.
OTKpoeTcH cTpaHuLa AKTUBBI.
2. B naHenu nHcTpymeHTOB Bbi6epuTe BKaaky Tononorus.
OTo6pasnTca kapTa CeTul.

3. BbibepuTe akTUB Ha KapTe ceTu.

4. HaxmuTe : 1B packpbiBLIEMCS MeHto BbibepurTe nyHKT Co3aaTb 3agavy no cé6opy
AaHHbIX.

OTkpoeTcd cTpaHnLla Co3gaHue 3agaum Ha c60p AaHHbIX. BbibpaHHbI akTVIB yKasaH B NaHesnu
Llenu c6opa gaHHbIX B nosie AKTUBBI.

Pa6oTa ¢ akTuBamun 93



/. C60p gaHHbIX

MpumeuaHue. MP 10 Collector moxeT ofHOBpeMeHHO cobupaTb CobbITug He 6onee yem ¢ 1000
KIMEHTCKIX KOMTMbIOTEPOoB 1nn He 6onee yem ¢ 500 cepBepos.

C6op paHHbIx B MaxPatrol SIEM BbinonHseTcs komnoHeHToMm MP 10 Collector. KOMMoOHeHT nmeeT
MOLY/TbHYIO CTPYKTYPY 1, B 3@BUCUMOCTU OT UCMOSb3YEMbIX MOLYEN, MOXET BbIMOMHATb PasfnyHble
3agaun rno cbopy AaHHbIX 13 IT-nHdpacTpyKTypbl opraHnsaunn. Mogynm MOXHO pasgennTb no
TUNam cobupaemMblix aHHbIX Ha cnegyloLme rpynmbi:

— Moagynum ayanta — npenHa3HaveHbl 0Jid noncka aktmBoB U C6opa I/IH(bOpMaLLVIVI O HINX;

— MaccuBHOro c6opa cobbITUA — NpeaHa3Ha4YeHbl 415 npriema cobbITUIA, OTNPaBASEMbIX
NCTOYHNKaMU;

— MOHUTOPWHra — npeaHasHadeHbl Ang c6opa cobbiTui cpasy Nocre perncTpauumn nx Ha
NCTOYHIKAX;

— MOZyNn Ans Nepuoamnyeckoro c6opa CobbITUIA, COXPaHEHHbIX Ha NCTOYHMKAX.

[lns HacTpoliK MoayNs N yKa3aHns 0CobeHHOCTel c60opa CobbITUA C KOHKPETHOO MCTOYHMKA LN
cbopa nHpopmaLmm 06 akTBe A1 MOLYell CO3[aTCS LWabnoHbl HACTPOWKK — npodunn. [1ns
LOCTyMa K UCTOYHVIKY W aKTUBY B MapameTpax Npoduns MOXHO BblibpaTb YYETHYIO 3aMiCh.

B aTom pa3pene

Pa6oTa ¢ yuyeTHbIMU 3anucsamu (cMm. pasgen 7.1)

Pa6oTa co cnpaBoyYHukamu (CM. pasgen 7.2)

Pa6oTa ¢ npodunamu (cm. pasgen 7.3)

Pa6oTa c 3agayamun (cm. pasgen 7.4)

MOHWTOPWHI 4OCTYMHOCTN akTNBOB (CM. pa3gen 7.5)

MOHUTOPWHI MCTOYHNKOB COBbITUN (CM. pa3nen 7.6)

7.1. PaboTa C y4eTHbIMI 3anncamum

YueTHble 3anucu ncnonbaytorcs MP 10 Collector ans ayTeHTudmkauum 1 noBbILLEHNS NpUBUNErnia Ha
NCTOYHIMKE COBBITUIA NN akTuBe. [Npn fo6aBNeHNN y4eTHON 3anncu Bbl MOXETE yKasaTb OQHY UK
HEeCKONbKO MEeTOK, COOTBETCTBYIOLLMX MeToady cbopa AaHHbIX, Py KOTOPOM OHa byaeT
ncnonb3oBatbes. [106aBndTb, UISMEHSATb 1 yAanaTh YYETHbIE 3aMCL Bbl MOXETE Ha CTpaHuLe
YueTHble 3anucu.

B aTom pa3pene

[o6aBneHune y4eTHON 3anmncu Tnna «1oruH — naposnb» (cm. pasgen 7.1.1)

[lo6aBneHne y4eTHOI 3anncK Trna «naposb» (cM. pasgen 7.1.2)
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[ob6aBneHune y4eTHOI 3anncu Tnna «cepTudukaT» (cm. pasgen 7.1.3)
[o6aBneHune yyeTHou 3anucu Tuna LAPS (cwm. pasgen 7.1.4)
VIameHeHne yyeTHon 3anncu (cm. pasgen 7.1.5)

YnaneHune ydeTHol 3anncu (cm. pasgen 7.1.6)

Cm. Takxe

CTpaHuua «YuyeTHble 3anucu» (cMm. pasgen 4.8.3)

7.1.1. [JobaBneHmne y4eTHON 3anncuy Tnna «10rviH — naposib»

> YT06bl LOGABUTL YYETHYIO 3aMChb TUMA «NOTMMH — MapOoby:
1. B rnaBHOM MeHIo B pasfene C60p AaHHbIX BbiGepunTe NyHKT YUeTHble 3anucu.
OTkpoeTcd cTpaHnua YYeTHbie 3anucu.

2. B naHenn nHCTpyMeHTOB HaxmuTe KHOMKy Jlo6aBUTb YYETHYIO 3anMUChb 11 B PaCKPbIBLLIEMCS
MeHIo BbibepuTe nyHKT JIorMH — naponb.

OTkpoeTca cTpaHuLa [lo6aBneHne y4yeTHOW 3anmncu.
3. B none HasBaHue BBeaguTe Ha3BaHMe yY4EeTHOWN 3anncu.
MpumeuaHue. B none OnucaHme Bbl MOXETE BBECTU /1060 TEKCTOBbIN KOMMEHTaPUIA.

4. Ecnwn yyeTHas 3anucb o6aBnseTcs Ans onpeneneHHbIX MeTofoB c6opa AaHHbIX, B
packpbiBatoLLemMcs crnncke MeTkm yctaHoBUTe daxky y 3TNX METOLOB.

5. B none JIoruH BBeguTe I0rVIH Y4E€THOIW 3anuncul.

6. Ecnu tpebyeTcs, B none Maponb BBeanTe Naposb 1 NOATBEPANTE €ro B none
MoaTBepxaeHue napons.

MpumeuaHwue. [Npy BBOOE pa3nunualoTca 3arnaBHble 1 CTPOYHbIE BYKBbI.

7. Ecnw pns gocTtyna K ICTOYHUKY NCMONb3yeTCs AOMEHHas yyeTHas 3anuch, B nose floMmeH
BBeAVTE MS fOMEHA.

8. Haxmute kHonky CoxpaHUTb.

YyeTHad 3anuncb gobasneHa.

7.1.2. [lo6aBneHmne y4eTHON 3anncu Tuna «naposnb»

> YTO6bl LOGABUTL YYETHYIO 3anCh TUMA «MapOsIby:

1. B rnaBHOM MeHio B pasfene C60p AaHHbIX BbiGepuTe NyHKT YUeTHbIe 3anucu.
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6.

OTkpoeTcq cTpaHuLa YYeTHble 3anucu.

B naHenun nHCTPYMEHTOB HaxmMmuTe KHOMKy Jlo6aBUTb YH4ETHYIO 3anUCb 11 B PacKpbIBLUEMCS
MeHI0 Bbi6epuTe NyHKT Maponb.

OTkpoeTca cTpaHuLa [lo6aBneHne y4yeTHOWU 3anmncu.
B none HasBaHue BBeguTe Ha3BaHMe y4eTHON 3anmncu.
MpumeuaHue. B none OnucaHme Bbl MOXeTe BBECTU /060 TEKCTOBbIN KOMMEHTaPUIA.

Ecnn yyeTHas 3anncb no6aBngeTcs 0 onpeneneHHbIX MeTofoB c6opa AaHHbIX, B
packpbiBatoLLeMcs crnncke MeTkm yctaHoBUTe dnaXxky y 3TX METOLAOB.

B none Maponb BBeauTe Napornb 1 noateepanTe ero B none MogreepxaeHue napons.
MpumeuaHue. Mpu BBOaE pasnnMyaloTCs 3arnaBHble 1 CTPOYHbIe BYKBbI.

HaxmunTte kHonky CoXpaHUTb.

YyeTHag 3anncb gobaBreHa.

7.1.3. [lo6baBneHmne yyeTHOM 3anuciu Tuna «ceptndunkaT

> YT06bl 0O6ABUTL YYETHYIO 3aMNCh TUMa «CePTUPUKAT»:

1.

B rnaBHOM MeHIo B pasfene C60p AaHHbIX BbiGepuTe NyHKT YUeTHbIe 3anucu.
OTkpoeTcd cTpaHunua YYeTHblie 3anucu.

B naHenn nHCTPYMeHTOB HaxmuTe KHOMKY [lo6aBMTb YYETHYI0O 3anUCh 11 B PaCKPbIBLUEMCS
MeHio BbibepuTe NyHKT CepTudmkar.

OTkpoeTce cTpaHuua [lo6aBneHne y4yeTHOM 3anmncu.
B none Ha3sBaHue BBeOuTe Ha3BaHMe yYeTHON 3anuncu.
MpumeuaHue. B none OnucaHue Bbl MOXeTe BBECTU /060 TEKCTOBbIN KOMMEHTaPUIA.

Ecnn yyeTHad 3anncb pob6anseTcs ons onpegeneHHbIX MmeToaoB c6opa OaHHbIX, B
packKpbiBalOLWemMcC4d Crnncke MeTkn yCTaHoBUTE ¢na>|<|<|/| Y 3TUX MeTOoOOB.

B none Ceptudukar eeegute nyTh K danny ceptndurkara.

Bbl MOXeTe ykasaTb pacronioxeHune daiina ceptudukaTta no ccolike BbibpaTb 1u
nepetawuTb dann B none Ceprudukar.

BHumaHwue! Pasvep dainna ceptudukata gosxeH 6biTb MeHblue 100 Kb.
Ecnn TpebyeTcs, B none JIOruH BBegnTe NIOrH y4eTHOW 3anuncul.

Ecnun TpebyeTcsq, B none Maponb BBeanTe Naposb 1 NOATBEPANTE ero B none
MoaTBepxaeHUe napons.
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MpumeuaHwue. [Npy BBOLOE pa3nnualoTcs 3arfaBHble 1 CTPOYHbIE BYKBbI.
8. HaxmwuTte kHornky CoxpaHUTb.

YyeTHag 3anuncb gobasneHa.

71.4. [lobaBneHmne yyeTtHoum 3anucu tuna LAPS

MaxPatrol SIEM nozsongeT ncnonb3oBaTtb Local Administrator Password Solution (LAPS) B
co4yeTaHum co cnyx6oi kaTanoros Active Directory onis c6opa gaHHbIX C akTUBOB.

> YTo6bl LO6aBUTL YYeTHyIo 3anuch Tuna LAPS:
1. B rnaBHom MeHIo B pasnene C60p AaHHbIX BbibeprTe NyHKT YUETHbIe 3anuncu.
OTkpoeTcd cTpaHnua YYyeTHble 3anucu.

2. B naHenn nHCTpyMeHTOB HaxmuTe KHOMKy Jlo6aBUTb YYETHYIO 3anMUCb 1 B PACKPbIBLLIEMCS
MeHIo BbibepuTe nyHKT LAPS.

OTkpoeTcd cTpaHuua [lo6aBneHne yyeTHOM 3anmncu.
3. B none HasBaHue BBeguTe Ha3BaHWe y4YETHOW 3anuncu.

4. Ecnwn yyeTHas 3anucb no6aBnsieTcs Ans onpeneneHHbiX MeTonoB c6opa AaHHbIX, B
packpbiBatoLlemcs cnnucke MeTkm ycTaHoBuTe dnaxki y aTUX MeToO0B.

5. B 6noke napameTtpos MapameTpbl nogknioveHus B nose Agpec seeaunte FQDN nnn IP-
agpec koHTponnepa gomeHa Active Directory.

6. B 6noke napameTpos MapameTpbl noaknioueHus B nose MopT BBegute Homep TCP-nopTa
LN MOOKMIOYEHIS K KOHTPO1epy AOMeHa.

7. Ecnun tpebyeTcs, B none Baza noucka akTMBOB BBeaUTe GUIbTPbI 415 YCKOPEHNS noncka
akTnBOB B foMeHe Active Directory.

8. B packpbiBatowemcs meHio YueTHas 3anucb Active Directory ykaxuTte yyeTHyt0 3anmnch ¢
npaBamun Ha MPOCMOTP aTPUBYTOB 06BHEKTOB TrMa «KoMnbloTep».

9. BeeguTe normH 4as NOAKMOYEHNS K LleNeBbIM akTBaM.
JlorvH no ymonuanmio — Administrator.
10. HaxmunTe kHonky Co3paTb.

YyeTHag 3anucb Tuna LAPS no6aBneHa.

7.1.5. /lameHeHne yuyeTHon 3anncu

>  YT06bl NI3MEHUTb YYETHYIO 3aMKCh:

1. B rnaBHOM MeHIo B pa3nenie C6op AaHHbIX BbibepunTe NyHKT YUeTHble 3anucu.
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OTkpoeTcd cTpaHnua YYeTHbie 3anucu.
2. BblbepuTe y4yeTHYIO 3anucsb.
3. B naHenun nHcTpymMeHTOB HaxmuTe KHOMKy PepakTupoBaTh.
4. IsmeHnTe napameTpbl y4ETHOI 3anucul.
5. Haxmwute kHonky CoxpaHUTb.

YueTHas 3anuncb n3MeHeHa.

7.1.6. YoaneHne y4eTHON 3arnmncu

> YT06bl YOANUTb YYETHYIO 3arnch:
1. B rnaBHOM MeHI0 B pasfene C60p AaHHbIX BbiGepuTe NyHKT YUeTHbIe 3anucu.
OTkpoeTcd cTpaHunua YYeTHbie 3anucu.
2. BblbepuTe yUYeTHyIO 3anuceo.
3. B maHenu nHCTpyMeHTOB HaxmuTe KHOMKY YAanuTb 1 NOATBepanTe yoaneHume.

YueTHag 3anuch yganeHa.

7.2. PaboTa co cnpaBoYHMKaMu

B cnpaBoyHMKax MOryT XpaHUTbCS OOMOMHUTENbHbIE faHHbIE N CLeHapun, Heo6xXoanmble ans
paboTbl Mogynei. Hanpumep, cnpaBouHnky example collect process changes,
example collect tabular,example collect text cogepxaT cueHapuun Ha 93blke
nporpammunpoBaHnsg Python.

CnpaBoYHMKN 6bIBalOT CTaHAAPTHbIE 1 Nonb3oBaTenbekme. CTaHgapTHbIE CNPaBOYHUNKN
npenycTaHOBMEHbI, Bbl HE MOXETe X U3MeHSTb 1 yaansaTtb. Co3naBaTh, U3MEHATb 1 yoansaTb
Nnonb30oBaTeNbCKre CNPaBOYHNKN Bbl MOXETE Ha cTpaHuLe CnpaBOYHUKM.

B aTom pa3pene

CozpaHue crnpaBoyHuka (cMm. pasgen 7.2.1)

KonupoBaHune cnpaBoyHuKa (cM. pasgen 7.2.2)

I3meHeHMe nofb3oBaTenbCkoro cnpaBoyHuka (cMm. pasaoen 7.2.3)

YnaneHne nosib3oBaTeIbCKOro crpaBoyHuka (cm. pasgen 7.2.4)

Cm. Takxe

CTtpaHuua «CnpaBouHumkny (cM. pasgen 4.8.4)
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7.2.1. Co3gaHune cnpaBOYHMKa

> YT06bl CO30aTb CMPaBOYHIIK:
1. B rnaBHOM MeHio B pasfene C60p AaHHbIX BbiGepunTe NyHKT CnpaBOYHUKM.
OTkpoeTca cTpaHuLa CnpaBOYHUKM.
2. B naHenun nHCTpymMeHTOB HaxmunTe kHornky Co3gaThb.
OtkpoeTcsa okHo Co3paHue cripaBoOUYHMKaA.
3. B none HasBaHue BBeauTe Ha3BaHMe CNpaBOYHIIKa.
4. B none CogepXXumoe BBeanTe TEKCT A/19 CMpPaBOYHMKA.

[na peneHns TekcTa Ha KOIOHKM Bbl MOXETE 1CMOJIb30BaTb Tabynaumio (KOMGMHALMS KnaBuLL
Alt+009). Bbl Takxe MoxeTe HanmcaTb TEKCT B NIO60M TEKCTOBOM pefakTope 1 CKONMpoBaTb
B none CopepxaHue.

5. Haxmwute kHonky CoxpaHUTb.

CnpaBquvu( co3faH.

7.2.2. KonnpoBaHume crnpaBoYHMKa

> UYT06bI CKOMMPOBAaTb CNPaBOYHUK:

1. B rnaBHOM MeHIo B pasfene C60op AaHHbIX BbiGepuTe NyHKT CnpaBOYHUKM.
OTkpoeTca cTpaHuLa CnpaBOYHUKM.

2. BblbepuTe cnpaBOYHUK.

3. B naHenu nHcTpymeHTOB HaxmuTe kHornky KonupoBaTb.
OTKkpoeTcsa okHo Co3paHne cripaBoYHUKA.

4. Ecnun TpebyeTcs, N3MeHNTe CrpaBoOYHIIK.

5. Haxmute KkHonky CoXpaHUTb.

CI'IpaBOLIHI/IK CKonmnpoBaH.

7.2.3. VIameHeHne nonb3oBaTelbCKOro CnpaBoYHmKa

>  YTO6bl NI3MEHNTb NONMb30BATENbCKUI CMPaBOYHUK:
1. B rnaBHOM MeHIo B pasfene C60p AaHHbIX BbiGepuTe NyHKT CnpaBOYHUKM.
OTkpoeTca cTpaHuLa CnpaBOYHUKM.

2. BblbepuTe Nonb3oBaTENbCKUIA CNPABOYHMIK.
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3. B naHenun nHCTpymMeHTOB HaxmunTe KHornky PegakTupoBaTb.
OTKkpoeTcd cTpaHuLa PegakTupoBaHue cnpaBoOYHMKA.

4. B none HasBaHMe n3veHnTe Ha3BaHMe CrpaBoOYHLKa.

5. B none CopgepXumoe 13MeHNTE COOAePXNMOE CrPaBOYHMKa.

6. Haxmunte kHonky CoxpaHUTb.

[Nonb3oBaTenbCKuin CnpaBOYHUK N3MEHEH.

7.2.4. YpaneHune nonb3oBaTeNbCKOro CrpaBoYHMKa

>  YT06bI YOanMTb NOMNb30BaTENbCKI CNPAaBOYHUK:
1. B rnaBHOM MeHIio B pasfene C60p AaHHbIX BbiGepuTe NyHKT CnpaBOYHUKM.
OTkpoeTcd cTpaHuLa CnpaBOYHUKM.
2. BblbepuTe Nonb30oBaTENbCKNN CNPaBOYHIIK.
3. B maHenu nHCTpyMeHTOB HaxmuTe KHOMKY YAanuTb 1 NOATBepanTe yoaneHume.

[Monb3oBaTeNbCKMil CNPaBOYHMNK yOANEH.

7.3. PaboTa ¢ npodpunamm

Mpodunb — WwWabnoH HaCTPOMKN MOy, ONNCHIBaOLLIA OCO6EHHOCTI c6opa COBbITUN C
NCTOYHVIKOB UM ayanTa akT/BOB.

Mpodunm ncnonbayTcs 15 COXpaHeHs NnapameTpoB moayen. [Npodunnn 6biBaloT CTaHOapTHbIE 1
nonb3oBatenbckre. CTaHgapTHbe NPObUNN NPefyCcTaHOBEHbI, Bbl HE MOXETE UX N3MEHSATD 1
yoanaTb. Ha 6a3e cTaHgapTHbIX Bbl MOXeTe co3faBaTb NONb3oBaTeNbCckre Npodunim n HacTpansaTb
napameTpbl c6opa gaHHbix. Co3paBaTtb, UBMEHSTb U yAanaTb Nonb3oBaTebekue npodunn Bol
MoXxeTe Ha cTpaHuLe Mpodunu.

B aTom pa3pene

CozpaHue nosib3oBaTenbckoro npoduns Ha 6ase ctaHgapTHoro (cm. pasnen 7.3.1)

VIameHeHne nonb3oBaTensckoro npodung (cm. pasgen 7.3.2)

QkcnopT napameTpoBs npodunga (cm. pasgen 7.3.3)

YnaneHue nosb3oBaTenbckoro npoduns (cm. pasnen 7.3.4)

Cm. Takxe

CtpaHuua «[Mpodunnx» (cm. pasnen 4.8.2)
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7.3.1. Co3gaHune nonb3oBaTenbCkoro npoduns Ha 6ase
CTaHOapTHOro

> YTO6bl CO30aTb NONb30BaTENbCKUI NPOdUIb Ha 6a3e CTaHOaPTHOrO:
1. B rnaBHOM MeHIo B pa3aenie C6op AaHHbIX BbibepuTe NyHKT Mpodunu.
OtkpoeTtca cTpaHuLa NMpodunu.
2. B naHenn Cnucok npodunen Boibepute Nnpodusb.

3. B naHenn nHCTpyMeHTOB HaxmuTe KHomKy Co3aaTh 11 B pacKpbIBLUEMCS MEHIO BbiGepuTe
nyHkT Ha 6a3e Bbi6paHHOro npodpuns.

OTKpoeTcs cTpaHuLa HoBbi npodunb.
4. B none HasBaHue BBeanTe Ha3BaHne Nnpodnng.

5. Ecnn tpebyeTcy, B naHenn MNapameTpbl npoduna B packpbiBatolleMca crivicke YueTHasa
3anucb BbiGepuTe YUETHYIO 3annchb 19 c6opa OdaHHbIX.

B 3aBucrmocTu oT npodnns Ans Bolbopa y4eTHON 3anncn BaM MOXeT NoTpeboBaTbCs
yKasaTb Apyrve napameTpbl Npoduns nnn Bbi6paTe APYroi NyHKT B MepapXn4eckom Crincke.

MpumeuaHwue. B packpbiBaollemMcs cnncke YueTHas 3anucb 0To6paxaloTcd yYeTHbIe
3anucu, Npy go6aBneHnn KOTopbIX 6bina BbibpaHa MeTka UCrnob3yeMoro npodunem metona
c60pa JaHHbIX U He 6bINo BbIBPaHO HKaKNX MEeTOK.

6. Ecnu TpebyeTcs, HacTpoiTe apyrue napameTpbl Npoduns.

MpumeuaHue. Bol MoxeTe nMNOpTUPOBaTb COXPaHEHHbIe paHee napameTpbl Npoduns,
ykasaB no kHonke UMnopT dann c napameTpamu.

7. Haxmute kHornky CoxpaHUTb.

Monb3oBaTensCcknin NPoduab Co3aaH.

7.3.2. /1smeHeHne nonb3oBaTeibCKoro npoduns

>  YT06bl N3MEHNTb NONb30BaTENLCKNA NPODUSIb:
1. B rnaBHOM MeHIo B pa3aenie C6op AaHHbIX BbibepuTe NyHKT Mpodunu.
OtkpoeTca cTpaHuLua NMpodunu.
2. B naHenu Cnucok npodunemn BbiGepute Npodnb.
3. B naHenun nHCTpymMeHTOB HaxmunTe KHornky PegakTupoBaTb.
OtkpoeTca cTpaHuua NMpodpunu [/ <HasBaHue npopunsas>.

4. VIameHunTe napameTpbl Npodung.
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MpumeyaHue. Bbl MoxeTe nMNopTUpoBaTb COXPaHEHHbIE paHee napameTpbl Npoduns,
yKkagaB no kHornke UMnopT dalin ¢ napameTpamu.

5. Haxmute kHonky CoxpaHUTb.

Monb3oBaTenbCkuin NPodnb N3MEHEH.

7.3.3. DKCnopT napameTpoB npodpunns

Mpwn aKcnopTe NapamMmeTpoB Nosb3oBaTeibekoro npodung B painne popmata JSON coxpaHaoTCs
HasBaHwue n GUID ctaHgapTHOro npoduns, Ha 6asze KOTOPOro co3naH Nosb3oBaTeNnbCkuii NPodnsb, 1
napamMeTpbl, OTANYAIOLLMECS OT YKa3aHHbIX MO YMOJYaHUIO.

>  UYT06bI 3KCMOPTMPOBaThL NapamMeTpbl NOb30BATENBCKOro Npoduns:
1. B rnaBHOM MeHIo B pa3aenie C6op AaHHbIX BbibepuTe NyHKT Mpodunu.
OtkpoeTca cTpaHuua NMpodunu.
2. B naHenn Cnucok npodunemn BbiGepute Npodnb.
3. B naHenun nHCTpymMeHTOB HaxmunTe KHornky PegakTupoBaTb.
4. B naHenu MapameTpbl Nnpodunsa HaxmMmnTe KHOMKy DKCNOpT.

MpumeuaHune. KHornka DKCNOPT 4OCTYMNHA, eCnuv napamMeTpbl NOIb30BaTENbCKOro Npodnig
OTNIYaOTCS OT NapaMeTPOB CTaHAAPTHOro NpPoduns, Ha 6a3e KOTOPOro OH CO3aaH.

MapameTpbl NONb30BATENbCKOro NPOdUIs 3KCMOPTMPOBaHbI 1 COXpaHeHbl B daline <HazeaHue
npodpuna>_<JlaTa M BpeMms 3KcnopTa>.json.

/.3.4. YpaneHune nonb3oBaTeibCKoro npodpunns

>  YT06bI YyOanuTb NONb30BaTENbCKNI NPObUIb:
1. B rnaBHOM MeHIo B pasfene C60p AaHHbIX BbiGepuTe nyHKT Mpodpunu.
OtkpoeTca cTpaHuua NMpodpunu.
2. B naHenn Cnucok npodunemn Boibepnte Npopusib.
3. B naHenun nHCTpyMeHTOB HaxXMuUTe KHOMKY YAaNUTb 11 NOATBepauTe yoaneHue.

Monb3oBaTenscknii NPodusb yaaneH.

7.4. PaboTa c 3agadyamu

[ng nonyyeHns paHHbix ¢ IT-nHPpacTpykTypbl opraHunsaunn B MaxPatrol SIEM Heo6xogumo
cosfaTtb 3ajady. B 3agaye He06xoaMMo ykasaTb Lenu, C KOTOPbIX HYXXHO MOMyYnTb AaHHble,
Hanpumep IP-agpeca nnn gobasBneHHble B CUCTEMY akTUBbI (Fpynbl akTNBOB). Bbl moxeTe
3anyckaTtb 3afiayy BpYy4HYIO U HAaCTPOUTb 3amnycK No pacnucaHuio. B pamkax 3agaun cnctema
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co3faeT noasagayn, KoTopble BbIMOHATCS aBTOMaTUYeCcKn. B 3aBNCUMOCTN OT BbI6BpaHHOMo B
3apade npodwnnga ¢ nomoupto komrnoHeHTa MP 10 Collector 3anyckaeTca COOTBETCTBYIOLLNIA MOLY /b
LN9 c6opa faHHbIX. 3agaynt MOryT NCMONb30BaTbCS ANS:

— O6HapyxeHus y3noB. Cuctema BHOCUT NHPOPMaLMio 060 BCeX 06HapyXeHHbIX B I T-
NHPPACTPYKTYpe OpraHn3aumnn akTiBax B XpaHUInLLE akTUBOB.

— CkaHnpoBaHNs akTVBOB METOLOM YepHOro dwmka. Cuctema o6HapyXunBaeT OTKPbITble MOPTbI U
ceTeBble CEpPBUCHI Ha 3TKX NopTax. 3aTeM 06HapyXBaeT YS3BMMOCTIN Ha CETEBbIX CePBICaX.

— AyanTa akTMBOB MeToAoM 6enoro auwmka. Cnuctema onpenenseT aetasbHyo KOHbUrypaumio
onepaLViOHHON CUCTEMbI, YCTaHOB/IEHHOW Ha akTBe, NepeyYyeHb YCTaHOBMNEHHOrO Ha akTBe
NpPOrpamMMHOro o6ecrneyeHns, CNMCOK OTKPbITbIX MOPTOB, MepeYeHb Nonb3oBaTenel, KoTopble
3aperncTpupoBaHbl Ha akTnee. PopMrpyeT NnepedeHb yS3BIMOCTEN 1 KapTy CETH.

— CkaHunpoBaHus Be6-npunoxeHuns. Cnctema obHapyXmnBaeT napamMmeTpbl BE6-NPUIoxXeHuns,
BbISIBSET YS3BMMble NapamMeTpbl, GOPMUpyeT NnepeyeHb yS3BUMbIX 6U6INOTEK.

— C6opa cobbITUN C UCTOUYHUKOB. CrCTeMa cobrpaeT COBbITUS XYPHaINPOBaHUS 1 NPUBA3bIBaET
NX K aKTBaM, Ha KOTOPbIX OHN O6HapYyXeHbl. Ha ocHOBe co6paHHbIX COBbITUI CUCTEMA
OBHapyXnBaeT CObbITUS, CBA3aHHbIE C pUCKaMu MHPOPMaLMOHHON 6€30MacHOCTY, 1
perncTpupyeT NHUMOEHTDI.

— [louncka ys3BNMOCTEN Ha akTBax B pexume neHTecT. Cuctema BbIMOMHAT MONCK Ha akTuBax
y93BMMOCTEN ¢ ykazaHHbiMu CVE-ngeHTudnkatopamu.

— [lowncka nHAMKaTopoB KOMMAPOMETaLMN B COBbITUSX. CUCTEMA BbINOSHUT MPOBEPKY MOSTYUYEHHbIX
paHee COoBbITUI Ha Hannyne B HAX NHAMKATOPOB KOMMPOMETaLUMy MO AaHHbIM TabINYHbIX
CMCKOB.

— PeTtpocnekTBHON Koppensumm cobbiTnin. CrcTema BbiNOJHUT NOBTOPHYIO NPOBEpKY
MosyYeHHbIX paHee cobbITUIA MO BbIGpaHHbIM NpaBusiaM Koppensaumnn.

— VimnopTa odnaliH-XypHanoB cobbITUi.

Bbl moxeTe cosgaBaTtb, M3MEHATb, yAansaTb, 3aMyckaTb U OCTaHaBNMBaTb 3afauu, a Takke
cbpacbiBaTb COCTOSIHNE NCTOYHUKOB N1 HUX Ha CTpaHuLe 3aaaumn no c6opy AaHHbIX. Kpome Toro,
Bbl MOXeTe NepenTn K NPOCMOTPY NCTOPKIK 3aMnyCcKoB noaaagad no ceoinke MecTopus 3anyckos.
B aTom pa3pgene

CospgaHue 3agayn Ha c6op gaHHbIX (cMm. pasgen 7.4.1)

CospaHuve 3agadn Ha MMNopPT CoBbITUI 13 dalina xypHana (cm. pasnen 7.4.2)

Mounck n dnnbTpaumns 3agad (cm. pasgen 7.4.3)

3anyck 3agaun BpyuHyto (cm. pasgen 7.4.4)

OcTaHoBKa 3agauu (cMm. pasgen 7.4.5)

MpocMoTp NcTopun 3anyckoB 3adaun (cM. pasgen 7.4.6)

MpocmoTp XypHana nogsagaun (cMm. pasgen 7.4.7)
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KonunposaHune 3agaun (cm. pasgen 7.4.8)
HacTpoiika 3agaun (cm. pasoen 7.4.9)

C6poc COCTOAHNS UCTOUYHMKOB (cM. pasgen 7.4.10)
OkecnopT napameTpos npooduns (cm. pazgen 7.4.11)

YnaneHuve 3agaun (cm. pasgen 7.4.12)

7.4.1. CosgaHue 3agayn Ha CO60p OaHHbIX

> YT06bI CO3MaTh 3agauy:
1. B rnaBHOM MeHI0 B pa3nenie C6op AaHHbIX BbiGepunTe NyHKT 3agauu.
OTkpoeTcd cTpaHnLa 3aga4um no c60py AaHHbIX.

2. B naHenn nHCTpyMeHTOB HaxmuTe KHorky Co3aaTh 3agaudy 1 B packpbiBLUEMCS MEHIO
BblGepuTe NyHKT C60pP AaHHbIX.

OTkpoeTcs cTpaHnua Co3aaHue 3apaaum Ha c60p AaHHbIX.
3. B none Ha3BaHue BBepTe Ha3BaHVe 3adaqu.
4. Ecnun TpebyeTcq, o6aBbTe NOAPO6HOE onmncaHve 3agaqn no ceolnike flo6aBUTb onncaHue.

5. B naHenn MapameTpbl c60pa AaHHbIX B packpbiBatolemcs crvicke Mpodpunb BoiGepute
npodnsb.

6. Ecnun tpebyeTcs, B packpblBalowemMcs crncke YueTHas 3anuMcb BbiGepuTe yYeTHyIo 3annchb
LN c6opa faHHbIX.

B 3aBrcumocT oT npodusns ans Bolbopa y4eTHOWN 3ancy Bam MOXeT NoTpeboBaTbCs
yKasaTb Apyrue napameTpbl Npodunas nav Bol6paTth OPYroll MyHKT B Ne€PapXm4eCckoM Crincke.

MpumeuaHwue. B packpbiBaolemMcs cnncke YueTHast 3anmcb 0TO6paXatoTCs yYeTHble
3anuncu, nNpu gobaBneHnn KOTopbix 6bl1a BbibpaHa MeTka NCMonb3yemMoro npodunem metoga
cbopa faHHbIX UK He 6bl10 BbIBpaHO HuKakux MeTok. 1o ymonyaHumio BoibpaHa yyeTHas
3anuchb, ykasaHHag B npodune.

7. Ecnwn TpebyeTcs, HacTponTe apyrme napameTpbl NPopuns.

MpumeyaHue. Bbl MOXeTE MMMOPTMPOBaTb COXPaHEHHbIE paHee napamMmeTpbl Npoduns,
ykasaB no kHonke UMmnopT dann c napameTpamu.

8. Ecnu TpebyeTcs, B packpbiBalowemcs cnncke Konnekropbl BbiGepute KONIekTopbl ons
cbopa OaHHbIX.

9. Ecnun B cucteme 3aBefeHo 601blle OOHON MHPACTPYKTYPbI, B PaCcKpblBaloWLEMCS CNCKe
UHdpacTpykTypa Boibepute NHOPaCTPYKTYPY.

10. B naHenu Llenu c6opa paHHbIX Ha BKnagke BKAOUKTD ykaxunTe Lenu:

- Ecnn Bbl XOoTUTe cCKaHMpOBaTb FpynMy akTUBOB, yKaxuTe ee B nosne Fpynnbl akTUBOB.
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« Ecnn Bbl xXOTUTE CKaHnpoBaTb OTAe/IbHble aKTWBbI, YKaXunTte X B none AKTMBbDL.

« Ecnn Bbl XOTWTe CKaHMpPOBaTb KOHKPETHbIe CeTeBbIe yarbl, ykaxuTe nx IP-agpeca, FQDN nnn
Macku nogceten B none CeTeBble agpeca.

MpumeuaHwme. Bbl Takke MOXeTe N3MEHNTb NMPUOPUTETHbLIN CNOCO6 NMOAKIOUYEHNS K akTBaM
— o nofiHoMmy gomeHHomy umenn (FQDN) nnu no IP-agpecy. o ymonyaHumio BoiGpaH
nproputeT nogknoueHns no FQDN akTrBa, Tak Kak BEPOSTHOCTb €ro N3MEHEHNS HIXE, YeM Y
IP-appeca. MNogkntoueHne no FQDN no3songeT yBennynTb COrnacoBaHHOCTb Pe3ynNbTaToB
cbopa faHHbIX 1 peann3oBaTb Nogaepxky npotokona Kerberos. Npu HEBO3MOXHOCTY
nopgkstoyenus K aktuey no FQDN ncnonbdyetcs nogkniodeHne no IP-agpecy, n Hao60poT.

MpumeuaHwme. B none CeTeBble agpeca Bbl Takke MOXETe yKa3blBaTb JIOKa/bHble CeTeBble
agpeca, Hanpumvep localhost, 127.0.0.1, : : 1. O3T0 MOXeT noTpeboBaTbCcs Ang céopa
gaHHbix 0 KoHpurypauuu MP 10 Collector, xxypHanos MP 10 Collector nnn gng
ncnonb3oBaHug mogynsg RemoteExecutor.

1. Ecnun TpebyeTcq, ycTaHoBUTE dpnaxok BoinoNHMTb 06Hapy)XXeHne y3n10B Ao Havyana c6opa
AaHHbDIX.

O6HapyXeHue y3n10B Ao Havyana c6opa AaHHbIX MO3BOMSET COKPaTUTb obLLee Bpems
CKaHNpPOBaHMs.

12. Ecnun TpebyeTcs NCKNoYNTb OTAEbHbIe Lienn c6opa AaHHbIX, YKaXnTe Ux Ha BKIagke
UckniounTb.

MpumeuaHue. B naHenn PacnncaHue Bbl MOXeTe BKIOYNTb 1 HACTPOUTb aBTOMAaTNYECKIIA
3arnyck 3agayn rno pacrnmncaHuio.

13. HaxxmuTe kHomnky CoXpaHUTb.

3apava co3paHa.

7.4.2. Co3gaHue 3agaun Ha MMMopT CobbIThiA N3 danna
XypHana

> YT06bl CO3aaTb 3agavy Ha MMOPT COBbITUI 13 dalina XypHana:
1. B rnaBHom MeHIo B pasaene C60p AaHHbIX BbibeprTe NyHKT 3apgaum.
OTkpoeTcd cTpaHuua 3agaum no c60py AaHHbIX.

2. B naHenun MHCTpyMeHTOB HaxmuTe kHorky Co3aaTbh 3agavy 1 B PacKpbIBLUEMCS MEHIO
Bbl6epuTe NyHKT UMnopT XypHana.

OTkpoeTcd cTpaHuua CospaHme 3apayum Ha c60p AaHHbIX.
3. B none HasBaHme BBeguTe Ha3BaHMe 3agayn.
4. Ecnun TpebyeTcd, no6aBbTe Nogpo6bHOe onncaHne 3agayn no ceoinke flo6aBUTb onuUcaHue.

5. Ecnwn TpebyeTcs, B packpbiBalollemcs cnncke Mpodunb BoibepnTe Nob3oBaTeIbCKU
npodunb, Co3aaHHbIN Ha 6aze npodunsg Filelmporter.
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6. B packpbiBatouiemcs crivicke MpoTokon noakioueHUs BbibepurTe NPOTOKOS.

7. B packpbiBatoLiemcs crincke YueTHast 3anucb BbiGepuTe yUYeTHYIo 3anncb
nonb3oBaTeng OC.

8. B umepapxmyeckom crvcke BbibepuTe NyHKT O6paboTka cobbiTuin — <lManka He yka3aHa>.
9. B none Manka XypHana BBegute nms obLen nanku ¢ dannamm xypHana Ha NCTOYHIKE.

MpumeuaHue. Ecnu dannbl XxypHana pacrnonoXeHbl BO BIOXEHHON narnke, npu BBoge nyTn
ncrnonbsynTe \.

10. Ecnun TpebyeTcs, B packpbiBaloLemcs cnncke Konnekropbl BbiGepute KONIeKTopbl ons
cbopa JaHHbIX.

11. Ecnu B cucteme pgo6aBneHo 6onbliue ogHoN MHPPacTPYKTYpPbl, B pacKpblBaloLLEMCS CANCKe
UHpacTpyKkTypa Boibepute NHGPACTPYKTYPY.

12. B naHenu Llenu c6opa gaHHbIX Ha Bknagke BknlouuTtb B none CeTeBble agpeca BBeaunTe
IP-agpec ncToyHmnKa cobbITUIA.

MpumeuaHue. B naHenn PacnncaHue Bbl MOXeTe BKIOUYNTb 1 HACTPOUTb aBTOMAaTNYECKIIA
3arnyck 3agadn rno pacrnmncaHuio.

13. HaxmuTe kHonky CoXpaHUTb.

3afaya Ha UMMNOPT CobbITUI Co3aaHa.

7.4.3. Tlonck n epunbTpaung 3agav

Bbl MOXeTe HacTpounTb GUAbTP MO cTaTycam 3agad, X Lensm, MCrosib3yeMbiM B HUX MOLOYISM,
npodunsgm, TpaHCnopTaMm 1 yYeTHbIM 3anncsaMm; Mo KOJINeKTopam, KOTopble BbINMOAHSAT 3agaun uin
NHPPACTPYKTypam (eCnm nx HECKOJbKO).

>  YT06bl HACTPOUTL GUILTP 3adau:
1. B rnaBHOM MeHIo B pa3nesie C6op AaHHbIX BbibepunTe NyHKT 3apgauu.

OTkpoeTcq cTpaHuLa 3agaumn no c6opy AaHHbIX.

2. B naHenu Bce 3apaum HaxXxmmnTe KHOMKY
OTkpoeTca naHenb unbTpauun.

3. HaxmuTe KHOMKY C Ha3BaHWeM NapamMeTpa 3agadl.
OTKpoeTCcs OKHO A1 Bbi6opa 3Ha4YeHWI napameTpa.

4. Ecnu Bbl HacTpamBaeTe GUNbTP MO KONNeKTopam, Mogynam, npodunsam, ctatycam 3agau,
YYETHbIM 3anuncam i nHGpPacTpyKTypam, B OTKPbIBLUEMCS OKHE YCTaHOBUTE diaxKu
HanpPOTNB 3HaYeHNI MapamMeTPOB.

I'Ipmmeanme. Bbl moxeTe ncnonb3oBaTtb Nose rnovcka B BerHeI71 4YaCTu OKHa a4 rnoncka
3Ha4YeHnd napamMeTpa.
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5. Ecnu Bbl HacTpamBaeTe GUAbTP MO LEensM 3agadn, yKaxunTe Lenn cnegyowymy cnocotamu:

* B pacCKpblBaloLLemMC4d Crincke prnnbl AKTUBOB YCTaHOBUTe c|>na>|<|<|/| HarpoTwmB rpynmn
aKTNBOB,;

- B none AKTuBbI YKaxunte oanH nnm HeCKOJ1IbKO aKTBOB;

- Bnone CeTteBble apgpeca BeeaunTe IP-agpec, ananasoH IP-agpecos, macky nogceTt nam
FQDN.

6. Haxmute KHOMKy C Ha3BaHMeM NnapameTpa 3a4audn.

Flpmmeqal-wle. Bbl MOXeTe oUNCTUTb 3HaYEeHNS A9 0gHOro napameTpa 3agayn, HaxaB pa0om

C ero HaspaHmem , NN OYNCTUTb q)VlﬂprbI, Ha>XXaB B NaHesnn q)VU'IpraLI,VlI/I.

3apgaun OTCI)I/IJ'IprOBaHbI B COOTBETCTBMIK C yCnoBnem.

7.4.4. 3anyck 3agaun BPyYHYIo

>  YTO6bl 3anyCTNTb 3agayy BPYYHYIO:
1. B rnaBHOM MeHIo B pasfene C60p AaHHbIX BbiGepuTe NyHKT 3apaum.
OTkpoeTcd cTpaHuua 3agaum no c6opy AaHHbIX.
2. B naHenun Bce 3apaum BoibepunTe 3agauy.

MpumeuaHwue. [119 BbiI6opa HECKONBbKMX 3afad NOAPSA Bbl MOXeTe UCMOofb30BaTh KaBuLy
Shift, ong Bbibopa HeCKONbKNX OTAEeNbHbIX 3adad — knasuLy Ctrl, ong Boi6opa Bcex 3agad B
cnucke — kombuHauuo knasuw Ctrl+A.

3. B naHenu nHCTPYyMEHTOB HaXMNTe KHOMKY 3anyCcTUTb.

3apava 3anyLieHa.

7.4.5. OcTaHoBKa 3agaun
Bbl MOXeTe OCTaHaBJ/IMBaTb 3agaudin, Hanpvu\/lep L-ITO6I3I CHN3WNTb HarpysKy Ha O60py,D,OBaHI/Ie B CeTun.

> YTO6bI OCTAHOBUTb 3afauy:
1. B rnaBHOM MeHIo B pa3nesie C6op AaHHbIX BbibepurTe NyHKT 3agauu.
OTkpoeTcd cTpaHuua 3agaum no c60py AaHHbIX.
2. B naHenn Bce 3apaum BbibepuTe 3agady.

MpumeuaHwue. [1n9 BbI6Opa HECKOMNBKMX 3afa4y NOAPSA Bbl MOXETE UCMOb30BaTh KaBuLly
Shift, nna BbIBopa HeCcKoNbKNX OTAENbHbIX 3agad — knasuLy Ctrl, ong Bbibopa Bcex 3agad B
crnucke — KombuHauwio knasuw Ctrl+A.

3. B naHenn NHCTPYMEHTOB HaXMNTe KHOMKY OcTaHOBUTD.

3apgaya ocTaHoOBIEeHa.
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71.4.6. [TpocMOTp NCTopuin 3anyCcKoB 3agaun
Mpw Kaxgom 3anycke 3agadn (Mo pacnucaHnio UM BpyYHyo) aBToMaTyecKy co3naeTcs noasagada.

> YT06bI NPOCMOTPETL NUCTOPUIO 3aMyCKOB 3afauu:
1. B rnaBHOM MeHIo B pasfene C60p AaHHbIX BbiGepuTe NyHKT 3apaum.
OTkpoeTcd cTpaHuua 3agaum no c6opy AaHHbIX.
2. B naHenn Bce 3apaum BoibepunTe 3agauy.

3. Tlo ccbinke UcTopusa sanyckoB oTkponTe cTpaHuuy Uctopus 3anyckoB <HasBaHue
3apauun>.

B naHenv MoAa3agaum oTo6paxaeTcd NCTOPYS 3aMyCkoB 3afaqul.

MpumeyaHue. Bbl MoXeTe HacTpOWTb Nepurog ANs NPOCMOTPa 3arnyCKoB 3af4aun, ykasas ero
Mo CCbisike 3a Bce BpeMsl, U HacTponTb GunbTp (Mo cTaTycam nogsagad, Ux Lensiv nim no

KOJNeKTopam, KOTOpble BbIMOJIHAKOT rlou,sa,u,aqm), HaXaB B naHenu NMop3apaunm.

Bbl MOXeTe npocMoTpeTb XypHan noglagaydu no kHonke XXypHan nogsagavm uin sKCrnopTupoBaTb
€ro B TEKCTOBbIN daln no kHomnke CKayaTb XXypHann.

71.4.7. TlpocMoOTp XypHasa nogsagayn

>  YT06bI NPOCMOTPETL XYypPHan Nofasagayn:
1. B rnaBHOM mMeHIo B pasfene C60p AaHHbIX BbiGepuTe NyHKT 3apaum.
OTkpoeTcd cTpaHuLa 3agavum no c60py AaHHbIX.
2. B naHenn Bce 3apaum BbibepuTe 3aaady.

3. Tlo ccbinke UcTopusa 3anyckoB oTkpoiTe cTpaHuly UcTtopus 3anyckoB <Ha3BaHue
3apaum>.

4. B nanenu Mopg3apaum BoibepunTe nogsagady.

MpumeyaHue. Bbl moxeTe HacTpounTb puNbTP Noasagad, Haxas
5. HaxwmuTte kHonky XXypHan noa3apaum.
OTtkpoeTca cTpaHuua XXypHan noasagaum ot <lepuopg xypHana>.

Bbl MoXxeTe akcnopTupoBaTb XypHa Noasagadn B TEKCTOBLIN pain no kHornke CKavaTb XXypHan.

7.4.8. KonupoBaHue 3agaun

> YT06bI CKOMMPOBaTb 3adaudy:

1. B rnaBHOM MeHIo B pa3nenie C6op AaHHbIX BbiGepunTe NyHKT 3agauu.
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4.
5.

OTKpoeTcs cTpaHuLa 3aaaum no c6opy AaHHbIX.

B naHenn Bce 3agaum Bbi6epuTe 3agavy.

B naHenn nHcTpymeHToB HaxmuTe KHonky KonuposaTb.
OTkpoeTcd cTpaHuua Co3gaHme 3apayum Ha c60p AaHHbIX.
Ecnu HyXHO, n3ameHnTe napameTpbl 3agadn.

HaxmunTte kHornky CoXpaHMUTb.

3agava cKonnpoBaHa.

7.4.9. HacTpowka 3agaun

> YT06bl HACTPOWUTL 3agauy:

1.

5.

B rnaBHOM MeHIo B pasfene C60p AaHHbIX BbiGepuTe NyHKT 3apaum.
OTkpoeTcd cTpaHuua 3agaum no c6opy AaHHbIX.

B naHenn Bce 3apaum Bbi6epuTe 3agady.

B naHenn nHCTpymMeHTOB HaxmMmunTe KHomnky PegakTupoBaTtb.
OTkpoeTca cTpaHuLa 3apaum / <Ha3BaHue 3apaum>.

VIsmeHnTe NnapameTpbl 3agaun 1 BbI6paHHOro npoduns.

MpumeuaHue. Bbl MOXeTE MMMOPTMPOBaTb COXPaHEHHbIE paHee napamMmeTpbl Npoduns,
ykasaB no kHonke UMnopT dann c napameTpamu.

Haxmunte kHonky CoXpaHUTb.

3agaya HacTpoeHa.

7.4.10. C6poC COCTOSAHNSA UCTOUYHINKOB

[1ng 3apay Ha c60p AaHHbIX CO CTaTyCoM «3aBepLUeHa» Bbl MOXETe COPOCUTb COCTOSHME
NCTOYHUKOB. B peaynbTaTe BbiNONHEHNS 3TOW ornepaLm B BbiI6paHHbIX 3aJavax BCe CO6bITUS B
XypHanax MCTOYHNKOB 6YayT CUATATLCSH HOBLIMU.

> YT06bI C6pOCVITb COCTOSAHME NCTOYHWNKOB:

1.

2.

B rnaBHOM MeHIo B pasfene C60p AaHHbIX BbiGepuTe NyHKT 3apaum.
OTkpoeTcd cTpaHuua 3agaum no c6opy AaHHbIX.

B naHenn Bce 3agaum Bbi6epuTe 3agavy.
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MpumeuaHwue. [1n9 BbI6Opa HECKOSbKIX 3afa4 Noapsia Bbl MOXeETe UCMOJIb30BaTb KNaBuLly
Shift, nns BoI6opa HecKobkX OTAENbHbIX 3aaa4 — knasuwy Ctrl, ons Bbi6opa BCex 3agad B
cnucke — kombuHauumo knasu Ctrl+A.

3. B naHenun MHCTPYMEHTOB HaxmuTe KHorky C6poCUTb COCTOSIHME UCTOUYHUKOB.

COCTOSHME NCTOYHNKOB COPOLLEHO.

7.4.11. kcnopT napameTpoB npodung

Bbl MOXeTe akCcnopTUpoBaTh M3MEHeHHbIe NapamMmeTpbl Npodus, BolbpaHHOro B 3agade. [Npwu
akcnopTe napameTpoB B dainne popmaTta JSON coxpanHaoTcsd HassaHune n GUID cTtaHgapTHOro
npoduna 1 napamMeTpbl, OTANYAIOLLNECS OT YKa3aHHbIX MO YMOIYaHUIO.

>  YTO6bI 3KCNOPTMPOBaTbL NapamMeTpbl NPoduss, BbIGPaHHOro B 3ajaye:
1. B rnaBHOM mMeHio B pasnene C60op AaHHbIX BbiGepuTe NyHKT 3apaaum.
OTkpoeTcd cTpaHuua 3agaum no c6opy AaHHbIX.
2. B naHenun Bce 3apaum BoibepunTe 3agauy.
3. B naHenun nHCTpymeHTOB HaxmuTe KHornky PegakTupoBaThb.
OTkpoeTca cTpaHuLa 3apaum [/ <Ha3BaHue 3apaum>.
4. B naHenu MapameTpbl c60pa AaHHbIX HAXMUTE KHOMKY DKCNOPT.
MpumeuaHue. KHonka YKeNOPT LOCTYMHa, ecnv Npodusib OTANYaeTcd OT CTaHOAPTHOrO.

MapameTpbl Npodung SKCNopPTUPOBaHbI 1 COXpaHeHbl B paine <Ha3BaHue 3apayu> <Jlata u
BpemMAa >3KcnopTa>. jSOﬂ.

7.412. YpaneHne 3agayn

> YTO6bl yoanuTb 3agjauvy:
1. B rnaBHOM MeHIo B pasfene C60p AaHHbIX BbiGepuTe NyHKT 3apaum.
OTkpoeTcd cTpaHnua 3agaum no c6opy AaHHbIX.
2. B naHenun Bce 3apaum BoibepunTe 3agauy.

MpumeuaHwue. [119 BbiI6opa HECKONBbKMX 3afad NOAPSA Bbl MOXeTe UCMOofb30BaTh KaBuLy
Shift, ing Bbibopa HeCKONbKNX OTAEeNbHbIX 3adad — knasuLy Ctrl, ong Boi6opa Bcex 3agad B
cnucke — kombuHauuo knasuw Ctrl+A.

3. BnaHenu NHCTPYMEHTOB HaXMUTe KHOMMKY Ypanutb 1 nogrBepanTe yganeHume.

3apava yganeHa.
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7.5. MOHUTOPWHI OOCTYMHOCTW aKT/BOB

MaxPatrol SIEM ocyuiecTBnseT MOHUTOPUHT OCTYMHOCTM akTMBOB. OTa GYHKLNS peann3oBaHa B
Buae Ha6opa npodunen, cneundryHbiX Ans Kaxnon nHdopmaumoHHo cuctemel. Mpu 3anycke
3afauu ¢ BbiI6paHHbIM NPodrIeM NPONCXOANT CKaHMPOBaHME LIeNeBO CUCTEMbI Ha Hanymne
BO3MOXHbIX Mpo6nem. B cnyyae o6HapyXeHNs HencnpaBHOCTY UM He3anaaHnpPoOBaHHOIO
oTknoYeHns aktnea MaxPatrol SIEM nHoopmmpyeT nonb3oBaTens: co3naeTcs cobbiTne, Ha OCHOBE

KOTOPOro GopMunpyeTcs MHUMAEHT.

Bbl MOXeTe HaCTPOoUTb OTMPaBKY COOTBETCTBYIOLLMX YBEAOMIEHWI MO SNEKTPOHHOI MoyTe.

[1ng c6opa faHHbIX HEOBXOAMMO CO3AaTb 3aAady, NapamMeTpbl CKaHNPOBaHNS KOTOPOI 6yayT
onpenenaTbes npodunem. B 3aBMCMOCTI OT CUTYaLM HEO6XOANMO NCMONb30BaTb ONpPeneeHHbIN
npodusb, YTO6bI BbISBUTb HENCTMPABHOCTb. BONBLUMHCTBO CTaHAAPTHLIX Npodunen He TpebyloT
HaCTPOWKN 419 MOHUTOPWHIA 1 FOTOBbI K MCMONb30BaHMo0. OgHaKO Bbl MOXETE BHECTU U3MEHEHMS B
CTaHOaPTHbIN NPodub (HanpuMep, N3MEHUTb NPOTOKOS NN NMOPTbl). PesynbTaTom cKkaHMpPOBaHKS
SBNSIEeTCS CO3haHHOe B cUcTeMe cobblTue. BoibepuTe ero 13 cnvcka cobbITui, YTO6bl MPOCMOTPETb

neTanu.

Cutyaums

Tabnuua 2. PekomeHgyemble npodunn

PekomeHgyemMble npodunu

C6ou B paboTe MO ceTeBOro 060pyn0BaHNS

Service Availability Monitoring,
Monitoring Linux Services,
Monitoring Unix Services

OTkNoYeHre nn nepesarpyska cCeTeBoro o6opy-
[0oBaHNg

Host Availability Monitoring

C6ou B paboTe onepaumnoHHbIX CUCTEM

Service Availability Monitoring,
Host Availability Monitoring

Mpo6nembl C LOCTYNMHOCTbIO CePBEPOB, BXOAALLMNX
B COCTaB ceTu

Host Availability Monitoring,
Monitoring Windows CPU Load,
Monitoring Linux CPU Load,
Monitoring Unix CPU Load

Mpo6nembl ¢ Hannynem cBO60AHOro MecTa Ha
XECTKOM AMNCKE 1 3arpy3koiil ornepaTBHOW NaMsTi
Ha cepBepax, BXOAALLMX B COCTaB CeTu

Monitoring Windows HDD Free Space,
Monitoring Windows RAM Load,
Monitoring Linux HDD Free Space,
Monitoring Linux RAM Load,
Monitoring Unix HDD Free Space,
Monitoring Unix RAM Load

OcTaHoBKa, OTK/IoUYEeHNe UK Nepesarpyska one-
PaLMOHHBIX CUCTEM

Monitoring Windows CPU Load,
Monitoring Windows RAM Load,
Monitoring Linux CPU Load,
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Cutyaums PekomeHayemble npodpunu

Monitoring Linux RAM Load,
Monitoring Unix CPU Load,
Monitoring Unix RAM Load

Mpobnembl ¢ LOCTYMHOCTbIO 1 PaboTOCMOCO6HO- Monitoring Linux Services,
CTblo CNYyX6 1 CepBNCOB NHPOPMALMOHHON CeTn Monitoring Unix Services,
Service Availability Monitoring

C6ou n oTkasbl B paboTe cpefcTs 3awwunTbl uHdop- | Monitoring Linux Services,
MaLun Monitoring Unix Services,
Service Availability Monitoring
OTKoueHe nnn nepesarpyska CPeacTB 3aLThl Monitoring Linux Services,
nHpopmaummn Monitoring Unix Services,

Service Availability Monitoring

7.6. MOHUTOPUHI NCTOYHNKOB COObITNIA

[ng yMmeHblUeHNs BEPOSTHOCTY Nponycka NHUnaeHToB VIb Heo6xoanmo cBoOeBpeMEHHO
OTCNEeXNBaTb COCTOSHNE NCTOYHNKOB COBBITUIA N MOTOKA AaHHbIX OT HIX. KauecTBo 1
HenpepbIBHOCTb C60pa AaHHbIX C UICTOYHUKOB BANSIOT HA ONEPaTUBHOCTb BbISBNEHNS NHLIOEHTOB 1
NPUVHATUS PeLUeHNIA.

[aHHble oT nctoyHunkos nepepatotcs B MaxPatrol SIEM Hanpsamyto (6€3 NocpenHNKOB) U Yyepes
NMPOMEXYTOUHBIN akTUB — dopBapaep (Hanprmep, Yyepes KoHTponnep gomeHa). Popeapaep, kpome
nepechbINKN faHHbIX OT OPYr1X akTUBOB, TaKXXe MOXET OTNPaBdTb aHHbIE OT HAXOAALLNXCS B HEM
NCTOYHMKOB.

VicTouHmKkn n dopBapOepbl NOSBAFIOTCS B CUCTEME aBTOMaTUYECKN, MO Mepe c6opa COBbITUI C
aKTUBOB 1 X ngeHTndnkaummn. Ha ctpaHue MOHUTOPUHI UCTOUYHUKOB MOMb30BaTENb CUCTEMBI
MOXEeT NPOCMOTPETb COCTOSIHE NCTOYHNKOB 1 MapamMeTpbl MOTOKa AaHHbIX OT HUX U COCTOSIHE
dopBapaepOoB 1 NapamMeTPbl HAXOOALMXCS B HUX NCTOUYHNKOB. Ccbinka s Boibopa Tuna 31eMeHToB
(ncTouHMKOB NN hopBapPOASPOB) HAXOANTCS B BEpPXHEN YacTh paboyell 061acTi CTPaHWULbI.

B aTom pa3pene
[MpocMOTp cnncka NCTOYHNKOB 1 CMCKa MOTOKOB COBLITUN OT UCTOYHMKa (cM. pasaen 7.6.1)

MpocMmoTp crnncka popBapaepoOB 1 Criicka MCTOYHIKOB popBapaepa (cMm. pasgen 7.6.2)

7.6.1. TIpoCcMOTp crmcka NCTOYHNKOB 11 CRCKa NOTOKOB
COBbITUN OT NCTOYHMKA

> YT106bI IPOCMOTPETH CMNCOK NCTOYHUNKOB:

1. B rnaBHOM MeHI0 HaxmuTe 1 B packpbiBLLEMCS MeHIo Bbibepute nyHKT MaxPatrol 10.
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OTKpoeTcd rnaBHas CTpaHuLa.

2. BrnaBHoM MeHIo B pasgenie C60p AaHHbIX BbibepunTe NyHKT MOHUTOPUHI MICTOYHUKOB.
OTtkpoeTce cTpaHnua MOHUTOPUHI UCTOYHUKOB.

B ueHTpanbHol naHenn oTo6paxeHa Tabnumua co CrMckomM NCTOUYHKOB.

[ng Kaxporo NCTOYHNKa B TabnuLe yka3aHbl 3HaUeHNs napameTpoB. Bbl MoxeTe copTupoBaTb

CNNCOK, HaXnviagd Ha Ha3BaHNe KOJTIOHKN (napalvleTpa). Haxumas B NpaBOM BepXHeM yrny
CTpaHuLubl, Bbl MOXeTe OTO6pa)KaTb N CKpbIBaTb KOJIOHKN Tabnnupbl.

MpumeuaHue. Cpok XpaHeHNs OaHHbIX, MOyYeHHbIX OT UCTOYHMKa, 30 gHeN.

[ng aBTOMaT3aumy MOHUTOPWHIa NOTOKa COBbITU OT NCTOYHMKOB U GopBapLepoB
agMVHNCTPATOP CUCTEMbI co3aaeT NnpeaynpexaeHns Ang oTCNeXnBaHng Hananumug cobbiTui,
cpenHel CKOpOCTN NOToKa COBLITUIA 1 3aAePXKI B MONYyYeHUN CObbITUS KonnekTopom. CocTogHne
npepynpexaeHns otobpaxaeTcs B KoIoHKe KOHTPpOonb COOTBETCTBYIOLLVIM 3HAUKOM:

v — napameTpbl NOTOKa COBbLITWIA HAXOAATCS B Npeaenax AonyCTMbIX 3HaUYeHNIA;
0 - napameTpbl MOTOKa COBbLITWN BbILLMN 3a Npeaenbl AoMYCTUMbIX 3HAYEHWIA;

— npepynpexaeHe oTKTIoYEHO.

[Mpw HaBegeHUN Kypcopa MbILWN Ha 3HaYOK NMpeaynpexaeHs Bo BCMNIIbIBalOLLEM OKHe OTo6paxaeTcs
nHdopmMaLmsa 06 oTcnexBaeMbiX napameTpax NoToka CobbITUI.

I'Ipmmeanme. /IcTOUHMK aBTOMATUYECKI yaoangaeTcd N3 Crnncka, ecsin OT Hero He nocTynatoT
cob6bITng B TeueHune 30 oHen 1 ang Hero He HaCTpPOEeHO rnpepynpexaeHune. Takxe YOoangaiTCHd
OaHHble, NoJly4YyeHHble OT NCTOYHKKa.

> YT06bI NPOCMOTPETb CNNCOK NOTOKOB COBbITUIN OT UCTOYHMKA,

OTKpOIﬁTe CTpaHunLy CO CnmMcKom rnoToKkoB COBbITUIA ABOMHbLIM LLENYKOM MbILLW Ha CTpOKe C
Ha3BaHMeM NCTOYHIKa.

7.6.2. lpocmoTp cnuncka dopBapLepoB 1 CNNCKa NCTOYHINKOB
dopBapgepa

>  YT06bl NPOCMOTPETbL CMICOK POopBapLepOB:

1. B rnaBHOM MeHIO HaxmMmunTe 1 B packpblBleMcs MeHto BbibepuTe nyHkT MaxPatrol 10.
OTKpoeTcd rnaBHas CTpaHuLa.

2. BrnaBHoMm MeHto B pasnenie C60p AaHHbIX BbibepunTe NyHKT MOHUTOPUHI MICTOYHUKOB.
OTkpoeTca cTpaHnLa MOHMTOPMHI UCTOYHUKOB.

B LeHTpanbHom naHenn otTobpaxeHa Tabamua co CrnMckom popBapaepoOB.
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[ns kaxgoro dopBapaepa B TabnuLe ykasaHbl 3Ha4YeHVs MapamMmeTpoB. Bbl MoxeTe copTupoBaTb

CNNCOK, HaXnviagd Ha Ha3BaHNe KOJTIOHKN (napalvleTpa). Haxumas B NMpaBoOM BepXHeM yriy
CTpaHuupbl, Bbl MOXeTe OTO6pa)KaTb N CKpbIBaTb KOJIOHKN Tabnuubl.

MpumeuaHune. Cpok XpaHeHNs faHHbIX, MoNy4YeHHbIX OT popBapaepa, 30 gHewn.

[ing aBTOMaT3aumy MOHUTOPUHIa NOTOKa COBbITU OT NCTOYHIKOB U GopBapLepoB
agMVHNCTPATOP CUCTEMbI co3aaeT NpeaynpexaeHns Ang oTCNeXnBaHnsg Haamumng cobbiTui,
cpenHel CKOpOCTN NOToKa COBLITUIA 1 3aAePXKI B MONYyYeHUN CObbITUS KonnekTopom. CocTosHne
npepynpexaneHns otobpaxaeTcs B KoIoHKe KOHTpOnb COOTBETCTBYIOLLVIM 3HAUKOM:

v — napameTpbl MOTOKa COBbITUI HAXOOATCS B Npefenax AonyCcTuMbIX 3HaUEHWIA;
0- napameTpbl MOTOKa COBbITUIA BbILLMN 3a Npeaesbl 4ONYyCTUMbIX 3HaYEHWIA;

— NpepynpexaeHe oTKTIoYEHO.

Mpwn HaBefgeHY Kypcopa MbILL Ha 3HaYOK NpedyrnpexaeHns Bo BCM/IbIBalOLWEM OKHe oTobpaxaeTcs
nHdopMaLmMs 06 OTCNEXBaeMbIX MapamMeTpax NnoToka Co6bITUIA.

MpumeuaHune. PopBapaep aBTOMaTNYECKN yOaNgeTCs N3 CrcKa, eCiin OT HEero He NMocTynatoT
cobbiTng B TedeHne 30 gHeN 1 Ans Hero He HacTPOeHo npepynpexaeHne. Takxke yoangaloTcs
[OaHHble, NonyyeHHble oT dopBapaepa.

>  YT06bl NPOCMOTPETb CMNCOK MCTOYHIKOB PpopBapaepa,

OTKPOWTE CTPaHULY CO CMNCKOM NCTOYHIMKOB ABOWNHbBIM LLEMYKOM MbILIN Ha CTPOKE C
HasBaHuem dopBagepa.
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8. PaboTa c cobbiTusmm

MaxPatrol SIEM o6ecneunBaerT:

Cc60p cOobbITUI, MPON3OLLEALLNX Ha aKTBaX;

—  dunbTPaLno COBbITUR;

— Cco3paHune NHUNAEHTOB MO CO6bITUSIM, CBS3aHHbIM C MHGOPMAaLMOHHON 6€30MaCHOCTbLIO;
— pas3nuuyHoe npeacTaBneHne JaHHbIX O COObITUSX;

— MPUBS3KY COBBITUA K MHUMGEHTaM.

Bbl MOXeTe ynpaBnsTb cO6bITUSIMN Ha cTpaHuue CobbiTus. Mo yMonyaHuio Ha Heli oTo6paxatoTcs
BCe CO6bITVS, CBSA3aHHbIE C rpyMnamMmn akTMBOB, K KOTOPbIM BaM NMpeaocTaB/ieH ocTyn.

Kpome Toro, nonb3oBaTesb C posiblo agMuHncTpatopa MaxPatrol SIEM moxeT HacTpanBaTb
aBTOMAaTMNYECKYIO OTMPAaBKY Ha agpec 3NeKTPOHHOW NOYTbl yBEAOMIIEHN O MOSBEHNN COBLITUN 1
OTYeTOB.

B aTom pa3pene

dunbTpauus n rpynnuposka cobbiTui (cMm. pasgen 8.1)

Pa6oTta ¢ coxpaHeHHbIMN dunbTpamu (CMm. pasaen 8.2)

Pa6oTa ¢ wabnoHamm gns kapTouki cobbiTug (cMm. pasgen 8.3)

Co3spgaHune NCKNoYeHNs Ha OCHOBE AaHHbIX cobbiTng V1B (cm. pasgen 8.4)

HacTpoiika npenctaBneHnsa n aKCrnopT pe3ybTaToB aHan3a AaHHbIX O cobbiTuax (CM. pasnen 8.5)
OwwnbKN Npw NpocMoTpe cobbITUn (cM. pasnen 8.6)

OueHka pucka cobbiTus (cm. pasgen 8.7)

8.1. PunbTpauns n rpynnupoBka CoObbITAN

Mo ymonyaHuio Ha cTpaHnle Co6bITUs B TabnuLe 0ToO6paxaloTCs BCe COBbITUS, CO30aHHble
MaxPatrol SIEM 3a nocnegHuii Yac 1 CBA3aHHbIE C akTUBaMIK 13 FPYr, K KOTOPbIM Y Bac €CTb OCTYN
(BkntOYas BNOXEHHbIE rpynmbl).

[ns y,EI,O6CTBa aHan3a 1 gng BbllyCcka OT4YeTOB Bbl MOXeETE CI)I/IJ'IprOBaTb COBbITNS C MOMOLLbIO
CTaHOAPTHbIX 1 MOJIb30BaTE/IbCKMX qDI/U'IprOB.

Bbl MOXeTe 0To6pa3nTb COBbITUS:

— npowusoLleaLle B BbI6paHHbIA Nepuog;
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MpumeyaHue. Ecnv nHTepsan Mexay BpeMeHeM perncTpaumm cobbiTia Ha MCTOUYHNKE 1
BpemeHeMm c6opa cobbitis MP 10 Collector npeBbiwaeT 24 yaca (1 npu c6ope cobbiThe He 6bIo
OTMEUeHO Kak ycTapeBLlee), To CobbITie NonaaeT B Nepuo, BKYaloLWMiA gaTy n Bpemsa cé6opa
CcoBbITNS.

— CBSi3aHHble C BbIGpaHHOW rpynnon akTUBOB;

— oTBevalLme yCrnoBMaM CTaHOapTHbIX MW NOMb30BaTeNbCKUX GUbTPOB;
— OTBevaloLle yCroBuaM 3arnpoca Ha s3bike PDQL;

— XpaHdumecs Ha gpyrux nnollagkax;

— npuHagnexatime Tem Un NHbIM KOHBelepam 06paboTki COBbITHIA.

Kpome Toro, c nomolbio PDQL-3anpoca Bbl MOXeTe N3MEHUTb COCTaB KOSIOHOK TabuLbl COBbITUN, a
TakXe ykasaTb NopsaoK COPTUPOBKM 3arnmceil.

[nsg yno6cTBa aHanmaa Bbl MOXETe CrpynnupoBaTh COBbITHS.

Takxe Bbl MOXETe OrpaHn4nTb KONMYECTBO COBLITUI B Tabnuue, HanpruMep Ans nosyyYyeHns
rpagukoB Buga «ton-10» B BUOXeTax.

Ecnun Bbl XOoTWTe perynapHoO HacTpanBaTb NpeacTaBneHe AaHHbIX B TabuLe C MOMOLLbo Habopa
nonen CobbITUN N UX 3HAYSHWIA, Bbl MOXETE COXPaHNTb 9TOT HAabop Kak GuibTp.

B aTom pa3pene

dunbTpaumns cobbiTuia No nepuody (cm. pasgen 8.1.1)

PunbTpaumns cobbITUiA MO rpynne akTyuBoB (cM. pasgen 8.1.2)

dunbTpaumns cobbITUA C MOMOLLbIO COXPaHEHHbIX GunbTpoB (cMm. pasgen 8.1.3)
Vicnonb3oBaHue gns punbTpaumm cobbiThi BbIMOHEHHOIO paHee 3anpoca (cm. pa3gen 8.1.4)
dunbTpaumns cobbiTuin ¢ nomollbio PDQL-3anpoca (cm. pasgen 8.1.5)

Bbi6op koHBellepoB ansg ¢unbTpauum cobbiTuin (cMm. pasnen 8.1.6)

Bbibop cBA3aHHbIX NPUAOXeHU ong dunbTpaumy cobbituia (cm. pasgen 8.1.7)

Bbi6op KofoHOK s Tabnunubl cobbiTuia (cM. pasgen 8.1.8)

CopTupoBka 3anuncer B Tabnuue cobbiTuii (cm. pasgen 8.1.9)

OrpaHunyeHne KonmyecTBa CobbITUIA B Tabnuue cobbiTuia (cm. pazgen 8.1.10)

8.1.1. PunbTpauunsa cobbiThiA N0 Nepuoay

Bbl moxeTe dpunbTpoBaTb CobbITUS B Tabnuue no nepuogy. o ymonyaHumio B paboyeli 061acTtu Ha
cTpaHuLe CobbITUsl OTOGPaxXaTCs COBLITYSA 3a MOCNeaHNIA Yac.

> YTo6bl 0OTONNLTPOBATL COBLITUS MO NEPUOAY:

1. B rnaBHOM MeHio Bbi6epuTe pasnen CobbiTus.

Pa6oTa ¢ cobbiTusmmn 16



OTkpoeTcs cTpaHuLa CobbITUS.

2. HaxmwuTte @ 1 BO BCMJIbIBAIOLLLEM OKHE YKaxunTe Nepuoa.

3. Ecnu tpebyeTcy, coxpaHuTe ykazaHHbI Nepurog 415 NOBTOPHOrO NCMOb30BaHUS.
MakcrmarnbHoe KONMYecTBO CoXpaHeHHbIx neprnogos — 40.

4. Ecnun TpebyeTcs NPOAOIXATL paboTy Haf 3anpoCcoM, HaxXMUTe KHornky USMeHunTb.

5. Ecnwn TpebyeTcs BbIMOSHNTL 3aMpoc Cpa3dy Nocse ykazaHns nepmnoga, Haxmute BbinoNHUTD.

MpumevaHue. B none HepaBHMe punbTpbl 0OTOGPAXAOTCS TO/IbKO Neproabl, MO KOTOPbIM
6blna BbIMOMHeHa GubTpaLns COObITUN.

Co6bITUS OTOUNBTPOBAHBI.

8.1.2. DunbTpaumng cobbITUN NO rpynne akTUBOB

Bbl MOXeTe ncnonb3oBaTh rpynnbl akTUBOB, YTO6bI GUNbTPOBaTb COBLITYS B TaGNMLE COBbITUNA.
Nepapxuyecknin cCimcok rpynn akTnBoB oTo6paxaeTcs Ha cTpaHule CobbiTusa B naHeny Fpynnbi.

>  UYT06bI OTPUNBTPOBATL COBLITUS MO rPyMMne akTUBOB:
1. B rnaBHOM MeHIo Bbi6epuTe pasnen CobbiTus.
OTkpoeTcd cTpaHuua CobbITUS.
2. B naHenu Mpynnbl BbiGeprTe rpynny akTUBOB.

Co6bITUS OTOUNLTPOBAHDI.

8.1.3. PunbTpaums CoobITNA C NMOMOLLbIO COXPaHEHHbIX
dUNbTPOB

Bbl MOXeTe ncnonb3oBaTb CTaHOAPTHbBIE N COXPaHEeHHble NoNb3oBaTeNibCckne GunbTpbl, YTOObI
duNbTPOBaTb COBLITUS B TabnMLe CobbITUIA. lepapxmuyeckuii CNnMcok GpubTpoB 0To6paXxaeTcd Ha
cTpaHne Co6biTus B naHenn ®GunbTpbl.

>  YT06bl OTPUNBTPOBATL COBLITUS C MOMOLLbIO GUbTPa:
1. B rnaBHOM MeHIo Bbi6epuTe pazanen CobbiTus.
OTKpoeTcs cTpaHuLa CobbITUS.
2. B mnaHenu ®unbTpbl Bbibepute GUIbTP.

Co6bITUS OTOUNBTPOBAHbI.

Pa6oTa ¢ cobbiTusmmn 17



8.1.4. /lcnonb3oBaHune gns ¢unbTpaunm cCobbIThiA
BbIMOSIHEHHOIO paHee 3anpoca

>  YTo6bl 0OTOMNBTPOBATL COGLITUS C MOMOLLLIO BbINOSIHEHHOIO paHee 3anpoca:
1. B rnaBHOM MeHIo BbibepuTe pasgen CobbiTUs.

OTkpoeTca cTpaHuLa CobbITUS.

2. B naHenun punbTpaummn HaxmmTe
OTkpoeTcs naHens UcTopus 3anpocos.

3. BbibepuTe 3anpoc.

anIMe‘-IaHVIe. Bbl MOXeTe oTMeTuTb YacTo MnCrosib3yemble 3anpocCbl, HaXaB B CTpOKe
zanpoca.

Cob6bITns 0TOUNBTPOBAHDI.

8.1.5. dunbTpaumd cobbiTum ¢ nomolpbto PDQL-3anpoca

Bbl MoxeTe ncnonb3oBaTh 3anpock! Ha g3bike PDQL, 4yTo6bl dunnbTpoBaTh CO6bITUS B Tabnuue
COBbITUN.

> YT06bl OTOUILbTPOBaTL CO6bITUSA C NomMoLLbtlo PDQL-3anpoca:
1. B rnaBHOM MeHIo BbibepuTe pasgen CobbiTus.

OTkpoeTca cTpaHuLa CobbITUS.

2. B naHenun punbTpaumnmn HaxmmTe

OTkpoeTca okHo PDQL-3anpoca.
3. B none ®unbTp BBeanTe 3anpoc Ha s3bike PDQL (cm. pokymeHT CuHTakcuc a3bika PDQL).
4. BbINONHUTE OOQHO N3 CNEeRyWNX AeNCTBUN:

« Ecnu Bbl XO0TUTE 006aBNTb BBEAEHHOE YC/IOBUE B 3aMpocC Ans GpuibTpaLmnm CobbITAN, HAXMUTE
kHorky [lo6aBUTD.

« Ecnn Bbl xoTnTe oTnpaBuTe PDQL-3anpoc Ha noflydeHmne cobbiTUiA C BBEAEHHbIMU
napameTpamu, Haxmute kHornky BeinonHuTtb (Ctrl + Enter).

CobbITrg B Tabnuue oTPunbTpoBaHbl B COOTBETCTBUM ¢ ycnosrnem PDQL-3anpoca.

Ecnu Bbl nnaHnpyeTe fanee paboTtaTtb C 3TUM GUAbTPOM, Bbl MOXETE COXPaHUTb ero B narnky
(cm. pasgen 8.2.4).
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8.1.6. Bbi6bop KOHBeNepoB A5 dunbTpaunm cobbiTuiA

Mo ymonyaHuto ang ebunbTpaumm 4OCTYMHbI COBbITUS BCEX KOHBENEPOB STOKaNbHOrO NPUIOXEHNS.
Ecnn TpebyeTcs orpaHnunTb KOMYECTBO COBbITUI, Bbl MOXETE BblGpaTh HYXXHble BaM KOHBENepb!.
[ns dunbTpaumm cTaHyT 4OCTYMHbI COBLITUS TOIbKO BbIGpaHHbIX KOHBENepoB.

> YT06bl BbI6paTh KOHBEEPDI:

1. B rnaBHOM MeHIo BbibepuTe pasgen CobbiTus.

OTkpoeTca cTpaHuLa CobbITUS.

2. B naHenun punbTpaummn HaxmmTe

3. Bo BcnnbiBatoLLeM OKHe BblibepuTe KOHBeepbl 06paboTKN COBLITUN.
4. HaxmuTe kHorky Jlo6aBuUTD.

KoHBelepbl BoibpaHbl.

Bbl MoxeTe coxpaHuTb dunbTp (M. pasgen 8.2) no cobblTnsiM BbibpaHHbIX KOHBelepoB. BmecTe ¢
TEM HEOOXOAMMO YYNTbIBaTb PS OrpaHnYeHnin Npu paboTe ¢ Taknmmn punsTpamu. Ecnn koHeelnep
HeOOCTyMeH, MPY NCMOIb30BaHNN GUNbTPa NOSBATCS COObLLEHINS 06 OLMbKax B BUOXETE Ha
paw6opae unm B oTyeTe, co30aHHOM B KOHCTPYKTOPE, @ Takxe Nnpu Bbinycke oTyeTa.

Takxe coobleHne 06 ownbKe ByaeT cogepXaTb YBEAOMIIEHNE O COBLITUSX, CO30aHHOE C TaknM
dunbTPOM.

8.1.7. Bbibop cBA3aHHbIX NpUNoXeHUn onsa GunbTpaumnm
CO6bITUN

Mpw passepTbiBaHUn MaxPatrol SIEM Ha Heckonbkux nnowagkax agMUHNCTPATOP CUCTEMbI MOXET
HacTpoOuTb CBA3M Mexay npunoxeHuamn MaxPatrol 10 n npegocTaBnTb TOMY WM UHOMY
nonb3oBaTesio NpaBa JocTyna K pacrnpefeneHHoMy NONCKy cobbiTUiA. B 3Tom cnyyae nonb3oBaTesb
CMOXET paboTaTb (CM. padgen 8.1) B uHTepdelnce 0gHOro NPUIoXeHnst Co BCEMI COBbITUAMU,
Ccob6paHHbIMI KaK Ha JIOKanbHOWN NMnoLLaaKke, Tak 1 Ha nioLwaakax CBA3aHHbIX MPUIOXEHNIA,
He3aBNCUMO OT NpaB AOCTYMNa K COBbITNSM, yCTaHOBMNEHHbIM A5 ero poneil.
> YT06bI BbIGPATL CBA3AHHbIE MPUTOXEHUS:

1. B rnaBHom MeHIo Bbi6epuTe pasnen CobbiTus.

OTkpoeTcd cTpaHuua CobbiTUS.

2. B naHenun punbTpaunmn HaxmmTe
3. Bo BcnbiBaloLEeM OKHe BblbepunTe NPUIoXeHNSs.
4. HaxmuTe kHorky Jlo6aBUTb.

CBs3aHHbIe NPUIoXeHNs BbibpaHbl. VX cCobbITUS 4OCTYNHbI ANng duibTpaumm.
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Bbl MoxeTe coxpaHuTb GunbTp (CM. pasgen 8.2) CobbITUIN CBA3aHHbIX NMPUIOXEHNA. BmecTe ¢ Tem
Heo6XoAMMO yUNTbIBaTb P OrpaHnYeHnin npy paboTe ¢ Takummn eunbtpamu. Ecnn nonb3oBatenb
He 1MeeT npaB [ocTyna K pacnpeneneHHoMy NoncKy COBbITUIA:

— npwu BbiGope Taknx GUNbTPOB OH HE MOXET CO3AaBaTb LN N3MEHSTb OTYETbI MO LWAaBIoHY, a
TakXe BblIMyCcKaTb UX BPYUHYIO;

— B BUAXETax, UCMNOMb3YILWIX Takne GunbTpbl, 6yOeT oTobpaxaTbcs CoOobLeHne 06 ownbke (Ha
paweéopne unm B oTyeTe, CO30aHHOM B KOHCTPYKTOPE).

Takxe npu Bbibope Noao6HbIX GrNbTPOB HEBO3MOXHO ByAeT co3naTb yBeAOMEHE O 3afadax
cbopa faHHbIX.

8.1.8. Bbibop KONOHOK 19 Tabnunibl COBbITUIA

Mo ymonuyaHuio B Tabnuue cobbiTuii OTOBpaxaloTcs gaTa 1 BpemMsl, Korga npounsoLno cobbitue,
NHbOpMaLMS 06 akTMBe, Ha KOTOPOM MPOK30LLSIO COBbITUE, a TakKe onmncaHne cobbiThs. 3arooBKN
KOMOHOK Tabnuubl COOTBETCTBYIOT Ha3BaHVSIM Nosieil CobbITUN. Bbl MOXeTe N3MeHSTb CocTaB
KOJTOHOK TabuLbl C MOMOLLbIO ornepauun Boibopa nosei. Kpome Toro, Bbl MOXeTe NCMob30BaTb
NCeBOOHNMbI, YTOBbI MepPenMeHOBbIBaTb KOJIOHKY TabnLbl CO6bITUN 419 yoo6CTBa NpeacTaBneHus
VHpopmMaLnn.

B kauecTBe nceBoHIMa Bbl MOXETE MCMOMb30BaTb OfANH U HECKObKO CUMBOOB, KOTOPbIE
3aMeHdT Ha3BaHue Nnosg cobbiTnd. Hanpumep, ong nong «count» Bbl MOXeTe yKa3aTb NCEBAOHNM
«KonnyectBo cobbITUNN.

MpumeyaHue. MNceBOOHNM A9 NOSS, YKa3aHHbIV Npy ornepaLumnmn Bbibopa KOIOHOK, COXpaHSeTCs
LS BCell nocnenoBaTenbHOCTY onepaunii B paMkax OgHOro 3anpoca ans GbunbTpaunm CobbITUI.
[1ng pe3ynbTaToB onepauunii rpynnmpoBKI 1 arperaunm Bbl MOXeTe yKka3aTb Apyriie NCeBaoHNMbI.

>  YT06bl BbI6PAaTb KOTOHKN A1 TabnuLbl COBbITUN:
1. B rnaBHOM MeHIo BbibepuTe pasgen CobbiTus.

OTkpoeTce cTpaHuua CobbiTuS.

2. B naHenu dnnbTpaumn HaxmmnTe
3. B oTkpbiBlIEMcS okHe Bbi6op nonem BbibepuTe KONOHKIN ANs TabnunLbl COBbITUIA.

4. Ecnwn TpebyeTcs nepenMeHoBaTb KOIOHKY, HaXMUTE Ha ee 3arofioBoOK, B OTKPbIBLUEMCS OKHe
yKaxuTe NceBaoHM U HaxXMuTe

5. BbINonHUTE 0OHO 13 cnenyowmnx 4encTBnii;

« Ecnn Bbl xoTnTe [06aBUTL BEIGOP NoMein B 3anpoc Angd GunbTpaumm CobbITAR, HaXMUTE
kHorky [lo6aBuUTb.

« Ecnu Bbl XOTUTE OTNPaBUTb 3aMpocC Ha OTO6paxeHmne Bbl6paHHbIX KOTOHOK B Tabnumue
CO6bITUN, HaxMuTe kKHorky BeinonHuTb (Ctrl + Enter).

B Tabnuue cobbiTnii oTo6paxeHbl BbibpaHHble KOMTOHKYM C aHHbIMU.
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Ecnu Bbl nnaHnpyeTe fanee paboTtaTtb C 3TUM BbI6EOPOM KOJTOHOK, Bbl MOXETE COXPaHUTb ero B narnky
(cm. pasgen 8.2.4).

8.1.9. CopTupoBKa 3anuncen B TabnuLe cobbiTui

> YT06bI OTCOPTMPOBATb AaHHbIe B TabnuLe COBbITHIA:
1. B rnaBHOM MeHIo BbibepuTe pasgen CobbiTUs.

OTkpoeTca cTpaHuLa CobbITUS.

2. B naHenun punbTpaumm HaxmmTe

3. B oTkpbiBwemMcs okHe CopTUpPOBKa MO NOASM YKaXUTE KOMOHKW Tabnunubl COBbITHIA, MO
KOTOpPbIM TpebyeTcs BbIMOMHNTL COPTUPOBKY.

4. Ecnun TpebyeTcs, N3MeHNTe HanpaBnieHne COpTUPOBKI.

5. BbINonHUTE 0OHO 13 cnenylowmnx AencTBnii:

« Ecnu Bbl XOoTUTE 006aBNTb YCOBNE COPTUMPOBKN B 3aNpoC AN GunbTpaLmnm CobbITA,
HaxmuTe KHorky [lo6aBuUTD.

« Ecnu Bbl XOTUTE OTNPaBUTb 3aMpOC Ha COPTUPOBKY COBBITUIA, HAXMUTE KHOMKY BbINOAHUTD
(Ctrl + Enter).

[aHHble B TabnuLe CobbITUA OTCOPTUPOBAHbI.

8.1.10. OrpaHunyeHmne KonnyecTaa CoobITUI B TabnunLe
CO6bITUN

>  YT06bl OrpaHNYnNTb KOIMYECTBO COBbITUI B TabnuLe COBbITUIA:
1. B rnaBHOM MeHIo BbibepuTe pasgen CobbiTus.

OTkpoeTca cTpaHuLa CobbITUS.

2. B naHenun punbTpaummn HaxmmTe

3. B oTkpbiBLLEMCH OKHE CHUMUTe dnaxok MokasaTb Bce cTpoku 1 B nosie MakcumanbHoe
KOJIMYECTBO CTPOK BBEANTE KOTMYECTBO CTPOK TabuLbl.

4. BbINONHWUTE OOHO N3 CreayoLwmnx OeNnCTBUIA:

- Ecnn Bbl xoTuTe 006aBUTb BBEAEHHOE OrpaHnyeHe B 3anpoc Ans GpunibTpaumnm cobbITui,
HaXxXxmuTe KHonky Jlo6aBuUTb.

« Ecnn Bbl XOTUTE OTNPaBUTb 3aMPOC Ha OrpaHNYeHne Konmyectsa cobbliTuii B Tabnuue,
HaxmuTe kKHorky BeinonHuTb (Ctrl + Enter).

KonnuecTtBo cobbiTuii B TabKLLEe OrpaHYeHo.
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8.2. PaboTa c coxpaHeHHbIMN unbTpamm

B MaxPatrol SIEM npegycmoTpeHbl cTaHOapTHble GUIbTPbl AN COBbITUR. DT GUNBbTPDI
pacnosioXeHbl B Mankax, BIOXeHHbIX B nanky CTaHgapTHbie ¢unbTpbl.

MpumeyaHume. Bbl He MOXeTe N3MeHATb UM yaanaTb CTaHAaPTHbIE Nanky n GUNbTPLI.

[ng pelweHns pabounx 3agay Bbl MOXeTe co3faBaTh B narke Monb3oBaTenbckue ¢punbTpbl
BNOXEHHbIe Mankuy 1 nomeLlaTtb Tyaa nonb3osaTtenibekme ounbTpbl. Kpome Toro, Bbl MoOXeTe fenatb
dVNbTPLI AOCTYMHBIMN AN APYrX Nonb3oBaTeneit. [1ng atoro unbTp TpebyeTcs NOMecTUTb B
nanky Oéwmue epunbTpbI.

Bbl MoxeTe paboTaTb ¢ dunbTpamMy COBbITUIA Ha cTpaHuLe CobbiTus.

B aTom pa3pene

CospaHune nanky dbunbTpos (cMm. pasgen 8.2.1)

3ameHeHmne nankn ¢punbTpos (cm. pasgen 8.2.2)

YnaneHue nanku ¢punbTpoB (cMm. pasgen 8.2.3)

CoxpaHeHue nonb3oBaTenbckoro ¢unbTpa (cMm. pasgen 8.2.4)

CospgaHue nonb3oBaTeNbCcKoro GubTpa Ha OCHOBE cylLecTByoLLero dunbTpa (cm. pasoen 8.2.5)
CospaHune konmn nonb3oBaTenbckoro ¢unbTpa (cMm. pasgen 8.2.6)

VIsmeHeHne ycnoBus nosb3oBaTenbckoro ¢ounbTpa (cMm. pasgen 8.2.7)

YpaneHue nonb3oBaTenbckoro ¢punbTpa (cM. pasgen 8.2.8)

8.2.1. Co3paHue nankn ¢punbTpoB

[ng yno6cTBa paboTbl Bbl MOXETe co3haBaTb nanku, YTobbl nomMeLlatb Tyaa GuibTpbl Ans noncka
CO6bITINIA NO BbIBPaHHBIM KPUTEPUSM.

> YT06bI CO3naTh Nanky GunbTPOB:
1. B rnaBHOM MeHIo Bbi6epuTe pasnen CobbiTus.

OTkpoeTcd cTpaHuua CobbiTUS.

2. B naHenn ®unbTpbl HAXMUTE KHOMKY
OtkpoeTcs okHo HoBas nanka ¢unbTpoB.
3. B none HasBaHme BBeguTe HasBaHe Nanky GunbTPOB.

4. B packpblBatoLLemcs cnvcke BHyTpu nankm BbiGepnTe nanky, BHyTPW KOTOpOI TpebyeTcs
cospgaTb nanky GunbTpoB..
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Mo ymonyaHumto nanka co3gaetcs BHyTpu nanku Mosb3oBaTenbckue pusbTpbl.
5. HaxmwuTe kHornky Co3paTb.
Manka dunnbTPOB co3anaHa.

Kpome Toro, Bbl MOXETe NepenT K Co3gaHnio nank BHyTPU yxXe co3gaHHon nanku GuabTpoB.,
HaBenOs Kypcop Ha Co30aHHYIo nanky 1 Haxas

8.2.2. lameHeHne nanku ¢punbTpoBs

Bbl MOXeTe N3MeHNTb Ha3BaHMe NonNb30BaTEIbCKON Nank GunbTPOB U NePeMeCcTUTb ee B APYryto
narky.

>  YT06bl N3MEHNTL Nanky GuIbTPOB:
1. B rnaBHOM MeHio Bbi6epunTe pasanen CobbiTus.

OTkpoeTcd cTpaHuua CobbiTUS.

2. BnaHenu ¢VIJIprbI HaBeaunTe KypCop Ha Nnosb30BaTes/IbCKYIO Manky, HaxmunTte nB
pacKpbiBLUEMCHA MEHIO Bbl6epVITe MYHKT Pep.aK'rupoaa'rb.

OTKkpoeTcs okHO PegakTupoBaHue nanku ¢unibTpoB.
3. B none HasBaHue 13veHnTe Ha3BaHme nanky GuabTPOoB.

4. B packpbiBalolwemcs criicke BHyTpu nankm BbiGepuTe narnky, B KOTOpYio TpebyeTcs
nepemecTunTb nanky GuIbTPOB.

5. Haxmunte KHonky CoXpaHUTb.

[Manka ¢unnbTpoB N3MeHeHa.

8.2.3. YoaneHune nankun ¢punbTpoB

Bbl MOXeTe yaanuTb Nonb3oBaTebekylo nanky ¢punibTpoB. Mpun yaaneHnn nanky BCe BOXEHHbIe
nanku n GbunbTpbl Takxke 6yayT yaaneHbl.

>  YTo6bl yoanutb nanky GbunbTpoB:
1. B rnaBHOM MeHIo Bbi6epunTe paznen CobbiTus.

OTkpoeTcd cTpaHuua CobbITUS.

2. B naHenn ®PunbTpbl HaBeoMTe KYpCOp Ha Nosib30BaTeNbCKyIO Nanky, HaxXMuTe : , B
pacKpbIBLLEMCS MEHIO BblibepuTe NyHKT YAANUTb 11 Npu HEO6XOAMMOCTI NOATBEPANTE
yoaneHue.

Manka dunbTPOB yoaneHa.
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8.2.4. CoxpaHeHue nonb3oBaTenbCkoro ¢unbTpa
[ns yoo6cTBa paboThl Bbl MOXETE COXPaHUTb NOSIb30BaTENbCKUN GUbTP COBbITHI.

>  YTOO6bI COXPaHUTb NOMb30BaTENbCKNA GUNBLTP:
1. B rnaBHOM MeHIio Bbi6epunTe paznen CobbiTus.
OTKpoeTcs cTpaHuLa CobbITUS.
2. OTdunbTpyinTe CobbiTng ¢ nomoubio PDQL-3anpoca.

Ycnosue ¢punbTpa 6yoet nobasneHo B PDQL-3anpoc Hag Tabnuuein cobbiTUi.

3. B naHenu punbTpaumm HaxmnTe =l 1 B pacKpbIBLLIEMCS MEHIO BbiGepuTe NyHKT CoOXpaHUTb
Kak.

OTkpoeTcs okHO HoBbI punbTP.
4. B none Ha3BaHme BBeaunTe Ha3BaHMe Nob30BaATENbCKOrO GunabTpa.

5. Ecnn TpebyeTcs, B packpbiBaloLlemMcs cnncke BHYTpKM nanku BoibepuriTe nanky, B KOTOPYIO
TpebyeTcsa nepemMecTTb 3TOT GUNbTP.

6. Haxmunte KHonky CoxXpaHUTb.

cDVU'Ipr COXpaHeH.

8.2.5. CosgaHume nonb3oBaTeibCKkoro pubTpa Ha OCHOBE
cyuwiecTBytowero punbTpa

Bbl MoXxeTe co3naTb Nonb3oBaTenbCkuii GUIbTP Ha OCHOBE UMeloLLerocs GbubTpa — CTaHOapPTHOro
N NONb30BAaTENbCKOrO.

> YT06bI CO30aTh PUBTP HA OCHOBE NMEIOLLLErOCS:
1. B rnaBHOM MeHIo BbibepuTe pasgen CobbiTUs.
OTkpoeTca cTpaHuLa CobbITUS.
2. B naHenn ®unbTpbl Bbibepute GpunbTp.
Ycnosue ¢punbTpa 6yneT pobasneHo B PDQL-3anpoc Hag Tabnuuein CobbITUiA.
3. Haxmute Ha ycnosue punbTpa.
OtkpoeTca okHo PDQL-3anpoca.

4. VIameHunTe ycnoBue dpunbTpa Ha s3bike 3anpoca PDQL (cm. fokymMmeHT CUHTaKCKC 93blka
3anpoca PDQL).

5. Haxmute kHonky MpuMeHuTb.
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6. B naHenun punbTpaunmn HaxmmTe N B pacKpbIBLUEMCS MeHIO BblibepuTe NyHKT COXpaHUTb
KaK.

OTKpoeTcs okHo HoBbi dpunbTp.
7. B none HazBaHue BBefnTe Ha3BaHMe NOMb30OBATENLCKOro GunbTpa.

8. Ecnu TpebyeTcs, B packpblBaloweMcs cnvicke BHyTpM nankm Boibepute narnky, B KOTOPYIO
TpebyeTcsa NepemMecTTb 3TOT GUNbTP.

9. Haxmute kHonky CoxpaHUTb.

dunbTp cosnaH.

8.2.6. CosgaHume Konum rnonb3oBaTenbCcKoro dunbTpa

Bbl MOXeTe co3paTb KOMNuo Nosib3oBaTeNbCKoro GunbTpa CobbITU, HanprMep YTo6bl Ha ee OCHOBE
co30aTb HOBbIN Nosib3oBaTeNbCkuin dunbTp (CM. pasnen 8.2.5).

> YT06bI CO3AaTb KOMUIO NOb30BaTENbCKOro dusbTpa:
1. B rnaBHOM MeHIo Bbi6epunTe pazanen CobbiTus.

OTkpoeTca cTpaHuLa CobbITUS.

2. B maHenu ®unbTpbl HaBeguTe Kypcop Ha Nob30BaTeNbCKNin GUAbTP, HAXMUTE nB
pacKpbIBLLEMCS MeHIO BblibepuTe NyHKT COXpaHUTb KaK HOBBIW.

Konusa ¢unbTpa cosgaHa B TOW Xe narnke, B KOTOPOW PacrofioXeH NCXOAHbIN GuibTp, U nMeeT
Ha3BaHne <HasBaHue ncxogHoro punbtpa> (Konus).

8.2.7. IameHeHmne ycnoBung nonb3oBaTenbckoro ¢punbtpa

Bbl MOXeTe N3MeHUTb COXpaHEeHHbIV Nob30BaTeNbCKM GunbTP. Hanpumep, B ycrnosum unbTpauun
Ha s3bike PDQL Bbl MOXeTe N3MeHUTb MOPSA0K COPTUPOBKM OTGUIbTPOBAHHbIX COObITU B TabnnLe.

>  YT06bl NI3MEHNTb NOSIb30BATENBCKNIN PUNBTP:
1. B rnaBHOM MeHIo Bbi6epunTe pazanen CobbiTus.
OTkpoeTca cTpaHuLa CobbITUS.
2. B naHenu ®unbTpbl BbiGepuTe NoNb30BaTENLCKNN GULTP.
Ycnosue ¢punbTpa 6yneT gobasneHo B PDQL-3anpoc Hag Tabnuein CobbITUiA.
3. HaxmuTte Ha ycnosue punbTtpa.
OTkpoeTtcsa okHo PDQL-3anpoca.

4. ameHuTe ycnosue dnnbTpa Ha g3bike 3anpoca PDQL (cm. gokymeHT CrnHTakcmuc a3bika
3anpoca PDQL).
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5. Haxmute kHonky MpUMeHuTb.

6. B naHenun onnbTpaumn HaxmmTe N B pacKpbIBLLEMCS MEHIO Bbi6epuTe NyHKT COXPaHUTD.
OtkpoeTca okHo PegakTupoBaHue dpunbTpa.
7. Haxmute kHornky CoxpaHUTb.

YcnoBume nonb3oBaTebckoro dGunbTpa N3MeHeHO.

8.2.8. YoaneHune nonb3oBaTenbckoro ¢unbtpa

>  YT06bl yOanuTb Nonb3oBaTeNbCKNA GUNBLTP:
1. B rnaBHOM MeHIo BbibepuTe pasgen CobbiTus.

OTkpoeTcd cTpaHuLa CobbITUS.

2. B naHenn ®unbTpbl HaBeaUTe Kypcop Ha Nosb3oBaTeNbCKNn GUnbTP, HAXMUTE : , B
pPacKpbIBLLEMCS MeHI0 Bbi6epuTe NyHKT YAAAUTb 1 NOATBEpANTE yaaneHune.

[Monb3oBaTensCcknin GUNLTP yaaneH.

8.3. PaboTa ¢ wabnoHamu g5 KapTOUKIN COObITUS

[na yno6cTBa paboTbl C HOPMAaNM30BaHHBIMU U KOPPENSLMOHHBIMI COBbITUSIMI NMPeayCMOTPEHO
ncrnonb3oBaHMe WabIoHOB A1 KapTouki cobbITUS. Mpr BKIOYEHHOM LWabnoHe BBepXy NaHenm
Ceopgka ¢ noapo6Hon NHbopMaLmen o CobbITUN OTOBpaxaloTCa CBefeHNs o0 cy6bekTe, 06bekTe,
oTnpaBuTene, Nonyyartene, UCTOUHKKE cobbiTug 1 T. 1. CocTaB 0To6paxaeMbiX CBeAEeHIA 3aBNCUT OT
Bbl6paHHOrO LWabioHa.

Bbl MoXxeTe onpenensrb, ANs Kakux cobbITui U Nofb3oBaTenen 6yaeTt oTobpaxaTbCs LWaboH,
0o6aBngaTb B CUCTEMY MOJSIb30BaTeNIbCKUe WabioHbl, HacTpanBaTh X 1 yOansaThb.

ﬂpmmeanme. Bbl He moxeTe yoanmnTtb CTaHﬂapTHblm LWwabnoH ong KapTo4Ku Ccob6bITUS.

B kapTouke cobbITg MOXET 0TO6paxaTbCs TONbKO OAMH WabnoH. Ecnn ong ogHoro cobbitg
BK/TIOYEHO HECKOJbKO LLIabNoHOB, B KapTouke 0To6pasnTcs Hanbonee npruoputeTHbin. MprnoputeT
LWabnoHa 3aBNCUT OT ero NoJIoXeHVs B Tabnuue Ha cTpaHuue LLlabnoHbl: Yem Bbille WabnoH
pacrnonaraeTcs, TeM BbiLle ero NpropuTeT.

B aTom pa3pene

BkntoueHmne 1 oTkoYeHne WwabnoHa oas kapTouky cobbiTus (cm. pasgen 8.3.1)

VimnopT wabnoHa ans kapTouku cobbitus (cM. pasnen 8.3.2)

HacTpolika wa6noHa gns kapTouky cobbiTus (cMm. pasgen 8.3.3)

YpaneHue wabnoHa ang KapTouku cobbltug (cm. pasnen 8.3.4)
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8.3.1. BktoueHmne 1 oTKtoYeHne WwabnoHa ons KapToukin
COO6bITNS

>  YT06bI BKTIOUNTD LWIABMOH AN KAPTOUKN COBbITUS:

1.

2.
3.

B rnaBHOM MeHI0 B pasaene Cuctema BbibepuTe NyHKT LLIa6noHbl Ans KapTouku co6biTUS.
OTkpoeTca cTpaHuLa La6noHbl.
B Tabnuue Bee wabnoHbl BoibepuTe WaboH.

B naHenu nHCTpymMeHTOB HaxmMmunTe BkaounTb.

LLla6noH BkOYEH.

>  YT06bl OTKIOUNTL WWAGIOH AN KaPTOUKN COBbITUS:

1.

2.
3.

B rnaBHOM MeHI0 B pasnene Cuctema BbiGepuTe NyHKT LLIa6noHbl ans KapTouku cobbiTus.
OTtkpoeTcd cTpaHuua LLa6noHbi.
B Tabnuue Bee wabnoHbl BoibepuTe WabIoH.

B naHenn nHCTpyMeHTOB HaxXxMmnTe OTKAIOUMUTD.

LLlaBnoH oTkoYeH.

8.3.2. mnopT wabnoHa ons KapTouKn COObITUS

> YT06bI LO6aBUTDL LIAGIOH ANS KapTOUKMN COBbITUS:

1.

6.
7.

B rnaBHOM MeHIo B pasfene Cuctema Boibepute NyHKT LLIa6noHbl Ans KapTOUKU CO6bITUS.
OTtkpoeTcd cTpaHuua LLlaénoHbl.

B naHenu nHctpymeHToB Haxmute AMnopr.

OTtkpoeTcs okHO UMnopT wa6bnoHa.

B oTKpbiBLIEMCS OKHe NepeTalumTe dalin WwabroHa ¢ paclupeHnem .js B none ®aun nnn
BblGEpUTE MO CChISKE.

MakcumanbHbin pasmep daina — 10 MB.
YKaxmTe Ha3BaHue LabnoHa.

B none ®unbTp cobbiTuii ykaxunte PDQL-3anpoc ong cobbiThii, B KApTOUYKax KOTOPbIX 6yaeT
oTOBpaxaTbcs LWaboH.

YKaxuTe nonb3oBaTenen, o KoTopbix 6yaeT oTo6paxaTbCs LWabioH.

Haxmunte [lo6aBUTD.

LLlabnoH no6aBneH B cuctemy.
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8.3.3. HacTpoika wabnoHa gng kapTo4yku CobbITUS

>  YTO6bl HACTPOWTD WAaBNOH A5 KapTOYKM COBBITUS:
1. B rnaBHOM MeHIo B pasfene Cuctema Boibepute NyHKT LLIa6noHbl ang KapTouku cobbiTUS.
OTkpoeTcd cTpaHunua LLa6énoHbi.
2. B Tabnuue Bce wa6noHbl BoibepuTe LWAGIOH.
3. B naHenu nHctpymeHToB Haxmute USmMeHunTb.
OTkpoeTca cTpaHnua U3ameHeHne napameTpoB WabnoHa.
4. BHecuTe naMeHeHus B napameTpbl WaboHa 1 HaxmuTe CoXpaHUTD.

LLlabnoH ons KapToukM COBLITUI HACTPOEH.

8.3.4. YpaneHune wabnoHa s KapToukin COObITUS

> YT06bl yOanuTb WabnoH AN KapTOUK/ COBbITNS:
1. B rnaBHOM MeHI0 B pa3aene Cuctema BbibepunTe NyHKT LLIa6noHbl Ang KapTOUKM cO6bITUS.
OTkpoeTcd cTpaHuua LLaénoHbi.
2. B Tabnuue Bce wab6noHbl BoibepunTe LWWAGOH.
3. B naHenu nHCTpymMeHTOB HaxmunTe YaanuTb.

LLla61oH yoaneH.

8.4. Co3fnaHume NCKYeHns Ha OCHOBEe faHHbIX cobbiTug V1B

[ng MHOMMX NpaBuI KOppensauun B cUcTemMe npenyCMOoTPeH MexaHn3m 06paboTKI TOXHbIX
cpabaTbiBaHWI, peann3oBaHHbI Ha OCHOBE TabINYHbIX CAICKOB Af1s UCKIoYeHWA. Mpu BbiSBAEHN
NOXHOro cpabaTbiBaHNS B OANH 13 TaKNX TabfINYHbIX CINCKOB HEO6XOAMMO BHECTI faHHble,
yKa3aHHble B KOPPENALUNOHHOM COBbITN (HanprMep, MS y31a, Ha KOTOPOM 3aperncTprnpoBaHoO
cobbITne, NI aeHTNPNKaToP YYETHON 3anmncul, C KOTOPOI CBS3aHa Nogo3puUTeSIbHas akTUBHOCTb).
Bbibop TabnnmyHoro crivicka 3aBucKT oT npaswna. lNocne go6aBneHns GaHHbIX B TaBANYHbIA CMINCOK
CO6bITVS C TAKM Xe AaHHbIMUN He ByayT PErncTpMpoBaTbCS NPaBUIOM KOPPEnsaLnn.

[o6aBnaTb gaHHble ANs UCKOYEHWNI B TaBANYHBIA CMINCOK Bbl MOXeTe Bpy4Hyto 13 Knowledge Base
(cornacHo onmcaHmnio NakeTa 9KCNepTn3bl, B KOTOPbIA BXOAWUT NPaBuiIo) U aBTOMaTYeckm no
CCblJIKe 13 CBOOKMN O KOPPENSALNOHHOM COBbITUN.

BHumaHue! ABTomaTtuyeckoe gobaBneHmne gaHHbIX 419 NCKAYEHNI [OCTYNHO TONbKO B
TabnnyHble CINCKIK, 0N KOTOPbIX CO3AaH LWaboH ncknoveHnn (cm. pasgen 16.12.1.2).

> YT106bl CO30aTb NCKNIOUEHE Ha OCHOBE OaHHbIX KoppendaumnoHHOro CcOb6bITNS:

1. B rnaBHOM MeHIo BbiGepuTe pasnen CobbiTus.

Pa6oTa ¢ cobbiTusmmn 128



OTkpoeTcs cTpaHuLa CobbITUS.
2. B Tabnuue cobbiTui BbibepunTe KOpPEensaunoHHoe cobbiTue.

MpumeuaHue. [119 noncka KOpPEenaLMOHHbIX COBbITII Bbl MOXeTe 1cronb3oBaTtb PDQL-
3anpoc correlation _name != null v rpynnupoBKy Mo Nos cobbiTng correlation _name.

3. B naHenu CBopgka no ccolsike n06aBMTb UcKn4yeHune OTKpOI7|T€ BCrbliBatoLlee OKHO OJ14
pa6OTbI C NCKIOYEHNAMN.

B okHe pacnonoxXxeHbobl 610K C Y>Xe CO30aHHbIMWN NCKITIOYEeHNAMIK, CCbIJTIK N4 Co30aHn4
VNCKITIOYEHMNI [Pa3HbIX TUMOB 1 CCblJIKa Ha TabNNYHbINA CMIACOK, B KOTOprIﬁ BHOCATCYA
NCKITIOYEeHNS.

ﬂpmmeanwe. Bbl moxeTe yOoannTb CO30aHHOE paHee NCKMYeHne no KHornke

4. B6noke ﬂo6aBuTb UCKJTIOYEeHMe MO CCblke C TUMNOM NCKITIoYeHn4 OTKpOI‘/lTe OKHO N4
Bbl60pa VICKJTIOYEHMS MO AaHHbIM COBbITUS.

CnpaBa OT KaXdoW CCbIfKN YKa3aHbl KO/Tn4eCcTBO CO6bITWIA, NognagaloLLX Nog aTo
NCKJTlo4eHue, N CCblJIka Ha Ta6n|/||_|,y C 9TUMI COBBITUAMMN.

5. Tlo ccbifnke ¢ gaHHbIMU CobbITUS [O6aBbTE UCK/TIOUEHME.

VicknioueHmne Ha OCHOBe AaHHbIX KoppendaumMoHHOro COBbITNS CO3AaHO.

8.5. HacTpowka npeacTtaBneHns n aKCrnopT pe3ynbTaToB
aHanm3a faHHbIX O COBbITUSX

B MaxPatrol SIEM Bbl MOXeTe N3MeHsTb NpeacTaBeHne pesybTaToB aHann3a 4aHHbIX O COBbITUSX.
Bbl Takxxe MmoxeTe aKCnopTUpoOBaTh pPe3yfbTaThl U3 cucTembl B Buae danna popmata PNG.

MNepen HacTpoliKol MpeacTaBneHNs AaHHbIX O COBbITUSX BaM HYXHO X OTGUIbTPOBATD,
crpynnupoBaTb 1 NpoaHann3npoBaThb.

> YT06bI HACTPOUTL NPeacTaBneHe pesynbTaToB aHaM3a JaHHbIX O COBbITUSX:
1. B rnaBHOM MeHIo Bbi6epunTe pasnen CobbiTus.

OTkpoeTcd cTpaHuua CobbITUS.

2. B naHenn nHCTpyMeHTOB HaXmMunTe
OTkpoeTcs CTpaHnLa HaCTPOWNKN NPEeACcTaBNeHNS AaHHbIX.

3. B 6noke npepcTtaBneHns faHHbIX BolbeprTe TUMN NpeacTtasneHns — Taébnuua, Cton6uaTtas
Anarpamma, Npaduk nnn Kpyrosasi guarpamma.

4. Ecnu TpebyeTcd, HaCTpoWTe nereHay: BbibepunTe 0ToBpaxeHne 1 pacrosio)XeHne MapKepoB.

5. Ecnu TpebyeTcs, BKOUMTE 11 HACTPOWTE OTOBpaxeHe Noanncen 3HaYeHnin Ha rpaduke.
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MpumeuaHue. [Npn ycTaHoBNEHHOM dnaxke PaspelnTb HaoXXEeHUe Ha NPeacTaBiIeHN
OyayT oTo6paxaTbCs MOAMCU BCEX 3HAaUEHWIA, faxe ecnv oHn 6yayT nepekpbiBaTb Apyr

npyra.

6. Ecnu tpebyeTcs, Bknounte nognucu ocen n B nongx X n Y BBeanTe HanMeHoBaHNsS OCel.
7. Ecnun TpebyeTcs, HaCTponTe oTobpaxeHne Nnognucen 3Ha4YeHnin Ha ocn X.

MpumeuaHue. [Npn ycTaHoBNeHHOM dnaxke PaspewnTb NOBOPOT NOANVCK 3HAYEHNI, eCiA
OHW He MOMELLATCS FOpPU30OHTaNbHO, 6yayT MOBEPHYThHI.

I'Ipe,u,c:TaBneHVle pe3ysibTaToB aHaJlM3a AaHHbIX O COBbITUSX HaCTpPOEHO.

Mpw BbibOpe aneMeHTa (Hanpumep, CTonbua anarpaMmbl) OTKPbIBaeTCS CTpaHuLa Beb-nHTepdeiica
CUCTEMbI C MOJPOBHON NHPOPMaLMe.

HacTpoeHHoe npefcTaBeHne pesynbTaToB Bbl MOXETE COXPaHUTb B BUAE BUAXETa MO KHOMKe
CoxpaHUTb B 6M6N1INOTEKY BUAIKETOB.

Mo kHomMke Hasap K cnucky co6bITUIA Bbl MOXETE BEPHYTbCA K OTOBPaXeHMo pesyibTaTos
aHanmn3a gaHHbIX B BuOe TabnnLbl COObITUN.

8.6. OWwmbKKM Npm NPOCMOTPE COBLITAN

Mpw Bo3HUkHoBeHN B MaxPatrol SIEM npo6nem B pa6oTe ¢ cobbITnamMu B paboyert obnactu
cTpaHunubl CobbITUS OTOGpaxatnTcs CoobLLeHNs 06 ownbkax. OQHOBPEMEHHO OTOBPaXaloTCs He
6onee Tpex oWnboK.

B 3aBrcUMOCTI OT TUMNa YYETHOWN 3anuncn coobliieHre 06 OLLNGKe CoaepPXUT TEKCT pasHOro YpoBHY
geTanusaunun. [Jng nonb3oBaTena oTo6paxaloTcs Ko OWn6KY, ee onmncaHmne N HaumeHoBaHne
KOMMOHEHTa, B paboTe KOTOPOro nponsoLuen c6oi. [ nosib3oBaTens ¢ posbio agMUHUCTpaTopa
LOMOMHNTENBbHO NPUBOAMNTCSA 6onee aeTanbHas MHPopMaLmns 06 MCTOUHIKKE OWN6KK (Hanpumep,
ceTeBoW agpec).

Ecnu c owmnbkon cega3aHbl apyrune OLUNBKW, Bbl MOXETE MPOCMOTPETb |/|Hc|>op|\/|au,vno O HMX MO CCblJiIKe
Moka3aTb BNOXEHHbIe OWUGKMN.

Bbl MOXeTe ckonmpoBaTb TEKCT OLUMGKM, YTO6bI NepefaTb ero agMUHNCTPaTopy CUCTEMbI U B
CNYX6Y TEXHNYECKON NOoAaePXKN.

>  YT06bl CKONMMPOBATb TEKCT OLLINGKN,

B 6/1OKE C TEeKCTOM OLUMNBKIN HaXMUTe

TekcT owmbky (BMeCcTe C onmncaHnemM BoXeHHbIX OLn60oK) 6yaeT CKonupoBaH B 6ydep obMmeHa.

8.7. OueHka pucka cobbiTng

lMokasaTenb OLeHKa pucka oTo6paxaeTcsl B CBOAKE C NOAPOBHON nHpopmauumei o
KOPPEenauMoHHOM cobbITUn. [1ns oTo6paxeHns OLLEHKN prcka HEOBXOAMMO YCTaHOBUTb 1 HACTPOWTb
KoMmoHeHT Behavioral Anomaly Detection, BkntounTb CTaHOAPTHbIN WA6GI0H A5 KAPTOUKN COBbITUS.
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Prck KoppensaunoHHOro CobbITUS — 3TO CaMOe BbICOKOE 13 3HAaYEHUI pUCKa NCXOOHbIX COBbITIIN
(makcumanbHas oueHka — 100). Bbl MoXeTe NpOCMOTPETb OLEHKY PrCKa KaxX[goro MCXOLHOro
CO6bITUS, BK/OYAS OLEHKW, paccuyMTaHHble 415 y3na 1 Nofib3oBaTe s, y4aCTBYIOLWIMX B UICXOLHOM
COBbITUN.

Kpome Toro, Bbl MOXeTe y3HaTb, Kakme SKCrepTHble Npasuia 1 MoAen MalluHHOMO 06y4YeHns
cpaboTany Npu pacyeTe OLEeHKN pUcKa NCXOOHOO COBbITHS.

MpumeyaHme. Bbl MoxeTe NoATBEPOUTL UK OTKIIOHUTD OLLEHKY PUCKa UCXOLHOro COBbITHS,
NMPVCBOEHHYIO CUCTEMON. DTO He MOBMNSAET Ha TEKYLLYIO OLLEeHKY HamnpsMYyto, HO MOMOXET pasBUTb
Mogenn MallnMHHOro o6yJeHns kKomnoHeHTa Behavioral Anomaly Detection n ynyuwintb pa6oTy
cucTembl B byayLiem.
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Q. PaboTa c nHumpeHTamm

MaxPatrol SIEM nomoraeT Bam BbISBN4Tb 1 pacciefoBaTtb MHUNAEHTbI UHGOPMaLNOHHON
6e30MnacHOCTN.

ViHumpeHT nHdpopmaLmoHHOM 6e30MacHOCTU (Takke NMHUUAEHT) — 3TO OAHO WA HECKOMNBbKO
HeXenaTenbHbIX NN HEOXMOAHHbBIX COBbITUI, KOTOPbIE MOMYT MOBANATbL Ha MHPOPMALNOHHYIO
6e30MacHOCTb OpraHmn3aLnin.

Mpumepamun nHumaeHToB IB MoryT CnyxmTb:

— HecaHKUMOHNPOBaHHOE N3MEHEHMNE OaHHbIX;
— ycTaHoBKa 3anpeLeHHoro MNO;

— OBHapyXeHue Bupyca;

— CKaHupoBaHue ceTu;

— cnawm;

— yTeuka AaHHbIX.

MaxPatrol SIEM npegHasHayeH ons BbigBNeHNS UHLMOEHTOB 1 MOMOraeT aHannm3npoBaTb 1
paccnenoBaTtb MHUUOEHTDI, @ Takxke XpaHUTb MHGOPMALNIO O HUX.

MaxPatrol SIEM ckaHunpyeT IT-nHdpacTpykTypy OpraHu3aLmy ¢ MOMOLLbI0 Mogynen n cobnpaet
NHbOPMAaLMIO, Ha OCHOBE KOTOPOW GOPpMUPYET BHYTPEHHIOIO MOLESb akT/BOB.

Ha ocHoBe aHanu3sa cobbituin MaxPatrol SIEM aBToMaTnyeckn pernctpupyeT NHLNLEHTbI
NHbOPMAaLOHHON 6e30MacHOCTU. Takxke Bbl MOXETe 3aperncTprupoBaTh NX BPYUHYIO.

MaxPatrol SIEM nomoraeTt BamM TOYHO 11 6bICTPO pearnpoBaTb Ha MHLMGEHTbI, YTO MO3BOMUT B
KpaT4yalLlne Cpoky BOCCTaHOBUTb PaboTOCMOCOB6HOCTD IT-MHDpPacTpyKTypbl OpraHn3aLun 11 CBECTI
K MUHUMYMY HE6NaronpusaTHOE BANSHNE NHUMAEHTOB Ha IT-nHdpacTpyKkTypy opraHmusaumnum.

Mpouecc paboTbl ¢ nHUMgeHTamu B MaxPatrol SIEM cocTouT 13 crnegyowmx aTanos:
1. BbigBneHmne MHUNOEHTOB.
MpuopnTnzauns NHUNLEHTOB.

AHann3 NHUNOEeHTA.

Ll N

PaccnepoBaHune nHUmaeHTa.

BbisBneHne MHUNAEHTOB

Llenb aTana: y3HaTb O NOSIBAEHUN NHUMAEHTa (€CN OH CO3AaH aBTOMAaTNYeCK) Uu, eCrn Bbl
OBHapPYXWI ero CaMoCTOSTEbHO, BHECTU MHPOopMaumio o Hem B MaxPatrol SIEM.

Ecnu nHumaeHT 6bin co3naH aBToOMaTYEeCKU, Bbl MOXETE y3HaTb 06 3TOM 13 yBEAOMIIEHNS,
npuieaLwero Ha Bally 3/1eKTPOHHYI0 noyTy. CTaTyc CO3naHHOro nHunaeHTa B cnucteme — HoBbIi.
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WNHumpeHTbl co ctatycom HoBbIM NepexoadaT Ha creayoLlmii 3Tan XN3HeHHOro Lyknia B cucteme —
aTan NpuopuUTU3aLnN NHUNLEHTOB.

an/IOpI/ITI/ISaLWISI MHUNOEeHTOB
Llenb aTana: BbI6paTh NMHLMOEHTbI, KOTOPbIE BaM HYXHO B3sTb B paboTy B NEpBYIO oYepemb.
Bawn pencteung:

1. OTcopTupoBaTh 1 OTGUNBTPOBATb NHLUMAEHTBI C MOMOLLbIO BCTPOEHHbIX B MaxPatrol SIEM
NHCTPYMEHTOB — COPTUPOBKN 11 GUNbTpaLmn:

. COpTI/IpOBKa VHUMOEeHTOB. Bbl MmoxeTe copTmnpoBaTb NHUMNOEHTbI MO NapamMeTpam: Nno
BpemMeHn co3naHung, No cTerneHn onacHoOCTK, No CTaTycy.

«  PunbTpaums NHUNAEHTOB. Bbl MOXeTe ncnonb3oBaTb CTaHOaPTHbIE, BPEMEHHbIE U/ CBOU
HaCTpOeHHble (Mo/Ib3oBaTeNIbCKne) PUNbTPbI, YTOBbI BbICTPO HANTY HYXHbIV BaM NHUMASHT
NNV rpynny MHUMAEHTOB MO 3aAaHHbIM NapameTpam.

2. BbInonHuTb ONarHoCTUKY NHUMOEeHTa. B xoge anarHoCTVKM Bbl OKHbI MPUHATb peLleHne o ToMm,
HY>XeH N OanbHeNLWnin aHanna n paccnenoBaHne NHUNOeHTa:

«  Ecnu nHumpeHT 9BngeTcs NoxHbIM cpabaTbiBaHneM, Bbl LOMKHbI U3MEHUTb ero CTaTyc C
HoBbliit Ha 3aKpbIT. VIHUMAEHT 6yaeT XpaHUTbCS B CUCTEME CO CTaTycoM 3aKpbIT (o)XHOe
cpabaTbiBaHMe), 3MeHeHVe 3TOro cTatyca HeBO3MOXHO.

«  Ecnu nHUmngeHT 9BngeTcs NCTUHHBIM (He NIOXHbIM cpabaTbiBaHNEM), Bbl AOKHbI UBMEHNTb
ero ctatyc ¢ HoBbiil Ha YTBepXAeH. YTBePXOEeHHbIN NHLUNAEHT NepexoanT Ha CremyoLmni
aTan XN3HEeHHOro LuKia UHLUNOEHTa B CUCTeMe — 3Tan aHaamaa.

AHann3 nHumpgeHTa

Llenb aTana: pacwmpnTb KOHTEKCT MHUMOEHTa N NPUHATD pelleHne, HYy>XHO i panbHenwee
paccnegoBaHume.

Baww penctBug:

1. I'IpoaHanmsmpOBaTb CBS3M UHLIMOEHTa; COBbITNS N aKTBbI, nprnBa3aHHble K NHUNAOEHTY, OaHHble N3
KapTo4KN.

2. TpuHSTb pelueHre, HyXXHO N fJanbHellee paccnefoBaHne Ui MHUMAEHT Gbln paspelueH 6e3
BalLero yyacTtus:

«  Ecnun nHumpeHT 6bin paspelueH 6e3 Ballero y4acTus (Hanpumep, 6bia1 co3naH MHLNOEHT
O6HapyxeHue BUpYCa, HO K 3Tany aHanm3a aHTUBUPYC yXxe ycrnen yaanuTb BpeooHOCHoe
MO), Bbl 4OMKHBI U3MEHUTb CTaTyC UHLMAEHTA C YTBEpPXAEeH Ha 3aKpbIT.

«  Ecnwm HyXHO panbHelwee paccnegoBaHmne, Bbl LOMKHbI MU3MEHUTb CTaTyC MHUMAEHTa C
YTBepXxaeH Ha B pa6oTe. IHuuaeHT co cTaTycom B paboTe nepexoqnT Ha cneanyioLmnn
3Tan XN3HEeHHOro LMKia B CUCTEME — 3Tan pacCc/efoBaHus.

ﬂpmmeanme. Ha aTane paccnenoBaHng naMeHeHne Ha3BaHng 1 onncaHmy ctatyca nHungeHTa
CTaHOBUTCHA HeOCTYIMHbIM.
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PaccnepoBaHune nHunpgeHTa

Llenb sTana: onpenesninte NCTOYHKK Yrpos, BbldBUNTb 06CTOATENBCTRA, KOTOpPble rnpuneenn K
BO3HNKHOBEHWIO NHUWNOEHTA, CO6paTb OOKa3aTesibCTBa NHUKOeHTa, 0atb pekomMmeHgauunn rno
yCTpaHeHnto nHumaoeHTa n 3akpblTb NHUWOEHT.

Bawn gencteug:

1.

KaTeropuanpoatb NHLMOEHT. Bbl LOMKHBI OLLEHTL CUTYaLMIO U MPEeABapPUTENbHO MPUCBOUTD
NHUMOEHTY KaTeropuo Ha ocHoBe nHdopmMauuy, [OCTYMHON BaM Ha MOMEHT BbISIBEHNS
nHUngeHTa: Hanpumep, YetaHoBKa 3anpeuieHHoro MO nnn YTeuka gaHHbIX.

JlokannzoBaTb NHUMAOEHT. Bbl 4OMKHbI MPOCMOTPETb TOMONOINIO NHUMOEHTa N OOCTUXNMOCTN,
UTObbI onpenennTb, Kake akTBbl BOBJIe4YeHbl B MHUWOEHT.

NocTaBuTb 3agaum no NHUNOEHTY. Bbl moxeTe nocTtaBuTb 3afadvy Ha opyroro cotTpygHunka, YTOObI
npuBfeyb ero K paccnenoBaHuio NHUNOEeHTa, C60py [oKa3aTe/ibCTB Mo NHUWNAOEHTY nnn
BOCCTaHOBJ1€HNIO pa6OTOCI'IOCO6HOCTI/I cucrtembl. B pamMkKax paccnenoBaHung KaXxooro nHungeHTa
Bbl MOXeTe CO3aBaTb HECKOJ1IbKO 3afau.

PaspaboTaTtb NnaH 1 NPUHATL Mepbl MO NHUMAEHTY. [1ocne Toro, Kak Bbl UCCNefoBani Bce
OBCTOSATENBCTBA NHLMAEHTA, BaM HY)XXHO pa3paboTaTb niaHbl U faTb peKoMeHgaLmm
BOBJIEYEHHDBIM B VHLUMAEHT COTPYAHNKAM, YTO6bl NPefoTBPaTUTb NOBTOPHOE BO3HNKHOBEHE
BbISIBNEHHOr0 NHUMAeHTa. 3aTeM Bbl LOMKHbI M3MEHUTb CTaTyC nHunaeHTa ¢ B paéore Ha
PaspeuueH.

MPOKOHTPONPOBAaTb UCMOSIHEHNE pekoMeHAaunl (ONLUMOHANbHO):

- Ecnwn Bawwn pekoMeHOaumnn BbINoSIHEHbI, @ UHUMAEHT 1 MOCNeACTBUS YCTPaHeHbI, Bbl LOMKHbI
N3MeHNTb CTaTyC NHUMAeHTa ¢ PaspelueH Ha 3akpbIT. [prHSTbie Mepbl MO MHUMGEHTY BaMm
HYXHO 3adUKCNPOBaTb B KAPTOUKE NHLNAEHTA.

- Ecnu Baww pekomeHgaumm He BbiNOMHEHbI B0 MPUHATBIX Mep 0Ka3anoCb HEAOCTAaTOUHO 1
NHLUNOEHT BO3HNKAET MOBTOPHO, Bbl AOMKHbI U3MEHNTb CTaTyC NHUMaeHTa ¢ PaspelueH Ha B
pa6orTe.
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HoBblINn

3aKkpbIT YTBepXaeH

B pa6ote

PaspeLlueH

PucyHok 13. CtaTycbl MHUMOEHTA
B no6oin MoOMeHT paboTbl C MHUMAEHTaMI Bbl MOXETE SKCMOPTUPOBAaTb UX B YHNDULIMPOBaHHOM
dopmaTe obMeHa s nocseqyowero UMNopTa B Apyrne CUCTeMbI.

TakXe Bbl MOXeTe NpocMaTpuBaTh K/toueBble nokasaTenn paboTbl Mo NHUMAEHTaM, Hanpumep
OTCNexmBaTb AVHAMUKY NOSBNEHNS NHLNLEHTOB, Kak 6bICTPO OHU 06pabaTbiBaOTCS, CKONTbKO
BPEMEH B CpeaHeM TPaTUTCS Ha yCTPaHeHne NHUMAEHTa.

Ha cTtpaHuue VMIHUmaeHTbl Bbl MOXeTe NpocMaTpuBaTb TabnunLy NHLNOEHTOB 1 BbINMOMHATL TUMOBbIE
LEeNCTBUS C UHUNAEHTaMW.

B aTom pa3pene

BbigBneHne nHungeHToB (cm. pasgen 9.1)

MpropuTnzaunsa NHUMAEHToB (CM. pasgen 9.2)

AHanuna nHumgeHTa (cm. pasgen 9.3)

PaccnepoBaHne nHumgeHTa (cm. pasgen 9.4)

[MpocMOTp CTaTUCTUKIK MO NHUKMAeHTaM (cMm. pasgen 9.5)

OKCropT 1 UMMOPT UHUMAEHTOB (CM. pasgen 9.6)

YnaneHne nHungeHToB (cm. pasgen 9.7)

Q.1. BbigsBNneHmne nHumoeHToB

Ha aTane BbigBMEHNS UHLIMOEHTOB Balla Lieflb — Y3HaTb O MOSBMEHUN NHLUMAEHTa (eCcnmn OH co3aaH
aBTOMAaTNYeCKN) v, eCni Bbl O6HapPYXWUI ero CaMoCTOSTeNIbHO, BHECTU NHPOPMALIMIO O HEM B
MaxPatrol SIEM.
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ViHumpeHTbl BoigBnaioTcsa B MaxPatrol SIEM cnegytowwimmm cnocobamu:

— MaxPatrol SIEM cosgaeT MHUNOEHT 1 OTNPaBnsgeT BaM Ha 3/1IEKTPOHHYIO MOYTY yBegoMeHne 06
NHUMOEHTE;

— Bbl co3gaeTe nHUMaeHT B MaxPatrol SIEM 13 nHterpuposaHHoro ¢ MaxPatrol SIEM npogykTa
PT NAD;

— Bbl CO30aeTe NHUNOEeHT BPYUYHYIO,

— Bbl UMnNopTupyeTe nHumaeHTbl 13 MaxPatrol SIEM, oTHocdwerocd k IT-nHbpacTpykType cetn
opyroro dunmnana, nan n3 gpyrux CUCTeM ynpaBneHns cobbITuaMu 6€30MnacHOCTH.

ABTOMaTNYeckoe yBegoMneHune 06 NHUMpEeHTe

[Mpw BO3HNKHOBEHUI COBbLITYS, KOTOPOE MOXET HapyLnTb paboTy cetn, MaxPatrol SIEM cosgaeT
VNHUWOEHT aBToMaTyeckn. Takke cobbiTre MOXeT 6blTb arpernpoBaHO ¢ HECKOMbKMMN yXe
cylwecTByWNMY nHUmngeHTamum (cm. PykoBoacTBo paspaboTuunka).

Arperauus Heobxoauma Ans Toro, YTo6bl Bbl MOV HAKOMUTb MHPOPMALIMIO, HEOEXOANMYIO ANS
NepPBUYHON OLLEHKN NHLNAEHTA, B paMKax OAHOrO MHUMAEHTA 1 MPU 9TOM YMEHbLUNTb KOIMYECTBO
NMOBTOPSIOLLMXCS OAHOTUMHBIX MHLNAEHTOB.

MaxPatrol SIEM moxeT coobLuaTb No/ib30BaTENSM MO S/1IEKTPOHHOI NMoyTe 06 N3MEeHEeHU cocTaBa
rPynnbl akTVBOB, O COBbLITUSX N COCTOSHNN NHUMAEHTOB. [11s OTNpaBk/ yBEAOMIIEHNIA MO
3NEeKTPOHHON NouTe Heobxoanumo HacTpouTb MaxPatrol SIEM.

Co3paHune nHunpgeHTa us PT NAD

MaxPatrol SIEM — 3710 cucTema, o6ecneumpaioLast KOMMAEKCHbIN MOHUTOPWHI MHDOPMAaLMIOHHON
6e3onacHocTn IT-nHdpacTpykTypbl npeanpuatusd. PT NAD MoXeT 6bITb MHTErpnpoBaH C
MaxPatrol SIEM. OcHOBHasg Liesib Takol NHTerpaunm — Nepuoanyeckmnin o6MeH gaHHbIMN.

Ecnn nHterpauns HacTpoeHa, To B PT NAD Bbl MOXeTe NHNLnpoBaTb CO3AaHNe NHLNOEHTa B
MaxPatrol SIEM.

Mogpo6Hasa nHPopmaums o cosgaHum nHumaeHTa n3 PT NAD cogepxuTtcs B PykoBoacTsee
onepatopa PT NAD.

CosfaHune nHunpeHTa BpYUHyIo

Ecnu Bbl 06HapyXunu, 4To B ccTeMe cpaboTasno NpaBuio Koppenauuy, Wimn 3ameTum
noao3puTENbHOE NOBEAEHNE CUCTEMDI, Bbl MOXETE:

— co3daTb UHUMOEHT Ha cTpaHule UHUMAaeHTbI;
— co30aTb VHUNOEHT U3 crincka cCobbITUI;

— nMpumB4a3aTb K paHee CO30aHHOMY NHUWNOEHTY OOHO N HeCKOJIbKO COGbITUIA.
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MMnopT nHunpgeHToB

Bbl MOXeTe MNopTUpOBaTh MHLMOEHTHI N3 TeppuTopuranbHo pacnpeneneHHoro MaxPatrol SIEM
VN N3 OPYrx CUCTEM yrpaBneHuns cobbituammn I T-6e3onacHOCTH B yHUPULUIMPOBaHHOM dopmaTe
o6meHa — JSON.

MoppobHasa MHPopMaLs 06 aBTOMaTUYECKNX YBEAOMIEHUSX cogepXntcs B PykosoacTtee
agMmuHucTpatopa MaxPatrol SIEM.

Moppo6Hasa nHPopMaLMs O NpaBKIax Koppenauumn cogepxmtcsa B PykoBoacTee paspaboTunka
MaxPatrol SIEM.

B aTom pa3pene

CoszpaHue nHumngeHTa Bpy4Hyto (cm. pasgen 9.1.1)

CogzgaHune nHuMaeHTa ¢ NpuBs3kor K cobblTuio (cM. pasgen 9.1.2)

O6HoBneHNe cnncka NHUMOeHToB (cMm. pasgen 9.1.3)

@.1.1. Co3gaHune nHuugeHTa BpYy4HYIo

[Mpw BO3HUKHOBEHWI COBbITUS, KOTOPOE MOXET HapyLnTb paboTy IT-uHppacTpyKTypbl ceTu,
MaxPatrol SIEM co3paeT nHUMOEeHT aBTOMaTNYeCKN.

Bbl moxeTe co3gaTb MHUMOEHT BPY4YHYIO B Clrieqylowmx cry4yasax:

— VIHUMAOEHT 6bln BbISBEH APYrMU MIOAbMI (HanpuMep, COTPYAHUK APYroro noapasneneHuns
coobLWmn 06 aTake).

— WHumpeHT 6bin BbiBIEH BaMn Ha OCHOBE Ballel 3KCI'IepTHOVI OLeHKWN.

> YTO6bl CO30aTb NHUMAEHT:
1. B rnaBHOM MeHto B paznesie UHUMAaeHTbI Bbibepute nyHKT UHUMAEHTBI.
OTtkpoeTca cTpaHnua UHUMAEHTDI.
2. B maHenu nHCTpymMeHTOB HaxmuTe KHornky Co3gaThb.
OTKpoeTCcH CTpaHnLa Co3naHNsg HOBOMO NHLUMAEHTA.
3. 3anonHute 6ok napameTpos MapameTpbl:

- B none HasBaHue BBeonTe Ha3BaHNE NHLUNOEHTA, KOTOPOE MNMo3BOJINT onpenennTb XapakTep
MHUMOEeHTa.

MpumeuaHue. OrpaHnyeHne Ha Beog — 200 crumBOMIOB.

- Ecnun TpebyeTcy, B none OnucaHue BBeanTe Nogpo6Hoe TEKCTOBOE OMNCaHMNe NHLUMOEHTA,
yKa3aB BCe HEObXOoanMble 419 ero 06paboTKy CBeAeHIS.

MpumeuaHue. OrpaHnyeHne Ha Beog — 2000 crmBOOB.
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- B packpbiBatoLlemcs crnivicke Pacnono)eHue BbiGepriTe BCe rpynrbl akTUBOB, CBA3aHHbIE C
NHUNOEHTOM.

Ecnn TpebyeTcy, B none O6HapYXeH yKaxuTe 0aTy U BpeMs 06HapYXeHNS UHUNOEHTa
BPYYHYIO WA C MOMOLLbIO 3HAYKOB n

MpumeyaHwue. [lata n Bpems 06HapyXeHns NHUMAEHTa HEe MOryT ObiTb 60MbLUE TekyLen gaTtbl
N BPEMEHN.

- B packpbiBatollemcs cnvicke KaTeropusi u Tun Boi6eprite KaTeropuio 1 TUM NHUMOEHTA.

- B packpbliBaloLLeEMCH CrCKe BnusHue Bbl6epVITe, Kakoe BO3[elCTBNE OKa3bliBaeT NHLINOEHT
Ha aKTWBbI.

4. 3anonHuTe 610K CTaTyC:

- B packpbiBalOLWemMC4d Crnncke OnacHocTb Bb|6ep|/|Te CTerneHb ornacHoOCT co3gaBaemMoro
NHUMNOEHTa — BbICOKYIO, CpeaHIo NN HA3SKYIO.

Ecnn Tpe6yeTc9|, B pacKpbiBaloLWeMCy Crimcke OTBETCTBEHHbDbIN Bbl6epl/|Te nosnb3oBaTenyd
CnCcTembl, KOTOprIﬁ Ha3Ha4aeTCs OTBETCTBEHHbIM 3a CO30aBaeMblil MHLNOEHT.

I'Ipmmeanme. Ecnu Bbl ocTaBuTe nosie OTBETCTBEHHbIWA HE3arMOJIHEHHbIM, TO B KapTouke
NHUMOEeHTa nocrie CoOXpaHeHund 6yneT OTO6pa)K8TbC9I 3HaueHne He HasHaueH.

5. Ecnu TpebyeTcs, 3anonHuTe 610K napameTpoB AKTUBbI U CETH:

- B packpbiBatoLiemcs crnivicke Fpynnbl akTMBOB BbiGepuTe OfHY W HECKOSIbKO aTaKOBaHHbIX
rpynn aKTVBOB.

- B packpbliBaloLLeMCy Crncke AKTUBbI Bbl6€pVITe OOWVH NN HECKOJ1bKO aTaKOBaHHbIX aKTBOB.

- B packpbiBatowemcs cnncke CeTu BbibepuTe OONH NN HECKOSbKO IP-agpecoB aTakoBaHHbIX
ceTei.

- B none CeTeBble agpeca BBeanTe oavH U Heckonbko DNS-agpecoB aTakoBaHHbIX CETEN.

- Ecnn Tpe6yeTc9|, B none I1po=me aKTUBbl U CeTU BBeuTe OanNH NN HECKOJ1bKO akKTBOB, U1
|P-8,El,peCOB ceTen, nnu DNS-aﬂpeCOB ceTel, CBA3aHHbIX C aTaKkoBaHHbIMU akTBaMU.

MpumeuaHue. B 3ToM none Bbl MOXeTe ykasaTb MHGOpMaLMIo MO aTakOBaHHbIM akTiBaM 1
ceTsM, KOTOpble eLle He 3aperncTpupoBaHbl B CUCTEME.

6. Ecnn tpebyeTcd, 3anonHnTe 6110k NapameTpos ATaKylowme aKTUBbI, ykasas NHbopMaLio
06 aTaKyloLINX aKTUBaX N CETSX.

7. Haxmute kHornky CoxpaHUTb.

ViHumpeHT cospaH. Co3gaHHbI MHUMAEHT OToB6paxaeTcs B Tabnuue NHUMOEHTOB.
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@.1.2. Co3gaHune nHumngeHTa C NpuBA3Kom K CObbITUIO

Ecnu Bbl 06Hapyxunn, 4to cobbiTne NHGopMaLoHHoON 6e3onacHocTn B MaxPatrol SIEM
CUrHanmMa3npyeT o BO3MOXHOM c60e B paboTe akTiBa, Bbl MOXETe co3aaTb NHLUMNAEHT C NPUBA3KON K
COBbITUIO.

> YT06bl CO30aTb MHLUNOEHT C NPUBA3KON K COBbITUIO:

1.
2.

10.

1.

B rnaBHOM MeHI0 Bbi6epuTe paznen CobbiTus.

B TabnuiLe cobbITuin yKaxuTe OgHO U HECKOMbKO COBbITUI U B MaHeNn NHCTPYMEHTOB
HaxMuTe kHornky Co3gaTb UHLUAEHT.

MpumeyaHue. Bbl MoxeTe BbIGUpaTb HECKOMBbKO CTPOK Noapsa, Haxumas knasuwy Shift, nnn
HEeCKOJIbKO OTAENbHbIX CTPOK, Haxumas knasuwwy Ctrl.

OTkpoeTcs okHo Co3paHne UHUMAEHTA.

B none Ha3aBaHue BBeanTe HadBaHVe NHLUNAEHTa, KOTOPOEe MO3BONUT ONPeaennTb XapakTep
NHUMAEHTa.

MpumeuaHue. OrpaHunyeHmne Ha Beog — 200 cnmMBOOB.

Ecnu TpebyeTcs, B none OnucaHue BBeanTe nogpobHOe TEKCTOBOE ONMCcaHmne NHUNOEHTA,
yKa3aB BCce Heobxoaumble Ans ero o6paboTKn CBeaeHNs.

MpumeuaHue. OrpaHunyeHne Ha Beog — 2000 crnmBOoB.
B none Mpynnbl BbiGepnTe rpynnbl akTUBOB, KOTOPble 3aAeICTBOBaHbI B UHLUAEHTE.
B packpbiBatoemcs crivicke Kateropust u TMn BbibepuTe KaTeropuio 1 TUMN MHUMOEHTA.

MpumeyuaHne. Ha6op noneli nocne packpbiBaowerocs cnucka Kateropus u Tun 6ynet
3aBUNCETb OT BblI6paHHbIX BaMU KaTEropun 1 Tuna NHUNAeHTa.

B packpbiBaloLLeMC4y Crnmcke OnacHocTb Bbl6epVITe CTeneHb onacHOCTW co3naBaemMoro
nHUngeHTa — BbICOKYO, CPEeHIOK NN HN3KYIO.

B none O6HapyXeH:

B KaneHgape Bblibepute faTy O6HapyXeHNs MHUMAEHTa Uy BBEAMTE 3Ty ATy BPYYHYIO;

Bbl6epI/ITe C NMOMOLLBbIO CTPesioK n Bpem4d 06Hapy>KeH|/|9 NMHUMOEeHTa.

Ecnn Tpe6yeT09|, B pacKpbliBalOLWLEeMCH Cnncke OTBEeTCTBEHHbDbIN Bbl6epI/ITe nosnb3oBaTenyd
CnNCTemMbl, KOTOPOro Bbl Ha3Ha4YaeTe OTBETCTBEHHbIM 3a NHLUWOEHT.

B packpbliBaloLWeMCd Crnncke BnusiHue Bbl6epI/|Te, Kakoe BO3[4eNCTBME OKa3blBaeT NHLNOEHT
Ha aKTWBbI.

Haxmunte kHonky CoXpaHUTb.

VIHumpeHT cospaH. Ha cTpaHuue CobbiTus oTo6pa)xaeTcs COOBLLEHNe O Co3aaHnm
NHLIOEHTA CO CCbINKOW Ha 3TOT NHLUUAEHT.
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CM. TaKkxke

Pa6oTa ¢ cobbiTnamu (cMm. pasaen 8)

9.1.3. O6HOBNEHMe cnucka NHUNOEHTOB

Bbl MOXeTe 06HOBNSATL CNNCOK NHLNOEHTOB BPYYHYIO UM HACTPOUTbL aBTOMaTU4YeCckoe O6HOBNEHNE
crnmcka.
> YT106bI 06HOBUTbL CANCOK MHLOEHTOB:
1. B rnaBHOM MeHIo B paznesie UHUMAaeHTbI Bbi6epuTe NyHKT UHUMAEHTBI.
OTkpoeTca cTpaHnLa UHUMAEHTDI.

2. Bb|6ep|/|Te Xenaembliin BapunaHT O6GHOBEHNS CNNCKa NMHUNOEHTOB:
« Ecnu Bbl XoTTe 06HOBUTbL CANCOK NHUWOEHTOB BPY4YHYIO, HAXMUNTE

- Ecnun Bbl XoTnTE, UTO6bI CANCOK VHLUOEHTOB O6HOBNANCS aBTOMaTUYECKN, HaXXMITe ¢
yCTaHOBUTE Gpnaxok ABTOMaTUYECKMU O6HOBASITb U1 BbiGepuTe HYXHbI BaM nepuop,
OB6HOBNEHNS.

@.2. [Npnopntrsaumnsg NHLNGEHTOB

B rpouecce BblgdB1eHNA NHUNOEHTOB MOXeT 6bITb CO3[aHO MHOXECTBO NHLNOEHTOB. O,EI,HOBpeMeHHO
B34Tb BC€ NHUWNOEHTbI B pa60Ty HEBO3MOXHO, MO3TOMY Bbl OO/DKHbI MPNOPUTU3NPOBaTb NHUNOEHTbl —
pacnpenenntb NX No CPOYHOCTU N BaXHOCTU peaKunm Ha HX.

YT06bI paccTaBUTb NPUOPUTETLI B paboTe C MHUMAEHTaMU, NCMONb3YNTe GUNbTpaLmio N COPTUPOBKY
NHLUNOEHTOB.

¢I/|J1praL|,I/|9I MHUMNAEeHTOB
PuAbTPbI MHLNASHTOB 6bIBaIOT CTAHAAPTHBIMU 11 MONb30BaTENbCKNMU.

CTaHgapTHble GUAbTPbI ABASIOTCS NPEeAYCTaHOBIEHHbBIMU, Y BaC HET BO3MOXHOCTY UX U3MEHSTb N
yoandaTb. B ctaHgapTHOM BpeMeHHOM GuiibTpe Bbl MOXeTe Bbl6MpaTh 13 NpeayCcTaHOBEHHbIX
3HaYeHNI BpeMEeHHOI NHTEepBa NMHUMASHTOB (MO YMOTYaHMNIO YCTAaHOBIEHO 3HaYeHe 3a
nocnepHue 7 gHewn).

Monb3oBaTenbckune GuAbTPbI MHUMAEHTOB Bbl MOXETe co3haBaTb CaMOCTOATENbHO. Takxe ang
rPYNNUPOBKN 11 BbICTPOro Noncka co3naHHbIX GUAbTPOB Bbl MOXeTe [06aBNdTb NONb30BaTeNbCKNe
nanku GnnbTPOB.
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CopTupoBKa MUHUMAEHTOB

Bbl MOXeTe copTUpoBaTh MHUMAEHTbI MO BPEMEHW CO34aHNs, MO CTaTyCy, MO YPOBHIO OMaCHOCTM.
CopTupoBka NHLNOEHTOB MO YMOYaHNIO ABASETCS MHOrOYPOBHEBOI. OTO 03HAYaeT, YTO Bbl MOXETE
OTCOPTMPOBAaTb NMHUMAEHTbI MO HECKOMBbKUM Nnonisam. CopTUpOBKa NPON3BOANTCS B TOM NOPSIAKE, B
KOTOPOM yKa3aHbl MONs A5 COPTMPOBKU. [Ins Kaxaoro nons CopTUPOBKY Bbl MOXETe yka3aTb
HanpaBfeHne COPTUPOBKN.

B aTom pa3pene

PunbTpauns NHUMAEHTOB No nepuody (cMm. pasgen 9.2.1)

PrnbTpauns NHUMAEHTOB MO rpynne akTnBoB (CM. pasgen 9.2.2)

dunbTpaumns NHLUNLEHTOB C MOMOLLIO CTAHAAPTHBIX WX NOIb30BaTENbCKUX GUNBTPOB
(cm. pasgen 9.2.3)

dunbTpauuns MHUMOEHToB ¢ nomMollbio PDQL-3anpoca (cm. pasgen 9.2.4)
Pa6oTa ¢ nonb3oBaTenbCckumMmn GunbTpamm NHUMOeHToB (cM. pasanen 9.2.5)
CopTupoBKa NHUMASHTOB (cM. pasgen 9.2.6)

C6poc Bcex ycnosuin puneTpauum (cm. pasgen 9.2.7)

9.2.1. PunbTpauns NHUNOEHTOB MO Nepuoay

Bbl MmoxeTe dunbTpoBaTh MHUMAEHTLI MO Nepuomy, NCNoab3ys CTaHOAPTHbIN BpeMeHHon GunbTp. Mo
ymMonyaHuto Ha cTpaHuue NHUMAaeHTbl B Tabnunue NHUMAEHTOB OTOGPaxaloTCs He3aKpbITbie
VHUMOEHTbl 3a nocnegHne 7 oHe.

>  YT06bl OTGUILTPOBATL CANCOK NHUVAEHTOB MO Nepuoay:
1. B rnaBHOM MeHI0 B pazgene UHUmMaeHTbl Boibepute NyHKT UHUMAEGHTDI.

OTtkpoeTca cTpaHnua UHUMAEHTDI.

2. Haxmwute B 1 BO BCr/ibiBaloLLLeM OKHe yKaXunTe rnepunoa.

MpumeuaHwue. Ecnuv Bbi6paH BapnaHT TeKyLWMUii KBapTan (TeKywui roa), B Tabnuue
NHUMOEHTOB OTOBpaXatloTCs NHLUMAEHTbI 3a Meproa, OT Havana TekyLero kKBapTana (TekyLuero
rona) 0o HaCTOSILLEro MOMEHTA.

3. Haxmute kHonky MpUMeHuTb.

B Tabnue nHUnOEeHTOB 0To6paxaloTcs MHUMAEHTbI 3@ BbI6paHHbI Neprog.
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9.2.2. PunbTpaunsa NHUMOEHTOB NO rpynne akTuBoB

B nHUmMpeHTax y4acTByIOT akTBbI, BXOASLLME B CTaHOAAPTHbIE 11 MONb30BaTebCKMe rpynmbl akTUBOB.
Bbl moxeTe dnnbTpoBaTb MHLUNAEHTbI MO NPUHAANEXHOCTY K Fpyrnnam akTuBOB. Vlepapxuyeckinii
CMUCOK rpynmn akTNBOB OTO6paxaeTcs Ha CcTpaHuue UHUMAEHTbI. VIHLMOEHTbI 13 BIOXEHHbIX rpynmn
oTO6paxatoTCcs Mo YMOYaHNIO.

MpumeyaHwue. VIHUMOEHTbI, KOTOPbIE HE NPUBS3aHbl K akTBaM (rpynna «HenpresasaHHble
NHLUMOEHTbI»), LOCTYMHbI TOMBbKO MOMb30BaTENMIO C POJbI0 agMUHUCTpaTopa.

>  YTO6bl 0OTOMNBTPOBATL NHLUMAEHTHI B TabNMLE NHUMOEHTOB MO rpynne akT/BOB:
1. B rnaBHOM MeHIo B pa3nesie UHUMAaeHTbI Bbi6epuTe nyHKT UHUMAEHTBI.
OTkpoeTca cTpaHnLa UHUMAEHTDI.
2. B naHenu UHUmAaeHTbI BbiGepuTe rpynny akTnBoB.
HasBaHune rpynnbl akTMBOB OTO6pa3nTCs Haf Tabnuuen NHUMAEHTOB.

B Tabnuue nHUMOEHTOB OTO6PA3ATCS NHLIMAEHTDI, MPOon3oLLeLne Ha akTuBax 13 BblbpaHHON
rpynnbl.

9.2.3. PunbTpauns NHUNOEHTOB C MOMOLLbIO CTaHOAPTHbIX
NN NONb30BaTENbCKUX GUNbLTPOB

Bbl MOXeTe UCnosib3oBaTb CTaHAAPTHbBIE U COXPaHEHHbIe Monb3oBaTebekie GubTPbl, YTO6bI
dVNbTPOBaTb MHUMAEHTbI B TabuLe NHUMAEHTOB. Vlepapxunyeckinii cnmcok ¢punbTpoB oTo6paxaeTcs
Ha cTpaHuue UHumMAeHTbI B naHen PunbTpbi.

MpumeuaHue. Bbl MoxeTe OTGUIbTPOBATb CANCOK NHUWAEHTOB TOSIbKO MO OQHOMY GUAbTPY.

> Y7066l OTPUNBTPOBATb MHLIMASHTLI B TabNNLe NHUMASHTOB C MOMOLLbIO CTaHAapPTHOrO Un
nosib3oBaTeNbCcKoro GpunbTpa:

1. B rnaBHOM MeHI0 B pazaene UHUmMaeHTbl Boibepute NyHKT UHUMAEGHTDI.
OTkpoeTca cTpaHuLa AHUMAEHTDI.

2. B naHenn ®unbTpbl Bbibepute GpubTp.

HasBaHue ¢nnbTpa oTobpaxaeTcs Haf Tabnmuen MHUNOEHTOB.

B TabnuiLe NHUMOEHTOB 0TO6paxXaloTCa NHLIMASHTbI, YOOBNETBOPSIOLME YCIOBUIM GunbTpaLui.

9.2.4. dunbTpaunsa nHUmaeHToB ¢ nomoubio PDQL-3anpoca

Bbl MoxeTe ncnonb3oBaTh 3anpochl Ha g3bike PDQL, uTo6bl dunnbTpoBaTb MHUMAEHTbI B TabnuLe
NHUMAOEHTOB. 3anpochl Bbl MOXETe co3naBaTth U3 aTpnbyTOB NHUMAEHTA UV BPYYHYIO.
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>  YTO6bl 0OTONNBTPOBATL NHUMAEHTbI MO aTpnbyTam NHUMAEHTA:
1. B rnaBHoM MeHto B pazfesie UHUMAeHTbI Bbibepute NyHKT UHUMAEHTBI.
OTtkpoeTca cTpaHnua UHUMAEHTDI.
2. B Tabnuue nHUnOeHToB BbibepuTe aTpubyT NHUMAEHTa (Hanpumep, CTaTyC UHUMAEHTA).
3. Bo BcnnbiBatoLLeM OKHe BbibepuTe ycrnoBue dunbTpauun.
Ycnosue go6asneHo B PDQL-3anpoc Hag Tabnnuen MHLUNOEHTOB.
VIHumgeHTbl B Tabnunue oTouibTpoBaHbl B COOTBETCTBUK € ycnoBuamu PDQL-3anpoca.

Bbl Takke moxeTe ykasaTb PDQL-3anpoc ang dunbTpaunm MHUNAEHTOB BPYUHYIO.

>  YT06bl OTOUILTPOBATL NHLMAEHTLI C MoMoLLbio PDQL-3anpoca:
1. Hap Tabnuuen nHungeHToB HaxmuTe <HasBaHue ¢punbTpa MHLUNOEHTOB>.
OTkpoeTca BcnnbiBatLLee okHo ¢ PDQL-3anpocom.

2. B none dunbTp BBeOuTe ycnosne dunbTpaumm Ha s3bike PDQL (cM. pokymeHT CuHTakcuc
a3blka PDQL).

3. Haxmute kHonky MpuMeHuTb.

VIHumgeHTbl B Tabnuue oTouibTpoBaHbl B COOTBETCTBUK C ycnoBuamu PDQL-3anpoca.

@.2.5. PaboTa ¢ nonb3oBaTenbCKuMm GunbTpamMmm MHLNOEHTOB

MaxPatrol SIEM nossonseT cosgaBaTtb Nofb3oBaTebCkne GunbTpbl MHLUNOEHTOB.
Monb3oBaTenbckme GUbTPbI MOMOraloT 6bICTPO HaXOANTb N 6paTb B paboTy NMHUMNAEHTDI,
COOTBETCTBYIOLLME BaLLNM KPUTEPWSIM, 1 COXPaHATb NapameTpbl noncka. [ng rpynnuposky 1
6bICTPOro Nomcka co3paHHbIX GUIbTPOB Bbl MOXETE 406aBNATb NOMb30BaTENbCKIME Nankn GrnbTPOB.
B aToMm paspene copgepxaTtcs MHCTPYKLMN MO paboTe C NoNb3oBaTeNbCKUMUN GrnbTpami
NnonNb3oBaTENbCKUMU Nankamu GubTPOB.

Bbl MoxeTe paboTaTb ¢ ubTPamMuy No NHUMAEHTaM Ha cTpaHuue UHUMAEHTDI.

B aTom pa3pene

Co3spgaHue Nonb3oBaTeNbCKOW Nanky GunbTPOB NHUMAEHTOB (CM. pasfgen 92.2.5.1)
I3meHeHme nosb3oBaTenbCckol nank GuabTPoB NHLMAEHTOB (CM. pasgen 9.2.5.2)
YnaneHve nosib3oBaTeNbCKo nanky ¢punbTPoB NHUMaeHToB (cM. pasagen 9.2.5.3)
CospgaHune nonb3oBaTeNbCKoro GubTpa NHUMAEHTOB (CM. pasgen 9.2.5.4)

CospaHue nosb3oBaTenbckoro GunbTpa MHLMOEHTOB Ha OCHOBE CyLLEeCTBYoLero dbunnbtpa
(cm. pasgen 9.2.5.5)

CospaHue Konum nonb3oBaTenbcKoro punsTpa NHUMAeHToB (CM. pasgen 9.2.5.6)
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VIsmeHeHme ycrnoBus nosb3oBaTenbCkoro ¢unbTpa NHUMOeHToB (cM. pasgen 9.2.5.7)

YpaneHune nonb3oBaTeNbCcKoro dubTpa NHUMAEHTOB (CcM. pa3gen 9.2.5.8)

3.2.5.1. Co3gaHue nonb3oBaTeNbCKOW nanku ¢punbTpoB
NHUNOEHTOB

[ns y,D,O6CTBa pa6OTbI Bbl MOXeTe co3faBaTb Narnku, YTobbl MoMeLlaTb TyOa Cbl/lﬂprbI OJ14 noncka
NHUMOEHTOB Mo Bbl6paHHbIM BaMWn KpnTepungam.

CyLLecTByIOT crefyioLe orpaHNYeHns Ha cosgaHrie nNanok s Nonb3oBaTeNbCKIX GUIbTPOB:

— VimeHa nanok gonxHbl 6biTb YHMKANbHbIMY Ha OAHOM yPOBHe. Ecnn Bbl nonpobyeTe CoxpaHnTb
1N NnepeHecTu GUIbTP B Nanky, KoTopas yXe coaepXuT GunbTp ¢ TakKUM Ha3BaHUEM,
MaxPatrol SIEM BbiBegeT coobLueHmne 06 oLnbKe.

— MakcumanbHbIn ypoBeHb BNoxeHHocT — 30 nanok.
— MakcumanbHas gnvHa uMmeHn punbtpa — 256 CMMBOSOB.

— MakcumanbHag gnvHa ctpoku yenosus — 4000 cumBonos.

> YT06bI CO30aTb NONb30BaTENbCKYIO Narnky GuibTPOB:
1. B rnaBHOM MeHto B pazfnesie UHUMAeHTbI Bbi6epute nyHKT UHUMAEHTBI.

OTkpoeTcq cTpaHunLa UHUMAEHTDI.

2. B naHenn ®uabTpbl HAXMUTE KHOMKY
OtkpoeTcsa okHo HoBas nanka ¢unbTpoB.
3. B none HasBaHue ykaxute HasBaHne nanku.

4. Ecnun TpebyeTcs, B packpblBaloLLeMcs cnincke BHYTpM nanku Bbi6epuTe pacrnofioxeHne
nanku.

Mo ymonyaHunto nanka co3gaetcs BHyTpu nanku Mosb3oBaTenbeckue pusnbTpbl.
5. HaxmwuTe kHornky Co3gaTb.

CoszpgaHHag nanka 0T06pa>|<aeTcsl B CnnckKe nosib3oBaTesIbCKNX q)I/IJ'IprOB NHUWNOEHTOB.

9.2.5.2. /IameHeHne nonb3oBaTeNbCKOW nanku GunbTPoB
NHUNOEHTOB

Bbl MOXeTe n3aMeHnTb Ha3BaHVe NosIb30BaTENbCKO Nank GpuAbLTPOB AN NepeMecTUTb ee B ApYryto
narky.

>  YT06bl UI3MEHUTb NONIb30BaTENbCKYIO MankKy:

1. B rnaBHOM MeHI0 B pazgene MHumaeHTbl Boibepute NyHKT UHUMAEGHTDI.

Pa6oTa ¢ nHumgeHTamm 144



5.

OTkpoeTca cTpaHunLa UHUMAEHTDI.

B naHenn ®unbTpbl HaBeaNTe KypCop Ha Nonb3oBaTeNbCkyio Narnky, HaXMUTe : 1B
pacKpbIBLUEMCS MeHIo BbiGepurTe NyHKT PegakTupoBaTb.

OTkpoeTcs okHo PepakTupoBaHue nanku ¢punbTpoB.
B none Ha3BaHue n3veHuTe Ha3BaHMe nanku ¢puibTpos.

B packpbiBatoLLiemcs cnncke BHyTpu nankm BoiGepuTte narnky, B KOTOpYio TpebyeTcs
nepemMecTuTb NOb30BaTENbCKYIO Nanky GunbTPOoB.

HaxmunTte kHonky CoXpaHUTb.

Monb3oBaTenbckasa nanka GuabTPOB N3MEHeEHa.

@.2.5.3. YoaneHune nonb3oBaTeNnbCckon nanku ¢punbTpoB
NHLUWOEHTOB

Bbl MOXeTe yaannTb Nonb3oBaTeIbekylo nanky GuibTpoB.

BHumaHwme! [MNpu yoaneHumn nank Bce BAOXEHHbIe Nnanku 1 GrunbTpbl Takxe 6yayT yaaneHsbl.

> YT06bI yOannTb Nosb30BaTeNbCKyIo Nanky GunbTPoB:

1.

B rnaBHOM MeHI0 B pasaene UHUMAeHTbl BbibeprTe NyHKT MHLMAESHTDI.

OTKpOGTCQ CTpaHunua UHumnpaeHTbI

B naHenn ®unbTpbl HaBeOuTe KypCop Ha NOMNb30BaTE/IbCKYIO NMarky, HaAXMUTE : 1B
pPacKpPbIBLLUEMCS MEHIO BblbepuTe NyHKT YAANUTD.

Nonb3oBaTenbckad narnka (I)I/U'IprOB yaarieHa.

9.2.5.4. CosgaHune nonb3oBaTenibCkoro punbTpa NHUNOEHTOB

> YTo6bl CO30aTb NONb30BaTENbCKU GUNLTP:

1.

B rnaBHOM mMeHI0 B pasnene UHUMpeHTbl BbibepuTe NyHKT UHLMAEGHTDI.
OtkpoeTca cTpaHnua AHUMAEHTDI.

B naHenn UHUmMAEHTbI BbiGepuTe rpynny akT/BOB.

B Tabnuue nHUMOEHTOB BblibepnTe aTpubyT MHUMAEHTa (Hanpumep, cTaTyc).
Bo BcrnbiBatoLeM okHe BbibepuTte ycnosue dbunbTpaunm.

Ycnosue 6yneT nobaeneHo B PDQL-3anpoc Hag Tabnuuein MHLNOEeHTOB.
MpumeyaHme. Bbl MoxeTe BbIGpaTbh HECKONBbKO YCNOBUIA GUNbTRaLUN.

HaxmuTe cebinky ¢ PDQL-3anpocom.
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OTkpoeTca BcnnbiBatLee okHo ¢ PDQL-3anpocom.
MpumeuaHwme. Bbl Takke MoxeTe ykasaTb 3anpoc 4 GuibTpauny MHLNOEHTOB BPYYHYIO.
6. Haxmute kHornky CoxpaHUTb.
OTKkpoeTcs okHo HoBbi dunbTp.
7. B none HazBaHue BBefnTe Ha3BaHMe NOMb30OBATENLCKOro GunbTpa.
8. B none Manka ykaxuTe narky, B KOTOPOW 6yAeT COXpaHeH Nonb3oBaTenbCkuii dbunbTp.
9. Haxmute kHonky CoxpaHUTb.

Co3aaHHbI Nonb3oBaTeNbCKNN GUNbTP OTOGPaxXaeTcs B cnncke GuibTPOB NHUNAEHTOB.

@.2.5.5. Co3gaHune nonb3oBaTenbCckoro eunbTpa NHUMAEHTOB
Ha OCHOBE CYLLECTBYIOLLEro dunbTpa

Bbl MOXxeTe co3naTb Nonb3oBaTeNbCKUA GUIbTP Ha OCHOBE CYLLECTBYIOLLEro puibTpa —
CTaHOapTHOrO UMM MOMb30BaTENbCKOrO.

> YTo6bl cO30aTb PUIbLTP Ha OCHOBE CYLLIECTBYIOLLETO:
1. B rnaBHoOM MeHto B pa3nene UHuMaeHTbl Bbibepute NyHKT UHUMAEHTBI.
OTkpoeTca cTpaHnua UHUMAEHTDI.
2. B naHenu ®dunbTpbl Bibepute GUIbTP.
Ycnosue ¢punbTpa 6yaet gobasneHo B PDQL-3anpoc Hag Tabnuuen MHUNOEHTOB.
3. HaxmwuTte Ha ycnosue dnnbTpa.
OTkpoeTca okHo PDQL-3anpoca.

4. WameHuTe ycnosue dnnbTpa Ha a3bike 3anpoca PDQL (cm. gpokymeHT CHTaKcuc s3bika
3anpoca PDQL).

5. HaxmwuTte kHornky CoxpaHUTb.
OTkpoeTcs okHO HoBbi punbTP.
6. B none HasBaHue BBeauTe Ha3BaHMe Nob30BaTENBCKOrO GuabTpa.

7. Ecnn TpebyeTcy, B packpbiBatowemcs cnucke Manka BoibepuTe narky, B KOTOPYIO TpebyeTcs
NOMECTUTb STOT GUNLTP.

8. Haxmute kHonky CoxXxpaHUTb.

Monb3oBaTenbckunin GUIbTP VHLIMASHTOB Ha OCHOBE CYLLLECTBYIOLLIEro GuibTpa Co3aaH.
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9.2.5.6. CospgaHune konmm nonb3oBaTebCKoro punbTpa
NHUNOEHTOB

Bbl MOXeTe co3naTb KOMMo Nosib3oBaTeNbCkoro GunbTpa NHLNOEHTOB, YTOGbI CMONb30BaTb €€ Kak
OCHOBY /191 CO3[aHNs HOBOIO MOJIb30BaTENbCKOro ¢ounbTpa (cMm. pasgen 9.2.5.4).

> YT06bI CO3AaTb KOMMIO NOMb30BaTENbCKOro dpusbTpa:
1. B rnaBHOM MeHIo B paznesie UHUMAeHTbI Bbi6epute nyHKT UHUMAEHTBI.

OTtkpoeTcd cTpaHnua UHUMAEeHTDbI.

2. B maHenu ®PunbTpbl HaBeguTe Kypcop Ha NOMb30BaTeNbCKNn GUAbTP, HAXMUTE nB
pacKpbIBLLEMCS MeHIO BblibepuTe NyHKT CaenaTb Konuio.

Konus dnnbTpa cospaHa B TOW Xe narke, B KOTOPOU pacrnonoXeH NCXOAHbIA dunbTp. K HasBaHuo
MNCXOZHOr0 NOMNb30BaTENbCKOrO GUNbTpa NpnbaBasgeTcs cnoBo «_Konus».

3.2.5.7. VIameHeHne ycnoBus Nonb3oBaTebCKoro epunibTpa
NHUWNOEHTOB

Bbl MOXeTe N3MeHUTb COXPaHeHHbI Nonb3oBaTeNbCknii GUnbTP: HanprmMep, B ycrnosun GunbTpaumn
Ha 93blke PDQL n3meHnTb Nopsaok COPTUPOBKIN OTOUNIbTPOBAHHbIX NHUMAEHTOB B Tabnuue.

>  YT06bl NI3MEHNTH NOIb30BATENBCKNIN PUNBTP:
1. B rnaBHOM MeHI0 B pazaene MHumaeHTbl Bbibepute NyHKT UHUMAEGHTDI.
OTkpoeTca cTpaHnua UHLMAEHTDI.
2. B maHenu ®unbTpbl BbIGEpUTE NONB30BATENLCKIN GUABLTP.
Ycnosue ¢punbTpa 6yaeTt gobasneHo B PDQL-3anpoc Hag Tabnnuen MHUNOEHTOB.
3. HaxmwuTte Ha ycnosue dnnbTpa.
OtkpoeTca okHo PDQL-3anpoca.

4. VameHunTe ycrnoBue punbTpa Ha ga3bike 3anpoca PDQL (cm. gokymeHT CUHTaKCKC 93blka
3anpoca PDQL).

5. Haxmute KHonky CoXpaHUTb.
OTkpoeTca okHO PegakTupoBaHue dpunbrpa.
6. Haxxmute kHonky CoxpaHUTb.

YcnoBume nonb3oBaTeibckoro GunbTpa N3MeHeHO.
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9.2.5.8. YoaneHune nonb3oBaTeNbCKoro déunbTpa NHUNOEHTOB

>  YT06bI yOanuTb NoNb30BaTENbCKNN GUNBLTP:
1. B rnaBHOM MeHto B pa3nene UHumMaeHTbl Bbibepute nyHKT UHUMAEHTBI.

OtkpoeTca cTpaHnua UHLMAEHTDI.

2. B naHenn ®unbTpbl HaBeaoUTe Kypcop Ha Nosb3oBaTenbCknin GUnbTP, HAXMUTE : , B
pacKpbIBLUEMCS MEHIO BbiGepnTe NyHKT YAaNUTb 1 NOATBepanNTe yaoaneHume.

lMonb3oBaTenscknini GULTP yaaneH.

3.2.6. CopTnpoBKa NHLNOEHTOB

Mo ymonyaHumio Bce NHLMOEHTbI B Tabnnue NHUMOEHTOB OTCOPTUPOBAaHbI:

1. [lo BpemeHun co3gaHng: OT HOBbIX K CTapbIM.

2. TMocTtaTycy: HoBble, YTBep)xaeHHble, B paboTe, PaspelueHHble, 3aKkpbiTbie.
3. Tlo ypoBHio onacHocTu: Bbicokas, CpegHasa, Huskas.

B Tabnuue HUNOEeHTOB NOPSaoK COPTUPOBKN KOTOHOK MO YMOMYaHmo 0603HadYeH undpamm 1-3,
pacrnonaramLyMncs PSaoM Co 3HaYKamm n

Bbl MOXEeTe MeHdaTb NOPAAOK COPTUPOBKMN ABYMS croco6amu: B Tabnunue NHUMAEHTOB U C
nomouwpbio PDQL-3anpoca.

COpTI/IpOBKa WHLUWAEHTOB B Tabnmue NHUNAEHTOB

> YT06bl OTCOPTUPOBATb MHLNAEHTbI:
1. B rnaBHoOM MeHto B pa3nene UHumaeHTbl Bbibepute nyHKT UHUMAEHTBI.
OTkpoeTca cTpaHnua AHLMAEHTDI.

2. HaxmuTe Ha 3aroloBOK KOMOHKM, MO COAEPXaHMI0 KOTOPOIA Bbl XOTUTE OTCOPTMPOBaTb
NHLNOEHTbI.

MpumeuaHume. Bbl MoxeTe copTupoBaTb MHUNAEHTbI MO OQHON N3 CNEAYIOLNX KOMTOHOK:
CospaH; Ctatyc; OnacHocTb; ID; UHunaeHT; Kateropus; Tun; OTBEeTCTBEHHbIMN.

CnpaBa oT Ha3BaHWNg 3TOWN KOMOHKIM NOSBUTCS 3HAUOK
3HauYeHNs B 3TOI KOMOHKe 6yayT ynopsaaodeHbl no BospacTtaHuio (A—4, A—Z, 0—9).

3. YT06bl ynopaaounTb 3HaUEHUs B 3TOW Xe KOMoHKe Mo y6biBaHuio (A—A, Z—A, 9—0), elle pa3
HaXMUTe Ha ee 3arofloBOK.

CrlpaBa OT Ha3BaHN4 KOJTOHKK MOgBUNTCHA 3HAYOK
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3HauYeHNs B 3TOW KOMOHKe ByayT ynopsaodeHbl No yobiBaHuo (A—A, Z—A, 9—0).

VIHumaoeHTbl OTCOPTMPOBaHDI.

>  YT06bl CHPOCUTL COPTUNPOBKY MO KOMTOHKE,

HaCTPOWTE COPTMPOBKY NHLMOEHTOB MO /060 OPYro KOTOHKE.

3Hauyok ¥ wmnm “ cnpaBa OT Ha3BaHNs KONOHKM NponageT. CopTUpoBKa Mo KOTOHKE CopoLLeHa.

CopTupoBka HUmaeHToB ¢ nomolubio PDQL-3anpoca

> YTO6bl OTCOPTUPOBATb NMHLMAEHTbI B Tabnuue NHUMAeHToB ¢ nomoLubio PDQL-3anpoca:
1. Haxmute Ha cTpoky PDQL-3anpoca nog BpeMeHHbIM GUbTPOM.
OtkpoeTca okHo PDQL-3anpoca.

MpumeuaHwue. Nopanok KonoHoK B nonie CopTUpoBKa Mo MonsaM onpeaensgeT nopsaok
copTupoBKU. Mo yMmonyaHmio 0To6paxatoTcs creaytoLe KOoHKN ons copTuposkn: CosaaH,
CraTtyc, OnacHocCTb.

2. B none CopTupoBKa No NOASIM HaXMVTEe OAUH Pa3 Ha HYyXHOE BaM Ha3BaHNe KOMOHKM,
YTO6bl IBMEHUTb HaMnpaB/eHne COPTUPOBKI.

3. Ecnun TpebyeTcs, ycTaHOBUTE KypCOp NOC/e Ha3BaHUs NpenyCTaHOBNEHHON KOMIOHKM 1 B
pacKpblBatoLLLEMCS CrUCKe BblbepuTe Ha3BaHNe KOIOHKM, KOTOPOe Bbl XOTWTe 406aBUTb ANS
COPTUPOBKW.

4. HaxmuTe kHorky MpumeHuTb.
VNHumaeHTbl OTCOpTNPOBaHDI.

MpumeyaHue. Ecnu Bbl yoannte Bce Ha3BaHNA KONIOHOK B Nnosie CopTUpOBKa NO NossiM 11
HaxmeTe KHomKy MpUMeHUTb, TO MHUMOEHTbI B TabAnue MHUMAEHTOB 6yayT OTCOPTMPOBaHbI Mo
YMOMYaHNIo.

3.2.7. Cépoc Bcex ycnosuin dunbtpaumn

Bbl MOXeTe BepHyTb A9 Tabnuupl MHLNOAEHTOB 3HaYeHNs GUNbTPOB MO YMOYaHuio, C6poCUuB BCe
ycnoBus obunbTpauni.

> YT06bI C6pOCUTbL BCE YCNOBUS GUbTpaLnn:
1. B rnaBHOM MeHIo B pazfnesie UHUMAeHTbI Bbi6epute NyHKT UHUMAEHTBI.
OTkpoeTca cTpaHnLa UHUMAEHTDbI.
2. B naHenn MHCTPyMeHTOB HaxmuTe KHornky C6pocuTb punbTp.

Tekyume ycnoBus punbTpaumm cépotueHbl. K Tabnuue MHUMOEeHTOB npuMeHeH GbunbTp no
YMOJYaHNIO: BCE HE3aKPbITble NHLMAEHTbI 3a NocnefHne 7 gHe.
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9.3. AHann3 nHUmpeHTa

Ha aTane aHanmn3a Balua Lefb — paclUMpuTb KOHTEKCT MHUMOEHTA 1 MPUHATb PeLUeHne, HYXXHO Nn
panbHelee paccnegoBaHne. Bam Heobxoanmo:

1. OTKpbITb KAPTOUKY NHLMAEHTA 1 IPOCMOTPETh ONMCaHNe NHUNAEHTA, ero CTaTyc 1 napameTpbl.

2. B KapTo4ke nHungeHTa npoaHannsnpoBaTb CNNCOK NPUBA3aHHbIX K MHLUWOEHTY Cco6bITWIA
aKTBOB.

3. B KapTo4ke NnHUunaoeHTa npoCMOTpeTb Ha TOMNONOrnm BoBJIe4YeHHbIe B MHUWNOEHT aKTUBbI.

4. TlpuHSATb peLleHne, HYXHO Nin fanbHellee paccnefoBaHne i NHUUAEHT 6bl1 pa3peLleH 6e3
BaLLero y4yacTus:

— Ecnun vHumpeHT 6bin paspelueH 6e3 Ballero y4acTus, Bbl 3akpblBaeTe NHLMOEHT
(cm. paspen 9.4.4).

— Ecnun nonyyeHHon B pesynbTaTe aHann3a MHGopmaLmm HeJoCTaTOUYHO, Bbl 6epeTe NHUNAEHT B
paboTy 1 NepexonunTe Ha aTan pacclefoBaHng nHuugeHTa (cv. pasgen 9.4).

B aTom pa3pene

MpocMoTp KapTouky NHUMOeHTa (cMm. pasgen 9.3.1)

MpocMoTp cnmncka CoBbITUIA, NPYBA3aHHbIX K MHUMAEHTY (CM. pasgen 9.3.2)

MpOoCMOTP Ha TOMOMOrNN aKTNBOB, BOB/IEYEHHbIX B MHLUAEHT (CcM. pasaen 9.3.3)

Cm. Takxe

Tononorus cetu. Pa6oTa ¢ kapTon cetn (cm. pasgen 6.4)

9.3.1. [lpocmMOTp KapTOUYKN NHUMOEHTA

B npouecce paboTbl C MHLMAEHTOM Balle OCHOBHOe paboyee NPOCTPaHCTBO — KapTouka
NHUMOeHTa. B kapTouke nHumgeHTa otTobpaxaeTcs MHbopMaL s 0 Npon3oLLenem CobbITN
NHOPMaLOHHON 6€30MacHOCTN.

B KapTOo4kKe nHunmoeHTa Bbl MOXeTe:!

npocmMaTprBaTh MHbOPMaLMIO 06 NHUMAEHTE;
— MEHSTb CTaTyCbl UHUNAEHTA;
— CTaBWUTb 3afayn ApYriM Nnosib3oBaTensm;

— OonuncbiBaTb NPNHATbIE NO NHUMNOEHTY Mepbl.

>  YTO6bl NPOCMOTPETb KapTOUKY MHUMAEHTA:

1. B rnaBHOM MeHI0 B pazaene UHUmMaeHTbl Boibepute NyHKT UHUMAEGHTDI.
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2.

OTkpoeTca cTpaHunLa UHUMAEHTDI.

Mo ccbinke ¢ Ha3BaHWEM MHLUMOEHTa OTKpOIﬁTe KapTOo4Ky nHumngeHTa.

KapTouka nHumgeHTa COCTOUT U3 MaHenn MHCTPYMEHTOB 1 paboyein o6nacTi cTpaHuubl. Paboyas
o6nacTb CTpaHuLbl COCTOUT 13 ABYX NMaHenen — BepXHe N HUXXHENR.

BepxHsas naHenb cogepxmT nogpobHyto nHdopmMaumnio 06 MHUULEHTE, ero ctTaTyce 1 napameTpax.
HuXHs9 naHenb cooepXnT Habop BKIaQoK.

Ha Bknagkax Bbl MOXeTe npocMmaTpmBaTb NN NSAMEHATb I/IHCI)OpMaLI,I/HO O CB43aHHbIX C NHUWMNOEHTOM
3apadvax, CobbITUSX, aKkTUBaXx, @ TakXe OCTaBNATb KOMMEHTapuu 06 nHUMaeHTe.

3.3.2. [lpocMOTp cnucka cobbITUI, NPUBA3AHHbIX K MHUNOEHTY

> YT06bI NPOCMOTPETb CNUNCOK NPUBA3AHHbIX K NHUNOEHTY COBbITUIA:

1.

B rnaBHOM mMeHI0 B pasaene UHUMAeHTbl BbibepnTe NyHKT UHLMAEHTDI.
OTkpoeTca cTpaHnua UHUMAEHTDI.

Mo ccbiike ¢ Ha3BaHVEM MHLUMOEHTa OTKPOTE KapTOUKY UHLMOEHTA.
Bbi6epuTe Bknaaky CobbiTus.

Ha Bknagke oTobpassTcs 5 nocneqHnx cobbiThi, MPUBS3aHHbIX K MHLUOEHTY.

Ecnn TpebyeTcs 0TO6pa3nTb Ha BKaaKe BCe COBLITYS, MPUBS3aHHbIE K MHUNAEHTY, HaXMUTe
kHorky MokasaTb Bce <KONUUYECTBO> CO6bITUN.

OT06pas3nTCH MOJSHbIA CMINCOK COBbLITAIA.

Ecnn TpebyeTcs, oTBSXUTE COBbITUE OT NHUMAEHTA, HaXaB
Ecnn TpebyeTcs, HaxmunTe KHOMKy OTKpbITb «CO6bITUS.

OTkpoeTce cTpaHunua CobbiTus. B TabnuLe cobbiTnin 0TO6PasnTCs MNOMHbIA CANCOK COBLITAI,
NPWBS3aHHbIX K MHLNAEHTY.

Bobl npocmMoTpenn Co6bITUS, npumBa3aHHblIe K NHLUNOEHTY.

3.3.3. [1poCMOTp Ha TOMONOrNY aKTBOB, BOB/TIEYEHHbIX B
NHUNOEHT

> YT06bI MPOCMOTPETb Ha TONOJIOrnn BOBJIeYEeHHble B NHUNOEHT aKTWBbI:

1.

B rnaBHOM MeHI0 B pasaene UHUMAeHTbl BbiGepurTe NyHKT MHLMAESHTDI.
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OTkpoeTca cTpaHunLa UHUMAEHTDI.
2. Mo ccbifike ¢ Ha3BaHNeM NHUMAEHTa OTKPONTE KapTOUKY NHLNAEHTA.

3. BnaHenu NHCTPYMEHTOB B paCKpbliBaloLLemMcCd Crincke Moka3aTtb Ha Tonosiorumn Bbl6epl/|Te
OounH N3 BapnaHTOB: AKTuBbI 1 ceTn, ATaKyIOI.I.WIe aKTuBbl, Bce cBsi3aHHble aKTUBbI.

OTkpblnacb cTpaHuLa AKTUBbBI. B Tabnuue akTnBoB oTo6paxaeTcs nogpobHas nHbopmaums o
BblI6paHHOM Buae akTBoB. Ha Bknagke Tononorus oto6paxaeTcs kKapTa akTUBOB.

Cwm. Takxe

Tononorus cetn. Pa6oTa ¢ kapTon cetu (cm. paznen 6.4)

MuHn-kapTouka akTuBa (CMm. pasgen 6.1.6)

9.4. PaccnegoBaHune nHUMgeHTa

lNocne TOro Kak Bbl npoaHannsnpoBan NHUMNOEHT N noaTeepansin, YtTo aTo He NOXHOoe
cpa6aTb|BaH|/|e, Bbl OOJIKHbI HAYaTb pacclyieqoBaHne NHUngeHTa.

B npouecce paccnefoBaHuns MHUMAEHTa BaM HEO6XOANMO:
1. OnpenennTb NCTOYHIIK YrPO3bl.
BbisB1Tb 06CTOSTENBCTBA, KOTOPbIE NPUBENN K BOSHUKHOBEHNIO NHLOEHTA.

CO6paTb OoKa3aTe/bCTBa NHUWNOeHTa.

Eal S

BblpaboTaTb pekoMeHgaunmy, YTo 1 KoMy HYyXHO caenatb, YTo6bl yCTPaHUTb MOCNEACcTBIS
NHUNOEHTA.

Yem 6biCcTpee Bbl paccnenyeTe NHUNAEHT, TEM MeHbLLe 6yaeT pUCK HaHECEHUS
3HaunTenbHoro yuep6a IT-uHdpacTpykType cetu. YTobbl yCKOPUTL paccnefoBaHmne, Bbl MOXeTe
npuBnekaTb K paccnefoBaHunio COTPYAHWKOB, 3apernctpupoBaHHbix B MaxPatrol SIEM.

Korpa paccnepnoBaHme NHUMOEHTa 3aBePLLUEHO, ONMULLINTE NPUHATBIE MEpPbI MO NHUMNAEHTY B KapTOuKe
NHUNOEHTa 1 YKaxXunTe, MoYemMy Bbl CUMTaeTe, YTo fasbHelwne paboTbl He TpebyoTcs.

B aTom pa3pgene

CospgaHue 3agayn no nHuuaeHTy (cm. pasgen 9.4.1)

VIameHeHune cTaTyca nHuuaeHTa (cm. pasgen 9.4.2)

MpuBsa3Ka cobbITNN K MHUMAEHTY (cM. pasgen 9.4.3)

3akpbiTe nHumaeHTa (cm. pasgen 9.4.4)
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@.4.1. Co3pgaHue 3agayn No NHUNOEHTY

Bbl MOXeTe npuenekaTb K paccrnefoBaHnio Apyrx nonb3oBaTenei, YTobbl yCKOpUTb paccnenoBaHme
NHUMaeHTa. [1ng aToro BaM HyXHO co34aTb MO MHUMAEHTY OAHY W HECKObKO 3a4a4 1 Ha3Ha4nTb
OTBETCTBEHHbIX 3@ BbINOMHEHE 3TUX 3afau.
> YT06bI CO30aTh 3agavy No NHUMAEHTY:
1. B rnaBHOM MeHI0 B pazaene MHumMaeHTbl Boibepute NyHKT UHUMAEGHTDI.
OTkpoeTcd cTpaHnLa UHUMAEHTDI.
2. T[lo ccbifike ¢ Ha3BaHNEM NHUMAEHTa OTKPOWTE KapTOUKy NHLIOEHTA.
3. B HwxHeln naHenun Ha Bknagke 3agaum Haxmunte kHornky MocTaBuTb 3agavy.
OTkpoeTca cTpaHuLa Co3pgaHne 3apgavm.
4. B packpblBatoLLiemcs cnncke Tun BbiGepuTe TN 3a4auu:

- PaccnepgoBaHue — BbiSiB/IeHE MPUYNH NHUMOEeHTa L crnoco6oB npenoTBpaTniTb ero
NMOBTOPHOE BO3HNKHOBEHNWE;

- C60p AoKa3aTeNbCTB — BbigBNEeHE O6bEKTOB aTaku, C60p 1 XpaHeHre 0okasaTebCTB
aTaku;

- BoccTaHOBNeHUe — BOCCTaHOBIIEHNE paboToCNoCOBHOCTN IT-NHPpPaCTPYKTYpPbl CETH.
5. B none AeanaiH ykaxunTe gaty, K KOTOPOW 3a4a4a AO/KHa 6bITb BbINMOHEHA.

6. B packpbiBatolemcs cnvcke OTBEeTCTBEHHbIN YKaXITe OTBETCTBEHHOMO 3a BbIMOIHEHNE
3agadn.

MpumeyaHune. OTBETCTBEHHbLIM Bbl MOXETe yKasdaTb TOJIbKO Mosib30BaTenNd, Ubs y4eTHas
3anuncb 3aBepeHa B MaxPatrol SIEM.

7. Ecnn tpebyeTtcd, B none OnucaHue Beeaunte nogpobHoe onncaHne 3agaydn, ykasas Bce
HeobxodunMble ans ee 06paboTK aeTanu.

8. HaxmuTte kHornky CoxpaHUTb.
3afayva cosnaHa.

MaxPatrol SIEM oTtnpasun nonb3oBaTesnto, OTBETCTBEHHOMY 3a BbIMO/IHEHME 3afaun,
yBEOOMSIEHNE Ha SNIEKTPOHHYIO MOUTY.

Bce 3agaun, oTHocawmecs K NHUWNOEHTY, OTO6pa)KalOTCQ B KapTO4Ke nHungeHTa.

@.4.2. /IameHeHne cTaTyca NHUnaeHTa

CTaTyC NHUMNOeHTa 0T06pa>|<aeT |/|H¢op|v|a|_|,|/uo O TOM, Ha KakoOM 3Tare B TeKyu.l,IAf;I MOMEHT HaxogunTCc4a
paccnegoBaHe NHUngeHTa.
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Mpw nepexope oT OOHOMO 3Tana paccsieqoBaHna NHUMASHTa K apyromy (Hanprmep, oT B pa6éoTe k
Pa3spelleH) BaM HyXHO B KapToyke NHLNOEHTa N3MEHSATb CTaTyC UHLNOEHTA.
>  YT06bl NI3MEHUTb CTATYC NHUMAEHTA:
1. B rnaBHOM MeHto B pa3nene UHuMaeHTbl Bbibepute NyHKT UHUMAEHTBI.
OtkpoeTca cTpaHnua UHUMAEHTDI.
2. B Tabnuue nHUMOeHToB HaxXMnUTe Ha3BaHne NHLNOeHTa.
OTKpoeTca KapTo4ka NHUMOEHTA.
3. B naHenun nHcTpymMeHTOB HaxmunTe KkHornky USMeHuTb ctaTyc.
OTkpoeTca okHO CMeHUTb cTaTyc MHUMAeHTa <Ha3BaHue nHUMaeHTa>.

4. B packpblBalowemcs cnncke <TeKywui cTaTyc MHUMAEHTa> BbiGepriTe HOBbIN CTaTyC
NHUNOEHTA.

MpumeyaHue. [JocTynHbIN AN Bbl6opa CTaTyC 3aBUCUT OT TEKYLLEro aTarna paccfiefoBaHns
nHumgeHTa (cm. pasgen 9.4).

5. Ecmn Tpe6yech, B none I1pm-m-rb|e Mepbl yKaXxunTe, 4YTo 6bl/10 coenaHo B XoAe aHanmsa unu B
Xo[e paccriegoBaHng NHUMgeHTa.

6. Ecnu tpebyeTcy, B none KommeHTapui yKkaxmTe NpuynHy CMeHbl cTaTyca NHUMAeHTa Unn
Apyryto nHeopmaumio, KacatLLytocs 06paboTKn MHUMAEHTA.

CTtaTtyc nHuuaeHTa nsmeHeH. HosbIll cTaTyc nHUMOeHTa oTo6paxaeTcs B Tabnuue NHLUWMOSHTOB 1
B KapTOUKe UHLUMOEHTa.

YueTHas 3anucb aBTOpa N3MEHEHWI COXpaHeHa B KapTo4Ke nHUngeHTa.

Bbl moxeTe copTnpoBaTb MHUNOEHTbI MO MPUCBOEHHbIM M CTatyCcam Uin CI)OpMVIpOBaTb Ha
OCHOBe CTaTyCOB NMHUMNOEHTOB CTaTUCTUKY MO NHUWOEHTaM.

9.4.3. lNpuBgaska COObITUNA K NHLNOEHTY

Bbl MOXeTe ynpaBnsaTb CobbITUSIMUN Ha cTpaHuLe CobbiTua. [1o ymonyaHuio Ha Hell oTo6paxatoTcs
BCE CO6bITNS, CBA3aHHbIE C rpynnammn akTMBOB, K KOTOPbIM BaM NPeAoCcTaBneH OCTyn.

B pe3ynbTaTte paccyieqoBaHnd NHUKMOEHTa Bbl MOXeETe BblgBUTb CBA3b NMHUWAEHTa C OOHUM U
HECKObKUMW CObbITUAMN. Takne cobbiTg Bam HY>XXHO npunB4a3aTb K NHUWNOEHTY.

>  YT06bI NPUBA3aTbL OGHO NIV HECKOJIbKO COBBITUN K MHLUOAEHTY:
1. B rnaBHoM MeHto B pa3nene UHumaeHTbl Bbibepute nyHKT UHUMAEHTDI.
OTkpoeTca cTpaHula UHUMAEHTDI.
2. Hangute Hy>HbIl BaM VHUMAEHT W CKOMUPYNTE 13 KOOHKW ID ero ngeHTudumkartop.

3. B rnaBHOM MeHto BbiGepuTe pasnen CobbiTus.
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OTkpoeTcs cTpaHuLa CobbITUS.

4. YKaxuTe 0OHO UM HECKOSIbKO COBBITUI B CMNCKE COBBLITUN N HaXMUTe KHomnky CBa3aTb ¢
WHLUMUAEHTOM.

MpumeuaHue. YTo6bl BbiGpaTh HECKOJTbKO COBLITUI ONHOBPEMEHHO, YOEPXNBaliTe KNaBuLLy
Ctrl.

OtkpoeTca okHo UaeHTUdUMKaTOp MHLUMAEHTA.

5. Begute B okHe UpeHTUdUKaTOP MHLUMAEHTA CKOMMPOBaHHbLIN NAeHTUbNKaToOp NHUMOEHTa
1N HaXMunTe KHomKky CBsi3aThb.

OOHO N HeCKObKO COBbITUIA npuBsa3aHbl K NHUNOEHTY.

Cm. Takxe

Pa6oTa c cobbiTuamu (cm. pasgen 8)

9.4.4. 3akpbITne NHUMOEHTa

Mocne Toro, Kak Bbl 3aBEPLUNAN paccnefoBaHne NHUMaeHTa 1 y6eannmc, YTo NocneacTens
VNHUMAOEHTa YCTPaHEeHbl 1 PEKOMEHA0BaHHbIE BaMu Mepbl MO YCTPaAHEHWIO NHLMAEHTa NPUHATLI, BaM
HYXXHO 3aKpPbITb MHUMUAEHT. [Mpn 3TOM 0YEeHb BaXXHO, YTOGbI Bbl COXPaHWUIN MHPOPMALIO O MPUHATbLIX
Mepax Mo NHLUMOEHTY B KapTouke nHunaeHTa. B ganoHenwem ata nHdopmauns nossonmnT
npenoTBPaTUTb NOSBEeHNe NOAO6HbIX NHLNAEHTOB W YCKOPUTD pearnpoBaHne Ha NogotHble
VHLUNOEHTBI.
>  YT06bl 3aKPbITb NHLNOEHT:
1. B rnaBHOM MeHI0 B pazaene UHUmMaeHTbl Bbibepute NyHKT UHUMAEGHTDI.
OTkpoeTca cTpaHnua AHUMAEHTDI.
2. BblibepuTe nHUMOEHT B Tabnuue.
3. Tlo cchbifike ¢ HasBaHNEM MHUNOEHTA OTKPONTE KapTOUKY UHLMAEHTA.
4. B naHenu MHCTPYMEHTOB HaxmuTe KHornky U3MeHUTb cTaTtyc.
OTtkpoeTca okHO CMeHUTb cTaTyc MHUMAeHTa <Homep nHuMpeHTa>.

5. B packpblBalOLWEMCS CNncke CMeHbl CTaTyca BblibepnTe 3aKpbITbIN.

6. B none MpuHsATbIE Mepbl NepeuyncnnTe, Kakne encTBuns 6binm BbIMOMHEHbI BO BPEMS
06paboTKN NHLMOEHTA.

7. Ecnun tpebyeTcs, B none KoMMeHTapum ykaxute npuynHy CMeHbl cTaTyca HUuMaeHTa uim
Opyryto nHbopmMauumio, KacatLylocs 06paboTKN NHUMAEHTA.

VHumnoeHT 3aKpbiT.
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3.5. [NpocmMoTp CTaTUCTUKN MO NHLUMOEHTAM

[ns oueHkn 3PPekTMBHOCTIN PaboTbl MO NMHUMAEHTAM BaM HEOGXOAMMbI U3MepsieMble KIIloYeBble
nokasaTtenun. ST KNoYeBble NokasaTenn NoMoratoT BaM OLEeHNUTb, ycrieBaeTe /i Bbl 06pabaTbiBaTb
NHUMAEHTBI, 6bICTPO NN Bbl 06pabaTbiBaeTe NHUMAEHTbI, PAcTeT U CHXXAETCS KOMYECTBO
He3aKpPbITbIX OMaCHbIX MHLAEHTOB.

MaxPatrol SIEM coxpaHseT kntoyeBble nokasaTenn paboTbl MO NHUMOEHTaM 1 OTobpaxaeT
CTaTUCTUKY MO HAM B BuAE AnarpamMm Ha cTpaHule CtaTucTuka B pasgene MHUMAEHTDbI.

K knioueBbIM nokazaTensam OTHOCATCS:
— OWHaMWnKa KoJimyecTtBa HOBbIX NHUMNOEHTOB (.umarpamma CospaHHble VIHI.WIAeHTbI);

— CKOpPOCTb 06paboTKN MHUNAEHTOB 3a Nepuoa BpemeHu (anarpamma 3akpbiTbie UHLMAEHTbI 3a
nepwop);

— KOMNYECTBO HEe3aKPbITbIX MHLIAEHTOB Pa3HOI CTeneHn onacHocTu (auarpamva HesakpbiTblie
MHUMAEHTDI MO YPOBHIO ONACHOCTH);

— CcpefHee BpeMd yCTpaHeHs nHumaeHTa (naHens CpeaHee BpeMsi yCTPaHEHUS! MHLUMAEHTA).

>  YTO6bI NPOCMOTPETL AnarpamMmMbl C KloYEeBbIMI NoKa3aTensamMu:
1. B rnaBHOM MeHIo B pa3nesie UHUMAeHTbI BbibepuTe NyHKT CTaTUCTUKA.
OTkpoeTcd cTpaHuLua CTaTUCTUKA.

2. BbibepuTe NHTEPECYIOLWMNIA BaC KoYeBOI NokasaTesnb paboTbl MO NHUMAEHTAM U Ha
COOTBETCTBYIOLLEN AnarpaMmMe HaxmMmuTe

Hap anarpammoli oTo6passatca GunbTpbl MHUMAEHTOB MO rpynnam 1 No BpeMeHHOMY
nepvoay.

3. B packpbiBatowemca crnvicke Mo rpynnam BoibepriTe MHTEPECYioLMe Bac rpynmbl
NHLNOEHTOB.

4. Ecnun TpebyeTcs, B pacKpbIBalOLLEMCS CMNCKe BPEMEHHOro ¢pusibTpa Bbl6epuTe HyxHoe
3HayeHue neproga.

Ha gnarpamme oto6pasunnach gUHaMmnKa KomyecTsa NHUMOAEHTOB ONpeaeneHHoro Tuna B
Bbl6paHHOM nepuope.

Ecnu Bbl 3aMeTunn HEOBbIYHYIO AUHAMUKY MO KakoMy-n6o KtoueBOMyY nokasaTesto 3a BblbpaHHbIl
nepviog (Hanpumep, 3Ha4YNTENbHbIA POCT UK NafeHne KONMYecTBa NHUNAEHTOB, CKauKoo6pasHble
N3MEHEHNS KONMYeCTBa NHLNAEHTOB), Bbl MOXETe YBEIMYNTL COOTBETCTBYIOLLYIO AnarpaMmy asis
yno6CcTBa NPOCMOTPa AaHHbIX.

> YT06bI YBEJINYNTb NHTEPECYIOLLYIO BaC anarpamMmmy.

1. Ha gnarpamme HaxmuTe KHOMNKy YBEAUYUTbD.
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B HOBOM OKHe OTKpOeTCS yBeNnYeHHas anarpamma.

2. Ecnun tpebyeTcs, n3ameHuTe 3HaYeHns GubTPOB, HaXaB B IEBOM BEPXHEM Yrily Anarpammbl
KHOMKY

3. Ha BpemeHHoO® LWKane anarpaMmmbl KypPCOpPOM BblaennTe nepunomd, KOTOPbIA HYy>XHO
npocMoTpeTb 6onee geTasnbHO.

MacLuTab gnarpamMmbl yBENUYNTCS.

4. HaxmuTe kHornky C6pocuTb MacluTab, UTobbl BEPHYTHCS K MICXOQHOMY MacluTaby
anarpamMmbi.

MacwTab anarpammMbl BEPHETCH K MICXOOHOMY.

5. Haxmute kHomnky 3aKpbITb Ha yBEMYEHHOWN auarpamMmme, YTobbl BEPHYTbCS K CTpaHuLLe
CraTucrtuka.

OTkpblnacb cTpaHuua CTaTucTUKa.
[ng oueHkn apdeKTUBHOCTM NpoLecca ynpaBieHns HUMOEHTaMM Bbl MOXETE MOCMOTPETD,
CKONbKO B CPEeAHEM BPEeMEHU TPaTUTCS Ha YCTPaHEeHNe NHUNAEeHTa.
> YT06bI NOCMOTPETH CpefHee BpeMs YCTPaHEeHUS HLNAEHTa 3a Nepuos;

1. B rnaBHOM MeHto B pa3nenie UHUMAeHTbI BbibepuTte NyHKT CTaTUCTUKA.

2. BbibepuTe naHeno CpepaHee BpeMsl yCTPaHEHUS! MHLUMUAEHTA.

3. Haxmunte

4. B pacKpblBaloWeMCs CrCKe BPeMeEHHOro ¢pusibTpa Bbl6epute HyxxHoe BaMm 3HayeHne
nepvoga.

OTO6pa3I/IJ'IOCb cpenHee BpemMd YCTpaHeHNd nHungeHTa 3a 3afaHHbIN rnepunogan.

9.6. KCnopT N MMNOPT NHUNOEHTOB

MaxPatrol SIEM npepnocTtaBiseT BamM BO3MOXHOCTb O6MeHNBaTLCS MHOopMaLeln 06 NHLMAEHTaX.
O6MmeH nHdopMaLumeln 06 NHUMAEHTaX MOXET MPONCXOL4NTb BHYTPU TepPUTOPUanbHO
pacnpeneneHHbix cuctem (Hanpumep, MaxPatrol SIEM ronosHown opraHunsaunn n MaxPatrol SIEM,
oTHOCSWMICS K IT-nHPpacTpykType ceTn dnnmanos opraHusauumn) unm mexay MaxPatrol SIEM n
OPYTMUN CUCTEMaMM yrnpaBneHus cobblTuamm IT-6ezonacHocTn. Takon 06MeH No3BonseT
KOHCONMAMPOBAaTb AaHHbIe MO NHUMAEHTaM U N3BEKaTb aHaMTUYeckyto MHbGopMaLmio.

Hanpumep, onepatop MaxPatrol SIEM B dpunmane MOXeT 3KCNopTUpOBaTh NHLWLEHTbI 1
OTNpPaBnATb B FONOBHOE NMogpasneneHne, Ytobbl MonyyYnTb KOHCYIbTaLuo 6oee onbITHbIX
cneumnanncToB, Kak paccrenoBaTh CoXHble nHUmaeHTol. Onepatopbl MaxPatrol SIEM B ronoBHom
nogpasfeneHn MoryT MNopTUPOBaTh MHUMAEHTLI 13 drninanos, 4Tobbl chopmMrpoBaTh obLuee
npeacTaBneHne 06 NHUMAEHTax B OpraHm3auum.
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B aTom pa3pene
OKcnopT nHUMAeHToB (cMm. pasaen 9.6.1)

VimnopT nHumoeHToB (cm. pasaoen 9.6.2)

3.6.1. OKCNOPT NHLUNOEHTOB

Bbl moxeTe akcnopTupoBaTh nHUmaeHTbl n3 MaxPatrol SIEM B yHndununpoBaHHoMm dopmaTte o6MeHa
JSON gng nocnegytowero nmnopTa 3TUX MHUMAEHTOB B Apyrne CUCTEMbI.

MpumeuaHue. B oanH dain MoxHo akcropTuposaTb He 6osiee 10 000 nHumaeHToB. Ecnu Bl
Bbibpanu 6onee 10 000 nHUMAeHTOB, TO 6yayT akcnopTnpoBaHbl nepsble 10 000 MHUMOEHTOB.
>  YT06bl 3KCMOPTUPOBATL MHLUNOEHTbI:
1. B rnaBHOM MeHI0 B pazgene MHumaeHTbl Boibepute NyHKT UHUMAEGHTDI.
OtkpoeTca cTpaHuLa AHUMAEHTDI.

2. Ecnun tpebyeTcs, B Tabnuue NHUNAEHTOB Bbi6epuTe OTAENbHbIE MHLMAEHTDI, yAepXnBas
HaxaTon knasuwy Ctrl.

MpumeyaHwue. Bbl Takke MmoxeTe oTONbTPOBaTb MHLMAEHTHI.
3. B naHenun nHCTpyMEeHTOB HaXMINTE KHOMKY DKCMOPT.
OTKpoeTCd OKHO DKCMOPT UHLIUACHTOB.

4, Bb|6ep|/|Te OOVNH N3 BapnaHTOB — BCe NHUMOEHTbI 3a yKa:iaHHbIIﬁ nepwnog nnn Bbl6paHHbIe
BaMW NHUWNOEHTbI.

5. Haxmute kHoMKy dKcnopTUpoBaTh.

Cuctema coopmupyeT JSON-dainn 1 BoIrpy3nT ero B SIOKasbHYIO Nanky, yKasaHHYIo B
CBOWCTBax bpaysepa.

MpumeuaHune. MaxPatrol SIEM dpopmunpyeT nums dalina ¢ HUMAEHTaM B 3aBUCUMOCTI OT
CUCTEMHOTO S3blka Mo OgHOMY 13 ABYX LWabfoHOB: NHunaeHTb_YYYY-MM-DD hh-mm-
ssZ.jsonunu Incidents_YYYY-MM-DD hh-mm-ssZ.json, rge YYYY —rog, MM — mecsau,
DD — geHb, hh — yacbkl, mm — MUHYTbI, SS — cekyHApl, Z — 30Ha UTC. Bpema dopmuposaHng
oT4yeTa hh_mm_ssZ ykasaHo B HynieBoM YacoBom nosice (GMT+0).

3.6.2. imnopT NHUMOEHTOB

Bbl moxeTe nmnopTuposatsb B MaxPatrol SIEM nHungeHTbl B yHudunumposaHHoMm dopmaTe obMeHa
— JSON.

>  YT06bI MIMNOPTUPOBATbL NHUNAEHTbI:

1. B rnaBHOM MeHI0 B pazgene MHumMaeHTbl Boibepute NyHKT UHUMAEGHTDI.
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OTkpoeTca cTpaHnua UHUMAEHTDI.
2. B naHenn nHCTpyMeHTOB HaxmuTe kHornky AMnopT.
OTkpoeTcd okHO UMMOPT MHUMAEHTOB.

3. B packpbiBatoemcs crnivicke Pacrnono)eHue BoibepuTe rpynnbl akTUBOB, F4e HeobXxoanmo
PacnofOXNTb NHLMOEHTHI.

4. Ecnu TpebyeTcy, ycTaHOBUTE $hnaxok nepesanucaTb CYLECTBYIOLMNE UHLUAEHTDI.

MpumeuaHue. Ecnv dnaxok CHAT, MHLMOEHTbI C COBMafalolWwnM NAeHTNONKaTOPOM
(mnapameTpom identification.source.id), akcnopTupoOBaHHbIe 13 pasHbIX CUCTEM, ByayT
nponyLeHbl B MpoLecce nMmnopTa.

5. Barpyaute daiin ¢ nHUMGEHTaMV OLHM 13 ABYX CMOCO6O0B:
« nepeTawuTe paiin B none;
« HaXMunTe Bbl6paTb 11 [o6aBbTe dalin.

MpumeuaHwue. Ecnu y nmnoptupyemoro dainna MHUMAEHTOB naeHTudmnkaTop popmara
otnnyaeTtca oT JSON nnn popmaT faHHbIX 3Toro danna HekoppekTHbIn, To MaxPatrol SIEM
OTO6PAa3UT B OKHE MMMOPTa NHLUAEHTOB OLUMGKY BanuaaLunmy v BelgenT HeBanuaHbIn daiin
KpacHbIM LBeToM. KHonka UMnopTupoBaTb 6yneT HeJOCTyMNHa 40 TeX Mop, MoKa Bbl HE
yoanuTte HeBanuaHble dainbl. MakcnmanbHbii 06bem 0gHOro nMNopTpyemoro gaina — 512
MB.

6. Haxmute kHonky AMnopTupoBaTtb.

HayHeTcd nmnopT nHungeHToB. 1o 3aBepLleHnn nvnopTta B okHe AMNOPT MHUMAEHTOB
0TO6pa3nTCa MHGOPMaLMS O pedynbTaTax MMNopTa NHLUNOAEHTOB.

MpumeuyaHune. OkHO UMNOPT UHLUMAEHTOB COAEPXUT 3arnncuy O Kaxgom MIMIOPTUPOBaHHOM
daiine, BKIOYag pesynbtaT MMNopTa 1 KOMYeCTBO NMMNOPTUPOBAaHHbIX MHUNOEHTOB. B
cly4yae BO3HNKHOBEHUS OLIMGKIM NPW UMMOPTE UHUNAEHTOB Tak/e NHUMAEHTbI MPOMNyCKaloTCS.
B konoHke UIMNopTUpoBaHO MHLMAEHTOB OTO6paXaeTCs KONMMYECTBO YCMEeLIHO
NMMAOPTUPOBAHHbIX NHLIOEHTOB 1 06LLee KOMMYeCTBO NHUMAEHTOB B darne. B HukHen yactu
OKHa OTO6paxaeTcs O6LLMIA UTOT MMMNOPTa: KONNYECTBO NMMOPTNPOBaHHbLIX GalioB,
KOMMYECTBO NMMOPTUPROBAHHbIX 1 MPOMNYLLEHHbIX NHUNOEHTOB.

7. HaxmuTe KHomKy 3aKpbiTb.

VHumpeHTbl uMmnopTupoBaHbl B MaxPatrol SIEM. VimnopTupoBaHHble MHUNAEHTbI 0TOBpaxaloTCs
Ha cTpaHuLle UHumMAaeHTbI B Tabnvue nHUMaeHToB no ¢ounnbTpy MIMnopTupoBaHHbie n3 ¢panna.

O6uad nanka GUIbTPOB ANg BCEX UMMOPTUPYEeMbIX MHUNAEHTOB — MHUMAEHTbI N0 UCTOUHUKY
umnopTa. [119 MMNopTMPOBaHHbIX NHUMAEHTOB B nosie MCTOUHMK NosiBUTCS 3HAUYOK 2],
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Q.7.YpaneHne nHuMoeHToB

Mpw pasBepTbiBaHWM 1 3anycke MaxPatrol SIEM moryT 6biTb aBTOMaTNYeCKN Co30aHbl TOXHbIE
NHUMOEeHTbI. Takxke Npu aHannae 1 paccrnenoBaHn UHLNAEHTOB Bbl MOXETe 06HapYXUTb, YTO
VNHUNOEHTbI By6nmpytoTcs unm 6biy 3aBefeHbl B CUCTEME OLMGOYHO, HanpumMep, B pesyfbTate
HEKOPPEKTHO cpaboTaBLLEro Npasuia Koppendunn. Takne MHLUOEHTbI Bbl MOXEeTe yaandTb — Mno
OLHOMY WA rPYNMon.
>  YT06bl YOANUTb UHLUAEHT UAN rPynny NHUNOEHTOB:

1. B rnaBHOM MeHto B pa3fnenie UHUMAaeHTbI Bbibepute nyHKT UHUMAEHTBI.

OTkpoeTca cTpaHnLa UHUMAEHTDI.

2. B Tabnuue NHUMOEHTOB BbibepuTe OQNH UM HECKObKO NHLIMOEHTOB.

MpumeyaHwme. Bbl MoxeTe BblbrpaTbh HECKOMNBbKO CTPOK Noapaa, Haxumas knasuwwy Shift, nnn
HECKO/IbKO OTAENbHbIX CTPOK, Haxumas knasuwly Ctrl.

Takxe Bbl MOXeTe NPUMeHUTb K Tabnunue NHUNAEHTOB GUbTp, YTOGbI 6bICTPO BbiGPaTh 1
yAanUTb rpynny MHUNOEHTOB.

3. B maHenun nHCTpyMeHTOB HaxmuTe KHOMKY YAanuTb 1 NOATBepanTe yoaneHume.
MpumeyaHme. Takxe Bbl MOXeTe yaannTb MHUMAEHT N3 ero KapTouki Mo KHorke YaanuTb.

VIHUngeHT nnm rpynna MHUMAEHTOB yOaneHsbl.

YpaneHbl Bce CBA3aHHbIe C UHLMAEHTOM UM FPynnon MHUMAEHTOB AOYEepPHME 3adaul.

YnoaneHbl Bce CBA3UN NHUMAEHTA UAW FPYNMbl MHUMAEHTOB C APYTrMU CYLLHOCTSMI (Camum
CYLLHOCTW NPW 3TOM He yaanaioTcs).

YoaneHHbIli MHUWAEHT UK rpynna MHUMAEHTOB NCKIOYEHbI U3 CTAaTUCTUKA 1 60/bLe He
OTOGpaxatTCs Ha falibopaax.
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10. OnepaTmBHag HaCcTpPOWKa aHann3a gaHHbIX

Mo pes3ynbTtatamMm paccnenoBaHngd NHLUNOEHTOB ornepaTtop MOXeT BHeCTU NSMeHeHn4d B TabnunyHble
Cnuncku, 3anyCtnTb, OCTaHOBUTb MpaBWJia Koppendauunn nin oboralieHus.

B aTom pa3pene

Pa6oTa ¢ TabnuuHbiMuy cnivckamu (cm. pasaen 10.1)

BknioueHme n oTk/IloUueHne npaBui Koppenaunm u oboratieHns coboitui (cm. pasgen 10.2)
Monck NHAMKaTOPOB KOMMPOMeTaL K B cCobbiTugx (cm. pasgen 10.3)

PeTpocnekTuBHas koppensums cobbiTui (cm. pasgen 10.4)

10.1. PaboTa ¢ TabnYHbIMI CMCKaMW

TabnnuHbIN CANCOK — ABYMEPHbIN MacCcuB AaHHbIX, XpaHawmincs B namatin MaxPatrol SIEM n
OOCTYIMHbINA ANs NCMOSb30BaHNS B MpaBuiiax Koppensauumy 1 npasBuniax o6oralleHns.

KnioueBas KonoHka — 3TO KOJIOHKA, 3HaYeHVs B KOTOpOI‘/l ABNAIOTCY I/I,D,eHTIACI)I/IKaTOpaMVl 3anuncen
TabnmMyHoro cnucka. Ecnu knouyeBbiX KONMOHOK HECKOMbKO, TO 3aMNnchb |/|,c|,eHT|/|¢|/||_|.|/|pyech no
COBOKYMHOCTW 3HAYEHWI BCeX KIoYEBbIX KOTOHOK.

PaboTaTb C TabnMYHbIMU CNIICKaMI Bbl MOXETe Ha CTpaHuue Ta6nuuHble cnUcku. B 3aBricrmocTn
OT Ha3Ha4YeH4 CyLeCTBYIOT cneaytouine Tunbl TabMYHbIX CMCKOB:

— [aHHble 06 akTuBax — NpegHasHaveHbl ANs XxpaHeHns nHdopmaumeln 06 akTBax, MCNob3yeMoi
B MpaBuiax o6oraweHns n Koppensunn. 3anoHsoTCS 4aHHbIMY N3 MOAEN akTUBOB 1
aBTOMAaTUYECKN OBHOBASIOTCS NPU N3MEHEHNI COCTOSIHNS akTUBOB.

— 3anonHsoTCH NpaBuiaMmn Koppensaumm — npegHasHavyeHbl ANs XpaHeHns AaHHbIX, NCMOb3yeMblX
B NpaBuiax oboralleHns 1 koppensaumm. 3anonHaTcs aBTOMaTUYECKN NP BbINOAHEHUN NPaBn
Koppenauun. Bel MoxeTe BpyYHYI0 4OBABUTb NN N3MEHUTL 3anycu B TaBANYHbIX CMINCKaX,
BbIMOSIHATL MMOPT faHHbIX 3 darna dopmata CSV nnv o4ncTuTb TabANYHBIA CMINCOK.

— 3anonHsTcs NpasuiamMmy oboralleHns — npeaHasHayeHbl 4N XpaHeHns AaHHbIX,
ncrnosib3yeMblix B NpaBuiax oboralleHns n koppenauun. 3anoHaioTCs aBToMaTUYeCcK npu
BbIMOMHEHNY NpaBu oboraleHns. Bol MoxeTe Bpy4YHyo 4O6aBUTb UAN N3MEHNTb 3anncu B
TabANYHbIX CNINCKAX, BbIMNOAHNTL UMMNOPT AaHHbIX 13 danna dopmaTta CSV unm ouncTnTb
TabANYHBIA CMINCOK.
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— PenyTaunoHHble cnucky — NpefHasHayeHbl AN XpaHeHNs penyTauoHHbIX CMNCKOB,
nonyyaembix n3 cuctemol Cyber Security Intelligence. TabnnyHble CANCKK 3aMOAHAOTCS 1
OBGHOBNSIOTCS aBTOMATUYECKM NPU N3MEHEHUN PenyTaLOHHbIX CMNCKOB. [laHHble N3 CNCKOoB
MOrYT MCMNO/b30BaTbCY B NpaBuiax 060oraLleHus.

— CnpaBoYHMK — NpegHa3HayeHbl 419 XpaHeHns CnpaBoYHON NHGOPMaLLMK, UCNONb3yeMOo B
npaewiax oboralleHnsa n koppenauun. Yepes Beb6-nHTepdeiic Knowledge Base Bbl MmoxeTe
BPYYHYIO OGABUTb U N3MEHUTb 3aMCK B TabANYHbIX CMINCKAX, BbIMOMHNTL UMMAOPT AaHHbIX 13
darina popmata CSV nnim o4nCTUTb TaBANYHDBIA CMINCOK.

Bbl MOXeTe BbIMOMHNTL 9KCMOPT AaHHbIX 13 N060ro TabnmnyHoro cnucka B dann popmata CSV.

B aTom pa3pene

Mowuck 3anncein ¢ nomoupio PDQL-3anpoca (cm. pasgen 10.1.1)
OKcnopT AaHHbIX B dann popmata CSV (cm. pazgen 10.1.2)
VimnopT gaHHbIX 13 panna ¢opmata CSV (cm. pazgen 10.1.3)
[o6aBneHune 3anucu B TabnnyHbln cnncok (cm. pasagen 10.1.4)
YnaneHune 3anucen n3 TabnnyHoro cnmcka (cm. pasgen 10.1.5)

OuucTka TabnnyHoro cnucka (cm. pasgen 10.1.6)

10.1.1. MNMownck 3anuncen ¢ nomoubto PDQL-3anpoca

Bbl MoXxeTe ncnonb3oBaTh 3anpock! Ha g3bike PDQL, uTo6bl ckaTb 3anucu B TaBANYHbIX CICKaX.
3anpocbl MOXHO co3faBaTh C MOMOLLbIO AaHHbIX U3 g4eeK TabUYHbIX CIVCKOB 1 BPYUHY!O.

>  YT06bl HANTX 3aMNKCK B TaBINYHOM CMINCKE C MOMOLLbIO A@HHbIX N3 SUeek:
1. B rnaBHom MeHIo B pasaerne C60p AaHHbIX BbibeprTe NyHKT TabANUHbIe CUCKM.
OTkpoeTcd cTpaHuua TabnuyHbie CANCKMU.

2. EcnnyctaHoBneHO HeCKObKO KOHBENepOoB 06paboTky COBbITUIA, MO CCbifIKe BbibepuTe
KOHBewep.

3. B naHenn Ta6nuuHble CANCKMU Bbi6eprTe TabNYHbIN CMCOK.
4. BblbepunTe BKNagky 3anucu.
OTKpoeTCcs TabNNYHbIA CMINCOK.

5. B T1abnnyHom cnvcke no ccbifike ¢ nogyepknBaHneM BblbepuTe 3HaueHne B auelike
(Hanpumep, TUN WndpoBaHNS).

6. Bo BcnnbiBaloLweMm OkHe BbIGepuTe yCoBue noucka.
Ycnosue noncka 6ynet no6asneHo B PDQL-3anpoc Hag TabnanyHbIM CAVCKOM.

B TabnumuHom cnncke otob6paxaloTcs 3anncu, cooTeeTcTByowme yenosmo PDQL-3anpoca.
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>  YTOGbl BPYYHYIO M3MEHUTb CYLLECTBYIOLLLEE YCOBME NOoncKa 3anncein B Tabnm4yHOM Crmcke:
1. Hapg TabnuyHbiMm cnnckom HaxmunTe <Ycnosue PDQL-3anpoca>.

OtkpoeTca BcnnbiBatoLlee okHo ¢ PDQL-3anpocom. B none SELECT ykazaHbl KONOHKI
TabnMyHOro cnmcka.

2. B none ®unbTp BBeanTe ycnosume dunbtTpaumn Ha g3bike PDQL (cm. gokymeHT CuHTakcmnc
a3blka PDQL).

3. Ecnn TpebyeTcs, B packpbiBatoemcs cnncke ORDER BY BbiGepuTe KOTOHKY, MO KOTOPOW
6yOeT OTCOPTUPOBaH Pe3ynbTaT BbIMOMHEHNS 3aNpoca, 1 MO CCbifike C NogYepKBaHnemM
Bbl6epuTe HanpaBneHne COpTUPOBKI.

Mo ymonyaHuio 3anncy B TabIMYHOM CNNCKe OTCOPTUPOBAHbI MO BPEMEHM MOCNeAHEro
N3MEHEHINS OT HOBbIX K CTapbIM.

4. HaxmuTe kHorky MpumMeHUTb.

YcnoBue nomncka 3anuvcen B TabMYHOM CMNCKE N3MEHEHO. 3anncy TabamyHoro cnvcka HamaoeHbl
N OTCOPTUPOBaHbI B COOTBETCTBUN C ycnosuamn PDQL-3anpoca.

10.1.2. OkcnopT gaHHbIX B pann dopmata CSV

>  YT06bI BLIMOMHUTL SKCMOPT OaHHbIX N3 TaBMMYHOIO CAMCcKa:
1. B rnaBHOM MeHIo B pa3nenie C6op AaHHbIX BbibepunTe NyHKT TabnuyHbie CNUCKM.
OTkpoeTce cTpaHuua TabnuyHblie CANCKMU.

2. EcnnyctaHoBneHO HeCKOIbKO KOHBENepOoB 06paboTky COBbITUIA, MO CCblSIKe BbibepuTe
KOoHBelep.

3. B naHenn Ta6nuuHblie CANCKMU Bbi6eprTe TabNYHbIN CMCOK.
4. BbibepuTe BKaaKy 3anucwm.

5. Ecnn HyXHO aKCNopTNPOBaTb OTAE/bHbIE 3anuncK TabanyHOro Crmncka, BbibepuTe CTPOKN C
STVMMU 3anNCIMNA.

MpumeuaHwme. [1ns BbIGOpa HECKOJBbKNX CTPOK MOJPSL Bbl MOXETE UCMO/1b30BaThb
knasuLwy Shift, ons Bbibopa HECKONbKNX OTAENbHbIX CTPOK — KnaBuLy Ctrl.

6. B naHenn <Ha3BaHue TabnUYHOro cnNMCKa> HaXMNTE KHOMKY DKCMOPT.
7. B oTKpblBLLEMCS OKHE BbI6EPUTE OOUNH 113 BapMaHTOB:

- Bce <KonumuecTBo CTPOK TabNMUHOro cnUcKa> 3anumcemn — /19 9KCrnopTa BCero
TabANYHOro Cnncka;

- MepBble <KonuuecTBO> — 1115 9KCMOPTA YKa3aHHOIO KOMYECTBa CTPOK;
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8.

Bbi6paHHble <KonnuyecTBO Bbi6paHHbIX CTPOK TabNMUYHOro cnucka> — 4719 aKcnopTa
BblAENEHHbIX B paboyeil 06nacTii CTPOK.

HaxmunTte kHoMKy KCROpTUPOBATDb 11 yKaxTe nanky A1 coxpaHeHus daina.

[aHHble aKcnopTupOoBaHbI 1 coxpaHeHbl B daiin dopmaTa CSV. Vims dainna copepxunT nms
TabnMyHOro crnmncka v gaty numrnopTa. B nepeoi cTpoke ¢alina ykasaHbl IMeHa KOMOHOK
TabNNYHOrO Crncka, B KaYecTBe pasnennTens NCrnonb3yeTcs Touka ¢ 3ansatol (;). CTpokun
OTCOPTUPOBAHbI MO K/OUYEBbIM KONOHKaM.

10.1.3. ImnopT gaHHbIX 13 dpanna popmata CSV

MopoepXxvBaeTcs MMMNOPT AaHHbIX 13 gannos popmaTa CSV B kogmnposke UTF-8. B nepBon cTpoke
dalina HyXHO yKa3aTb HaVMEeHOBaHIS KOMTOHOK, B Ka4eCcTBe pa3nennTens aHHbIX B CTPOKE HYXHO
NCMo1b30BaTh TOYUKY C 3anaTon (;).

dann gns nmnopTa AOMKEH coaepXaTb 3HaUYEHNS AN KNOYEBbIX KOJIOHOK TabMYHOro Crmncka.
3HauYeHNs sueek OOMKHbI yOOBNETBOPSTb TpeboBaHSaM: 4ns TMna AaHHbIx DateTime — gaTa ponmkHa
HaxoauTbcs B MHTepBarne ot 1970-01-01 00:00:00 go 2106-02-07 06:28:15; apna Number — uncno
OOJIKHO HaxoOMTbCs B MHTepBasne oT —9223372036854775807 oo 9223372036854775807; ans
String — anvHa CTPoKK He fonXHa npeBblwaTb 16 382 cumBonos (65 531 6aiT).

> YTO6bl BbINOMHWNTL UMMOPT AaHHbIX B TABGANYHbIA CMINCOK ANS NpaBui KOPPeNsunmn nim
oboralleHng:

1.

7.
8.

B rnaBHOM MeHIo B pasaene C60p AaHHbIX BbiGeprTe NyHKT TabnuUYHbie CANCKM.
OTkpoeTca cTpaHuLa TabnnyHbie CUCKM.

Ecnun ycTaHOBNEHO HECKOBKO KOHBENEPOB 06paboTKi COBbITUIA, MO CChISIKe Bblbepute
KOoHBelep.

B naHenn TabnuuyHblie CAUCKU BbibepuTe TabNnYyHbI CANCOK A1 NPaBuii KOPpPEensumm unm
oboralleHus.

Boibepute Bknagky 3anucu.
Haxmunte kHonky UmnopT.

B oTKpbIBLLEMCS OKHE MO CChifIKe BbI6paTb yKaxuTe pacrnofioxeHune daina ¢ gaHHbIMN ANs
nmMnopTa.

MpumeuaHwue. [1na BbiGopa daiina ¢ gaHHbIMIK Bbl MOXeTe nepeTaLwTb ero B okHo UMnopT
TabnuuHoro cnucka B o6nactb 3arpy3utb ¢pain CSV.

HaxmuTe kHonky UMnopTupoBaThb.

Mpu NosBNeH COObLLEHNS 06 OKOHYaH MPOLEeaypPbl MMAOPTa HAXMUTE KHOMKY 3aKpbIThb.

[aHHble MMMOPTNPOBaHbI. CTpOKI/l C YHIKa/lbHbIM 3Ha4YeHnem Krto4eBbliX KOJTOHOK no6aBreHbl B
KOHeL, Tabnn4yHoro crnmcka. CTpOKI/I C cyulecTByrowinmm B TabINYHOM CMNCKE 3HAYEHNAMN
KJlto4eBbIX KOTOHOK rnepe3anmncaHbobl.
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10.1.4. [JobaBneHme 3anmcun B TabanyHbI CNCOK

> YT06bl 006aBNTb 3aMNNCb B TaGNYHbIA CMNCOK AN npasun o6oralleHns nnu Koppendauunn:

1.

9.

B rnaBHOM MeHIo B pasfene C60p AaHHbIX BbiGepuTe NyHKT TabnnUHbie CAUCKM.
OTkpoeTcd cTpaHnua TabnuyHble CANCKMU.

Ecnun ycTaHOBNEHO HECKOJIBKO KOHBENEPOB 06paboTK COBLITUI, MO CChISIKe Bblbepute
KOHBelep.

B naHenun TabnuyHblie CAMCKM BbibepuTe TabMUHbIA CAMCOK ANS NPaBus1 KOpPenauun unm
oboralleHus.

BbibepuTte Bknagky 3anucm.
HaxmunTte kHonky PegakTupoBaTb cofepXXumMoe.

B oTkpbiBLLEMCS OKHe BblbepuTe BapunaHT NMpuocTaHOBUTbL BCEe CBSI3aHHbIe NpaBuna i1
HaxmuTe KHonky fJanee.

B maHenun NHCTpYMEeHTOB BKNaAKMN HaxmMmTe kHornky JJlo6aBuThb.

B no6aBnenHomn CTpOKe 3anosiHnTe A4elKkn B COOTBETCTBMN C TUMOM AaHHbIX KOJTOHOK
TabMMYHOro CNcKa 1 HaxmMnTe

B HKHen yacTn BKIagku HaXMUTe KHOMKY 3aKOHYUTb pefaKkTUpoBaHue.

3anncb gobaBneHa B TabMMYHbIA CMCOK.

10.1.5. YopaneHwne 3anncein n3 TabnamyHoro cnmcka

> YT06hI yOoannTb 3anncnm ni3 TabnMyHoOro crnncka ong npaBus1 Koppenauumn nian oboralleHns:

1.

B rnaBHOM MeHIo B pasfene C60p AaHHbIX BbiGepuTe NyHKT TabnnMUHbie CNUCKM.
OTkpoeTcd cTpaHuua TabnuyHbie CANCKMU.

Ecnn ycTaHOBNEHO HECKOMBbKO KOHBENepoB 06paboTki COBbITUI, MO CCblfike Bbibepute
KOHBewep.

B naHenn TabnuuHblie cNUCKM BbibeprTe TabMUHbIA CAMCOK ANs NPaBu Koppenauum nim
oboralleHus.

BbibepuTe BkNagky 3anucu.
HaxmunTe kHonky PepgakTupoBaTb cogepXXumoe.

B OTKpbIBLLEMCYH OKHEe Bbl6epl/|Te BapunaHT anOCTaHOBMTb BCe CBsi3aHHbIe npaBuna 1
HaXMunTe KHOTKY Oanee.

Bbibepute ogHy WM HECKOSbKO 3anncei.

MpumeuaHwue. [1n19 BbI6GOpa HECKONBKNX CTPOK NOAPSAA Bbl MOXeETe NCMNob30BaTh
knasuLy Shift, 1ng Bbibopa HECKONbKNX OTAESbHbIX CTPOK — KnaBuLuy Ctrl.
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8. Haxmunte KkHonky YaanuTb 1 NOATBEPANTE yaaneHne.
Q. B HmXHen yacTy BKNagKn HaxmMmTe KHornky 3aKOHYMTb pefAaKTUpoBaHue.

3anucu yaaneHsl U3 Taban4yHoro cnmncka.

10.1.6. OuncTka TabnnN4YHOro cnmcka

> YTO6bl yoanutb BCe 3anncu N3 TabanyHoro Crnnucka ang npasua o60oraeHns nnm Koppensaumnm:
1. B rnaBHOM MeHIo B pasfene C60op AaHHbIX Bbi6epurTe MyHKT TabnnMuHble CUCKM.
OTtkpoeTcd cTpaHuua TabnuyHbie CNCKMU.

2. Ecnn yctaHoOBNeHO HeCKObKO KOHBENEepOB 06paboTky CObbITUIA, MO CCblfIKe BbibepuTe
KoHBelep.

3. B naHenun TabnuuHblie cNUCKMU BbiGepuTe TabNNYHbIA CMINCOK 19 NPaBWi KOPPensaumm unm
oboratleHung.

4. BbibepuTe BKagky 3anucwm.
5. Haxmute kHornKy OUMCTUTb TabNIMUHBIN CAMUCOK 11 MOATBEPANTE OUNCTKY.

Bce 3anucn yaaneHbl N3 TabIMYHOro crnmcka.

10.2. BktoyeHme 1 OTKAYEHE NpaBn Koppenaunmn n
oboraueHnsi CobbITNN

Koppensaums cobbiTuii — 3TO NpoLecc 06HapyXeHNs cobbITu MHGOPMaLVOHHON 6€30MacHOCTH
nyTem aHannsa noToka HoOpPMasnM3oBaHHbIX COBbITUNA. [pun 06HapyXeHW B MOTOKE COBbITUI Takol Nx
nocnenoBaTenbHOCTM, KOTOpas ykadaHa B YCNOBMN OQHOMO 3 3apaHee HaCTPOEHHbIX NpaBusl
Koppenauum, perucTpupyeTcs KoppensaumnoHHoe cobbiTre.

O6oralleHune cobbITUI — 3aMNONHEHNE NOMe HOPManM30BaHHbIX, arPernpPoBaHHbIX 1
KOPPENSLMOHHBIX COBbITUIA COrnacHoO npasunam oboratleHus. [onsg 3anonHIoTCS AaHHbIMU,
yKasaHHbIMU B MpaBuie o60oralleHns Ui noayyYeHHbIMI 13 TabANYHbIX CrINCKOB.

Ha ctpaHuue MpaBuna Kkoppensaumm Bbl MOXETE BKIIOYATb 1 OTKIOYaTb NpaBusia Koppenauum
cobbITUN, Ha cTpaHnue MpaBuna o6oraweHUs — npasia o6oraLleHns Co6bITHIA.

B aTom pa3pene

OTknioyeHne npasuna koppensgunmn (cm. pasgen 10.2.1)

BknioueHune npasuna koppenauun (cm. paznen 10.2.2)

OTknoyeHne npaBuna oboraweHuns (cm. pasgen 10.2.3)

BknioueHne npaBuna oboratleHns (cm. pasgen 10.2.4)
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10.2.1. OTkNtoYeHMe npaBnna Koppensaunmn
Bbl moxeTe oTknovaTh NpaBunia Koppenaumm co ctatycamm «BkrmoueHo» n «[1prnoctaHOBAEHO».

>  YT06bl OTK/IIOUNTD MNPAaBUIO KOPPENILMN:
1. B rnaBHom MeHIo B pasaene C60op AaHHbIX BbibepunTe nyHKT MpaBuna Koppensauum.
OTkpoeTca cTpaHuua MpaBuna koppensuum.

2. EcnmycTaHOBNEeHO HEeCKObKO KOHBEeNepoB 06paboTK COBbITUR, MO CCbifIKe BbibepuTe
KOHBelep.

3. B naHenn Cnucok npaBua Koppensuum BbiGepunTe OfHO U HECKOSIbKO NpPaBiAs.

MpumeuaHwme. [1ns BbIGOpa HECKOBbKNX NPaBW NOAPSS, Bbl MOXETE NCMONb30BaTh KaBuLLy
Shift, ina BbI6Gopa HECKONBbKNX OTAENbHbIX NpaBua — knasuwy Ctrl.

4. B naHenu MHCTPYMEHTOB HaXMUTE KHOMKY OTKIOUUTD.

MpaBKno Koppensunn oTKIoYEeHO, KOHBelep He 6yOeT NCMob3oBaTh ero Ans Koppenauun
COBbITUN.

10.2.2. BknoyeHue npasBwuia Koppenaumm

Bbl MoXeTe BKtoUaTh NpaBuia koppenauum co ctaTycoM «OTKMoYEeHO» 1 «[1proCcTaHOBIEHO.

> YTO6bI BKNOUNTL NPaBUIO KOPPENILNN:
1. B rnaBHOM MeHIo B pa3nefie C6op AaHHbIX BbibepunTe NyHKT MpaBuna Koppensuuu.
OTkpoeTca cTpaHuua MpaBuna koppensauuu.

2. Ecnun ycTaHOBNEHO HECKOSbKO KOHBENEPOB 06paboTKIN COBbLITUI, MO CCbIIKE BbibepuTe
KoHBelep.

3. B naHenu Cnucok npaBui Koppensauuu Bbl6epI/ITe OOHO NN HeCKOJIbKO rnpasu.

MpumeuaHwue. [1515 BbIGOpa HECKOSIbKNX NPaBWN NOAPSS Bbl MOXETE MCMONb30BaTh KaBuLLy
Shift, opns BbI6Opa HECKOBbKIX OTAEMNbHBIX MpaBua — knasuwwy Ctrl.

4. B naHenu NHCTPYMEHTOB HaXMuUTe KHOMKY BKAOUKTD.

MpaBnno KOpPEensUnn BKIOUYEHO, KOHBEep HauHET CMoJb30BaTh ero Ans Koppenauun
COBbITUI.

10.2.3. OTKntoYeHne npasnna oboraweHns

Bbl moxeTe oTkouaTb npaBuna oboralleHuns co cTatycom «BxntoueHo».
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>  YTO6bI OTKNIOYNTL NPaBIO O6OraLleHns:
1. B rnaBHom mMeHIo B pasfene C6op paHHbIX Bbi6epuTe NyHKT MpaBuna o6oraweHus.
OTtkpoeTca cTpaHuua MpaBuna o6oraueHus.

2. Ecnun yctaHOBNEeHO HECKObKO KOHBENEepOB 06paboTky cobbITUIA, MO CCblIKe BbibepuTe
KOHBelep.

3. B naHenn Cnucok npasun oGorameva Bbl6epl/|Te OOHO NN HEeCKOJ1bKO MnpasBl.

MpumeuaHwme. [1ns BbIGOpa HECKOBbKNX NPaBW NOAPSS Bbl MOXETE CMONb30BaTh KaBuLLy
Shift, ong BbI6Gopa HECKONBbKNX OTAENbHbIX NpaBua — knasuwy Ctrl.

4. B nanenn NHCTPYMEHTOB HaXXMUNTe KHOMKY OTKNIOUUTD.

MpaBuno o6oraleHnst oTKoYEeHO, KOHBelep He ByOeT NCMoIb30BaTb ero Ans 06oraleHuns
COBbITUN.

10.2.4. BkntoueHne npaBuna oboraweHmns

Bbl moxeTe BkouaTb npasuna O6OFaLLI,eHVI9 CO CTaTyCcoMm «OTKNIOYEHO.

> YT06bl BKTIOYNTbL NMPaBUIO 060raLleHNs:
1. B rnaBHOM MeHIo B pa3nesie C6op AaHHbIX BbibepunTe NyHKT NMpaBuna o6orauieHus.
OTkpoeTca cTpaHuLa MpaBuna o6oraweHus.

2. Ecnun ycTaHOBNEHO HECKOSbKO KOHBENEepOB 06paboTKN COBbLITUI, MO CCbIIKE Bbibepute
KOHBelep.

3. B naHenu Cnucok npasun o6orau.|,e|-w|s| Bbl6epl/|Te OOHO 1IN HeCKOJIbKO rnpasnsl.

MpumeuaHue. [119 BbIGOpa HECKOMNBKMX NPaBWa MOLPSS Bbl MOXETE UCMOMNb30BaTb Ki1aBULLY
Shift, ons BbI6Opa HECKOSBbKIX OTAENbHbIX MpaBua — knasuwy Ctrl.

4. B naHenu NHCTPYMEHTOB HaXMUTe KHOMKY BKAIOUMTD.

MpaBnno o6oralleHns BKITIoYEeHO, KOHBeep HauHeT NCMosb30BaTb ero A59 o60oralleHns
COBbITUI.

10.3. [Monck nHAMKaToOpOB KOMMNPOMETaLUN B COBbITNSAX

B MaxPatrol SIEM npenycmoTpeHa BO3MOXHOCTb MPOBEPKN MOSTyUYeHHbIX paHee CobbITUIA Ha
Hanmumne B HNX NHONKATOPOB KOMMPOMETaLWW MO AaHHbIM TabIMYHbIX CMCKOB.

VIHomkaTop KoMnpomeTaunm — 3TO NMPU3HaK Noao3pPUTENbHON aKTUBHOCTIW UMW BPEOOHOCHOro
obbekTa B IT-uHdpacTpyKType opraHnsaunmn; Takmne npuaHakm MoryT ykasblBaTb Ha pa3BuTune
3M10yMbILUIEHHIKaMM aTaku. IHgnkaTopamu KoMnpomMeTauumn MoryT BelicTynaTtb, Hanpumep, |P-
agpec unm ooOMeHHoe UMs yana, Ha KOTOPOM 3aperncTpupoBaHa Nogo3puTebHas akTUBHOCTb, XeLl-
cymMMma BpedoHOCHOro gauna.
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[ns noncka NHAMKaTOPOB KOMMPOMETALMIN B COBBITUSX HYXXHO CO30aTb 3agady Ha MpoBepKy
CO6bITUN C oaHMM 13 Npodunen moayns batcheventsearch. [lna monyns cosgaHbl cTaHOapPTHbIE
npodunnn 4ns NPoBEPKM COBLITUN NO AaHHBIM PenyTaUNOHHbIX TaBANYHbIX CMCKOB:

— |OC search for IP addresses — ans nposepku no IP-agpecam ns TabnnyHoro cnncka replistlP;

— 10C search for URLs — ons npoBepkn No agpecam nam nveHam 4OMEHOB 13 TabIn4yHoro
cnucka repListMasks;

— 10OC search for domain names — ans NpoBepKy rNo MeHam GOMEHOB 13 TabINYHOro
cnucka repListDomains;

— 10OC search for hash values — ong npoBepky Mo 3HaYEHUAM KOHTPOJIbHbIX CyMM $aliioB 13
TabnuyHoro crnucka replistHashes.

Ha 6ase aTunx CTaHOapTHbIX I'IpOCbVIJ'IeI7I Bbl MOXeTe CO30aBaTb MoJsib3oBaTes/IbCKe I'IpOCbVU'IVI.

B aTom pa3pene

CoszpaHue 3agadn Ha NpoBepky cobbiTuin (cm. pasgen 10.3.1)

MapameTpbl Mogyns batcheventsearch (cm. pazgen 10.3.2)

10.3.1. Co3paHune 3agaun Ha NpoBepPKY COObITNIA

> YT06bI CO3aaTb 3aaa4y Ha NpoBepKYy COBLITUN AN MoucKa MHANKATOPOB KOMMPOMETaLN:

1.

8.

B rnaBHOM MeHI0 B pasfnene C60p AaHHbIX BbiGepuTe NyHKT 3agaum.
OTkpoeTcs cTpaHuua 3agayum no c6opy AaHHbIX.

B naHenn nHCTpyMeHTOB HaxmuTe kHornky Co3paTb 3agavy 1 B PacKpbIBLLEMCS MEHIO
Bbi6epuTe NyHKT NMpoBepka co6biTuin Ha I0C.

OTkpoeTcq cTpaHuLa Co3aaHne 3afaaumM Ha NPoBepKy CO6bITUN.
B none Ha3BaHue BBeanTe Ha3BaHVe 3a0aull.

Ecnu TpebyeTcs, no6aBbTe NOApPO6HOE onncaHie 3aaadn no ceolike [lo6aBMTb onucaHue.

Ecnu HyXHO HacTponTb NPodusib, HAXMUTE W+, B OTKPbIBLUEMCS OKHE N3MEHINTE napameTpbl
npoduns n HaxmnTe KHornky CoxpaHUTb.

B packpbiBatoemca crincke KonnekTop Bbi6epute KONNekTop A1 paboTbl 3afaqi.

Ecnn HyXHO HacTpOWTb Neproanyeckinii 3anyck 3agayn, B 611oke napametpos PacnucaHue
BK/IIOUMNTE W HACTPOWTE pacnucaHume.

HaxmunTte kHonky CoOXpaHUTb.

3apayva co3faHa.
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10.3.2. [TapameTpbl Mogyns batcheventsearch

Mopynb npegHasHayveH ans NpoBepKM MoNyYeHHbIX paHee CObbITUI Ha Hannyne B HAX NHONKaTOPOB
KOMMpoMeTaLum, yKa3aHHbIX B OAHOM 13 TabNYHbIX CIINCKOB. [1pu BbIMOMHEHUN NPOBEPKA MOAY b
OT6UpPaeT HOBble COBLITUS (1 COBBITUS, MONYYEHHble 3a yKa3aHHbIA Nepriog), COOTBETCTBYOLLME
ykagzaHHomy PDQL-3anpocy. [ng kaxaoro oTo6paHHOro cobbiTs Moay/ib NpoBepseT yCoBme
COOTBETCTBMS AaHHbIX B MONSX COObITUS AaHHbIM yKa3aHHOro TabAnYHOro cnmncka u npu
BbIMOJIHEHUI YCNOBUS PErMCTPUPRYET OAHO UM HECKOMBKO KOPPENSLMOHHBIX COBBITUIA.

[MapameTpbl Mogyng CoOXpaHsoTCs B Mpodundx. Bbl MOXeTe nameHsaTb NapameTpbl npodunig npu
co3aHnn Nob30BaTENbCKOro NPodus Un 3agadn Ha NpPoBepKy CoBbITUIA. [1n9 HAaCcTPonKN
npodunga B okHe MapameTpbl npodunas LOCTYMNHbI CnefyloLmne 31eMeHTbI:

— KoHBeliep 06paboTku cobbITUIN — packpbliBalOLLMICS CACOK A9 Bbibopa KoHBelepa, CobbIThs
KOTOPOro HeO6X0oOMMO MPOBEPUTD.

— @unbTp cobbiTnin — nose Beoga PDQL-3anpoca.

MpumeyaHume. Mo ccbinke BecTaBUTb ycnoBue U3 COXpaHEHHOro 3anpoca Bbl MOXETe
Bbl6paTh 3aMNpOC, COXPaHEHHbI paHee Ha cTpaHuLe Co6bITuS.

— [ny6uHa npoBepKM — Mo CChlSIKe OTKPbIBAETCS OKHO A1 HAaCTPOWKIM Neprioda, 3a KOTOPbIN 6b1n
nony4YeHbl MpoBepsemMble COBbITHS.

MpumeuaHume. MNpoBepsoTCa BCe HOBblE COBbLITUS, MOMYyYEeHHbIE C MOMEHTa NpeablayLei
NPOBEPKU, 1 MOBTOPHO NMPOBEPSIOTCS COBBITUS, NOSTyYEHHbIE 3a YKasdaHHbIA Nepunom 40 MOMEHTa
npeabiayLLeln nposepkun. Ecnn npoeepka paHee He NPON3BOANIACh, MPOBEPSIOTCS COBbITUS 3a
yKa3aHHbIi Nepuoga.

— TabnnuHbIA CNUCOK — paCKprBaIOU_LMI7IC9I cnncok gng Bbl60pa TabM4yHOro cnmcka.

— Wcnonb3oBaTb TONbKO YacTb Ta6/IMYHOrO CAMCKa — MNpy yCTaHOBKE driaxka OTKpblBaeTCs
none seofga PDQL-3anpoca ons ¢unbTpauum 3anucein TabanyHoro crimcka.

— TMMons cobbiTa — None Ans BBoAa noneit cCobbiThs, 419 KOTOPbIX MpoBepsieTcs ycrosme
COOTBETCTBUS.

— KonoHku TabnnuHoro cnucka — rnosne [719 BBOAa Ha3BaHWI KOTOHOK TabnyHOro cnmcka, ans
KOTOpPbIX NpoBepdeTCqd yCiioBre COOTBETCTBUS.
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— YcnoBue cOOTBETCTBMUS — PACKPbIBAOLLMIACS CNCOK A9 BbiGOpa YCOBUS perncTpaumim
KOPPEeNaLUNOHHOrO COBbITUS, COAEPXNT 3HAYEHUS:

- Mo ymonuaHuio (coBnapgeHne 3HaueHMn) — yCrioBMe BbINOMHAETCS Npu COBMageHn
3HayeHns Mo6oro nons, ykasaHHoro B Monsg co6bITUS, Co 3HaYeHneM B NGO 13 KOSTOHOK,
ykasaHHbIX B KONOHKM TabAUUYHOro cnucka (0715 Kaxaoro cosnageHns perncTprpyeTca
oTaenbHOe KoppPenaunoHHoe CobbITue).

- 3apaTb AnS Bcex CTPOK — MNpun BbI60pe 3Ha4YeHnq OTKpbIBaeTC4d noJjie OJid BBOOa BblpaXXeHnNd

(n3 Tabnuubl HXKeE) ! yKa3blBaloLLLEro Ha BapWaHT COBMafeHns 3Ha4YeHunsl nons cobbiTus ¢
MacKoli. YCnoBue BbINOSIHAETCS, €CNN B COOTBETCTBUN C BbIGPaHHbIM BapraHTOM COBMagaloT
3HayeHus Mo6oro nons, ykazaHHoro B Mons co6bITUS C 3HaYeHeM Macku B N060IA 13
KOJIOHOK, yka3aHHbix B KoNnoHkM TabnuMyHoro cnucka.

MpumeuaHwue. [1n9 penyTaLOHHbIX TabNYHbIX CINCKOB ycrioBre 3agaTh A BCeX CTPOK
NPUMEHNMO TOMbKO K CMCKaM C TUMOM o6bekTa — Macka. B aTom cnyyae B none KonoHku
TabIMUHOro cnMcKa HyXHO ykasaTb KOJIOHKY mask.

- <HasBaHMe KONOHKU> — npm Bbl60pe 3HaUYeH s N3 KOJTOHKM TabinyHOro cnmcka

CUNTbIBaeTCY BblpaXxeHne (I/|3 Tabnuubl HI/I)Ke) 1, yKas3blBatoLlee Ha BapnaHT coBnageHun4
3HAUYeHN4 Nong CobbITNA C MacKo. YCnoBue BbIMOSHAETCS, €CN B COOTBETCTBIN CO
CYNTaHHbIM BapnaHTOM CcOBMNMagaloT 3Ha4YeHn4d no6oro nons, YKa3aHHOro B Mong co6biTug, c
3HaYEeHVeM Macku B 060 13 KOJTOHOK, YKa3aHHbIX B KonoHku TabnuyHoro cnucka.

MpumeuaHwme. [1ns penyTaLnOHHbIX TabNYHbIX CMINCKOB yCcnoBne <HasBaHue KONMOHKU>
NPVMEHNMO TOJIbKO K CMIMCKaM C TUNoM obbekTa — Macka. B aTom cnyyae B none KonoHkwm
TabnuuHoOro cnucka HyxHo ykasaTb kKosioHky mask. [1na agpeca (URL) BbipaxeHne,
yKasblBaloLLlee Ha BapuaHT COBMafeHns 3Ha4YeHrs Nosst COBbITUS C MaCKOW, [OMKHO
cumTbiBaTbCS N3 KONoHkM url_match, onsa pomeHHoro nvenn (FQDN) — 13 KOnoHkn
host_match.

— BpeMSI — No3BoJigdeT Bbl6paTb BpemM4a permctpaunmn KoppendaumoHHOro Cco6bITNS.

— PaCKprBaIOLLI,VIeCﬂ CMICKW aNg rnonemn KoppendaumMoHHOro COBbITNS NO3BONSAOT Bb|6paTb OaHHble
019 3anofIHEHNS Nonein. 3HaYeHne Nonas MOXHO BBECTU BPYUYHYIO, 3afOJIHNTb AaHHbIMIK N3 MO
VNCXOOHOro CoBbITUS NN N3 yKaBaHHOIﬁ KOJIOHKN TaBIMYHOro Crnmcka.

— ﬂOGaBMTb napameTp — no KHorke Bbl MOXeTe 006aBUTb AOMOMHNTENbHbIE MOoNY
KoppenaumoHHOro CO6bITNS.

Ta6nuua 3. BoipaxeHus ans BapriaHTOB COBMafeHnNs C MackKou

BapuaHT coBnageHusi C MacKom BbipakeHue gns
URL FQDN
[omeH, Bce ero nogaomMeHbl 1 X COQePXnmMoe u:hAS h:dAS

1 ,D,J'I‘}l COCTaBJieHNs yCnoBu4, KpomMe yKa3aHHbIX B Ta6n|/||_|,e Bblpa)KeHVII7I, Bbl MOXeTe NCMNOoNb30BaTb peryngdapHble
BblpaxeHus, nogaepxueaemble cnyxooln Elasticsearch. PeryngapHbie BblpaxeHns Hy>XHO BBOAUTb C NPedrKCOM «re:».
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BapuaHT coBnageHusi ¢ Mackom BbipaxeHue gns
URL FQDN
Anpec ¢ nankamm u:hAS,dAS —
CueHapuin ¢ KOHKPETHbIMY NapameTpamMin u:hAS,pEX —
Anpec ¢ napameTpamu u:hAS,pSW —
Appec ¢ nocnegoBaTenNbHOCTbIO CUMBOJIOB u:hAS,pTM -
[omeH TpeTbero ypoBHs u:hEX h:dEX
[omeH ¢ nankon nnn eannom, Ho 6e3 BIIOXEHHbIX Manok u:hEX,dEX —

10.4. PeTpocnekTnBHas Koppensaumns cobbiTuii

B MaxPatrol SIEM npegycmoTpeHa BO3MOXHOCTb MOBTOPHOW MPOBEPKY NMOSTyYeHHbIX paHee
COO6bLITUI MO BbIBPaHHbLIM NMpaBuiam Koppenaunn. Bel MoxeTe ykazaTb Cnocob HanoHeHNs
TabMYHbIX CMNCKOB, NCMOb3yeMbIX MpaBuiamMmy Npu NpoBepke. 3anncu TabanyHbIX CrIMCKOB MOy T
6bITb NonyyeHbl N3 danna popmata CSV, n3 Knowledge Base nnn ns MaxPatrol SIEM. Mo
pesynbTaTam NPOBepPKN perncTpupytoTcs cobbitns Vb, KoTopblie MOTyT 6biTb COXpaHeHbl B dalin nniu
B MaxPatrol SIEM. Ha ocHoBaHun cobbituin I B MaxPatrol SIEM moryT 6bITb 3aperncTpnpoBaHbl
NHUNOEHTDI.

PeTpOCFIeKTVIBHyIO Koppendauuto COBbITWIA MOXHO NCMOJIb30BaTh B cnenyrouwmnx cnydaax:

— [ng npoBepku cobbiTnii nocne nobasneHns B Knowledge Base HoBbIx MpaBun koppensuumn (npn
yCTaHOBKE HOBOIO NMakeTa aKCrnepTun3bl UN Npu CO3naHnN Nosib30BaTeNbCKOro NpaBna).

— [ng npoBepku cobbITHI NOC/Ie 0BHOBNEHNS AHHbBIX TaBMNYHbIX CMCKOB.
— [ng nowcka yrpos B pexunme threat hunting.
— [Ins npoBepKn cobbITUN NO NpaBnaaM, paboTa KOTOPbIX 6blfla aBTOMaTUYEeCKN MPUOCTaHOBEHaA.

[ns peTpocnekTUBHOM KOPPENILMN COBBITUIN HYXXHO CO30aTh 3agavy ¢ OOHUM 13 Npodunen Mmogyns
retrocorrelator (BxoguT B cocTaB komnoHeHTa PT RC). [1ng moayns cosfgaH cTaHaapTHbI Npodnsib
Retrospective Correlation, Ha 6a3e KOTOPOro Bbl MOXeTe co3faBaTb NONb3oBaTeNbCKME NPODUN.

B aTom pa3pene
CospaHue 3agaun ang peTpocnekTnBHom koppenaumn (cm. pasoen 10.4.1)

MapameTpbl Moayna retrocorrelator (cm. pasnen 10.4.2)

10.4.1. CosgaHune 3agaun ong peTpocnekTUBHON KOppenaumnm

[Mepen co3paHneM 3agaym peTpoCnekTBHON KOPPENILIN HYXHO Yepes Be6-
nHTepderc Knowledge Base cosgatb Habop 415 yCTaHOBKM 11 406aBUTL B HErO Npasuna, no
KOTOPbIM HYXHO NPOBEPUTL COBLITUS.
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> YTo6bl co3naTh 3aaady AN PeTPOCNEeKTUBHON KOPPENSLMN COBbITAI:
1. B rnaBHOM MeHIo B pasfene C60p AaHHbIX BbiGepuTe NyHKT 3apaum.
OTkpoeTcd cTpaHuua 3agaum no c6opy AaHHbIX.

2. B nmaHenu nHCTpymMeHTOB HaxmuTe KHomnky Co3aaTb 3agavy 11 B pacKpbIBLLEMCS MEHIO
Bbi6epuTe NyHKT PeTpocneKkTUBHas Koppensiuns co6biTUNA.

OTkpoeTca cTpaHuLa Co3gaHme 3agayum Ha PeTPOCNEKTUBHYIO KOppPensuuio cobbITUMA.
3. B none HasBaHue BBeaunTe HasBaHue 3agaull.

4. Ecnn TpebyeTcy, fo6aBbTe Noagpo6Hoe onncaHne 3agayn no ceolnke flo6aBUTb onncaHme.

5. Ecnun HyXHO HacTpouTb Npodusib, HaXMIMTE ¥, B OTKPbIBLUEMCS OKHE N3MEHWTE napameTpbl
npodnna n HaxmmTe KHornky CoxpaHUTb.

6. B packpbiBatowemcs crnvicke KonnekTop BbibepuTe KOMNeKTop ¢ Moaynem retrocorrelator.

MpumeyaHune. OanH KonekTop ¢ Mogynem retrocorrelator MoxeT oqHOBPEMEHHO
BbIMNONHSATb TONbKO OfHY 3afavy peTPOCNEeKTNBHON KOPPEensaLmnm CobbITH.

7. HaxmuTe kHonky CoXpaHUTb.
3apaya cosfaHa.

Mocne 3anycka 1 BbINOMHEHNS 3a4a4n Bbl MOXeTe ckayaTb apXyB C pe3y/ibTaTaMu NpoBEpPKY Ha
cTpaHuLe UcTopusa sanyckoB <HasBaHue 3agaum> no kHornke CkavaTb XypHan U pe3ynbTaThbl;
Takxe no kHorke HanTu cobbITUS Bbl MOXETE OTKPbITb CTPAHKLY C COBbITUSMU,
3aperncTpUPOBaHHbIMI NPV BbINMOJHEHN 3a4a4M.

10.4.2. [TapameTpbl Mmogyns retrocorrelator

Mopynb npegHasHauveH a1 NOBTOPHON NPOBEPKM MNONyYeHHbIX paHee CobbITUI MO BblI6paHHbIM
npasuiaM Koppensumn.

[MapameTpbl MOAyNs COXpaHATCS B Npodunngx. Bol MoxeTe nameHdaTb NnapameTpbl npodung npu
co3aHnn Nosb30BaTeNbCKOro Npodus um 3agadm Ha NpPoBepKy cobbITyi. [ng HacTponkn
npodunsa B okHe MapameTpbl npoduns JOCTyMNHbI cnegylowme 610Ku napameTpos:

Bxopgswune gaHHble

— KoHBeliep 06paboTKu co6bITUI — PaCcKPbIBaIOLLIMICS CMINCOK A5 Bbibopa KOHBEenepos,
COBbITNS KOTOPbIX HEOBXOANMO NMPOBEPUTD.

— Co3pgaHHble — M0 CCbIfIKe OTKPbIBAETCS OKHO A1 HACTPOVKI Neproaa BPeMeHn pernctpaumm
COBbITUI, KOTOPbIE HYXHO NPOBEPUTD.

— ®PunbTp cobbiTni — none Beofga PDQL-3anpoca ans 4ononHnTeNbHon dunbTpaunm CoBbITUIA.

MpumeyaHue. Mo ccbinke BcTaBUTb ycnoBUe U3 COXpaHEeHHOro 3anpoca Bbl MOXeTe
Bbl6paTb 3aMpOC, COXPaHEeHHbIN paHee Ha cTpaHuLe Co6biTus.
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— bBa3sa paHHbIX — packpblBalOLWMINCS CNNCOK Ang Bbibopa 6a3bl AaHHbIX Knowledge Base ¢
npaswniamMmy Koppenaunm ans npoBepKu.

— Ha6op ang ycTaHOBKM — pacKpbIBalOLWMINCS CANCOK OS19 Bbi6opa Habopa a1 yCTaHOBKM
o6bekToB B[] B MaxPatrol SIEM ¢ npaBunamu koppensumm ojis NpoBepKu.

MpumeyvaHume. Mo ccbinke HacTpouTb Ha6op ANS YCTAaHOBKM Bbl MOXETE OTKPbITb BE6-
nHtepdenc B Knowledge Base n HacTponTb Habop AN yCTaHOBKMN.

— HacTtpo#ka TabnuuHbIX CAUCKOB — PacKpbIBalOLLMECS CMINCKN ANs Bbibopa crnocoba
HamMoIHEHNS TabNYHBIX CMNCKOB, UCMOSIb3YEMbIX MPaBUIaMM NPU NPOBEPKe COBbLITUN.
MepeyeHb TabANUHbIX CMINCKOB GOPMUPYETCH aBTOMATYECKI NO BbiGpaHHbIM NpaBuiam
Koppensauun. Bel MoxeTe ykasaTb CNoOCco6 HarnofHeHNa /19 BCex CrCKOB OOHOro Tuna uin oas
KaX4oro crmcka B oTAe/bHOCTY (MepeyeHb TabMmnyHbIX CAVICKOB OAHOrO TUMa OTKPbIBAaETCS Mo

KHOMKe 7 ). BO3MOXHbI CriefyoLLye Crocobbl HAaMoMHEHNa TabNYHbIX CMNCKOB:
- He 3arpyxaTb — 1Cnonb3oBaTb NyCTble CMNCKN.

- 3arpy3utb us Knowledge Base — HanonHutb 3anmucsamm n3 BbibpaHHo 6a3bl faHHbIX
Knowledge Base.

- 3arpy3untb ua SIEM — HanonHnTb 3anncamMu akTyasnbHbIX TabIMYHbIX CMIMCKOB 3 KOHBElepa,
K KOTOPOMY MOAK/OUEH KOMNIEKTOP 3a4aun peTPOCMEKTBHON KOppenaunm.

- 3arpy3utb us CSV-danna — nmnopTtrpoBaTb 3anncu TabanyHbIX CANCKOB 13 dalina
dopmaTa CSV. [Ing kaxgoro TabnnyHoOro Crmcka Hy>XHo ykasaTb pacrofioxeHue danna c
3anncsamu.

MoppepxuBaeTcs MMMNOPT 3anucein n3 pannos ¢opmata CSV B kogupoeke UTF-8. B nepsoin
CTpoke dainfa Hy>XHO yKasaTb HaNMEHOBaHNS KOIOHOK, B KaYeCTBe pasfaennTens AaHHbIX B
CTPOKE HYXHO MCMOoNb30BaTh TOUKY C 3ansTon (;).

dann gns nmnopTa AOMKEH copepXaTb 3HAaUYEHNS 41 KNIOYEBbIX KONTIOHOK Tabnn4yHoro
crnmncka. 3HaYeHus sueek LOMKHbI yOOBNEeTBOPSTb TpeboBaHSaM: 4ns Tuna gaHHbix DateTime
— JaTa Jo/kHa HaxoamTbes B nHTepBane oT 1970-01-01 00:00:00 go 2106-02-07 06:28:15;
ans Number — yncno go/mkKHO HaxoaUTbCs B MHTepBane oT —9223372036854775807 oo
9223372036854775807; onga String — anvnHa CTPOKK He [omkHa npesbliwaTb 16 382 cumBonos
(65 531 6anr).

MpumeuaHme. Mo ccoinke flo6aButb punbTp PDQL Bbl MoXeTe BBecTn PDQL-3anpoc ang
OOMNONHUTENbHOW GUNbTPaLMUN 3annceil TabNNYHbIX CrICKOB.
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BbinonHeHue 3apgaun

— MpopomKnTEenbHOCTb — OrpaHNYeHne MakCuMasibHOro BpeMEeHU BbiNoHeHNs 3agadn. o
YMOJTYaHNIO BPEMS HE OrPaHNYeHo, Mo CCbifIke OTKPbIBAaeTCs 610K MapamMeTpOoB AN BBOAa
MaKCUMasibHOro BpeMeHI BbINoHeHNs. Ecnv 3agava He 6yaeT BbINOMIHEHA [0 OKOHYaHKS
yKa3aHHOro BpeMeHu, oHa 6yaeT OCTaHOBMNEHa C OLLUNGKON.

— BxoAHOW NOTOK CO6bITUI — OrpaHNYeHNe MakCUManbHOro NOTOoKa COBbITUIA, MOCTYMNalOLWMX Ha
nposepky. [1o ymonyaHmio yctaHoBNeH MakcrmanbHbii noTok 1000 cobbiTnin B cekyHay. MoxHO
CHSTb 3TO OrpaHNYeHmne Unm ykasaTb Mo CCbifke ApYyroe 3HayYeHne.

— Cpa6aTbiBaHUe NpaBu/ KOppensauum — orpaHnyeHne MakcrMmasabHOro yncna
pernctpupyembix cobbitui VIB. Mo ymonuaHuio yctaHoBneHo orpaHnyerune B 10 000 cobbiTuia.
MOXHO CHSTb 3TO OrpaHNYeHne NN yKkadaTb Mo CCbIIKe APpYroe 3HaYeHne (YnNCno CobbITh
OTCNEXNBAETCS C TOYHOCTbBIO A0 YABOEHHOIO 3HAaYEHVS BXOLHOIO noToka cobbiTui). [Mpn
LOCTUXEHWNN yKa3aHHOro 3HayYeHns 3afava 6yaeT OCTaHOBMNEHa C OLLNGKOIA.

MpumeuaHume. Mo ccbinke yKasaTb UCKIOUEHUS Bbl MOXETE Yepes 3andaTylo ykasaTb
CUCTEMHbIe Ha3BaHWNS NpaBu KOppenaunn: CobbiThs, peructpupyemMblie no aTM npasBuiam, He
6yoyT YYnTbIBaTbCS MU nogcyeTe obLero yncna cobbituidi. MoXxHO ykasaTb WaboH ang
Ha3BaHWIA NpaBWsI, NCMOSb3ys 3Be300UKY (*) ANs pasnnyaloWwmnxcs YacTell Ha3BaHuA.

CoxpaHeHue pesynbTaToB

— HoBble KoppensiLMoHHbIe cObbITUS — PaCcKpPbIBAOLLECS CMCKN /19 Bbibopa BapuaHTa
COXpaHeHUs 3aperncTpUpPOBaHHbIX B pesynbTaTe npoBepkit cobbiTuii V1B, Bo3aMoXHble BapuaHThbI:

« He coxpaHsTb — He COXpaHATb COBbITUS;
- CoxpaHaTtb B SIEM — coxpaHutb cobbitug B MaxPatrol SIEM;
- CoxpaHaTb B ¢ain — coxpaHunTb cobbiTns B dainn dopmata JSON (no ymonyaHumio).

— HoBble MHUMAEHTbI — PAaCKPbIBAIOLLECS CAVNCKN ANS BKIIOYEHNS perncTpaunmi NHUNMAEeHTOB No
pes3ynbTaTam NpoBepku. Bo3amMoxHble BapnaHTbI:

+  He coxpaHsaTb — He perncTpupoBaTb NMHLMOEHTbI (MO YMONYaHWo);

- CoxpaHaTtb B SIEM — perncTtpupoBaTtb NHUNAEHTHI.
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— Arperaumsi UHUMAEHTOB — PACKPbIBAIOLLECS CMNCKIN AN HACTPOWKI FPYMNAVPOBKY
(arperauunmn) NHUMAEHTOB, PErMCTPUPYEMBIX MO PedyfibTaTaM NpoBepkin. Bo3MOXHbIe BapraHTb:

- He cBsi3bIBaTb — He rpynnpoBaTh NHLMAEHTDI;

- TonbKo B paMKax 3agaum — rpynnunpoBaTb TOMbKO C APYTMMIN NHLNOEHTaAMMU,
3aperncTprpoBaHHbIMI MO pPe3ynibTaTaM NPOBEPKM (MO YMOIYaHNI);

- CsBs3biBaTb Bcerga — rpynnupoBaTb co Bcemu nHumgeHtamm MaxPatrol SIEM.

— WN3MeHeHus TabnnuHbIX CIMCKOB — packpblBaloLLMeCs CNVCKN /15 Bbibopa BapuaHTa
COXpaHeHUs 3anunceri TabanyYHbIX CMNCKOB As NPaBu KOppenauumn n o6oralleHuns,
006aBNEeHHbIX MO pe3dynbTaTaM NpoBepKn. Bo3MoxHble BapnaHTbI:

+  He coxpaHaTb — He coxpaHaTb 3anucK (Mo YMonyaHumo);

- CoxpaHaTb B ¢pain — coxpaHaTb 3anucu B pain opmata CSV.
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11. PaboTa ¢ gawbopgamum 1 Bugxetamm

Ha rnasHou cTtpaHuue MaxPatrol SIEM Ha gaww6opnax npefacTaBneHbl faHHble, NolyYeHHble B
npouecce MOHUTOPWUHIa MHGopPMaLVOHHON 6e3onacHOCTW. Bbl MoxeTe:

1. TMpocmaTpuBaTb CTaTUCTMYECKYIO MHOPMaLMIo Ha aawbopaax. CTaHOapTHble BUOXKETbI
oTo6paxatoT nHdopMaLmo 06 akTUBaX, BXOASLUMX B FPYMMbl aKTBOB, @ TakXe O TeX COBbITUSX 1
NHUMOEHTaX, KOTOpble CBS3aHbl C akTBaMu 13 rpynn akTMBoB. [onb3oBaTeNbCckne BUaXEeTbI
oTOBpaxalT NHPOPMALNIO O COBBLITHSAX.

2. CospaBaTb, MeperMeHOBbIBaTb, U3MEHSTb, MepemMeLLaTb 1 yaansTe Nofb3oBaTeNbCckne
faweéopabl.

3. CospaBaTb, NU3MEHATD, rnepemMellaTb N yaandTb BUOXETbl.

4. BbirpyxaTb gaHHble ¢ BuopxeToB B PNG- nnn CSV-dann.

B aTom pa3pene

BuoxeTbl no aktneam (cm. pasgen 11.1)

BupxeTbl no cobbituam (cm. pasgen 11.2)

BupxeTbl no nHumageHTam (cm. pasgen 11.3)

BupxeT no nposepkam (cm. pasgen 11.4)

CospaHue pgawbopaa (cm. pasgen 11.5)

CospaHue wabnoHa gawbéopaa (cm. pasgen 11.6)

VismeHeHwme pawboppa (cm. pasgen 11.7)

YnaneHune gaw6opaa (cm. pasgen 11.8)

CospaHune ByugxeTa no cobbituam (cMm. pazgen 11.9)

CozpaHue TabnnyHoro BuaKeTa no cobbituam (cm. pasgen 11.10)
CozpaHue BugxeTa no aktmeam (cm. pasgen 11.11)

CospgaHue TabnnyHoro BnaXeTa no aktnueam (cm. pasgen 11.12)
CoszpaHune TabnnyHoro BMOoKeTa no faHHbIM 13 TabnnyHoro cnvcka (cm. pasgen 11.13)
[o6aBneHune BuoxeTa Ha gawoéopgd (cm. pasgen 11.14)
VismeHeHne BuoxeTa Ha gaw6éopae (cm. pasgen 11.15)

YpaneHve BnaoxeTa ¢ gaw6éopaa (cm. pasgen 11.16)

OKCNopT CTaTUCTMYECKNX OaHHbIX (cMm. pa3gen 11.17)
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11.1. Bup)xeTbl No akTnBam

Habop cTaHOapTHbIX BUOXETOB MO akTBaM Moka3sblBaeT, CKOJIbKO aKTBOB €CTb B CUCTEME, KakK
N3MEHSNOCH NX KOMMYECTBO 3a BbIGpaHHbI Nepurop, CKOJSIbKO B CUCTEME eCTb akTUBOB 6e3
yKa3aHHOW 3HaYMMOCTI 1 akTyaslbHbl I faHHble CKAHNPOBaHNS akTUBOB. DTN BUOXETbI
oTob6paxatoTcs Ha gawbopae O6uwasa uHdopmaums.

KonunyecTBO aKkTBOB

BuoxeT KonnuecTBo aKTMBOB NpefcTaBnseT CO60M TpeHa 1 Yncno. Yncno osHavaeT KoNm4ecTso
aKTnBOB B cucteme. Ecnv BbibpaHa TouHas faTta, To 0To6paxaeTcs KONMYeCTBO akTVBOB Ha 3Ty AaTy.
Ecnu Bbi6paH neprofd, To oTo6paxaeTca KONMYecTBO akTMBOB Ha KOHel, neprofa. TpeHa
nokasblBaeT, Kak MEHS0Chb 3TO KOMYECTBO.

3HaYuMMOCTb aKTUBOB

BuoxeT 3HaUMMOCTb aKTUBOB NpeAcTaBnsgdeT cobou uncna v rpaduk. Nepsoe uncno osHavyaeT
KONMMYECTBO akTNBOB, OJ19 KOTOPbIX He yKadaHa 3HauYMMOCTb. BTopoe uncno o3HavaeT obuiee
KONN4YeCTBO aKTNBOB B ccTeme. Ecnu Boi6paHa TouHas gaTa, TO 0To6paxaeTcs KONMYeCTBO akTNBOB
Ha 3Ty paTy. Ecnu BbibpaH nepuog, To 0oTo6paxaeTcs KOMYeCTBO akTVIBOB Ha KOHEL, nepuoaa.
["paduK NokasbIBaeT, Kak MEHA0Ch KONNYECTBO BCEX aKT/BOB.

Ya3BMMOCTIN MO YPOBHIO

BroxeT YSI3BUMOCTM MO YPOBHIO NPefcTaBnseT co6on rpaduk pacnpeneneHuns ya3BumMmocTer no
YPOBHSM OMacHOCTU. Bbl MOXeTe BK/loYaTb UM OTKIIOYaTb OTOGPaXeHVe YI3BUMOCTER MO YPOBHSIM
ornacHocTu ¢ nomoLbto dpunbTpos Huskui, CpegHuin, Boicokui, Kputuueckui.

Mo ymonyaHuio T GubTpbl OTKOUYEHbl (0To6pa)xaloTcs Bce AaHHble). [pu HaBeaeHn Kypcopa Ha
NHWIO rpaduika oTo6paxaeTcs KOMYEeCTBO YA3BMMOCTEN AN1s BbiIGpaHHOro YpOBHS ONacHOCTY Ha
3afaHHyto fgaty 1 Bpemsl. [ing rpaduka Bbl MOXeTe fOMOMHUTENIbHO HaCcTpanBaTb oTo6paxeHne
nereHgpl U Noanuncen a3HavyeHNn Ha rpaduke, HasBaHUs ons ocell X 1'Y; BKNOUNTb OTOBpaxeHne
[aHHbIX, KOTOPbIE OTANYAOTCA MeXOy COB0I CYLLECTBEHHO (Ha MopsaK), B BuAE TOrapudmMmnyeckon
LiKanbl.

AKTyaﬂbHOCTb AaHHbIX 06 aKTMBaXx

BupxeT npenctaBnsieT coboin rpaduk, 0TobpaxatoLnii KOMYecTBO akTUBOB 1 COCTOSIHIE faHHbIX
CKaHNpoBaHns (Hanpumep, faHHble OTCYTCTBYIOT, HeaKTyaslbHbl, CKaHPOBaHNE He NPOBOAWIOCH).
Mop rpadmkom oTo6paxaeTcsd KONMYECTBO akTUBOB, Y KOTOPbIX He ornpefesieHa onepaunoHHas
cuctema.

Ton-10 ysa3BUMbIX aKTUBOB

BuoxeT Ton-10 ya3BMMbIX aKTUBOB NPeACTaBNgEeT COH60M rMcTorpammy, kotopas oTpaxaeT 10
caMblX YS3B/IMbIX aKTUBOB.
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MNpwn HaBeoeHNY Kypcopa Ha NIMHKIO MTCTOrpamMMbl OTOBpaxaeTcs pacnpeneneHmne ya3BnmocTer no
YPOBHSAM OnacHoOCTU. Bbl MoxeTe BkovaTb UK OTKIOYaTb OTOGPaxXeHNe yPOoBHE ONacHOCTA C
nomoLlubio dpunoTpos Huskun, Cpepuunn, Boicokun, Kputnueckmi.

Mo HaxaTumio Ha FQDN (Hanpumep, Ha 192.168.0.1 (siem.example)) oTo6paxaeTcs MyHN-KapTouka
akTnBa (cm. pasgen 6.1.6). Takxe Bbl MOXeETe NepenTi 13 BUaxeTa Ha CTpaHuLy AKTUBbI, YTOObI
03HaKOMUTLCS C AeTanbHoOn NHGopMaLen 06 ya3BUMOCTIX aKTBa.

CM. Takke

MuHn-kapTouKka akTuBa (cM. pasgen 6.1.6)

11.2. BugxeTbl MO COBbITUAM

Habop cTaHoapTHbIX BUOXKETOB ANS COBbITUI OTO6paxaeT obLuee KOMYecTBO COBbITUI 3a nepuog,
BPeMeHV, OUHAMIIKY MOSBEHNS COBbITUI 1 pacnpefeneHne BoO BPEMEHMN COObITUN MO YPOBHIO
BaXXHOCTW.

BunoxeTtbl CpegHuit noToK co6biTuit 11 PacnpepeneHne cpegHero notToka co6biTuin
oTobBpaxalTcs Ha gawbopae O6uwas nHdopmauums.

KonuuecTBO COBLITUN

BuoxeTt KonuuecTBo cobbiTUiA NpeacTtasnseT coboin rpadpuk. Mpadpuk cogepXxmnTt nHGopmMmaLmnio o
KonuyecTBe COBbITUI 3a BbIGpaHHbIV nepuop,. Mpu HaBegeHUN Kypcopa Ha NnHKIO rpaduka
OTOBpaxaeTCs KONMMYeCcTBO COBLITUIN Ha 3afaHHYI0 faTy 1 Bpems. [ng rpaduka Bol MoXeTe
LOMONTHUTENBHO HaCTpanBaTb OTOBpaXeHe nereHapl 1 Nognucell 3Ha4YeHnn, Ha3BaHNg ang ocen X n
Y.

CpeaHuni NnoToK cobbiTun

BupoxeT CpeaHUI NOTOK COBbITUM NpeacTaBngeT cCo60ol TPeH 1 Ynco. Yncno o3HavyaeT cpegHee
KONIMYECTBO COBbLITUI, HanpPaBNeHHbIX B XPaHUINLLE CUCTEMbI 3a OAHY CEKYHAY. TpeHa no3sonseT
oTCnexmnBaTb AUHaMIKY 3TOro rnokasaTens 3a nepuog BpemMeHu. Bol MoxeTe HacTpansaTb
LeTannaaumio aHHbIX.

TakXe Bbl MOXeTe NepeinT 13 BugxeTa Ha cTpaHLy MOHUTOPUHr 06paboTku COBbITUM, UTOGDI
03HaKOMUTLCS C faHHbIMI O COBPaHHbIX COBbITUSIX.

PacnpegeneHune cpegHero notoka co6bITUiA

BunoxeTt PacnpepeneHue cpegHero notoka co6biTui NpeacTaBnseT cobol rpaduk. Mpaduk
COOepPXUT pacnpenefieHne cpefHero Koam4yecTsa CoBbITUN, HanpaBeHHbIX B XPaHWNLLE CUCTEMDbI
3a OfiHy CekyHay, 3a nepuog BpemeHu. Mpn HaBegeHUN Kypcopa Ha NHMIO rpadrika oTobpaxaeTcs
KONMNYEeCTBO COBLITUN Ha 3afaHHyio faTy 1 Bpems. Bbl MoxeTe 0ONONHUTENbHO HacTpanBaTh
oTOo6paxeHue nereHabl U nognucen 3Ha4YeHnin, HazBaHnsa ans ocen X n'Y.
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Takxe Bbl MOXeTe NepenT N3 BuaxeTa Ha cTpaHuly MOHUTOPUHr 06paboTku cob6bITUM, UTOGI
O3HAKOMUTBCS C AaHHbIMY O COBPaHHbIX COBbITUSIX.

Cob6biTua no KaTeropum c pacnpepeneHnemMm no BaXkHOCTu

BuoxeT Co6bITUS NO KaTeropum ¢ pacnpepeneHnem no BaXXHOCTU NpeacTaBnseT cCo6ol
rpaduk. Mpadrk cogepXnt pacnpeneneHmne cobbiThin N0 TPEM YPOBHSIM BaxXHOCTIW. Bbl MoxeTe
BKJTIOYATb UM OTKIIIOYATb OTOBPaXeHVe YPOBHEN BaXHOCTY C MOMOLLbIO pubTpos Huskas,
CpepnHss, Boicokas. [1o ymonyaHumio 3T punbTpbl OTKOUYEHbI (0TOBpaXaloTCs BCe AaHHbIe).

11.3. BuoxxeTbl No nHUmpoeHTam

Ha6op BnoxeToB /1 MHLUNAEHTOB OTOBpaXaeT obLee KOMMYECTBO OTKPbITbIX MHLMOEHTOB 3a
nepuvopg BpeMeHu, pacrpefeneHmne Bo BpeMeHU OTKPbITbIX MHLUMAEHTOB MO KaTEropun 1 ypOBHIO
ornacHocTr. OTn BUOXeTbl 0To6paxaloTcd Ha fawbopne O6was nHdopmaums.

KonuyecTBO MHUMAEHTOB

BumxeT KonnuecTBo MHLUMAEHTOB NpeacTaBnsgeT CoO60l TpeH 1 yncno. TpeH nokasbiBaeT
TEeHOEHUMIN N3MEHEHNS KONMYEeCTBa OTKPbITbIX MHLMOAEHTOB BO BpeMeHn. Yncno osHavyaeT
KOMMYECTBO OTKPbITbIX MHLINAEHTOB, 3aperncTpupoBaHHbIX B CUCTEME 3a yKasaHHbIV nepuop
BPEMEHW.

MHuMpeHTbl Mo YPOBHIO ONAaCHOCTH

BuoxeT UHUMAEHTbI NO YPOBHIO ONACHOCTU NPeACTaBNgeT CO6oi rpaduk, Ha KOTOPOM
0TO6paxaeTcs KONMYECTBO OTKPbITbIX MHUNAEHTOB BbICOKOIrO, CPEAHErO 1 HN3KOrO YPOBHS
OMacHOCTN 3a nepuopg BpemeHu. MNpun HaBeaeH Kypcopa Ha NHMIo rpaduka oTobpaxaeTcs
KOJIMYEeCTBO NHLUMOEHTOB Ha 3afaHHyIo AaTy 1 BpemMs. Bbl MoxeTe fonofHNTeNbHO HacTpansaTb
oTO6paxeHne nereHabl 1 Noanuceil 3HauYeHni, HasBaHns ans ocen X n'Y, NpeacTaBuTb faHHbIE B
BUE MMCTOrpaMmMbl C HAaKOMAEHNEM VAN IorapndMmnyeckol Wwkasnbl. Takke Bbl MOXeTe NepenTin na
BUOXeTa Ha cTpaHuLy MHUMAEHTDI, YTO6bl 03HAKOMUTLCS C AaHHBIMU 06 OTKPBITBIX MHLUMAEHTaX.

MHunpgeHTbI NO KaTeropumn

BuoxeT UHUMAEHTbI NO KaTeropum npeacTaBnseT Co60ii KpyroByio anarpamMmmy, KoTopas oTpaxaeT
pacrpefenieHre oTKPbITbIX MHLMOEHTOB Mo CTaTycam.

Bbl MOXeTe 06beanHSTbL CerMeHTbl AnarpaMmbl B 0guvH. Takol cermeHT 6yaeT HasbiBaTbcs [ipyroe.
Bbl MOXeTe 06beQUHSATL CErMEHThI, O KOTOPbIX Ha AarpaMmMe MeHblUe 3afaHHOrO NPOLEHTa;
CermMeHTbl, 3HauyeHne KOTOPbIX MEHbLLE 3a4aHHOr0 YMCNa; BCe CErMEHTbl KPOME HECKOSbKIX NEPBbIX.
Takxe Bbl MOXeTe NpocMaTpuBaTb 4ETANN3NPOBaHHY0 NHGOPMAaLMIO TONbKO N0 06beANHEHHbIM
cermMmeHTawm, nepenas B cermeHT fipyroe.
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11.4. BugxeT no npoBepkam

BupoxeT MpoBepku no 4ek-nucTy npenctaBfseT CoO60M CnMCOoK Fpynn BKOUYEHHbIX MPOBEPOK
cuctembl (cMm. pasgen 15) ¢ nHonkaTopamut COCTOSIHUS.

Bbl moxeTe HaCTpaVIBaTb nepvlo,u O6HOBJ‘I€HVI9| OaHHbIX. Takxe Bbl MOXeTe nepe|7|TV| N3 BNO)XeTa Ha
CTpaHI/ILl,y l-|eK-J1I/I<:T HaCTpOﬁKM CNCTEeMbl, LITO6I:>I O3HaAaKOMWNTbCHA C I'IO,EI,pOGHOf/l I/IHCI)OpM6LLI/I€I7I (o]
rnpoBepkKax n ,D,eI7ICTBI/|9IX, KOTOpble HeO6XO£l,I/IMO BbIMOJIHNTb, L4TO6bI HaCTpOUTb CNCTEMY.

CM. Takke

CTpaHunua «4ek-nncT HacTpoliky cuctemMbl» (cMm. pasgen 4.9.5)

VIameHeHne BuoxeTa Ha gawwéopae (cm. pasgen 11.15)

11.5. CospaHune gawbopaa

Ha rnasHol cTpaHuue MaxPatrol SIEM Ha gaw6opnax npeacTaBneHbl faHHbIe, NoydYeHHble B
npouecce MOHUTOPUHra MHbopMaLMOHHON 6e3onacHocTu. [Npun nepsom 3anycke MaxPatrol SIEM
CTaHOapTHbIN fawbéopn dopMunpyeTcs aBToMaTUYeCK 1 COAEPXNT NpeayCTaHOBNEHHbI HABoP
BMOXXeTOB. Bbl MOXeTe co3naBaTh Aalboppl 1 06aBNITb Ha HAX BUAXKETbI cCaMoCTosaTeNbHO. [pn
cospaHun galbopaa MOXHO MCNOb30BaTh Kak CTaHAAPTHbIE LWabnoHbl, Tak 1 LWabAoHbl, CO3AaHHbIe
LPYrMI NONb30oBaTENGAMN.

MpumeuaHue. Jawbopa, CO3naHHbIN MO LWAaBMOHY, COXPaHSET C HUM CBS3b. OTO O3HAYaET, YTo
€CN N3MEHSeTCH WabnoH, N3MEHSIOTCS 1 BCe fall6opabl, CO30aHHble Ha ero OCHOBE.

> YTo6bl co3aaTh AalLbop;

1. Ha rnaBHol cTpaHuLe B MaHenn NHCTPYMEHTOB HaxXMUTe
OTkpoeTcs okHo Co3paHue pawéoppaa.
2. B none HazBaHme BBeguTe HasBaHWe fawéopaa.
3. BblbepuTe BapunaHT CeTKM, MO KOTOPOW 6yayT pacronaratbCs BUAXEThI.
4. HaxmunTe kHonky Co3paThb.

[aw6opg cosnaH.
> YT06bl CO30aTh galbéopn Ha OCHOBE LabioHa:

1. Ha rnaBHOW CTpaHuLe B NaHen NHCTPYMEHTOB HAXMUNTE
OTkpoeTcs okHo Co3paHme pawéoppaa.

2. BbibepuTe ogHy 13 BKNagokK ¢ WabnoHamMmu 1 WenKHNTE NeBOo KHOMKOI MbILWUW MO MOS0 C
onuvcaHnem waboHa.

OTo6pasarcs napameTpbl galbopaa.
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MpumeuaHume. Bbl MoxeTe n3mMeHnTb HadBaHMe gawéopaa unm oTeg3aTh ero oT WwabnoHa.
3. HaxwmwuTe kHornky Co3gaTb.
[aw6opg cosnaH.

Mo ymonyaHuio HOBbI fabopn 0To6paxaeTcs CrpaBa OT YXe CyLLEeCTBYIOLLX, HO Bbl MOXETe ero
nepeTawmnTb.

11.6. CospaHune wabnoHa gawbopaa

B MaxPatrol SIEM Bbl MOXeTe co3faBaTh LWabnoHbl fall6opaoB 1 XpaHUTb NX B 6a3e WwabnoHoB. Mpn
3TOM MOXHO MCMONb30BaThb CTaHAAPTHbIE WabnoHbI 1 WabnoHbl, CO30aHHbIe APYrMM
nonb3oBatenamu. flawoéopn, Co3aaHHbIN Mo WabnoHy, COXPaHAET C HAM CBSA3b. OTO O3HAYaeT, UTo
€eCNn N3MeHSeTCS LWabIoH, NSMEHSIOTCS 1 BCe Aalléopabl, CO30aHHbIe Ha ero OCHOBE.

> YT06bl co3aaTh WabnoH gawéopana:

1. Ha rnaBHoW CTpaHuLe BbibepuTe aabop.

2. B naHenn MHCTPYMEHTOB HaXmMuUTe =i 1 B pacKpbIBLUEMCS MEHIO HAXMUNTE KHOMKY
CoxpaHUTb KaK HOBbIN LIA6GMOH.

OTKpoeTCcs OKHO COo3aaHns WabnoHa gawbéopaa.
3. B none HassBaHue BBeguiTe HasBaHMe LWaboOHa.
4. Ecnun TpebyeTcs, B none OnucaHme BBegnte NHPopmMaumto o LabnoHe.

MpumeuaHue. [lononHnTenbHag NHGOPMaLS MOXET MOMOYb APYrM NOb30BaTENSAM
Bbl6paTb Hanbonee yaoobHbIiA 11 MOAE3HbIN /15 HX LLaboH.

5. Haxmwute kHonky CoXxpaHUTb.

LLlabnoH gawéopaa co3naH.

11.7. lameHeHne gawbopna

Bbl MOXeTe nepenmeHoBbIBaTb Aall6opabl, a Takxke oTBA3bIBaTb Aawbéopn OT WwabrioHa, YTo6bI
paweéopn He N3MEHSICS aBTOMAaTNYECKN NPy U3MEHEHN LWabioHa.

> YT06bl NI3MEHUTb Ha3BaHNe aalbéopaa:

1. Ha rnaBHol cTpaHuLe BoibepuTe fallbopa.

2. B naHenun MHCTPyMeHTOB Haxmute & 1 B OTKPbIBLLUEMCS OKHE BBEAUTE HOBOE Ha3BaHne
pawéopna.

3. HaxmwuTte kHornky CoxpaHUTb.
HasBaHune pawéopna n3MeHeHo.

TakXe Bbl MOXeTe 0TBA3aTb Aa6ops OT WwaboHa no kHornke CoXpaHUTb U OTBA3aTb OT WabnoHa.
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11.8. YopaneHune pawbopaa

> YTo6bl yoanuTb Aawb6opa;

1. Ha rnaBHol cTpaHuLe BbibepuTe fallbopa.

2. B naHenun nHctpymeHToB Haxmute LU 1 nogtBepaunTe yoaneHune gaweéopaa.

[aw6opg yoaneH.

11.9. Co3gaHume BnoxeTa Mo CoObbITUAM

Bbl moxeTe co3naBaTb BUOXETDI, Bbl6|/|pa9l rpaq)mquKoe npegcrtaB/ieHe Ncxoad n3 pellaembliX
BaMu 3agau.

> YT06bI CO30aTb BUOAXET MO OTPUIbTPOBAHHBIM COBbITUSM:
1. B rnaBHOM MeHIo BbibepuTe pasgen CobbiTUs.

OTkpoeTca cTpaHuLa CobbITUS.

2. B naHenn ¢punbTpaunn Bce cobbiTus HaxXMunTe

3. OtdwnnbTpyinTe cobbiTna ¢ nomoLpio PDQL-3anpoca.
4. B naHenn NHCTPYMEHTOB HaXmMmuTe
5. BblbepuTe 1 HacTpoliTe rpaduryeckoe npeacTaBneHne BuaxeTa — Tabnuuy, ctonéuyaTyio

anarpammy, rpaduk, KpyroByto guarpamMmmy.
6. B naHenun nHCTpyMeHTOB HaXMNTE KHOMKY CoxpaHUTb B 6M61MOTEKY BUAKETOB.
7. B oTkpbiBLIEMCH OKHE BBEAUTE Ha3BaHWE BUOXETA 1 HadBaHne dunbTpa.
8. YkaxuTe nanky dunnibTpa 1 NOATBEPANTE COXPaHEHNe.

BupxeT cosgaH 1 coxpaHeH B 6UBANOTEKY BUOKETOB.

> UYT06bI CO30aTb TabMANYHBIA BUOXET MO CrPynnuMpPOBaHHbIM U arpernpoBaHHbIM COBbITUSIM:
1. B rnaBHOM MeHIo Bbi6epuTe pasnen CobbiTus.
OTkpoeTcd cTpaHunua CobbITUS.
2. B naHenn punbtpaunmn Bece cobbiTns Haxmute
3. BbinonHuTe rpynnupoBky CO6bITHIA.
B Tabnuue oTo6pa3saTcs KOMOHKN C YCNOBUSAMY FPYNMUPOBKA COBLITUN.
4. B naHenun dpunbtpaunn Bece cobbiTua Haxmute

5. lMpoaHanuanpyiite gaHHble O COBLITUSX.

Pa6oTa c gaw6opgamu 1 BugxeTamu 183



8.
9.

B Tabnue oTo6pasgaTcs peaynbTaTbl aHannsa gaHHbIX O COBbITUSX.
B maHenn NHCTPYMEHTOB HaxMunTe

B naHenn NHCTPYMEHTOB HaXmMuTe KHOMKY = CoxpaHUTb B 6M6NUOTEKY BUAIKETOB.
B OTKpbIBLIEMCS OKHe BBEAUTE HasBaHNe BUOXeTa 1 Ha3BaHue dunbTpa.

YkaxuTe nanky obunbTpa 1 NOATBEPANTE COXPaHEHNe.

BupxeT cosgaH 1 coxpaHeH B 6UBANOTEKY BUOKETOB.

11.10. Co3paHune TabnnmyHoro ByoykeTa no CobbITUAM

Bbl MoxeTe co3naBaTb TabnnyHble BULKETbI, MOCTPOEHHbIE Ha OCHOBE faHHbIX 060 BCell
COBOKYMHOCTW CO6bITUN, MPeacTaBNeHHON B Tabnuue cobbITU.

> YT06bl cO30aTb TabNNYHbIN BUOXET MO COBbITUSAM:

1.

4,
5,

B rnaBHOM MeHI0 Bbi6epuTe paznen CobbiTus.

OTkpoeTca cTpaHuLa CobbITUS.
B naHenun MHCTPYMEHTOB HaxmMmuTe

B naHenwu NHCTPYMEHTOB HaXMUTe KHOMMKY COXpaHIIITb B GMGHMOTeKy BUOXKETOB.
B OTKpbIBLLEMCH OKHe BBeTe Ha3BaHne BhO)KeTa N Ha3BaHue CIDVIJ'Ipra.

YKaxuTe nanky ¢nnbTpa 1 NOATBEPONTE COXPaHEHME.

BuoxeT cosgaH 1 CoxpaHeH B 6UGnnoTeKy BUOXETOB.

11.11. Co3gaHune BnoxeTta no akTmBam

Bbl MoxeTe co3gaBaTb BUOXETbI MO OTCI)VIJ'IprOBaHHbIM aKTBaM.

> YT06bl CO30aTb BUOAXET MO OTCI)I/IJ'IprOBaHHbIM aKTmBam:

1.

B rnaBHOM MeHIo BbibepuTe pasnen AKTUBDI.
OTkpoeTcs cTpaHuLa AKTUBBDI.

Crpynnunpyinte 1 NpoaHannsnpynTe gaHHble 06 akTuBax (CM. pasgen 6.2.4).

B naHenwu NHCTPYMEHTOB HaXMunTte

BblibepuTe 1 HacTponTe rpaduryeckoe NpencTaBnerHne BugxeTa — tabnuuy, cTonéuyaTyio
onarpammy, rpaduk, KpyroByto guarpamvmy.

B naHenwu NHCTPYMEHTOB HaXMUTe KHOMMKY COXpaHVITb B 6|n6n|no1'eKy BUOXKETOB.
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6. B OTKpbIBLLEMCYH OKHE BBeNTe Ha3BaHNe BhO)XeTa N Ha3BaHe 3anpoca.
7. YkaxuTe narky 3anpocCa n nogreeponte CoXpaHeHune.

BupxeT cosgaH 1 coxpaHeH B 6UBANOTEKY BUOKETOB.

Cm. Takxe

CoxpaHeHue 3anpoca (cm. pasgen 6.2.6.4)

11.12. Co3gaHume TabnnyHoro BUOXeTa rno akTmBam

Bbl MoxeTe cosgaBaTb TabnnyHble BUOXETHI, MOCTPOEeHHble Ha OCHOBE [JaHHbIX 060 Bcein
COBOKYMHOCTW aKTBOB, I'Ipe,D,CTaBJ'IeHHOI7I B TabnuLe akTNBOB.

> YT06bl cO30aTb TaBNNYHbLIN BUOXET MO aKTBaM:
1. B rnaBHOM MeHIo BbibepuTe pasnen AKTUBDI.
OTKpoeTcH cTpaHuLa AKTUBbI.
2. B naHenn nHCTpyMeHTOB HaxXmunTe
3. B naHenun nHCTpyMeHTOB HaXMNTe KHOMKY CoxpaHUTb B 6M61MOTEKY BUAKETOB.
4. B oTKpbIBLLEMCS OKHE BBEAUTE Ha3BaHMe BUOXETa 1 Ha3BaHMe 3anpoca.
5. YkaxuTe nanky 3anpoca 1 NOATBEPANTE COXPaHeHNe.

BupxeT cospaH 1 coxpaHeH B 6UBANOTEKY BUOKETOB.

Cm. Takxe

MpynnupoBKa 1 aHanma AaHHbIX 06 akTUBax C MOMOLLbIO MaTeMaTUYecknx onepaunii
(cm. pasgen 6.2.4)

CoxpaHeHue 3anpoca (cm. pasgen 6.2.6.4)

11.13. Co3paHmne TabnMyHoro BuoXxXeTa no gaHHbIM 13
TabnMyHOro cnncka

Bbl MoxeTe cosgaBaTb Tab/nyHble BUOXETbl HAa OCHOBE AaHHbIX 13 TabINYHbIX CIINCKOB.

> YT106bl CO30aTb TabANYHbIA BUOXET Ha OCHOBE OaHHbIX N3 TabINMYHOrO CrncKa:
1. B rnaBHOM MeHIo B pa3genie C6op AaHHbIX BbibepunTe NyHKT TabnuyHbie CNUCKM.
OTkpoeTca cTpaHuLa TabnuuHble CAUCKMU.

2. B naHenn Ta6nuuHblie CANCKMU Bbi6eprTe TabNYHbIN CMICOK.

3. B naHenun nHCTpyMeHTOB HaxXmMunTe
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B pabouein o6nacTii NOSBUTCSA MOCTPOEHHbIN BraxeT. B naHenn [JaHHble Ans BUAKeTa Bbl
MOXeTe oTPUNbTPOBaTb 1 OTCOPTNPOBAaTL 3anucK, a Takxe 3agaTb UX KOINYECTBO.

4. B naHenu NHCTPYMEHTOB HaXMUNTE KHOMKY CoxpaHUTb B 6M61MOTEKY BUAKETOB.

BuoxeT cospnaH 1 CoxpaHeH B 6UGnnoTeKy BUOXKETOB.

11.14. [JobaBneHne BuoxeTa Ha gawwbopq

Bbl MoXxeTe 0o6aBnaTb BUAXETbI TOIbKO B MyCTble A4eliki Nofb30BaTeNbCKIX Aalléopnos. Ecnu
NyCTbIX 9Yeek Ha falbopae HeT, HEOBXOAMMO CHavana yoannTb OAVH BUOXET, 3aTeM Jo6aBunTb
OpYyron.

[ng noncka BugXeTa C HEOBXOAMMOW CTaTUCTNYECKON NHPOopMaLen B 6ubnanoTexke
npegycMoTpeHa punbTpaumns BUOKETOB.

> YT06bl 0O06aBUTb BUOXKET Ha Aalbopa;
1. Ha rnaBHol cTpaHuLe BbibepuTe Nosb3oBaTebCKuin gawéopq,.
2. B cBo6oaHol guelike HaxmunTe KHorky [lo6aBUTb BUAIKET.
OTkpoeTcs okHO [lo6aBUTb BUAKET.
3. B okHe BblbepuTe XOTS 6bl OANH BULXET.
4. HaxmuTe kHorky [lo6aBuUTD.

BuoxeT no6aBneH Ha gaw6éopa.

11.15. IameHeHune BugxeTa Ha gawbopne

B npouecce pa6OTbI CO CTaTunCTNYeCKnMmm gaHHbIMn, npenctaBneHHbIM Ha BUOXETaX, Bbl MOXeTe
N3MEeHATb BNO)KeTbl C y4eTOM pellaeMblX 3afau.

>  YT06bl N3BMEHNTb BUAXET:

1. Ha rnaBHoW cTpaHuLe BbibepuTe aabop .

2. B naHenun nHCTpyMEHTOB BUOXETa HaXMUTE N B pacKpbIBLUEMCS MEHIO BblibepuTe MyHKT
HacTpouTb.

OTkpoeTcd cTpaHuLa HacTpoika BugxeTa.
3. BHecuTe nameHeHus n HaxmmTe KHonky CoxpaHuTb.

BupxeT naveHeH.
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11.16. YoaneHune Bngxeta ¢ gawéopaa

> YTo6bl yOoanuTb BUOXET C Aaweéopaa:

1. Ha rnaBHol cTpaHuLe BbibepuTe Nonb3oBaTeNbCKuin fabopn,.

2. B naHenu nHCTpyMEHTOB BUOXETa HaXMnTe N B PaCKpPbIBLLEMCS MEHIO Bbi6epuTe NyHKT
Ynanutob.

BuoxeT yoaneH ¢ pawéoppa.

11.17. DkCcnopT CTaTUCTNYECKNX AaHHbIX

VIHpopmaLums o TekyLemM COCTOSAHUN MHGOPMAaLNOHHON NHPPAaCTPYKTYPbl OpraHn3aumnm MOXeT 6biTb
BaM MonesHa npu npoBegeHnn ayanTos 1 GOpMUPOBaHIN OTYETHOCTI. Bbl MOXeTe akcrnopTnpoBaTh
CcTaTuCTU4YecKIe faHHble ¢ rpaduyeckoro suaxeta B panin dopmata PNG nnm ¢ TabnmyHoro
BuoxeTa B pann dopmata CSV.

>  YT06bl 3KCMOPTUPOBATL AaHHble C rpaduyeckoro BUgxXeTa:

1. Ha rnaBHoW CTpaHuLe BbibepuTe gawbopa.

2. B naHenun nHCTpyMeHTOB rpadrnyeckoro Buoxeta HaXMmTe ¢ , B PacKpbIBLUEMCS MEHIO
Bbl6epuTe NyHKT CkavaTb B PNG 1 noateepaunTe coxpaHeHue.

®daiin coxpaHeH Ha Ball KOMMboTEP.

> YT06bl 3KCMOPTMPOBATb 3anncK ¢ TabNYHOMO BUOXeTa:

1. Ha rnaBHol cTpaHuLe BbibepuTe galéopa.

2. B naHenn nHCTpYyMeHTOB TabIMYHOMO BUMKETA HAXMUNTE : U B PACKPbIBLUEMCS MEHIO
Bbl6epunTe O4VH N3 BapNaHTOB:

« €CIN Bbl XOTUTE SKCMOPTNPOBATb TOMbKO BbiGpaHHble 3anncy — OKCNopTMpoBaThb
Bbl6paHHble 3anucu B CSV-dann;

* ©CIN Bbl XOTUTE SKCMOPTMPOBAaTb BCE OTOBPaxaeMble 3anncun — AKCnopTupoBaTb
oTo6paxaemble 3anucu B CSV-daiin.

3. lNopTBepouTe coxpaHeHue.

dalin coxpaHeH Ha Ball KOMMbOTEP.
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12. PaboTa c oTyeTamm

Mpw paboTe ¢ 60bLLNM KOTMYECTBOM AaHHbIX HEOBXOAMMO, YTOGbI OHU BblSI XOPOLLO
OpraHmn3oBaHbl 1 HarNgaHO NpeacTaBneHbl. [aHHble, MoMyyYeHHble B NMpoLecce MOHUTOPUHIa
NHOPMaLOHHON 6€30MacHOCTI 1 NMPEeACTaB/IEHHbIe Ha fawbopaax Ha rfaBHOW CTpaHuLe
MaxPatrol SIEM, Bbl MmoxeTe Bbirpyxatb B PDF-daiinbl. Takue dalinbl Ha3biBaloTCd OTYeTaMu 1 gatoT
BaM BO3MOXHOCTb:

— 1nccnenoBaTh AaHHble 06 akTBaX, COBbITUGX WU NHLMASHTaX (Hanpvwlep, onpenenntb, Kakne
aKTnBbl Yalle BCero y4acTtByiloT B I/IHLI,I/ID,eHTaX);

— N3Y4YNTb AaHHble 06 YS3BMMOCTSX Pa3/IMYHOrO TMa, O6HAPYXEHHbIX B CUCTeMe (Hanpumep,
OVHAMUKY CpeaHero BpeMeHM XN3HN BaXHbIX YI3BMIMOCTEN);

— OLeHUTb MNPOoLEeCC yrnpaBneHnsa ya3BMMOCTIMI B OpraHn3aLmm (Hanpumep, COoTHOLLIEeHne
KONMYeCcTBa BaXHbIX ySA3BMMOCTEN, 06pabaTbiBaeMbiX aBTOMAaTNYECK Ha OCHOBE MOSNTUIK, 1
ob6pabaTbliBaeMbIX BPYUHYIO);

— onpegenuTb Hanbosee 3HaunMble faHHble (HanprmMep, B KakoM permoHe NHLUNASHTbI Bbi3Ban
caMblii 60ONbLLON Yyiiep6);

— HaxoauTb B AaHHbIX 3aKOHOMEPHOCTU 1 aHOManuK, KOTOPble HEBO3MOXHO BbISIBUTb MPU PYYHOM
aHanuse (Hanpumep, NOHATb, Kak 3aLunTa nepumMeTpa CeTn BANSET Ha 3aLUMLLEHHOCTb
KOHKPETHOro y3na).

Bbl MoxeTe ynpaBngaTb otTyeTaMu Ha cTpaHuue OTueTbl (Cuctema - OTueThl).
Pa6ouas o61acTb CTpaHuLbl OTYEeTbl COaePXUNT:

— Tabnuuy 3agad rno BbIMyCKy OTYETOB, B KOTOPOI OTO6paxaeTcs NnogpotHas nHpopmaumns 060
BCEX TaKux 3apjavax;

— naHenb UcTopus BbiNyCKOB, B KOTOPOI 0OTo6paxaeTcs nHbopmaLma o gaTe 1 BpeMeHu
BbiMycka OT4YeTa, a Takxke 0 AOCTYMHOCTN OTYeTa ANS CKauynBaHNS;

— naHenb CBopgkKa ¢ nogpo6Hon nHbopmMaLmen o 3agade rno BbiMyCcKy oT4yeTa, KoTopas BolbpaHa B
Tabnumue 3agay no BbiMycKy OTYETOB.

Bbl MOXeTe co3naBaTb OTYETHI CAMOCTOATENBHO UM NCMOJIb30BaTb OTYETbI C MPeayCTaHOBNEHHbIMM
napameTpamMun Ha OCHOBE LLa6bI0OHOB; KOMMPOBaTb, U3MEHATb 1 YAANaTb OTYETbI. Takxke Bbl MOXETe
HaCTPOUTb BbIMYCK OTYETOB MO PACrMCaHNo UK BbiMyCcKaTb OTYETbI BPYUHY!IO.

B aTom pa3pene

CospaHune 3agayn no BbiNMycKy NONb30BaTeNbCKOro oTyeTa (cMm. pasgen 12.1)

CospgaHue 3agayn no BbiNyCcKy OTYeTa Ha OCHOoBe LaboHa (cMm. pasaoen 12.2)

CozpaHue 3agadn no BbiMyCcKy OTYeTa Ha OCHOBE cyLlecTByoLwen (cMm. pasgen 12.3)

ameHeHme 3agayn No Bbinycky oTyeTa (cMm. pasgen 12.4)

YpaneHuve 3agayn no Bbinycky otyeTa (cMm. pasagen 12.5)
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YnpaBreHne BbinycKoM oT4eToB (CM. pasaen 12.6)

Bbinyck oTtueTa no aktuBam (cm. pasgen 12.7)

Bbinyck otueTa no cobbiTugm (cMm. pasnen 12.8)

Bbinyck oTtueTa 06 nHumageHTax (cm. pasgen 12.9)

12.1. Co3gaHune 3agaun rno BbiMycKy Nosib30BaTeIbCKOro
oT4yeTa

ﬂpm CO30aHn 3aga4yn rno BblMyCKY NoJib30BaTeS/IbCKOro otyeTa Bbl MOXeTe:!

— 3apgaBaTb NOCMenoBaTe/IbHOCTb O6HEKTOB (TeKCTOB, VI306pa)KeHVII7I, BI/I,EI,)KeTOB), N3 KOTOPbIX 6y,|:|,eT
COCTO4YATb OTYeT,

— Bbl6|/|paTb 0149 OT4veTa pa3/iMyHblie TUMbl BU3yanu3aunn, Hanpunmep gunarpamMmbl, FpanI/IKVI i
rncTorpamMmmbl;

— HacCTpaumBaTb BHELLHWI B1g, OTYeTa: 006aBUTb KOJTOHTWUTYbI, NereHabl n nognucu ong gunarpamMmm.

> YT06bI CO3naTb 3aaady Mo BbiMyCKy MOb30BaTENbCKOrO oTYeTa:

1.

B rnaBHOM MeHI0 B pa3genie Cuctema Bbibeprite NyHKT OTUETHI.

OTKkpoeTcd cTpaHuua OTYeThbl.

B naHenn MHCTpYyMeHTOB HaxmMuTe kHornky Co3paTb.

OtkpoeTcya okHo Co3paHue 3apauum.

B cnncke WwabnoHoB 0TYeTOB BbibepunTe NyHKT Bes wabnoHa n HaxmuTe kHornky [fanee.
OTkpoeTcd cTpaHuLa PegakTupoBaHue 3agaum <HassaHue otueTta>.

B naHenn HacTpoiika 3apaum Ha Bkiagke MapameTpbl oTyeTa HacTponTe BHELUHNA BAL
oT4yeTa.

MpumeyaHue. Bbl MoxeTe N3MeHNTb Ha3BaHMe 3afaynl Mo BbiMyCKy OTYeTa, ecnn TpebyeTcs,
a TakXe HacTpouTb OToBpaxeHune NHPopMaLnni B KOTOHTUTYNAX.

BoibepuTte Bknagky MapameTpbl BbinycKa.

HacTpolite dopmaT 1 4acToTy BbiMyCKa OTYETa, yKaxmTe nonyyatens otyeTa.

B pabouein o6nacTtn HaxmnTe 0 1 BblbepnTe O6bEKT.

Ha cTpaHuLy oT4yeTa 4OBABUTCS HOBbIN OGBHEKT.
MpumeuaHme. Bbl MoxeTe 0O6aBUTb HECKONbKO O6BHEKTOB.
Bbibepute 06beKT.

OTKpoeTCcs NaHelb HaCTPOWKM O6bekTa.

HacTpoliTe BbibpaHHbI 06BHEKT.
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10. HaxmuTe kHornky CoXpaHUTb 11 B packpbIBLUEMCS MEHIO BblibepuTe nyHKT CoOXpaHUTb
3apauvy.

1. HaxmuTe kHornky O6HOBUTbD.
12. HaxmuTe KHOoMKy 3aKpbiTb.

3apgada no BbIMYCKY MNOJIb30BaTeJ/IbCKOro otyeTa Co3faHa 1 0T06pa>KaeTc<;| B Tabnuue 3agad rno
BbIlMYCKY OTHETOB.

12.2. Co3gaHune 3agayn ro BbIrMyCky oTyeTa Ha OCHOBE
LabnoHa

OTueTbl ynobHee BCero co3naBaTtb Ha OCHOBE LWaboHOB. LLIabnoHbl — 3TO roTOBbIE TUMOBbIE OTYETD,
B COBOKYMHOCTW NPeaocTaBnsaioLLe Hanbosee rnosHyo MHPOPMaLIMIO O COCTOSAHIN 6€30MacHOCTA
cucTemMbl. OHM NO3BOSIAIOT NPOBECTUN MHBEHTAPU3ALMIO ONEPaLMOHHON CUCTEMbI, MPOrPaMMHOro
1Ny annapaTHoro o6ecnevyeHns, cobpaTb CTPYKTYPUPOBaHHYI0 MHDOPMALMIO O COBLITUSX
3aperncTprpOBaHHbIX NHUMAEHTaX A1s NOCNeayoLLero aHannsa.

> YTo6bl cCO30aTb 3aAayy Ha BbiNMyCk OTYeTa Ha OCHOBE LUaboHa:
1. B rnaBHOM MeHIo B pasfene Cucrtema Boibepute NyHKT OTUETDI.
OTKpoeTce cTpaHuua OTYeThbl.
2. B naHenun nHcTpymMeHTOB HaxmunTe kHornky Co3aaThb.
OTkpoeTcsa okHo Co3paHue 3agauun.
3. BbibepuTe WabnoH oTyeTa 13 crcka 1 HaxmuTe KHornky Aanee.

OTkpoeTca okHo Co3paHmMe 3afgaydm C OnrcaHrieM Bbi6paHHOro LWabioHa 1 nHbopmaumei o
pacnucaHnm ero sanycka.

4. HaxmuTe kHomky Aanee.
OTKkpoeTcs cTpaHuLa PegakTupoBaHue 3agaum <HasBaHue otyeTa>.

5. B naHenun HacTpomka 3apgaum Ha Bkiiagke MapameTpbl oTyeTa HaCTPOWTE BHELLHWI BUL
oTyeTa.

Hpmmeanwe. Bbl MOXeTe nsmeHnTb Ha3BaHme 3agaun rno BbIMyCKYy OTYeTa, eC/in Tpe6yeT09,
a TakxXe HaCTpOuTb OTO6pa)KeHV|e I/IHCIDOpMaLI,I/H/l B KOJTOHTUTYNax.

6. BblbepuTe Bknaoky MapameTpbl BbinycKa.

7. HacTtpounte popmaT 1 4acToTy BbiMycka oT4eTa, YKaXunTe nonydyaTensd otyera.

> YT06bl 006aBNTL 4OMNOIHNTEIbHbIE O6BEKTBI B OTUYET, €C/IN 3TO HEOBXOANMO:

1. B pabouen obnacTtn HaxmmnTe 0 1 BbiGepnTe O6BHEKT.

Ha cTpaHuLy oTyeTa 0O6GaBNTCS HOBbIN OGBHEKT.
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MpumeuaHue. Bbl MoxeTe 006aBUTb HECKOTbKO OGBbEKTOB.
2. BbibepuTte 06beEKT.

OTKpoeTCcs NaHelb HaCTPOWKM O6bekTa.
3. HacTpoliTe BbiGpaHHbI O6beKT.

4. HaxmuTe kKHornky CoXpaHWUTb 1 B pacKpbIBLLEMCS MeHIO BbibepuTe NyHKT COXpaHUTb
3apauvy.

3apgaya no BbIMyCcKy OTYeTa Ha OCHOBeE LWabioHa co3faHa 1 oTobpaxaeTcs B TabnuLe 3a4ad no
BbIMYCKY OTYETOB.

B aTom pa3pene

CospgaHue 3agayn no BbiMyckKy oTyeTa Mo akTueam (cm. pasgen 12.2.1)

CozpaHue 3agadn no BbiMycky oTyeTa no cobbiTusiM (CM. pasnen 12.2.2)

CospgaHue 3agayn no BbiMyCcky OTYeTa Mo MHUumMaeHTam (cMm. pasgen 12.2.3)

12.2.1. CospgaHune 3agauv rno BblNyCcky oT4YeTa No akTnsam

> YT06bl CO3aaTb 3afady Mo BbiMyCKy OTYeTa Mo akTuBaM:
1. B rnaBHOM MeHto B pa3gene Cucrtema BoibepuTe NyHKT OTUEThI.
OTkpoeTca cTpaHuua OTUYeThbl.
2. B naHenun nHCTpymMeHTOB HaxmunTe kHornky Co3gaThb.
OTkpoeTcs okHOo Co3paHue 3agauu.
3. B cnucke wa6noHoB BbiGepnTe OTUETbI MO aKTUBaAM, COBBbITUSM U MHUMAESHTaM.
4. HaxmuTe kHorky flanee.
OTkpoeTcsa okHOo Co3paHue 3agaum.
B none Ha3sBaHue BBeOguTe Ha3BaHMe OTYeTa.
B packpbiBatoemcs crivicke MCTOUHUK BbibepuTe AKTUBDI.

B packpbiBatoemcs criicke OTueT BoibepunTe WabrioH oTyeTa.

© N o o

Ecnn TpebyeTcs, B none MonyyaTenu oTueTa ykaxuTte agpeca a1ekTPOHHON NMoYTbl Ans
[OOCTaBKM OTYeTa.

9. B packpbiBatoemcs crnivicke B rpynne Bbi6epute rpynny akTMBOB, JaHHbIe O KOTOPbIX
LOJSIKHbI BOWTU B OTYET.

10. Ecnu Bbl XOTUTE, YTO6LI B OTUET NMomnagasni Takxke faHHble 06 akTuBax 13 BIIOXEHHbIX rpynm,
yCTaHoBUTE pnaxok Bkriovyas BOXXEHHbIe.
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1.

12.

HacTpolite pacnuncaHne, B COOTBETCTBUN C KOTOPbIM OTYET 6yaeT aBTOMaTNYEeCK)
BbINyCKaTbCs B ykazaHHOE BPeMs C 3af,aHHON NepuoanyYHOCTbIO.

HaxmunTte kHornky COXpaHUTD.

3agayva no BbIMYyCKYy OT4YeTa No akKTBaM CO34aHa.

12.2.2. CospgaHune 3agayn no BbiMycky oTyeTa No COBbITUSAM

> YTo6bl co3naThb 3aaady Mo BbiMyCcKy OTYeTa Mo COBbITUSM:

1.

0 © N oo o

1.

12.
13.

14.

B rnaBHOM MeHI0 B pasgene Cuctema Boibepute NyHKT OTUEThI.
OTkpoeTca cTpaHuua OTUYeThbl.

B naHenn nHCTPYMEHTOB HaxmMunTe KHonky Co3paaTb.

OTkpoeTcya okHO Co3paHne 3agaum.

B cncke WwabnoHoB BbibeprTe OTYETbl MO aKTUBaM, COBbITUSM U UHLMAEHTAM.
HaxmuTe kHonky Aanee.

OTkpoeTcs okHo Co3pgaHue 3agavum.

B none HasBaHue BBeaunTe Ha3BaHMe OTYETA.

B packpbiBatowemcs cnincke MeTouHuk Boibeprte CobbiTus.

B packpbiBatoLemcs cnncke OTUeT BoibepunTe WaboH OTYeTa.
Bbibepute dpopmaT oTUEeTA.

Ecnu TpebyeTcq, B nosie MonyuyaTenu oTueTa ykaxmTe agpeca a1eKTPOHHOI MNoYTbl AN
[OOCTaBKM OTYeTa.

. B packpbiBatowiemcs cnucke B rpynne BbibepurTe rpynny akTBOB, AaHHbIE O KOTOPbIX

OOJIKHbI BOWTW B OTYET.

Ecnwn Bbl XoTnTe, YTOGHI B OTYET NoMnaganu Takke faHHble 06 akTBax N3 BIIOXEHHbIX TPy,
yCTaHoBUTe ¢pnaxok Bkriovas BNOXXEHHbIe.

B packpbiBatoemcs crivicke @PunbTp Bbibepute GunbTP COBbITUIA.

HacTpolite pacnuncaHne, B COOTBETCTBMN C KOTOPbIM OTYET 6yaeT aBTOMaTNYeCK)
BbINyCKaTbCs B yKazaHHOE BPeMs C 3af,aHHON NepuoanyHOCTbIO.

HaxmunTte kHonky CoOXpaHUTD.

3agayva no BbIMYyCKYy OT4eTa no COBbITUSM cOo3aaHa.
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12.2.3. CosgaHune 3agaym no BbIMyCcKy oT4yeTa Nno NHUMOEHTaM

> YT06bI CO3MaTh 3agayy Mo BbiMyCKy oTyeTa Nno NHUMAEHTaM:

1. B rnaBHOM MeHIo B pa3nesie Cuctema BbibepunTe NyHKT OTYEThl.

OTkpoeTca cTpaHuua OTUYeThbl.

2. B naHenun nHCTpymMeHTOB HaxmunTe kHornky Co3gaThb.
OTkpoeTcya okHO Co3paHne 3agaum.
B cnucke wabnoHoB BbibepuTe OTYETbI NO aKTUBaM, COGbITUSIM U UHLIMAEHTaM.
HaxmuTe kHonky Aanee.
B none Ha3sBaHue BBeauTe Ha3BaHMe OTYeTA.
B packpbiBatoemcs crivicke MCTOUHUK BbibepuTe MHLUMAEHTDI.

B packpbiBatoemcs crivcke OTueT BoibepunTe WabrioH oTyeTa.

© N o o~ W

B packpbiBatoLiemcs cnncke Mepuop BoibepuTe nepunom, AaHHbIe 3a KOTOPbIN AO/KHbI BONTK
B OTYerT.

9. Ecnn TpebyeTcs, B none Monyyatenu oTyeTa yKaxunTe agpeca a/eKTPOHHOW NoYTbl ANs
LOCTaBKW OoTyeTa.

10. B packpbiBatoemcd cnivicke B rpynne Boi6epuTe rpynny akTUBOB, AaHHble O KOTOPbIX
LOMKHbI BOATY B OTYET.

11. Ecnu Bbl XOTWTe, YTOBbI B OTYET NoMnagani Takxe AaHHble 06 NHUMAEHTax B akTBax 13
BIOXEHHbIX FPyMM, yCTaHOBUTE diaxok Bkiovasi BOXKEHHbIE.

12. B packpbiBalowemcs crincke ®@unbTp BbibeprTe GUbTP NHLNLEHTOB.

13. HacTpoliTe pacnucaHune, B COOTBETCTBUN C KOTOPbIM OTYET 6yaeT aBToMaTn4ecku
BbIMyCKaTbCH B YKa3aHHOE BPeMSs C 3aaHHOWN Nepriogn4HOCTbIO.

14. HaxxmunTe kHonky CoxpaHUTb.

3apgava no BbIMYyCKY OTHeTa No MHUngeHTam cosnaHa.

12.3. CosgaHune 3agaun no BbINyCcKy oTyeTa Ha OCHOBE
CyLLEeCTBYIOLLEN

Ecnun Bam Heob6xoanMbl HECKOSIbKO MOXOXMX 3adady no BbINYyCKY OTYETa, Bbl MOXeTe CO30aTb X Ha
OCHOBe CyLLI,eCTByPOLLl,eIz 3afayn, NSMeHB OoTAelIbHble NapaMeTpPbl.

Bbl He MOXeTe N3MeHNTb UCTOYHIK OaHHbIX 09 oT4yeTa (Hanpvu\/lep, Ha OCHOBe 3afauyi Nno Bbinycky
OoT4eTa No aKTnBaM Bbl HE MOXeTe CO30aTb 3afaudy no BblMyCKy oT4eTa no I/IHLI,I/IJJ,eHTaM).
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> YTo6bl co3naTh 3aady Mo BbIMyCKy OTYeTa Ha OCHOBE CYLLECTBYIOLLEN:
1. B rnaBHOM MeHto B pazfesie Cucrtema BoibepuTe NyHKT OTUEThI.
OTkpoeTcd cTpaHuLua OTUYeTsbl.
2. BbibepuTe 3agavy no BbIMyCcKy OoTyeTa.
3. B naHenun nHcTpymeHTOB HaxmunTe kHornky KonupoBaTb.
OTKkpoeTca cTpaHuLa PegakTupoBaHue 3apaun <HasBaHue otueTa> (konus).
4. BHecuTe U3MeHeHNs N HaxmuTe KHornky CoXpaHUTD.

3apgava no BbIMYyCKYy OT4YeTa CO3daHa.

12.4. lameHeHune 3agayn No BbiNyCKy OT4YeTa

>  YT06bl NI3MEHNTb 3afady Mo BbiMNyCKy oTyeTa:
1. B rnaBHOM MeHto B pa3fesie Cuctema BoibepuTe NyHKT OTUEThI.
OTkpoeTcd cTpaHuua OTUYeTsbl.
2. BbibepuTe 3agavy no BbIMyCcKy oTyeTa.
3. B naHenun nHcTpymMeHTOB HaxmuTe KHOMKYy PepakTupoBaTth.
OTKpoeTcq cTpaHuLa C napamMmeTpamim 3agayn no BbiMycky oTyeTa.
4. BHecuTe N3MeHeHINs N HaxmMunTe KHornky CoXpaHUTD.

ﬂpmmeanme. Bbl He MmOXeTe 3aMeHNTb NCTOYHUK JaHHbIX 419 OTYeTa (Harlpvu\/lep, Bbl HE
MOXeTe NSMEeHWTb OTHET MO akKTBaM Ha OTYeT Mo V|HLI,I/|,EI,eHTaM).

3apgava no BbIlMYyCKYy OT4YeTa N3AMEeHeHa.

12.5. YoaneHune 3agaym no BbIMyCKy oTyeTa

> UYT06bI yOanuTb 3agady No BbiMyCKy oT4yeTa:
1. B rnaBHOM MeHto B pa3fesnie Cucrtema BoibepuTe NyHKT OTUEThI.
OTkpoeTcd cTpaHuLa OTUYeThbI.
2. BbibepuTe 3agavy no BbiMNycKy oT4yeTa.
3. B maHenu nHCTpyMeHTOB HaxmuTe KHOMKY YAanuTb 1 NOATBepanTe yoaneHume.

3agavano BbIMYyCKY OTYEeTa yaoaneHa.
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12.6. YnpaBneHune BbIMnyCKOM OTYETOB

B MaxPatrol SIEM Ha cTpaHuue OTYeTbl Bbl MOXETE HAaCTPOUTb aBTOMATMYECKII BbIMYCK OTYETOB
Mo pacnuCcaHuio M BbiMYyCTUTb OTAEbHbIA OTYET BPYYHYIO. [1pun BbiNyCKe OTYeTa No pacnmcaHunio
MaxPatrol SIEM oTnpaBnseT yka3aHHbIM agpecaTtamM 31eKTPOHHOE MNCbMO C BbINyLLEHHbIM OTYETOM
BO BJIOXEHNN.

MaxPatrol SIEM xpaHuT nocnegHwe gea ¢panna otyeTa. Bbl MoxeTe ckadaTb ux B naHenn Uctopus
BbINYyCKOB.

Bbinyck oTueToB ocyllecTBNgeTCd noodyepenHo. OTo o3HavaeT, 4to noka MaxPatrol SIEM He
3aBepLUNT BbIMYyCK OAHOrO OTYEeTa, Bbl HE CMOXeTe BbIMyCTUTb eLLe OAVH OTYeT.
Cm. Takke

CtpaHuua «OT4yeTbl» (CM. pasgen 4.9.1)

12.7. Bbinyck oT4yeTa no akTuBam

> YT06bl BbIMYCTUTb OTYET MO BbIGPAHHOW rpynne akTUBOB:

1. B rnaBHOM MeHIO BbiGepuTe pasnen AKTUBDI.
OTKpoeTcd cTpaHuLa AKTUBbI.

2. BbibepuTe akTunBbl B Tabnuue.

3. B naHenun nHCTpyMeHTOB HaXMnTe KHOMKY BbinycTuTb oTUeT.
OTkpoeTcs okHO Bbinyck oTueTa.

4. BblbepuTe WabnoH oTyeTa No akTMBam.

5. B none ®opmar BbibepuTe popmaT oTyeTa.

6. Haxmute kHOMKy BbiInyCTUTb OTYET.

OTueTbl N0 aKTUBAM VICMO/b3YIOTCS A1 MHBEHTaAPU3aLN ONepaunoHHON CUCTEMDI,
NPOrpaMmMHOro Uy anmnapaTHOro o6ecrneyeHys.

OTuYeT COCTOUT N3 HECKOJTbKIX Pa3fesoB:
— [MMapameTpbl oTYETa — CMIICOK aKTUBOB, HA OCHOBAHMNN KOTOPbIX CHOPMIPOBAH OTYET.

— O6waga cTaTucTuKa — oTobpaxeHmne nHdopMaL My oTyeTa B Bae Tabnvubl UK rpadurnyeckoi
AnarpamMmbl.

— CBoMcTBa 06beKTOB — 60s1ee noapobHoe onMcaHne NnapameTpPoB Kaxaoro N3 06bekToB
(Tonbko Of1s OTYETOB MO akTUBaM).
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12.8. Bbinyck oTyeTa no cobbITUaMm

OTueTbl MO COBLITUSIM NCMOMNB3YIOTCA A9 c6opa CTPYKTYPUPOBaHHON NHGOPMALMN O COBbITUSX AJ1s
nocneayoLwero aHannaa 1 BolSBNEHNS NOTeHUMabHbIX aTak Ha yS3BMMble O6bEKTbI.

[lns BbINnycka 4OCTYMNHbI crefytoLume Ase rpynmnbl OTYETOB.

[eTanbHble oTyeTbl NO co6bITNSAM

[eTanbHble 0TYETbl MO COBbLITNAM COBUPAIOTCS Ha OCHOBE OTOBPaXaeMblX AaHHbIX O COBbITUSX B
COOTBETCTBUM C BbIGPaHHbIMUN GUIbTPamMu.

[eTanbHble 0TYeTbl MO COBbITUAM nopaepXxunsatoT popmaTbl XLSX, CSV.

MpumeyaHue. KonnyecTBo COBLITUN, OCTYMHbIX AN9 €QUHOPAa30BOro OTYeTa, OrpaHnyYeHo
OOHUM MUNANOHOM Ang 06oux dopmaToB. [1pun nonbITKe co3naHnsa oTyeTa No 6oMbLUeMy
KONMYeCTBY COBbITUN ByaeT chopmMmmupoBaH dalin ¢ OgHNM MUINOHOM 3anncer, ocTasnbHble
3anuncuy BKIIKOYEHbl B OTYET He 6yayT.

[eTanbHblil OTYET NO COBLITUAM NPEACTaBNSeT CO60 TabanLy:
— 3arosioBoK COfepXMNT KOMTOHKU, OTOBpaxaemMble B COOTBETCTBIN C BbiGpaHHbIM GUIbTPOM.

— WNHPopmMauums o cobbITUAX COLEPXIT: B Clly4ae OT4yeTa Nno BCEM COBbITSIM — MHOXECTBO
Cco6bITUIN GOPMUPYETCS B COOTBETCTBUN C MyHKTaMu U3 cekuumn «l/icxogHble aaHHbie». Ecnn
Nonb3oBaTeNbCKNIA GUNLbTP GblN N3MEHEH, HO He 6blil COXpaHEeH, TO B OTYeTe OH ByaeT OTpaXeH B
Buae PDQL-cTpoku; B cnyyae oT4yeTa Mno Bbl6paHHbIM COBbITUSM — MHOXECTBO COBbITUIR,
Bbl6paHHbIX MO/Ib30BaTENEM.

[ns kaxporo Cco6bITNS BbIFPYXaloTC4 Nos4, OTO6pa)KaeMble B COOTBETCTBMN C Bbl6paHHbIM
CI)I/IJ'IprOM. COpTVIpOBKa COBbITUI Takxe OCyLUeCTBNAeTCd B COOTBETCTBUN C BbI6paHHbIM q)I/U'IprOM.

OTueTbl N0 cTaTUCTUKE COBDLITUN

OTueTbl NO CTAaTUCTUKE COBBITUIA Co6|/|pa|0ch Ha OCHOBe [laHHbIX O pacnpeneneHnn KkonnyectBa
COBbITUIA B 3aBNCIMOCTW OT OTAE/bHbIX UCTOUYHWNKOB, NMOMb3oBaTesNen, 3aperncTpnpoBaHHbIX
VNCXOOSLLNX NNV BXOASLUMX MNOAKTIOUEHNIA.

OTueTbl NO CTaTUCTUKE COBLITUI NogaepxunsatoT popmatbl PDF, MHT, DOCX.

MpumeuaHwue. [1ng npocmoTpa oT4eToB B dopmate MHT Bbl MOXeTe UCnonb3oBaTh 6pay3ep
Microsoft Internet Explorer Bepcun 8 nnu Huxe.

OTueTbl N0 CTAaTUCTUKE COBBITUA COCTONAT U3 HECKOMbKINX pa3nesnos:

— MapameTpbl oTUeTa — pasgen oTobpaxaeT HasBaHVe BbiIGpaHHOro oTyeTa, BbiGpaHHyto rpynny
aKTUBOB U/ BCE aKTUBbI, @ TakXe BbiGPaHHbIA BPeMeHHOR nHTepsasn n GunbTp.

— PacnpepeneHue co6biTUi N0 BpeMeHU — farpamma, oTobpaxatoLlas KonmyecTBo CobbITIIA
no faTe, Yacam 1 MHyTaM B 3aBUCUMOCTU OT BbI6paHHOro nHTepBana BpemeHn. B cnyyae
oT4eTOoB Mo «CTaTUCTUKE COBBITUI MO NOb30BaTENSM» OaHHbIV pasfes CoOAepPXuUT cneayoLwmne
nogpasgensi: flencTBus nonb3oBaTenen, [leicTBUSA Hap Nosib3oBaTeNaAMM,
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Monb3oBaTenbckue B3amMmopaeucTBus. [lepBble ABa pasnena cogepXxaT anarpamMmmbl no
NoNb30BaTENSM 1 KONNYECTBY UX COBLITUI 1 TabnnyHoe npeacTtaBneHne. Tpetuin pasnen —
TabnmyHoe NpeacTaBneHne nonb3oBaTeneil C ykasaHnem obLLero Konmyectsa AencTanii,
NPOM3BEAEHHbIX UMW B cucTteme. [laHHble pasnenbl 3arnofHATCS B TOM Clyyae, ecii 3HayeHuns
nonen subject.name n object.name paBHbl account.

Bbinyck otueTa

>  YTO6bl NONYYNTb OTHETbI MO COBLITUSAM:
1. B rnaBHOM MeHI0 Bbi6epuTte pasnen CobbiTus.
OTkpoeTcd cTpaHuua CobbiTUS.
2. BblbepuTe rpynmny CobbITUiA MO akTVBaM.

3. OtkponTe BpeMeHHON GunbTp 1 yCTaHOBUTE NHTEPBAJ, 32 KOTOPbIA HEOOXOAMMO MOCTPOUTL
OTYeT.

BHumaHwue! B peTanbHOM oT4eTe MO BCEM COBLITMSAM U B AeTalbHOM OTYeTe MO BbiGpaHHbIM
COBbITNSM BpeMs COOTBETCTBYeT yacoBomy rnosicy UTC+0.

4. HaxmuTe KHOMKy BbinycTUTb OTUeT.

OTKpoeTCcs OKHO, B KOTOPOM Bbl MOXETe Bbl6paTb OANH 13 LIaGIOHOB OTYETOB.
5. BbibepuTe WabnoH oTyeTa.

Mocne BbIGOpPa WabnoHa nogsuTcs none Popmar.
6. Bbibepute dopmat oTueTa.

7. HaxmunTe KHomnky BbinycTUTb OTYeT.

12.9. Bbinyck oTyeTa 06 nHumgeHTax

OTtueT 0 3aperucTtpupoBaHHbix B MaxPatrol SIEM nHUmngeHTax HyXeH, YTo6bl Bbl MOT /1N
— yY3HaTb KONNYECTBO NHLIMAEHTOB W BUL, UHLMOEHTOB B 3agaHHOM Mepuoae;
— 1ICMOMb30BaTh NOJlyYeHHbIe faHHbIe MPY aHaNn3e NHLUMOEHTA NN B pacCreqoBaHnM NHUMOEHTA;

— CI)OpMVIpOBaTb CTaTUCTUKY NO NHUMOEHTaM.

> YT06bl BbINYCTUTb OTYET 06 NHLMOEHTAX:
1. B rnaBHoM MeHIo B pa3nenie UHUMAeHTbI Bbi6epuTe nyHKT UHUMAEHTBI.
OTkpoeTca cTpaHnLa UHUMAEHTDI.
2. B naHenun nHCTpyMeHTOB HaxmuTe KHOMKY BbimycTUTb OoTUeT.
OTKpoeTcsa OKHO BbinycK oTueTa.

3. B packpbiBatowemcs cnvcke OTYeT BoibepuTe Bug OTYETa:
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« OTKpbITbIE. B 0TUeTe 6yayT OTpaxeHbl MHUNAEHTbI, 3aperncTpupoBaHHbIe B 3a0aHHbIN
NPOMEXYTOK BPEMEHN 1 eLle He paccnenoBaHHble. Popmat darina otueta — PDF.

- 3aBeplueHHble. B oTueTe 6yayT oTpaxeHbl paccriefoBaHHble MHLUMAEHTHI,
3aperncTprpoBaHHbIe B 3a4aHHbIN MPOMEXYTOK BPEMEHI 11 CrpynnMpOoBaHHbIE Mo TUMy.
®dopmart dainna otueta — PDF.

- O6wume. B oTueTe 6yayT OTpaxeHbl BCe 3aperncTpupoBaHHble NHLNAEHTbI; HOBbIE, eLle He
paccnenoBaHHble NHLMAEHTbI, 3aperncTPpOBaHHbIE B 3aaHHbIV MPOMEXYTOK BPEMEHU 1
CrpynnupoBaHHble Mo ydacTHukam. Popmat dainna otyeta — XLXS.

MpumeuaHwme. B none ®opmat MaxPatrol SIEM Ha ocHoBaHWM BbI6paHHOro Buga oT4yeTa
aBTOMaTM4YeCKN NpocTaBnT popmaTt daina oTyeTa.

4. B packpbiBatolemcs cnucke Mepuop BoiGepuTe Nepunon BpeMeHu, 3a KOTOPbI Bbl XOTUTE
chopmmpoBaTb oTUeT (MO YMONUaHMIO YCTaHOBEHO 3HaveHe 3a nocnegHue 7 gHemn).

5. Haxmwute kHomky BbinycTUTb OTYeT.

MpumeuaHune. MaxPatrol SIEM dpopmunpyeT numsa daiina otyeTta no wabnoHy: NepeveHb
nHunpgeHtoB <ITrr-MMm-ga> 44 MM CCZ, rgelTTT —rog, MM — mecqu, A0 — geHb, Y4 —
yac, MM — muHyTbl, CC — cekyHapl, Z — 3oHa UTC. MNpumep: MNepeveHb
nHumpeHToB_2018-05-23 06_18_08Z. Bpemg dopmuposaHug otyeta Y4_MM_CCZ ykazaHo
B HynleBoM YacoBom nosice (GMT+0).

OTueT No 3afaHHbIM NapameTpam cPOPMUPOBaH B NTOKaNbHOI Narke, ykasaHHOW B CBOMCTBaXx
6paysepa.

Cm. Takxe

MpocMOoTp CTaTUCTIKK NO NHUMAEHTaM (CMm. pasgen 9.5)
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13. PaboTa ¢ yBegomMneHnsamum

YBepgomneHns MaxPatrol SIEM copnepxat nHpopmaumo 06 nameHeHnsx B IT-nHopacTpykType
npeanpuaTg, o paboTe 3agay cb6opa AaHHbIX, CObrpaeMbIx COBbITUSX 1 NapamMeTpax NoToka
CO6bITUI, @ TakXe O BbigBNgeMbIX MHUMgeHTax VIb n coctoaHum cnctemsl.

Bbl MOXeTe aBTOMaTM3NpOBaTb OTNPAaBKY YBEOOMIIEHWI, CO30aBas 3afdaudn Ha CTpaHuLe
YBegomneHus.
B aTom pa3pene

CospaHuve 3agaudn ong oTnpaski yBeOOMAEHNS 06 N3MEHEHNN O6LLEro Ycna akTMBOB
(cMm. pasgen 13.1)

CospaHune 3agayn ons oTnpaBki yBeOMIEHNS 06 N3MEHEHUNSX B rpynnax akTnBoB (cMm. pasaen 13.2)
CospaHune 3agayn gis oTnpaski yBeooMIeHNs 06 nHumaeHTax (cm. pasgen 13.3)
CospaHune 3agayn 415 oTnpaBky yBeOOMIIEHNS O COBbITUSX (CM. pazfen 13.4)

CogzpaHue 3agadn 415 oTnpaBky yBeOOMSIEHNS O BbiIXO4e NapamMeTpoB NOToKa CO6bITUIA 3a Npeaent
OOMNYyCTUMBbIX 3HaueHun (cm. pasgen 13.5)

CospaHune 3agayn gns otnpasku yBegomneHns o coctosaHun MaxPatrol SIEM (cwm. pasgen 13.6)
CospaHune 3agayn ois oTnpaBki yBeOOMEHNS O BbINOMHEHNN 3agay cb6opa faHHbIX (cM. pasgen 13.7)
OcTaHOBKa 1 MOBTOPHbIN 3amnyck 3aga4n 41 oTnpaBku yBegomneHus (cm. pasaoen 13.8)

CospaHuve HoBOI 3afaun Ha OCHOBe CyLLecTByloLLel 3agaun (cM. pasgen 13.9)

VIsmeHeHme 3agaun ons oTnpasky yBegomaeHus (cm. pasgen 13.10)

YnaneHuve 3agayn ona oTnpaekuy yBegomneHns (cm. pasgen 13.11)

13.1. Co3gaHune 3agaym gng oTnpaBky yBegoMneHmns oo
N3MEHeHNN ObLLIEero Yncna akTBOB

> YTo6bl co3naTh 3aaady ANg OTNPaBKy yBEAOMIEHNS 06 N3MEHeH O6LLEero Yncnia akTnBOB:
1. B rnaBHOM MeHIo B pa3nesie Cuctema Bbibepurte NyHKT YBeAOMIEHUS.
OTKpoeTcd cTpaHnLa YBeAOMAEHMUS.
2. B naHenun nHCTpymMeHTOB HaxmuTe KHornky CosgaThb.
OTKkpoeTcsa okHo HoBoe yBegomMneHue.
3. B none HasBaHue BBeauTe Ha3BaHNe yBEOAOMIIEHNS.

4. B packpbiBatolemcs cnucke Coobwatb BoibeprTe O6 n3ameHeHUn obero uucna
aKTUBOB.
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9.

Ecnn Heobxogumo, cHuMmnTe dnaxok CosgaHue akTUBOB /N YaaneHne akTUBOB.

B 6noke napameTpoB YBegoMeHUe Npu cpabaTbiBaHUU HacTPoOMTe Croco6 oTrnpaBKi
yBeOoOMIIEeHS:

Ecnun Heo6xoamnmo oTnpaBnsTe yBEOOMIEHNE MO SNEKTPOHHOI NoYTe, BKIUNTE OTNPaBKy
yBEOOMEHIS MO 3NEKTPOHHON noyuTe 1 B none Komy ykaxnte agpeca a1eKTPOHHOR NoYTbl
nonyyaTeneli yseaoMIeHus.

Ecnun Heobxoanmo oTnpaBndTb yBegomMseHne ¢ nomollpto POST-3anpoca, Bkounte
OTnpaBKy yBegomneHns ¢ nomolbto POST-3anpoca 1 BBeouTe agpec cepeepa oad
nonyyerHnsa POST-3anpoca.

B 6noke napameTpoB Makc.4acToTa BbibepuTe, Kak 4acTo cuctema 6yneT oTnpaBnsaTb
yBeoOMEHIE.

B packpbiBatowwemcs cnincke YacoBow nosic BoiGepuTe YacoBO NOSIC, MOAXOAALLNIA AN
BPEMeHM OTNpaBKy YBEAOMSIEHIS 11 419 OTO6PaXeHNs B TEKCTE YBEAOMIIeHNS.

HaxmunTte kHonky COXpaHUTD.

3apgava onq oTnpaBkKn yBegoMNeHn4d 06 N3MeHeHN o6bLLEro Yncna akTuBOB CO3aHa.

13.2. Co3paHune 3agaun ons oTnpaBk yBegoMIeHNs 06
N3MEHEHWNSX B rpynnax akTnBoB

> YT06bI CO3naTh 3aaady As1s OTNPaBk YBEAOMAEHNS 06 N3MEHEHNSX B Fpyrnnax akTUBOB:

1.

B rnaBHOM MeHIo B pasfnene Cuctema BoibepuTe NyHKT YBEAOMIEHUS.

OTKpoeTcd cTpaHuLa YBeAOMAEHUS.

B naHenn MHCTpYyMeHTOB HaxmMmuTe kHornky Co3paTb.

OTkpoeTcsa okHo HoBoe yBegoMneHue.

B none HasBaHue BBeanTe Ha3BaHNe yBEOOMIIEHMS.

B packpbiBatolemcs cnucke Coobwartb Bbibepnte O6 N3MeHeHUsIX B rpynnax akTUBOB.

Ecnun Heobxoammo, cHumnTe dnaxok flo6aBneHne akTUBOB B rpynny v UcknioueHue
aKTUBOB U3 rpynnbl.

B packpbiBatoLiemcs cnncke B rpynnax BbiGepute Te rpynnbl akTUBOB, 06 N3MEHEHUNSX
KOTOpbIX cUCTeMa 6yfeT OTnpaBnaTb yBegoMIEeHMe.

B 6noke napameTpoB YBegoMaeHUe nNpu cpabaTbiBaHUM HAaCTPOWNTE CNOCO6 OTNPAaBKY
yBeOOM/EeHNS:

Ecnn Heo6xoanmo oTnpaBnaTb yBeAoMSIEHNE MO SNEKTPOHHON NoYTe, BKIOYMNTE OTNPaBKY
yBeAOMIIEHVIS MO 3NEKTPOHHON noyTte 1 B none KoMy ykaxunte agpeca 3n1eKTPOHHON NoYTbl
nonyyaTeneil ygedoMIeHns.
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« Ecnn Heobxogumo oTnpaBnaTb yBegoMeHne ¢ nomollbio POST-3anpoca, BkoumnTe
OTnpaBKy yBegomneHuns ¢ nomoLbto POST-3anpoca 1 BBeouTe agpec cepeepa ond
nonyyeHnsa POST-3anpoca.

B 6noke napameTpoB Makec.4acToTa BbibepuTe, Kak 4acTo cuctema 6yaeT oTnpaBnsaTb
yBeOMEHIE.

B packpbiBatoemcs crivicke YacoBon nosic BbiGepriTe YacoBOW NOSIC, NOOXOASLLNIA Os
BpeMeH OTNpaBki YBEAOMEHNS 1 01 OTOBpaXeHNs B TEKCTE YBEOOMIIEHNS.

10. HaxxmuTe kHonky CoXpaHUTb.

3apgava onq oTnpaBKn yBegoMJTIeHNA 06 N3MeHEeHNsX B rpynnax aktnBoB Cco3faHa.

13.3. Co3gaHue 3agaun ong oTnpaBkn yBeAOMIEeHNS 06
NHUMOEHTax

> YT06bI CO3naTh 3aaady As19 OTNPaBki yBEAOMAEHNS 06 NHLNAEHTaX:

1.

9.

B rnaBHOM MeHI0 B pasfene Cuctema Boibepute NyHKT YBeOMIEHMUS.
OTKpoeTcH CTpaHuLa YBefOMIEeHUS.

B naHenn MHCTpPYMEHTOB HaxmMuTe KHonky Co3paThb.

OTkpoeTcsa okHo HoBoe yBegoMieHue.

B none HasBaHue BBeanTe Ha3BaHNe yBEOOMIIEHMS.

B packpbiBatoliemca crivicke CoobwaTb Bbi6epute O COCTOSHUN UHLNOEHTOB.

B packpbiBatoLLiemcs cnncke B rpynnax BoiGepute Te rpynnbl akTMBOB, 06 NHLMOEHTaX
KOTOPbIX CUCTeMa 6yfeT oTnpaBnaTb yBegoMIeHMe.

B packpbiBaloLWeMCy Crnncke ¢IIIJ1pr Bbl6epl/|Te CI)I/U'Ipr NHUNOEHTOB.

B 6noke napameTpoB YBegomneHue npu cpabatbiBaHum B none Komy ykaxute agpeca
3NEeKTPOHHOI MOYTbI MoyyaTenen yseaoMneHns.

B 6noke napameTpoB Makc.4acToTa BbibepuTe, Kak 4acTo cuctema 6yneT oTnpaBnsaTb
yBeoOMEHIE.

HaxmunTte kHonky COXpaHUTD.

3apgayva ang oTnpaBky yBegoMeHns o6 NHUMOeHTax cosnaHa.

13.4. CosgaHune 3agaun ong oTnpaBky yBEOOMITEHNS O
COBbITNAX

> YT06bI CO3naTb 3aaady As1s OTNPaBk YBEAOMAEHS O COBbITUSX:

1.

B rnaBHOM MeHIo B pasaene Cuctema Boibepute NyHKT YBeAOMAESHUS.
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OTkpoeTcd cTpaHnua YBeAOMIEHUS.
2. B maHenu nHCTpymMeHTOB HaxmuTe kKHornky Co3gaThb.
OTkpoeTcsa okHo HoBoe yBegomMieHue.
3. B none HasBaHue BBeanTe Ha3BaHMe yBEAOMIIEHNS.
4. B packpbiBatoLLiemcs cncke CoobwaTtb Boibepute O cobbITUNX.

5. B packpbiBatoliemcs cnncke B rpynnax Boibepute Te rpynnbl akTUBOB, O COBbITUSX KOTOPbIX
cucTema 6yaeT oTnpaBnaTb yBeooMIIeHe.

6. B packpbiBatoemcs cnvcke @unbTp BoibepuTe GUAbLTP COBLITUNA.

7. B 6noke napameTpoB YBeaoMneHne npu cpabaTbiBaHUM HacCTPOIiTe CNoco6 OTNPaBKy
yBeOOM/IEHNS:

« Ecnn Heo6xoanmmo oTnpaBnsTh YBEAOMIIEHNE MO 3NEKTPOHHON NoYTe, BKIOUYNTE OTMNPaBKyY
yBeAOMIIEHVIS MO 3NEKTPOHHON noyuTte 1 B none KoMy ykaxunte agpeca an1eKTPOHHON NoYTbl
nonyyaTeneil ysedoMIeHus.

« Ecnn Heobxogumo oTnpaenaTb yBegoMeHne ¢ nomollbio POST-3anpoca, BkounTe
oTnpaBKy yBegomneHns ¢ nomolpio POST-3anpoca 1 BBeamTe agpec cepsepa Ang
nony4yeHns POST-3anpoca.

8. B 6noke napameTpos Makc.uacToTa Bbi6epuTe, Kak YacTo cucTema 6yaeT oTrnpaBngaTb
yBeOoMIIeHe.

9. B packpbiBatoLiemcs cnncke YacoBom nosic BoibepriTe 4acoBOW MOSIC, MOOAXOAALLNN ANS
BPEeMEHN OTNPaBKN YBEAOMIEHNS 1 AN OTOBPaXeHNs B TEKCTE YBEOOMIIEHNS.

10. HaxxmuTe kHonky CoxpaHUTb.

3apadya 4nsg oTnpaBKy yBEAOMIEHNS O COBbITUSX CO3faHa.

13.5. Co3paHue 3agaun s oTrpaBKy yBeOOMIEHNS O BbIXOOE
napamMmeTpOB NOTOKa COObITWIA 3a Npeaenbl 4OMYCTUMbIX
3HaYeHnn

CospaHHas 3afaya yBeqoMUT noslyyaTesnieil o BbIXofe napamMeTpoB NoToka COBbITUN OT NCTOYHKA
nnn dopBapaepa 3a npeaesibl ONyCTUMbIX 3HAYEHWIA, 3aaHHbIX B MpeaynpexaeHnn ans
OTCNeXMBaHNS NoToka cobbiTuia (CM. pasaen 7.6).

> YT06bl CO30aThb 3afavy o4 oTnpaBkKy yBeaoOMJTIeHUS O BbIXOo4e napameTpOoB NMoToKa Cco6bITWIA 33
npepgersnbl onyCctnmMbIX 3HaYeHN:

1. B rnaBHOM MeHIo B pa3nefie Cuctema BbibepunTe NyHKT YBEAOMIIEHUS.
OTkpoeTca cTpaHuLa YBeaOMAEHUS.

2. B naHenun nHCTpymMeHTOB HaxmunTe KHornky Co3gaThb.
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OTkpoeTcsa okHO HoBoe yBegomMmneHue.
3. B none HasBaHue BBeanTe Ha3BaHNE yBEOOMIIEHNS.
4. B packpbiBalowemcs crnvcke CoobwaTtb BbiGepuTe O6 MICTOYHUKaxX CO6bITUA.
5. YkaxwuTe, Kakne yBefoMIeHNs HEO6XOANMO OTNPaBAATb NoyYaTenio:

« Ecnun Heobxoammo oTnpaBnsTh yBeOOMIEHNE O 3aAepXKe MOCTYNNIeHNS COBbITUS OT
nctouHuka (bopBapaepa) K KonnekTopy, yctaHoBnTe dpnaxok KoHTponb 3agep)XKu.

« Ecnn Heobxogumo oTnpaBnaTe yBEAOMIIEHNE O HANMNYMNN COBBITUN OT UCTOYHMKA
(dopBappaepa), yctaHoBuTe dnaxok KoHTponb oTnpaBKM.

- Ecnun Heo6xoammo oTnpaBngaTb yBeAOMIEH)Ee O BbIXoe 3a npeaesbl AONyCTUMbIX 3HaYeHNI
cpenHeli CKopoCTu NoToKa Co6bITWIA, ycTaHoBUTE driaxok KOHTponb noToka co6bITUAA.

6. B packpbiBatlowemcs crnvicke B rpynnax BoibepuTe Te rpyrnbl akTUBOB, 06 N3MEHEHNN
NCTOYHIKOB KOTOPbIX CUCTEMa ByAeT OTNPaBnsTb YBEAOMEHME.

7. B 6noke napameTpoB YBegoMneHue nNpu cpabaTbiBaHUMN HAaCTPOIITE CNOCO6 OTMNPaBK
yBEOOMEHNS:

« Ecnun Heobxoammo oTnpaBnsTb yBeOOMMAEHNE MO SNEKTPOHHON NoYTe, BKYNTE OTNPaBKy
yBEOOMEHIS MO 3NEKTPOHHON nouTe 1 B none Komy ykaxnte agpeca a1eKTPOHHOR NoYTbl
nonyyaTenel yseaoMIeHus.

« Ecnu Heobxogmmo oTnpaBnaTb yBegomMseHmne ¢ nomoupto POST-3anpoca, Bkounte
OTnpaBKy yBegomneHuns ¢ nomolbto POST-3anpoca 1 BBeouTe agpec cepeepa ond
nonyyeHnsa POST-3anpoca.

8. B 6noke napameTpoB Makc.4acToTa BbibepuTe, Kak 4acTo cuctema 6yaeT oTnpaBnsaTb
yBeoOMEHIE.

9. B packpbiBatoLemcs crnivicke YacoBoW nosic Bbi6epuTe YaCoOBOW NOSIC, MOOXOOSLLNA A
BpeMeH OTNpaBky YBEAOMEHNS 1 015 OTOBpaxeHns B TEKCTE YBEOOMIIEHNS.

10. HaxxmuTe kHomnky CoXpaHUTb.

3apgava onq OoTnpaBKn yBeOMJIEHS O BbIXOOe NnapamMeTpoB MNOTOKa cobbITNIA 33 rnpepnesnbl
0OonyCTUMbIX 3HaYeHnI cosaaHa.

13.6. Co3paHue 3agayn ons oTnpaBky yBeOoOMAIEeHUS O
cocTogHun MaxPatrol SIEM

> YT06bI CO3MaTh 3apady o1 oTnpaBky yBegoMmneHuns o coctosHum MaxPatrol SIEM:
1. B rnaBHOM MeHto B pa3fesie Cuctema BbibepunTe NyHKT YBEeAOMIEHUS.
OTKpoeTcd cTpaHnLa YBeAOMAEHMUS.
2. B maHenu nHCTpymeHTOB HaxmuTe kKHornky CosgaThb.

OTkpoeTcsa okHO HoBoe yBegomMmneHue.
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3. B none HasBaHue BBeauTe Ha3BaHNe yBEAOMIIEHNS.
4. B packpbiBatolemcs 6noke CoobuwaTtb Boibepute O COCTOAHUU CUCTEMDI.

5. B packpbiBatoemcs cnncke OnacHoCTb BbibepuTe TN COOBLLEHNIA, OTNPaBNSEMbIX
CUCTEMOW CaMO[MNarHOCTUKNA.

6. B 6noke napameTpoB YBeaoMeHUe Npu cpabaTbiBaHUMN HAaCTPOITE CNOCO6 OTNPaBKM
yBEOOMJIEHNS:

« Ecnun Heob6xoammo oTnpaBnsTb yBeOOMMAEHNE N0 S/1eKTPOHHOI NoYTe, BKUNTE OTNPaBKy
yBeAOMIIEHVIS MO 3NEKTPOHHON noyTte 1 B none KoMy ykaxunte agpeca aneKTpOHHON NoYTbl
nonyyaTeneil yseaoMIeHus.

« Ecnn Heobxogumo oTnpaenaTe yBegoMeHune ¢ nomollbio POST-3anpoca, BkoumnTe
oTnNpaBKy yBeaomneHns ¢ nomoupio POST-3anpoca 1 BBeaumTe agpec cepsepa ons
nony4yeHns POST-3anpoca.

7. B 6noke napameTtpoB Makc.4acToTa BbibepuTe, Kak YacTo crcTeMa 6yaeT OTnpaBnsTb
yBeOMIEHIE.

8. B packpbiBatowemcs cnvncke YacoBow nosic Bbi6epuTe YaCoBOW NOSIC, MOAXOAALWMNI 019
BpeMeHV OTNpaBky YBEAOMMSHNS 1 ANs 0TO6paxeHns B TEKCTE YBEOOMIIEHNS.

9. HaxmuTte kHornky CoxpaHUTb.

3apava ons oTnpaBkn yBegoMJTIeHNA O COCTOAHU CNCTEeMbl CO34aHa.

13.7. Co3paHue 3agayn ans oTrnpaBkn yBe4OMNEHNS O
BbINOMHEHUW 3aday c6opa OaHHbIX

> YTo6bl co3naTh 3aaady ANs OTNPaBKy yBEAOMIIEHNS O BbINOMHEHN 3a4a4 c6opa AaHHbIX:
1. B rnaBHOM MeHIo B pa3nefie Cuctema BoibepuTe NyHKT YBEAOMIEHUS.
OTKpoeTcH cTpaHuLa YBeOMIEHHUS.
2. B naHenun nHCTpymMeHTOB HaxmunTe KHornky Co3gaThb.
OTkpoeTcs okHO HoBoe yBepomMneHue.
B none Ha3BaHue BBeauTe Ha3BaHMe yBEOOMIIEHNS.
B packpbiBatoLiemcs cnucke CoobwaTb Bbibepute O 3agavax c6opa AaHHbIX.

Ecnn Heobxogumo, cHuMuTe $hnaxok O Havane BbINOAHEHUs N O 3aBepLUEHUM.

o o A W

B packpbiBatoLiemMcs cnincke 3agaum BbiGepuTe Te 3aaadn c6opa AaHHbIX, O Havyane n (1nn)
3aBepLUEHNN KOTOPbIX cUCTeMa ByaeT OTNPaBnsSTb YBEAOMIEHME.

7. B 6noke napameTpoB YBegoMneHue npu cpabaTtbiBaHUM HAaCTPOIITE CNOCO6 OTNPaBK
yBEOOMEHWS:
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« Ecnun Heob6xoammo oTnpaBnsTh yBeAOMIEHNE N0 SEKTPOHHO NoYTe, BKYNTE OTNPaBKy
yBeooOMIEeHNS NO 3N1eKTPOHHOM rnoyTe 1 B nosie KoMy ykaxunte agpeca a3n1eKTpoHHON NoYTbl
nony4yaTtenen yBegomMieHuns.

« Ecnn Heobxogumo oTnpaBnaTb yBegoMeHne ¢ nomollbio POST-3anpoca, BkoumnTe
OoTnpaBKy yBegomneHung ¢ nomoLbio POST-3anpoca 1 BBeguTe agpec cepsepa ong
nonyyeHns POST-3anpoca.

8. B 6noke napameTpos Makc.4acToTa BbibepuTe, Kak 4acTo crcTeMa 6yaeT OTnpaBndTh
yBefoM/ieHMe.

9. B packpbiBatoemcs cnuncke YacoBom nosic BbibeprTe 4acoBOW NOSIC, MOOAXOAALLNN AN
BPEMEHN OTMNPaBKM YBEAOMIEHNS 1 419 OTOBPaxXeHNs B TEKCTE yBEOOMIIEHNS.

10. HaxmuTe kHornky CoxpaHUTb.

3apgava ons oTnpaBkKn yBegoMJIeHs O BbIMOJIHEHWI 3aau c6opa OaHHbIX CO30aHa.

13.8. OcTaHOBKa 1 MOBTOPHbIN 3anycK 3agayin s oTnpaBku
yBeoOMIIEHNS

> YT06bl OCTAHOBUTbL 3a4a4y A9 OTMNPaBKN yBEAOMIIEHNS:
1. B rnaBHOM MeHIo B pa3fesie Cuctema BbibepunTe NyHKT YBEAOMIEHUS.
OTKpoeTca cTpaHuLa YBeAOMAEHMUS.
2. B ueHTpanbHON NnaHenu BbibepuTe 3agady.
3. B naHenun nHCTpyMeHTOB HaxmMunTe KHOMKy OcTaHOBUTD.

3apava ons oTnpaBKn yBeoMJ1IeHNs OCTaHOBJIEeHa.

> UYT06bI 3aMyCTUTb 3agady O0s OTNpaBky YBEAOMIEHUS:
1. B rnaBHOM MeHIo B pa3nesie Cuctema BbibepunTe NyHKT YBEAOMJIEHUS.
OTkpoeTcd cTpaHuLa YBepOMAEHUS.
2. B ueHTpanbHoOM NnaHenu BbibepuTe 3agauy.
3. B naHenu nHCTpyMeHTOB HaXMUTE KHOMKY 3anyCcTUTb.

3apgava gng oTnpaBKn yBeOMJIeHNs 3anyLlleHa.

13.9. CosgaHune HOBOW 3aayn Ha OCHOBE CYLLECTBYIOLLEN
3agaun

> YT06bl CO30aThb HOBYIO 3afa4y Ha OCHOBe CyLLl.eCTBleIJ.LeI‘/'IZ

1. B rnaBHOM MeHIo B pa3nesie Cuctema BbibepunTe NyHKT YBEAOMIEHUS.
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OTKpoeTcy cTpaHnLa YBeAOMAEHMUS.

2. B ueHTpanbHoI naHenu BbibepuTe 3apauyy.

3. B naHenun nHcTpymeHTOB HaxmunTe kHornky KonupoBaTb.
OtkpoeTcsa okHo HoBoe yBegomMneHue.

4. BHecuTe N3MeHeHNs N HaxMmunTe KHornky CoXpaHUTD.

HoBas 3apaua co3gaHa Ha OCHOBe CyLLl,eCTBleLLI.eIﬁ.

13.10. IameHeHne 3agadm ong oTnpaBkin yBEAOMIEHWS

>  YTO6bl NI3MEHNTb 3afady AN OTNPaBKY YBEAOMIEHNS:
1. B rnaBHOM mMeHIo B pasfene Cuctema BbibepuTe NyHKT YBEAOMIEHUS.
OTKpoeTca cTpaHuLa YBeAOMAEHMUS.
2. B ueHTpanbHoOn NnaHenu BbibepuTe 3agavy.
3. B naHenun nHcTpymeHTOB HaxmMmuTe KHOMKY PepakTupoBaTh.
OTKkpoeTcsa okHO PegakTupoBaTb yBeAOMEHHME.
4. BHecuTe N3MeHeHNs N HaxmunTe KHornky CoXpaHUTb.

3apadva ong OTNpaBKy yBeOOMIEHWI N3MeHeHa.

13.11. YoaneHune 3agayn gng otnpaskn yBegoMIEHNS

> YT06bI yOanuTb 3agady Ans OTNpaBky yBeAOMIEHUS:
1. B rnaBHOM MeHIo B pa3fesie Cuctema BbibepuTe NyHKT YBEAOMIEHUS.
OTkpoeTca cTpaHuLa YBepOMAEeHUS.
2. B ueHTpanbHoOM NnaHenu BbibepuTe 3agavy.
3. B maHenu nHCTpyMeHTOB HaxmuTe KHOMKY YAanuTb 1 NOATBepanTe yoaneHume.

3apava gng oTnpaBKn yBe,D.OMJ'IeHVII7I yhoaneHa.
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14. MOHNTOPUHI 06paboTKN COBLITNIA

MOHWUTOPUHI 06paboTKy COBBLITUA — 3TO CO0P AaHHbIX O PA3NNYHBIX TUMAX COBLITUN,
3aperucTpupoBaHHbix MaxPatrol SIEM, n npegctasneHne nx B rpadnyeckom suge. Bol MmoxeTe
npocmMmaTprBaTb pe3yfibTaTbl MOHUTOPVHIa Ha cTpaHule Cuctema > MOHUTOPUHr 06paboTku
CO6bITUNA.

Ecnu ycTaHOBNEHO HECKOMBKO KOHBENEPOB 06paboTK COBLITWI, CrpaBa OT Ha3BaHMNS CTPaHuLbI
oTOBpaxaeTcs Ccblnka s Bbibopa koHBeepa. [Noce Boibopa KoHBelepa Ha CTpaHuLe NosSBUTCS
cTaTUCTUKa 06pabOoTKN COBLITI ATUM KOHBENEPOM.

Pe3yﬂbTaTbI MOHWNTOPWHIa npencTaB/ieHbl Ha TpeX BKiaakax rno Tmnam COBbITNIA: BXOAGLME COBbITS,
CcobBbITUS HOpManmn3aTopa n Co6bITNS Koppendartopa.

[narpammbl 0To6paxatoT KOMYECTBO COBLITUI ONpeaeneHHoro Tuna, 3adrkCnpoBaHHbIX CUCTEMON
B yka3aHHoe Bpems. [pn HaBegeHn Kypcopa Ha AuarpamMmy BO BCM/bIBaOLLEM COOBLLEHN
oTo6paxaeTcs nHPopmMauns o gaTe 1 KonmyecTse 3aduKCUpoBaHHbIX COBbITUIA. HekoTopble

anarpammebl MeOT GUNbTP. Bbl MOXeTe yBeNnYNTL gnarpammy no KHomMKe YBenuuutb. Ha
yBeNMYEHHOI anarpamMme Bbl MOXeTe BblAennTb 0651acTb KypCopoM Afs 6ofee aetanbHoro
NPOCMOTpPa AaHHbIX. Bbl MOXeTe BEpHYTbCS K YBENNYEHHOI AnarpamMmme rno kHorke C6pocuTb
MacwTtab nnu Kk ctpaHile MOHUTOPUHr 06paboTkKM co6bITUI MO KHOMKE 3aKpPbITb.

lNo YMONYaHWMIO gaHHble Ha gunarpammax O6HOBNGIOTCH pa3 B 5 MWHYT. Bbl moxeTe nameHnTb 4YacCToTy
OB6HOBMEHNS AaHHbIX B MaHenmn NHCTPYMEHTOB, HaXaB

B aTom pa3pene
MOHNTOPWHI faHHbIX O COBPaHHbIX COBbITUSX (CM. pasgen 14.1)
MOHWTOPWHI faHHbIX O COBLITUSX HOpManuaaTopa (cMm. pasgen 14.2)

MOHUTOPWHI AaHHbIX O CO6bITUAX KoppengaTopa (cm. pasgen 14.3)

14.1. MOHUTOPWHI AaHHbIX O COBPAaHHbIX COBbITNSAX

[aHHble 0 BXoasLWmMxX CobbITMAX NpeacTaBneHbl Ha YeTblpeXx anarpamMmmax Ha Bknagke Céop
cTpaHnLbl MOHUTOPUHI 06pPaboTKM CO6LITUNA.

[unarpamma Mo nCTOUHMKaAM OTOBpaXaeT KONMYECTBO COBLITUIA, MOYYEHHbIX OT PasfNYHbIX
NCTOYHINKOB. Bbl MOXeTe Bbl6paTb MCTOYHUNKN B PACKPbIBAIOLLEMCS CTMNCKE.

Bbl Takke MoxeTe BbinycKaTb OTYETbI O COBPaHHbIX COBbITUSIX MO KHOMKE BbinycTUTb OoTUeT.

[unarpamma Mo moaynam c6opa oTobpaxaeT KONMYECTBO COBbITUIN, MOSTyYEHHbIX OT Pas/INYHbIX
Mopynen c6opa AaHHbIX. Bbl MoxeTe BbibpaTb MOAYNN B PaCKpPbIBaOLLEMCS CTINCKE.

[Ouarpamma Mo konnekTopam oTo6paxaeT KONMUYECTBO COBbITUI, MOSTyYEHHbIX OT Pa3NYHbIX
konnekTopam. Ecnun ncnonbsyetcs Heckonbko konnektopo MaxPatrol SIEM, Bbl MoxeTe BbiGpaTb
HY>Hble BaM KOMNIEKTOPbI B PpacKpblBalOLLEMCS CrNCKE.
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Orarpammva HanpaBneHbl B XpaHUAMLLLE 0TOBpaxaeT KOMYeCcTBO COBPaHHbIX COBbITUN,
HanpaBeHHbIX B XpaHUInLLe.

14.2. MOHUTOPWHI OaHHbIX O COBbLITUAX HOPManmnm3aTopa

[aHHble 0 HOpManN30BaHHbIX I HEHOPMasN30BaHHbIX COBLITUSX NPEACTaBNeHbl Ha ABYX
AOmnarpammax Ha Bknagke Hopmanusauus ctpaHuiubl MOHUTOPUHE 06pa6oTKu CO6bITUN.

Ha gnarpamme Pa6oTa cny6bl HOpManuaauum NpeacTaBneHo KoNMYeCcTBo NpuenLwmnx B
HOPMann3aTop COBbITUN, a@ TAaKXe HOPMAaIM30BaHHbIX 1 HEHOPMan30BaHHbIX COBbITUN. Bbl MoXxeTe
BbiNyckaTb OTYETbl MO HOPManM30BaHHbIM COBbITSIM MO KHOMKe BbinycTUTb OTYeT.

Onarpamva HopmanusoBaHbl U HanpaBfieHbl B XpaHWAULLe oTo6paxaeT KOMYecTBo
HOPMa/IN30BaHHbIX COBbITWNA, HAMPaBNEHHbIX B XPaHWLLE.

14.3. MOHNTOPWVHI QaHHbIX O COBbLITNSGX KOppenaTopa

[laHHble 0 BXOOSLNX 1N KOPPENSLMOHHBIX COBBITUSIX 1 CTaTUCTUKa CpabaTbiBaHNS NpaBuin
Koppensauumn npeacTasneHbl Ha AnarpamMmmMax Ha Bknagke Koppensiuus ctpaHuubl MOHUTOpPUHE
06paboTKu CO6bITUNA.

Ha onarpamme Pa6oTa cny)6bl KOppensiumm npenctaBnieHo KonmyecTBo CoOBbITUIA, MOCTYNMBLUNX
B KOPPEensTop, N KOPPENALUMOHHbIX COBbITUI.

[narpammva Cpa6aTbiBaHMe NpaBua oTo6paxaeT CyMMapHOe KONMYeCcTBO cpabaTbiBaHWIA NpaBiin
Koppensumnn. Bel MoxeTe nepeiitin K Bbi6Opy OTAENbHbIX MPaBusl Mo KHOMKe

MmcTorpammva Haub6onee yactble koppensiumm 3a 24 yaca rnokasbiBaeT 20 NpaBus KOpPEnaunu,
KOTOpble Yallle Apyrux cpabaTblBanu 3a NocnegHne CyTKu.
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15. Uek-nncT HacTpOWKIN CUCTEMDI

Mocne yctaHoBkun MaxPatrol SIEM Heo6xoanmo ero HacTpouTb, MOCKOSbKY YaCTb NapamMeTpoB
3aBUCUT OT cneundukn IT-uHbpacTpyKTypbl opraHndauun. Takxke B npoLecce paboTbl YacTb
napamMeTPOB MOXET N3MEHSATLCS, MO3TOMY BO3HIMKAET HEOOXOAMMOCTb NEPNOANYECKN MPOBEPSTD,
KoppekTHO nu HacTpoeH MaxPatrol SIEM. [1ng pelueHns aTrx 3agady Bbl MOXeTe NCMOb30BaTh YeK-
nncT (Cuctema —~> YeK-NUCT HACTPOMUKMN CUCTEMBbI), KOTOPbII COQEPXNT CMCOK NMPOBEPOK,
NMOMOratoLLX BaM MPaBuSibHO BbIMNO/THUTL HEOBXOOUMbIE OEeNCTBUS.

[ns yopo6cTBa NpoBepKy CrpynnunpoBaHbl. HanpoTue kaxaow rpynnbl 0To6paxaeTcs Kom4yecTBo
NPOWAEHHbIX B 3TOW rpyrnne npoBepok. [lna kaxaon NpoBepkn aHOo KpaTKoe onucaHume,
OBBSCHSIOLLEE, UTO UMEHHO 1 MoYeMy TPebyeTCs HaCTPOUTb 11 Kakme Liarn HEO6XOA4MMO BbIMOMHUTb.
Bbl MOXeTe ncknoumnTb Te NPOBEpPKM, KOTOPbIE He IBASIOTCY A1 BaC BaXXHbIMU.

OTaernbHble NapamMeTpbl MPOBEPOK MOXHO U3MEHSTb C MOMOLLbio dalina kKoHourypauun. NMoapobHee
0 NapameTpax NpoBepok cM. PyKOBOACTBO agMuHUCTpaTopa.

[ns HekoTopbIX NPoBepokK NpuBeaeHbl npumMmepbl PDQL-3anpocos. Takne 3anpochl COCTaBeHbl C
Yy4eTOM 3HaYeHWIi Mo YMOYaHuo napamMeTpoB NpoBepkn. Ecnv napameTpbl npoBepkn 6biin
N3MeHeHbI, BaM HeobxoOnmMo 6yaeT BHecTn nameHeHus n B PDQL-3anpoc (cm. gokymeHT CrHTakcuc
a3blka 3anpoca PDQL).

Kpome Toro, B MaxPatrol SIEM peanunsoBaHbl yBegOMAEHNS O HEMNPONAEHHbIX MPOBEPKAX.
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16. TOHKas HacTpounka aHanmsa gaHHbIX

ToHkas HacTpolika MaxPatrol SIEM gns o6paboTku 1 aHann3a faHHbIX BbINOHAETCS B

Knowledge Base. [1ng sToro B Knowledge Base ncnonbayiorcsa cnegyioLune o6bekTbl: Npasunia
HOpManM3aLumm, arperaumy, o6oraleHmns, Koppenaumnum n nokannsaumm, K 06bekTaMm-CrpaBoYHIKam
OTHOCSITCSl CMPaBOYHUK Nosel CoBbITUIA 1 TabnnyHble cnncku. Bce o6bekTbl XpaHaTcs B B,

B o6Liem cnyyae ToHKast HaCTpoka 06paboTK 1 aHan3a AaHHbIX BK/lOYaEeT CeayoLLme waru:
1. Bxog B Knowledge Base.

CospaHune nonb3oBaTenbckon .

CospaHune nakeTa aKCnepTu3bl UK CTPYKTYPbI ManoK 415 Nofb30BaTeNbCKNX OOGbEeKTOB.
CospnaHune Habopa o1 yCTaHOBKMN O6BEKTOB B KOHBEEPbl 06paboTK COObITUN.

Bbi6op Bepcun SDK gng Banupaumm o6bekToB.

HacTpolika 06beKkTOB-CMpPaBOYHIIKOB.

HacTpoiika 06bekToB 019 06paboTK 1 aHann3a CobbITUN.

Bbi6op nonb3oBaTenbckon bl B kauecTBe yCTaHOBOUYHO.

© © N o oA W N

Banunpauns o6bekToB Habopa A/19 yCTaHOBKN.
10. YcTaHoBKa 06beKTOB B KOHBeepbl 06paboTk COBbITUI.

1. lNpocmoTp XypHana yCTaHOBKW.

B aTom pa3pene

OTanbl 06paboTku cobbIThIA (M. pasgen 16.1)

Bxopn B Knowledge Base (cm. pazoen 16.2)

Pa6oTa c 6a3amu gaHHbIX (cM. pa3gen 16.3)

Pa6oTa c nakeTamu akcnepTunsbl (cM. pasoen 16.4)
Pa6oTa ¢ Habopamu gns ycTaHoBkY (cMm. pasgen 16.5)
YcTaHOBKa 06bEKTOB B KOHBeepbl 06paboTku cobbiTui (CM. padgen 16.6)
HacTpolika Hopmanuzauum cobbituin (cm. pasnen 16.7)
HacTpolika arperayumn cobbituin (cMm. pasnen 16.8)
HacTpolika o6oratieHus cobbituin (cMm. pasaoen 16.9)
HacTpoiika koppenaunn cobbituia (cm. pasgen 16.10)
HacTporika npaBun nokanudauun (cm. pasgen 16.11)

HacTpolika crnpaBo4YHIKOB A1 06paboTKM CobbITUI (CM. pasgen 16.12)
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16.1. OTanbl 06paboTKN COObLITNIA

MaxPatrol SIEM BbINofHAET HeMnpepbIBHbIA MOHUTOPUHI MHGOPMAaLNOHHON 6e3onacHocT I T-
NHbPACTPYKTYpbl opraHndaunn. MOHUTOPWHI OCYLLECTBASETCS NyTemM c6opa COBbITUIN C UCTOYHNKOB
N OTCNEXNBaAHNS COCTOSIHNS aKTBOB.

[ns o6HapyxeHns cobblTuin MHGOPMAaLMOHHON 6e30MacHOCTN UCMNoNb3yeTcs MeTop, rule-based
reasoning. CneumanncTbl No NHGOPMaLMOHHON 6€30MaCHOCTI 3apaHee co3[aloT NpaBuna,
onucblBaoLWme NprsHaky cobbiTng. CobbiTne NHPOPMaLIMOHHON 6e30MacHOCTY GUKCUPYETCS, eCnin
B MOTOKE COBbITUI OT UCTOYHIMKOB MNOSBNSIeTCA COBbITME (UNK NocneaoBaTeslbHOCTb COBbITUN),
yKazaHHOEe B OAHOM W13 NMpaBusl, i GpuUKCUpyeTcs 3MeHeHe COCTOSIHUS aKTBa, OMMCAHHOEe B
OOHOM 13 NpaBus.

Hopmanusauusg cobbitui

[ns cobbiTnin, COBpPaHHbIX C PasHbIX MCTOYHIMKOB, MOTyT oTnmyaTtbea dopmat (TXT, XML, JISON) n
CTaHgapT 3anucu. [1nsg aHanmaa notoka CobbITniA TpebyeTcd npeobpa3oBaTb BCE COOLITUS K
eguHomy Bugy.

Hopmanuzauus cobbiTnsg — npouenypa npuBeaeHns Heo6paboTaHHOro COBbITUS K
HOpPManM3oBaHHOMY BUAY B COOTBETCTBUN C 3apaHee 3afaHHbIM AN UCTOYHKKA 1 Tina cobbiThs
npaBunIOM HOpManuaauun.

HopmannaoBaHHOe cobbITe — COBbITME NPEACTABNSET CO60I COBOKYMHOCTb MOMEN, 3anOTHEHHbIX
LaHHBbIMY N3 HEO6PaBOTaHHOIO COBbITUS COracHO NPaBy HOPManu3auum.

MpumeuaHue. [1n9 3anncy cobbIThiA (HOPMaNN3OBaHHbIX, arpPernpoBaHHbIX, KOPPENSLUNOHHbIX) B
MaxPatrol SIEM ncnonb3yeTcs BHYTpeHHWIA CTaHaapT, pa3paboTaHHbI Ha OCHOBe CTaH4apTa
Common Event Expression (ero onucaHue cm. Ha cante mitre.org).

Arperauunsg cobbiTui

MoTOK COBbLITUI MOXET CofepXaTb OAHOTUMHbIE COBbITS, OT/INYAIOLLMECS 3HAUYEHNEM OLHOrO U
HEeCKOJbKIX nonen (Hanpumep, BpeMeHeM peructpaunn). [ns cokpalleHns KonmyecTsa Taknx
COOBbITUN BbINOSHAETCS arperauns cobbITuiA.

Arperaums cobbITuin — 3TO NpoLecc oTéopa (B MOTOKE HOPMaM30BaHHbIX I KOPPENALMOHHbIX
CO6bITUIN) COBLITUN, KOTOPbIE YOOBIETBOPSIOT YCOBMIO 3apaHee HaCTPOEHHOro Npaswia arperauun,
N 06befMHEHMS X B OAHO arpernpoBaHHoe cobbliTue.

O6orauieHune cobbiTUn

O6oralleHune cobbiTuii — 3arnosiHeHne nonemn HOPMaInM30BaHHbIX, arpernpoBaHHbIX
KoppendauMoHHbIX COBbITUIA COrnacHo npaBuiam ob6oralleHuns. NMNong 3anofHATCI AaHHbIMU,
YKa3aHHbIMW B npasune oboralleHns nnm MosTly4eHHbIMI N3 TabNYHbIX CMNCKOB.

TabnnuHbIN CANCOK — ABYMEPHbIN MacCuB AaHHbIX, XpaHawmincs B namatin MaxPatrol SIEM n
OOCTYIMHbINA ANs NCMOMb30BaHNS B MpaBuiiax Koppensauuy 1 npasBuniax o6oralleHns.
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Koppenguua cobbitni

Koppensauns cobbiTuii — 3TO NpoLecc 06HapyXeHNs cobbITui MHGOPMaLVOHHON 6€30MacHOCTH
nyTeM aHanms3a NnoToka HOPMasn30BaHHbIX COBbITUIN. [pu 06HaPYXEHN B MOTOKE COBbITUIA TaKOW NX
nocsieqoBaTeNbHOCTY, KOTOpas ykadaHa B YCNOBUM OOQHOMO 13 3apaHee HaCTPOEHHbIX NpaBuin
KOppenauum, perucTpupyeTcs KoppensumnoHHoe cobbiTre.

KoppensumnoHHoe cobbiTne — cobbiTie MHGOPMAaLNOHHON 6e30MacHOCTI, NpeacTaBnsoLLee coboi
COBOKYMHOCTb Moseli, 3aNoNHEHHbIX AaHHbIMI O BO3MOXHOM HapyLUEHNI COrnacHoO npasuiam,
yKa3aHHbIM B MpaBuiiie KOppensumm.

VIHUMaeHT — KoppensaumnoHHoe CobbITue, CBA3aHHOE C HapyLleHneM NHPOPMaLNOHHON
6e3onacHocTun. CBegeHns 06 NHUMAEHTax onepaTuBHO nepepatotcs onepatopy MaxPatrol SIEM.

Jlokanusauyusi cobbiTun

Mpw pernctpaun HopMan30BaHHOIrO, arpernpPoBaHHOrO UM KOPPENSALMIOHHOIO COBLITUS B BE6-
nHTepdence MaxPatrol SIEM ¢ HUM MOXET 6bITb CBA3aHO OMMCaHe Ha PYCCKOM U aHMNNACKOM
a3blke (B 3aBMCUMOCTM OT s3blka UHTepdelica). ConocTaBrieHne onncaHnii ¢ perncTprnpyemMbimMi
COBbITUSIMY BbINOJTHAETCS COraCHO 3apaHee HaCTPOEHHbIM MpaBuiamM JTIoKannawun.

16.2. Bxog, B Knowledge Base
BHumaHwme! [1ng Bxona Heobxoamma yyeTHag 3annch ¢ npaBom gocTtyna B Knowledge Base.

> Yt06bl BONTN B KNnowledge Base,

B rnaBHoM meHto MaxPatrol SIEM HaxmuTe KHonky N B packpbIBLUEMCS MEHIO BbibepuTe
nyHkT Knowledge Base.

OTkpoeTca Be6-nHTepdelic Knowledge Base Ha cTpaHuLe CTaTUCTUKA.

Cm. Takxe

CtpaHuua «CTtatncTtuka» (cm. pasgen 5.2)

16.3. PaboTa c 6a3amMun gaHHbIX

Mo ymonuaHuio B Knowledge Base ncnonbsyetcs ctaHgaptHas b SIEM content, oHa cogepxuT BCce
06bekTbl, Heobxoaunmble MaxPatrol SIEM Ha Bcex aTanax 06paboTku 1 aHanmnsa gaHHbIX. Bbl He
MOXeTe CO3[,aBaTb, USMEHSTb 1 yAandaTb 06bekTbl B cTaHgapTHoW B nnn yoanute camy B[,

Ha ocHoBe cTtaHpapTHoW B[] Bbl MOXeTe co3paBaTh nonb3oBaTensckue bL. Bce B B

Knowledge Base cBs3aHbl nepapxmyeckn kak «npegok — noToOMOK» (Mo MPUHLMMNY «O4NH KO
MHOrM»). [MNpn cozgaHnn nonb3oBaTtensckon b B Hee konupytoTcs Bce 06bekTbl 3 POANTENBCKON
B[. B kauecTBe poonTenbCKom MOXET BbICTyMaTb CTaHAapTHag Unmn gpyras nonb3osaTtensckas B,
Bbl MoxeTe cosnaBaTtbh, U3MEHSATb 11 yaansaTb 06bekTbl B Nofb3oBaTesibCckon B, yananstb
nonb3oBaTtenbckne BlI.
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Mpumeuanne. CosnaBaTb, N3MEHATb 1 yAansaTb Nonb3oBaTenbckne B moryT Tonbko
nonb3oBaTenu ¢ npaBamu agMmuHucTpatopa B Knowledge Base.

B Knowledge Base coxpaHseTca nctopus nameHenunn scex b. Mpun nameHeHnn no6oro ob6vekta B
B cospnaeTtcs HoBas peBuauns (Bepcus) B. Bbl MoXeTe BbIMOMHNTb 9KCMOPT N3MEHEHHbIX 06 bEKTOB
B[ B poantenbckyto B unn nmnopt n3 pogutensckon b. [1ng otcnexvsanug nameHeHns 50
peanun3oBaHa GYHKLA CPaBHEHNS PEBU3NIA.

Jlo6as B[] nmeeT cnepytoLine napameTpbl:

— nms;

— ungeHTndukaTop (ero Hemb3g N3MEeHUTb Nocne cosgaHug b);

— paspelleHne ans nonb3osaTenen Ha NPocMoTp 06bekToB B B;

— paspeLlleHe Ha n3meHeHne o6bekToB B B[;

— paspelleHne Ha n3meHeHne napameTpoB BL;

— paspelueHne Ha UMNopT 06beKTOB 13 poanTensckon B (cnusHue).

MpumeuaHue. Ecnu He BbifaHO HY OOHOrO paspelueHnd, b1 HegocTynHa opyrv Nonb3oBaTeNgam
Knowledge Base.

OpHa 13 B[] ponxHa 6bITh BbibpaHa B kKayecTBe ycTaHOBOYHOW. O6bekTbl ycTaHOBOYHOM B[
ncnonbayoTcs MaxPatrol SIEM npu o6pa6oTke 1 aHanm3e gaHHbIX. B kauecTBe yCcTaHOBOYHOI Bbl
MoXeTe BblbpaTb cTaHaapTHYy B[ (Mo ymonuaHumio) unm nobyio nonb3osBaTenbekyio b,

B aTom pa3pene

CospaHne nonb3oBaTtensckon B (cm. pasoen 16.3.1)

Bbi6op ycTaHoBouHow B[ (cm. pasgen 16.3.2)

VIameHeHune napameTpos b1 (cm. pasgen 16.3.3)

YnaneHue nonbdoaTenosckon B (cm. paspen 16.3.4)

O6HoBneHne ctaHgapTHon B (cm. pasgen 16.3.5)

CpasHeHue peusni B (cm. pazgen 16.3.6)

OTtmeHa namereHui B b (cm. pasnen 16.3.7)

OKenopT peBunsunii B poautenbckyto b (cm. pasgen 16.3.8)

VimnopT pesunsnin ns pogntensckon B (cm. paznen 16.3.9)

Cm. Takxe

CTtpaHuua «basbl gaHHbIX» (cM. pasgen 5.3)
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16.3.1. Co3paHmne nonb3oBaTenbckomn b/l

> YTo6bl co3naTb Nonb3oBaTenbckyo BL:
1. B rnaBHom meHio B pasnene <HasBaHue B> BbiGepute nyHKT Basbl gaHHbIX.
OTtkpoeTcq cTpaHuua Basbl gaHHbIx / <HasBaHue B>.
B naHenn Ba3sbl gaHHbIX BbiGepuTe poamntensckyto B,

B naHenwu NHCTPYMEHTOB HaXMUTe KHOMMKY Co3paTb BeTKY.

2
3
4. B oTkpbiBLeMcs okHe B none Umsa Beegute HasBaHue B[.
5. Bnone UpeHTudukartop Beeante ngeHtnonkatop bL.

6. B 6noke napameTtpos MoaudpukaTopbl gocTyna HacTponTe napameTtpbl B[,
7. Haxmute kHornky CoxpaHUTb.

HauHeTcs npouecc cosnaHnsg nosb3oBaTtensckol BM. Mo 3aBepweHnn B 6yneT noctyrnHa ans
BblGOpA.

16.3.2. Bbibop ycTtaHoBo4uHOM B[]

> YT06bI BbI6paTh YyCTaHOBOYHYIO B[
1. B rnaBHoM MeHto B pa3fesie <HasBaHue B> BoibepuTe nyHKT Ba3bl gaHHbIX.
OTtkpoeTca cTpaHuua Ba3sbl gaHHbIx / <HasBaHue B>.
2. B naHenun Ba3sbl gaHHbIX BbibepunTe B[I.

3. B naHenu nHcTpymeHTOB HaxmuTe KHOMKy CaenaTb yCTaHOBOYHOM U MOATBEPANTE CMEHY
ycTaHoBo4YHoW B[l.

YctaHoBouHas B[] BbibpaHa. Psgom ¢ HasBaHnem B[ B naHenn Ba3bl gaHHbIX MNOSIBUTCS
3Ha4yoK

16.3.3. /IameHeHmne napameTpos bl]

>  YT06bl N3MEeHNTb NapameTpbl BL:
1. B rnaBHoM MeHto B pa3gene <HasBaHue B> BoibepuTe nyHKT Ba3bl gaHHbIX.
OTtkpoeTcq cTpaHuua Basbl gaHHbIx / <HasBaHue B>
2. B naHenu Ba3sbl gaHHbIX BbibepuTe B[I.

3. B maHenun nHCTpyMeHTOB HaxmuTe KHOMKY YnpaBAeHue 1 B packpbIBLLEMCS MEHIO Bblibepute
nyHKT PegakTupoBaThb.

OTkpoeTcs okHO PegakTupoBaHue 6a3bl faHHbIX.
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4. B none Uma navenHunte nvga Ab.
5. B 6noke napametpos MoaudpukaTopbl goctyna nameHute napameTpbl B,
6. Haxmute kHornky CoxpaHUTb.

MapameTpbl B n3meHeHsblI.

16.3.4. YoaneHune nonb3oBaTenbckon b1
Bbl He MmoxeTe yOoannTb NOJ1b30BaTEJIbCKYIO B,D,, eC/in OHa Bbl6paHa yCTaHOBO‘-IHOIﬁ.

> YT06bl yOanuTb nonb3oBaTensckyto BL;
1. B rnaBHOM MeHIo B pasnene <HasBaHue B> BuibepuniTe NyHKT Ba3bl faHHbIX.
OTkpoeTce cTpaHuua Ba3bl gaHHbiX [/ <HasBaHue B[>.
2. B naHenu Basbl gaHHbIX BoibepuTe BLI.

3. B naHenn nHCTpyMeHTOB HaXmMuUTe KHOMKY YnpaBneHue, B packpbiBLUEMCS MEHIO BbibepuTe
NyHKT YAQNUTb 11 NOATBEPAUTE YaaNneHume.

lNonb3oBaTenbckasa b[] yoaneHa.

16.3.5. O6HOBNeHne cTaHgapTHOM B[]

> YT106bI 06HOBUTL CTaHOapTHY0 BL:
1. B rnaBHoM MeHto B pa3nene <HasBaHue B> BoibepuTe nyHKT Ba3bl gaHHbIX.
OTKkpoeTca cTpaHuLa Ba3bl gaHHbIX [/ <HasBaHue B[1>.
2. B naHenu Basbl gaHHbIX BoibepuTe SIEM content.
3. B naHenun nHCTPyMeHTOB HaXmMUTe KHOMKY 3arpy3uTb O6HOBNEHMS.
OTkpoeTcs OKHO 3arpy3uTb O6HOBNEHMS.
4. HaxmuTe kHonky Bbi6paTtb ¢ann.

5. B OTKpbIBLLEMCS OKHE YKaxuTe pacrnonoxeHue ¢anna UpdateData. ptkb n HaxmuTe KHOMKy
OTKpbITD.

6. Haxmute KHonky 3arpy3uTb.

HauHeTcqa o6HOBNEeHNe cTaHgapTHOW B[, noaBuTcs nHAmMKaTop BbinofiHeHKs. 1o 3aBepLueHnn
O6HOBNEHNS NoABUNTCSA coobLueHne «OBHOBMEHE 3aBEPLUEHO.

7. B cTpoke coobLLeHNS HaXXMITE KHOMKY 3aBepLUMTb.

CraHpapTHas B[] o6HoBneHa.
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16.3.6. CpaBHeHune pesnann b

»  YTo6bl cpaBHUTL peBu3un B n npocmoTpeTb n3meHeHns o6bekToB B B[;
1. B rnaBHom meHio B pasnene <HasBaHue B> BbiGepute nyHKT Basbl gaHHbIX.
OTtkpoeTcq cTpaHuua Basbl gaHHbIx / <HasBaHue B>.
2. B naHenun Ba3sbl gaHHbIX BbibepunTe B[I.
B naHenn ons pa6otbl ¢ B nogBuTCS cnncok pesnsnia BolbpaHHon B,

3. HaeguTe Kypcop Ha CTPOKy PeBuU3nn, B NpaBoii YaCcTh CTPOKM HaXMuTe KHOMKy CpaBHeHue
no o6beKTaM 1 B pacKpbiBLUEMCS MeHI0 BbibepuTe NyHKT Bbi6paTb peBu3uio ans
CpPaBHEHMSI.

4. HaBepguTte Kypcop Ha peBu3uio A1 CPaBHEHNS, B MPaBO YaCTh CTPOKM HaXMUTE KHOMKY
CpaBHUTb N0 06beKTaM Bbi6paHHble BEpCUM.

OTKpoeTce cTpaHuLa CpaBHEHUE peBU3UIA.
5. BbibepuTe TN 06BHEKTOB.
MosgBUTCSA CNNCOK N3MEHEHHbIX O6BEKTOB BbIGPAHHOro TUMa.

MpumeyaHue. B cnnucke 06beKTOB Bbl MOXETe OTOUIbTPOBaTb 06bEKTHI MO CTaTyCy

N3MEeHeHN4, yCTaHOBIWB Cbﬂa)KKI/l B MeHIO, OTKpbIBakoLWeMC4 MNno
6. BblbepuTe 06beKT A9 NPOCMOTPA N3MEHEHUI.

MMosaBNTCS NepapXmnyecknin CnMcok CBONCTB BbIGpaHHOro obbekTa. /IsaMeHeHns Kaxanoro
CBOWCTBa MexXay BblbpaHHbIMI PEBU3NSMI OTOBpaxaloTCs B KosloHKax Bbisio n Crano.
[o6aBneHHble CBONCTBa OTMEYEHbI 3e/1eHbIM LBETOM, U3MEHEHHbIE — OpaHXeBbIM,
yAaneHHble — KpacHbIM.

MpumeyaHue. B nepapxmyeckom Cnrcke Bbl MOXETE pacKpblBaTb UMW CKPbIBaTb CANCKY
CBOIICTB 06bekTa, HaxaB 2 Un

16.3.7. OTmeHa nameHeHunin B b

> YT106bl OTMEHNTb N3MEHEeHNsa o6bekToB B B[:
1. B rnaBHoM MeHto B pa3fesnie <HasBaHue B> BoibepuTe nyHKT Ba3bl gaHHbIX.
OTtkpoeTca cTpaHuua Basbl gaHHbIx / <HasBaHue B>
2. B naHenun Ba3sbl gaHHbIX BbibepunTe B[
B nanenn gng pa6otbl ¢ B[] nogsuTCca cnncok pesunania BbibpaHHon B[,

3. HaBeguTe kypcop Ha CTPOKY PeBU3NI, B MPABOWN YacTN CTPOKN HaXmunTe KHornky CpaBHeHue
no o6beKTaM 11 B packpbiBLLUEMCS MeHI0 BbibeprTe NyHKT BbibpaTbh peBu3unio ans
CpaBHEHMUS.
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4. HaBepguTte Kypcop Ha CTPOKY PEeBU3NN C M3MEHEHHBIMI 06bEeKTaMu, B MPaBOI YacTu CTPOKM
HaXxXmunTe KHonky CpaBHUTb MO 06beKTaM BbiGpaHHblie BEPCUM.

OTkpoeTcd cTpaHuLa CpaBHeHUe peBU3UMN.
5. BblbepuTe TN 06HEKTOB.
MosBUTCS CMNCOK N3MEHEHHbIX O6EKTOB BbIGPaHHOro TUna.

MpumeuaHue. B crniicke 06beKTOB Bbl MOXeTe OTPUNbTPOBaTb 06bEKThI MO CTaTyCy

n3mMeHeHunqd, yCtTaHOBUB q)ﬂa)KKM B MeHIO, OTKPbIBalOLWeMC4H Mno

6. HaBeguTe Kypcop Ha CTPOKY 06beKTa, N3MEHEHNS B KOTOPOM HYXHO OTMEHUTb, 11 B NpaBoi
YacTy CTPOKMN HaXMUTe

7. Ecnun HyXHO, aHanornyHbiM o6pa3om BbibepuTe gpyrne o6bekTbl 4151 OTMEHbI U3MEHEHWIA.
8. B naHenu ons Bbi6opa TNMNOB 06BbEKTOB BbibepuTe CTPoKy OTMEeHa U3MeHEeHUMN.
OTO6pasmnTCs CNNCOK O6BbEKTOB, BbIGPaHHbIX A1 OTMEHb! U3MEHEHWI.

MpumeuaHue. Ecnun TpebyeTtcsa yoanntb 06beKT N3 CANCKa A1 OTMEHbI U3MEHEHWIA, B MpaBoi

4YaCTu CTPOKN 06beKTa HaxMnTe

9. B ueHTpanbHOI NaHenu HaxmuTe KHornky OTMeHuTb <N> 06beKTOB 11 NoaTBepanTe OTMEHY
N3MEHEHNIA.

OTkpoeTcs cTpaHuLa Ba3bl gaHHbIX / <HasBaHue B>, HauHeTCs NpPoLLEeCcC OTMEHbI
na3meHeHu. No 3aBepLUeHUN NpoLuecca B paboyell 0651acTu CTPaHNLbl NOSBUTCS
COOTBETCTBYIOLLIEE COOBLLEHNE.

10. HaxxmuTe KHOMKy 3aBepLunTb.

OTMmeHeHbl n3aveHeHnsa obbekToB B B/.

16.3.8. DkcnopT peBnsnin B poantenbckyio bl
Bbl He MOXeTe BbINOMHNTL 3KCNOPT N3MEHEHNIA B cTaHOapTHYyo B/,

>  UYT06bI BLIMOHUTL SKCMOPT N3MEHeHN B poguTensckyto B[
1. B rnaBHoM MeHto B pa3genie <HasBaHue B> BoibepuTe nyHKT Ba3bl gaHHbIX.
OTtkpoeTcq cTpaHuua Basbl gaHHbIx / <HasBaHue B>
2. B naHenun Ba3sbl gaHHbIX BbibepuTe B[.

3. HaBepnuTe Kypcop Ha CTPOKY PeBU3NN, USMEHEHINS KOTOPOI HYXHO 9KCMOpPTUpOBaTb, 1
HaXMUTe NOoaBMBLLYIOCS KHOMKY CnusiHne.

HayHeTc4 OKCNOPT AaHHbIX, MOABNTCA NHONKaTOP BbINMOJIHEHWUS. Mo 3aBepLueHn aKCcrnopTa
rnosiBUTCS cooblleHmne «CnmngaHmne BbinoHEHO.
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MpumeyaHue. Bbl MOXeTe 0OCTaHOBUTb 9KCMOPT, HaxaB KHOMKY OTMEHUTD.
4. B CTpoOKe COO6LLEHNS HAXMINTE KHOMKY 3aBepLUMTD.

BbinonHeH akcnopT naMeHeHuin B poaunTensckyto B[,

16.3.9. VimnopT peBunauin ns pogutenbckon bl

>  UYT06bl BbINOHUTL UMMOPT U3MEHeHUI 13 poanTenbckon BL;
1. B rnaBHoM MeHto B pa3fesie <HasBaHue B> BoibepuTe nyHKT Ba3bl gaHHbIX.
OTtkpoeTca cTpaHuua Ba3sbl gaHHbIX / <HasBaHue B>.
2. B naHenun Ba3sbl gaHHbIX BbibepunTe B[I.
3. B naHenun nHCTpymMeHTOB HaxmuTe kKHonky UMnopT peBu3ui.

HauyHeTca uMnopT peBu3nii, MOSIBUTCS MHAMKATOP BbiNOHEHNS. [0 3aBepLUeHn nMiopTa
NosIBUTCS COObLLEeHVe «/IMMOPT BbIMOMHEH>.

MpumeuaHue. Bbl MoXeTe OCTaHOBUTb MMMOPT, HaXaB KHOMKY OTMEeHUTD.
4. B CTpoOKe COO6LLEHNSI HAXMUNTE KHOMKY 3aBepLUMTD.

BbinonHeH nMnopT nameHeHuin 13 pogutensckon b[.

16.4. PaboTa ¢ nakeTamm 3KCnepTu3bl

MakeT aKcnepTnabl NPEACTaBNSeT CO60IN COBOKYMHOCTb MPaBIii KOPPENSLMA U APYrinX O6bEeKTOB,
06beaNHEHHbIX OQHO TEMOIA, HanpUMep NpeaHasHaYeHHbIX 419 BbISIBMEHNS aTak Ha HEKOTOPYIo
cucTeMy U NCMNONb3YIOLLMX ONPEeAeNeHHYI0 TaKTIKY.

Pa6oTaTb c nakeTamu akcrnepTun3bl Bbl MoxeTe B pasaene SIEM — MakeTbl aKcnepTU3bl B NaHesnu
Manku. B Knowledge Base nakeT akcnepTnsbl NpefacTaBnseT co6oi nanky B y3ne <Bce 06beKTbi>,
K KOTOPOW MOTyT 6bITb o6aBNeHbl onncaHune 1 Nobble dalinbl, cogepxalime nHdopmaLmio o nakeTe
U ICMONb3YEMbIE MPU €ro HaCcTponKe. MakeT aKCNepTn3bl MOXET COAepXaTb BIOXEHHYIO
CTPYKTYPY Nanok ans yoo6CcTBa XpaHeHns 1 cucTemaTindaumm o6bekToB.

MakeTbl 9KCNepTn3bl 6bIBalOT CTAHAAPTHLIMY 1 Nofib3oBaTensckummn. CTaHgapTHbIE NakeTbl
aKCNepTun3bl paspaboTaHbl creunanmucTamm no nHopmMaunoHHon 6esonacHocTy Positive
Technologies 1 He MoryT 6bITb U3MeHEeHbI. Bbl MOXeTe KonnpoBaTb 06beKTbl N3 CTaHOAPTHbIX
nakeToB. Takxe Bbl MOXeTe cO30aBaTb, UBMEHSTb 1 YOaNsaTb NoMb30BaTeNbCKME NakKeTbl SKCNepTu3bl
1 06BEKTDI.

B aTom pa3pene

CoszpaHue nakeTa akcnepTnabl (M. pasgen 16.4.1)

VIsmeHeHne nakeTa akcnepTusbl (CM. pasnen 16.4.2)

YpaneHve nakeTa akcrnepTusbl (cMm. pasgen 16.4.3)
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CozpaHue nanku (cm. pasgen 16.4.4)

VIameHeHne nankn (cm. pasgen 16.4.5)

YpaneHue nanku (cm. pasnen 16.4.6)

dunbTpauns o6bekToB (cM. pasgen 16.4.7)
MepemelleHne o6bekToB (CM. pasaen 16.4.8)

YpaneHue o6bekToB (cM. pasnen 16.4.9)

OkecnopT 06bekToB (cM. pasnen 16.4.10)

VimnopT o6bekToB (cMm. pasgen 16.4.11)

Bbi6op Bepcun SDK gng Banupauun (cm. pasgen 16.4.12)

Banunpaung o6bekToB (cM. pasgen 16.4.13)

16.4.1. Co3gaHune nakeTa aKCcnepTusbl

> YT06bl CO30aTb NakeT SKCNepTUn3bl:

1. B rnaBHOM MeHIio B pasfene <HasBaHue 6a3bl faHHbIX> BbiGepuTe MYHKT C
rnonb3oBaTtenbckon B[I.

2. B rnaBHom meHio B pazgene SIEM BoibepuTe nyHKT MakeTbl 3KCnepTU3bl.

OTkpoeTcq cTpaHuLa MakeTbl aKCNepTU3bl.

3. B naHenun Manku HaxmuTe N B pacKpbIBLLEMCS MeHIO BbibepuTe NyHKT Co3gaTb nakeTr
3KCNepTU3bl.

OTkpoeTcs okHO HoBbIN NaKeT aKCNepTU3bl.
4. B none HasBaHue (pyccKui) BBenTe Ha3BaHue.

5. Ecnun B nakeT HyXHO [o6aBuTb dalin, nepeTallnte ero B 061actb BnoxxeHus nnm no ccoinke
Bbl6epuTe yKkaxuTe pacrnonoxeHve darna.

Pa3mep dainna He gomkeH npesbiwaTtb 100 MB.

6. Ecnn HyXHO nameHnTb Ha3BaHMe fo6aBneHHOro dalina, B CTpoke C Ha3BaHnem Haxmute &
N3MEHNTE Ha3BaHme N HaxMnTe

MpumeuaHue. Bol MoxeTe ynoanntb 0o6aBneHHbIn Gaiin, Haxas B CTpOKE C ero
Ha3BaHNeM.

7. Ecnn HyxHO, B naHenn OnucaHue nakeTa (pyccKui) nobaBbTe onmncaHume.
MpumeuaHune. Npu onncaHnm NnakeTa Bbl MOXeETe NCNOb30BaTb s3blk pasmeTkin Markdown.
8. Haxmwnte kHonky Co3paTb.

MNakeT OKCMNepTn3bl CO3O0aH.
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Mocne cosnaHns NakeTa 9KCNepTU3bl Bbl MOXeTe co3haTb CTPYKTYPY NanokK Ans XpaHeHrs 06bekToB
naketa.

16.4.2. /IameHeHne nakeTa aKCnepTun3bl

>  YTOOGbI NI3MEHNTb NakeT 3KCNepTN3bl:
1. B rnaBHom meHio B pasgesnie SIEM BoibepuTe nyHKT MakeTbl 3KCNepTU3bl.
OTkpoeTca cTpaHuLa MakeTbl 3KCNepTU3bl.

2. B naHenn Mankwm BbibepuTe NakeT 9KCNepTun3bl.

3. B cTpoke c HazBaHnem nankuy HaxmnTe 1 B pacKpbIBLLUEMCS MEHIO BblibepuTe MyHKT
PepaxkTtupoBarb.

OTkpoeTcd cTpaHuua PegakTupoBaHMe nakeTa akcnepTusbl <HasBaHue nakerta>.

4. Ecnu HyXHO, N3MeHnTe Ha3BaHue 1 onuncaHne naketa, jobasbte uiv yganute dannbl,
N3MeHNTE NX Ha3BaHWIS.

5. Haxmwute kHonky CoxpaHUTb.

NakeT SKCMnepTn3bl NSMEHEH.

16.4.3. YoaneHne nakeTa aKCNepTun3bl

Bbl MOXeTe ynannTb NakeT aKCNepTn3bl, eC/N HN OAMH N3 BXOASLNX B HEr0 O6BbEKTOB HE YCTaHOBMEH
B MaxPatrol SIEM.

>  YT06bI yOanuTb NakeT SKCNepTU3bI:
1. B rnaBHoM meHio B pasfene SIEM Bbibepute nyHKT MakeTbl 93KCNepTU3bl.
OTkpoeTca cTpaHuLa NMakeTbl 3SKCNEepPTU3bL.

2. B naHenu Mankwm BbiGepunTe NakeT aKCMNepTu3bl.

3. B cTpoke ¢ HazBaHMeM nakeTa aKCNepTn3bl HAXMUTE : , B PACKPbIBLLEMCS MEHIO BbiGepute
NyHKT YAQNUTDb 1 NOATBEPANTE yaaneHue.

[MakeT aKCnepTn3bl yaaneH.

16.4.4. Co3gaHune nankun

Bbl moxeTe co3gaBaTtb nanku B y3ne <Bce 06beKTbI> B nakeTe OKCNepTu3bl Nnn B p,pyr0|7| narike.
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> YTo6bl cCO3aaTh Nanky:

1.

6.

B rnaBHOM MeHIo B pasfene <HasBaHue 6a3bl faHHbIX> Bbi6epuTe MNYHKT C
nonb3oBaTtenbckon B[I.

B rnaBHom meHio B pasaene SIEM Bbi6epuTte nyHKT MakeTbl aKCNepTU3bl.

OTkpoeTcq cTpaHuLua MakeTbl aKCNepTU3bl.

B naHenu Manku HaxmunTe N B pacKpbIBLUEMCS MeHIO BbibepuTe nyHKT Co3paTh Nanky.
OTkpoeTcya okHO HoBasi manka.
B none HasBaHue BBeauTe HasBaHMe nanku.

Ecnn HyXHO co3faTb BNOXEHHYIO Marnky B nakeTe aKCnepTu3bl UK B APYro narnke, B
packpblBatoLLleMcs crnncke PacnonoxeHue BoibepuTe Kyaa MOMeCTUTb nanky.

HaxmunTte kHonky Co3paTb.

Nanka cospaHa.

16.4.5. /IameHeHne nankn

>  YTO6bl NI3MEHNTb Narnky:

1.

6.

B rnaBHom meHio B pasnene SIEM Bbi6epute nyHKT MakeTbl aKCNepTU3bI.
OTkpoeTca cTpaHuLa MakeTbl 3KCNEepTU3bl.

B naHenn Mankwm BoibepnTe nanky.

B cTpoke ¢ HasBaHMeM nanku HaxmmuTe N B PACKpPbIBLLEMCS MEHIO BbIGepUTE NYHKT
PepakTupoBarb.

OTkpoeTcsa okHO PepakTupoBaHue nanku.
Ecnun TpebyeTcs n3meHUTb Ha3BaHue nanku, B none HassaHue nsveHnTe ero.

Ecnun TpebyeTcsa nepeHecTn narky, B packpbiBaloLemMcs criicke Pacnono)eHue Boibepute
narky.

Haxmunte kHonky CoXpaHUTb.

[Nanka n3veHeHa.

16.4.6. YpaneHne nankn

Bbl MoXeTe yaannTb nanky, eCnu H1 OAuH U3 PacnoNOXeHHbIX B Hell 06bekTOB He YCTaHOB/EH B
MaxPatrol SIEM.

> YT06bl yOoannTb nanky:

1.

B rnaBHom meHio B pasaene SIEM Bbi6epute nyHKT MakeTbl 9KCNepTU3bl.
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2.
3.

OTkpoeTcq cTpaHuLa MakeTbl aKCNepTU3bI.

B naHenn Manku BoibepuTe nanky.

B CTpOKe C Ha3BaHneM nankm HaxmumTe , B packpbiBLIEMCH MEHIO Bbl6epI/ITe MYHKT

Ypanutb 11 noateepanTe yaaneHume.

Nanka yganeHa.

16.4.7. PunbTpaunsg 06beKTOB

Bbl MmoxeTe punbTpoBaTh 06HEKTLI MO TUMY, NCTOYHUKY (CTaHAAPTHbIE UK NONb30BaTeNbCKMe),
cTaTtycy yctaHoBky B MaxPatrol SIEM nnun ctaTycy Banugaumn. Takxe Bbl MoXeTe ¢dunbTpoBaTb
npaswa, NPUMEHSS PerynspHble BblpaXeHuns K Kogy rnpasu.

MpumeuaHue. [1n19 noncka o6bekTa Mo ero HasBaHWio, NOSHTUDNKATOPY UV ONUCAHMIO Bbl
MOXeTe 1Cnosib30oBaTb Nnose 6bICTPOro nomncka.

>  YT06bl OTGUNLTPOBATL O6BEKTDI:

1.

B rnaBHom meHIo B pasgene SIEM Boibepute nyHKT MakeTbl 3KCnepTU3bl.
OTkpoeTca cTpaHuLa MakeTbl 3KCNepTU3bl.
B naHenu Mankwm BbiGepuTe Bce 06beKTbI.

B naHenn Ha6opbl Ang ycTaHOBKM BbibepuTe Bece 06beKTbl.

B maHenun co cnmckom 06bekTOB HaxXMuTe
MosiBUTCH CTpOKa C Ha3BaHUSMU GUNbTPOB.
Mo cchifike C HazBaHNEM HYXHOro GubTpa OTKPOWTE OKHO C ero napamMmeTpamu.

HacTpounTe napameTpbl GunbTpa 1 MOBTOPHO HAXMUTE Ha CCbIIKY.

MpumeyaHue. Bbl MOXeTE OUNCTUTb NapamMeTpbl dunbTpa, HaxaB crpaBa OT Ha3BaHu4

dunbTpa. Bbl MOXeTe oUMCTUTb NapameTpbl Bcex PUbTPOB, HaxaB * B CTpoke C
Ha3BaHVAMUN GUbTPOB.

O6bekTbl B Cricke OTq)VIJ'IprOBaHbI B COOTBETCTBMN C yCNnoBMEM.

CM. TaKkke

CrpaHuua «lakeTbl akcnepTunabl» (M. pasgen 5.4)

16.4.8. lNepemelleHne 06bEKTOB

Bbl moxeTe nepemMeLllatb Nnojib3oBaTesibCKkne 06beKTbI MeXay nosib3oBaTeJIbCKNMW nankammn nin
nakeTamuy aKCrnepTn3bl.
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> YT06bl NEpeMecTTb O6BHEKTDI:

1.

4,
5,

B rnaBHom meHio B pasaene SIEM Bbi6epuTte nyHKT MakeTbl aKCNepTU3bl.
OTtkpoeTca cTpaHuua MakeTbl 3IKcnepTU3bI.

MpumeuaHue. Bbl MoxeTe ncrnonb3oBaTb GUAbTPALMIO, YTOGbI CHOPMUPOBATL CMINCOK
06BbEKTOB.

Bbibepute 06beKThI.

MpumeuaHwme. [1ns BbIGOpa HECKOSbKNX O6bEKTOB NOAPSS, Bbl MOXETE NCMOMb30BaTh
knauLy Shift, ong Bbibopa HECKONbKNX OTAEbHbIX 06bekToB — knasuLly Ctrl. YTobbl
Bbl6paTb BCe 06BbEKTbI, MOXHO MCMONb30BaTb KOM6UHauMo knasuw Ctri+A.

Haxmunte

OTkpoeTca okHo MepemelneHne 06beKTOB B NManky.

B packpbliBaloLeMcy Crnmcke PacnonoxeHue Bbl6epVITe nanky nnn nakeT aKCnepTun3bl.

HaxmuTe kHonky MepemecTUTb.

O61beKTbl NepeMeLLeHbI.

CMm. Takxke

PunbTpauns o6bekToB (cM. pasgen 16.4.7)

CrtpaHuua «lakeTbl akcnepTunabl» (M. pasgen 5.4)

16.4.9. YoaneHmne o6bekToB

Bbl MOXeTe yaansTb nonb3oBaTenbckre 06bekTbl, He ycTaHoBneHHble B MaxPatrol SIEM.

> YT06bl yOanMTb O6bEeKTbI:

1.

3.

B rnaBHOoM meHio B pasnene SIEM Bbibepute nyHKT MakeTbl 3KcnepTUsbl.
OTkpoeTca cTpaHuLa NMakeTbl 3KCNEepTU3bl.

MpumeyaHue. Bbl MoxeTe ncrnonb3oBaTb GUAbTPALMIO, YTOObI CHOPMUPOBATL CMINCOK
OO6BEKTOB.

Bbibepute 06beKTHI.

MpumeuaHwme. [1ns BbIGOpa HECKOSbKNX O6bEKTOB NOAPSL, Bbl MOXETE NCMOMb30BaTh
knaBuLwy Shift, ns Bbibopa HECKONbKNX OTAENbHbIX 06bekToB — knaBuLy Ctrl. YTobbl
Bbl6paTb BCe 06bEKTbI, MOXHO WCMOIb30BaTh KOM6UHauwo knasuw Ctrl+A.

HaxmvunTte I nnoaTBepanTe yoaneHne o6bekToB.

O61beKTbl yoaneHsi.
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16.4.10. OKkCcnopT 06BHLEKTOB

Bbl MoOxeTe akcrnopTupoBaTb 06bekTbl B dalin ¢ pacwmpeHrem . kb ang nocnegyiowero nmnopTta B
Knowledge Base, a Takxe B ZIP-apxuB — o5 fo6aBneHns o6bekToB B «SIEM Ha konnektope».

B dainn apxmBa akcnopTupyioTCcs npasuia HopManusauun, arperaumnmn, o6oralleHns n Koppensunm,
cxema nosein CobbITUIN, Makpochl (6e3 MeTokK) 1 TabnnYHble CMINCKI C 3anucsaMu 1 LabnoHamm
ncknoyeHunn. Mpw skcnopTe B dalin ¢ pacwmpeHnem . kb Takke aKCnopTupyoTCa MeTK MakpoCoB
N ONMMCaHNS NakeToB 3KCNepPTU3bI.

>  YT06bl 3KCMOPTNPOBaTb O6BHEKTHI:
1. B rnaBHom MeHio B pazaesie SIEM BoibepuTe nyHKT MakeTbl 3KCNepTU3bl.
OTkpoeTca cTpaHuLa MakeTbl 3KCNepTU3bl.

2. BblbepuTe BapuaHT aKcrnopTa:
« Ecnn HyxHO akcnopTupoBaTb BCe 06bekTbl Knowledge Base — Haxmute

« Ecnn ogmnH nnn Heckonbko 06bekTOB — BbIGEpPUTE NX B TaBNNLE 1 HAXMUTE

« Ecnn HyXHO aKcnopTrpoBaTb BCe 06bEKThI HAGopa ANs yCTaHOBKM — B CTPOKE C Ha3BaHNEM
Habopa HaXmMUTe : 1 B PaCKPbIBLIEMCS MEHIO BblbepuTe NyHKT DKCNOPTUPOBaTh.

OTKpoeTCcs OKHO DKCNOPT 06BEKTOB.
3. Bbibepute popmaTt akcrnopTa.
4. HaxmuTe KHoMKy 9KCNopTUPOBaThb.

Bpaysep coxpaHnT 06bekThl B paline knowledgebase <[lata skcnopTta>.kbwunn
knowledgebase </laTa skcnopTa>.zip B Nanke 3arpysku.

O6beKTbl 9KCMOPTUNPOBAHbI.

16.4.11. imnopT 06bekToB

Bbl MOXeTe nMmnopTnpoBaTb 06bekTbl TONIbKO 13 dalina ¢ paclumpeHnem . kb n Tonbko B
nonb3oBatenbckyto b1, Cxema nonei cobbITUN HE UMMOPTNPYETCS.

Ecnn B daline c o6bekTamu TONbKO CTaHAapTHbIe 06bekThl, paspaboTaHHble Positive Technologies,
BCe 06beKkTbl MMNopTupytoTes B B[] kak nonb3oBaTenbckue. Yxe cywecteytowme B B[ ctaHoapTHble
06beKTbl 3aMeHSATCS obbekTamu 13 darna (B TOM Ymcne — 3anucu TabanyHbIX CrINCKOB), HOBbIE
06bekTbl pobasngaoTcd B B/,
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Ecnu B daline ectb nonb3oBaTeNbCkne 06bEeKTbI N 06bEKTHI, pa3paboTaHHbIe APYTrIMI
nocTaBLUMKamMu, LOCTYMHbI CefytoLine pexnmMbl UMnopTa:

— J[o6aBuTb U 06HOBUTb 06bEKTbI U3 ¢alna — Bce 06bekTbl MMNopTupyoTcsa B B kak
nonb3oBaTtenbckre. HoBble 06bekThl fob6aBnsioTcs B B, yxe cywecTtsyowme B b
nosib3oBaTenbCkne 06bEKTbl 3aMeHATCS o6bekTamm 13 dparina (B ToM Yncre — 3anucu
TabNYHBIX CMINCKOB).

— [o6aBuTb 06bekTbl <MlocTaBWMK> KaK CTaHAAPTHbIE — NMMOPTUPYIOTCS TOSIbKO O6BbEKTDI,
paspaboTaHHble CTOPOHHUMI NOCcTaBLLKaMu. Bce 06bekTbl umnopTupytoTes B B kak
CTaHOapTHble. HoBble 06bekTbl fob6aBndiotca B B[, yxe cywecTtByowme B B[] 06bekTbl 3TOro
NnocTaBLLUMKa 3aMeHsIloTCS obbekTamu 13 dalina.

— CUHXpOHM3MpoOBaTb 06beKTbl <[locTaBWUK> C coAepXUMbIM danna — NMNOPTUNPYIOTCS
TONIbKO O6bEKTbI, pa3paboTaHHble CTOPOHHUMY NOCTaBLUKaMu. Bce 06bekTbl MMNOopTUPYIOTCS B
B kak ctaHpapTHble. Ecnu B B[] n B dpaiine ecTb 06bekTbl, pa3dpaboTaHHble OOQHUM 1 TEM Xe
NMOCTaBLLMKOM, BCe Takne 06bekTbl 3aMeHsitoTcs B Bl o6bekTamun s daiina. Takum o6pasom,
HOBble 06beKTbl fob6aBndoTca B B[, yxe cywecTtBylowme B B[] 06bekTbl 3aMeHsAl0TCS 06bekTaMmu
13 dalina, oTcyTCTBYIOLWIE B dalne o6bekTbl yaanaotcs ns BL.

> Y7066l UMMOPTNPOBATb O6BHEKTHI:

1. B rnaBHom meHio B pasnene SIEM BbiGepute nyHKT MakeTbl 3KcnepTUs3bl.
OTkpoeTca cTpaHuLa MakeTbl aKcnepTU3bl.

2. B maHenu nHCTpyMeHTOB HaxmuTe KHonky UMnopT.
OTkpoeTcs okHo UMnopT 06beKToB.

3. o cchifike BblI6epuTe ykaxuTe pacronoxeHune daiina ¢ o6bekTamu.

4. Ecnun TpebyeTcs, BbibepuTe pexmm nMmnopTa.

5. Ecnwn TpebyeTcs, ycTaHoBUTE driaxok AMnopTupoBaTbh MaKpoOChlI.

6. Haxmute kHonky AMnopTupoBaThb.

O6beKTbl UMMOPTUNPOBAHBI.

16.4.12. Bbibop Bepcumn SDK gnga Banugauunm

[ng Bannoaumm o6bekToB HY>XHO BbibpaTb Bepcuto SDK. B SDK BxogdaT yTWANTbI 419 OT/1aaKu NpaBun
HOpManusaumn, arperauum, oboralleHns n Koppensaumn. Bel MoxeTe BbiGpaTb pasHble Bepcun SDK
AN Banngauum pasHbix nonb3oBaTenbekux bL. Bepcumn SDK o6bekToB B cTaHaapTHOM B,
nonb3oBaTtenbckux b n yctaHoBneHHbix B MaxPatrol SIEM moryT oTnunyatseca. Ang nckoyenuns
owmbok coBmMmecTMocTy Bepcusa SDK ong Banngauum He oomkHa 6biTb Bbilwe Bepcun SDK,
ncnonblyemon B MaxPatrol SIEM. Boi6paTb Bepcuio SDK ang Banugauunmn Bbl MOXeTe Ha CTpaHuLe
HacTpoiika MHCTpyMeHTapus ang pa3pa6botku npasun SIEM.
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> YT06bI BbI6paTh Bepcuto SDK onsa Banugaumnu:
1. B rnaBHom meHio B pasfene SIEM Boibepute nyHKT Boi6op Bepcum SDK.
OTKkpoeTcs cTpaHnLa HacTpoiika MHCTpYMeHTapus ang paspa6oTtku npasun SIEM.
2. B ueHTpanbHom naHenu Bbi6epuTte Bepcuio SDK.
3. B naHenun nHcTpymMeHTOB HaxmunTe KHornky YetaHoButb SDK gns Banugauun.
OTkpoeTcs okHo O6HoBneHne SDK.
4. HaxmuTe kHornky O6HOBUTD.

Bepcus SDK BbibpaHa.

16.4.13. Banngauns o6bekToB

Mepen ycTaHOBKOWM O6BHEKTOB Bbl MOXETE BbIMOMHUTb BannaaLmnio O4HOrO U HECKONbKIX O6BbEKTOB,
a Takxe Banmgaumio Bcex 06bekToB N3 Habopa ang yctaHosku. Mpn Banugaumnm oTaeNbHbIX OGbeKTOB
BbINONHAETCS NPOBEpPKa CTPYKTYPbl 06bEKTa, €ro CUHTaKCKCa N OQHO3HAYHOCTN YKa3aHHbIX YCIOBUI.
Mpw Banupaunm Habopa AOMOMHNTENIbHO NPOBEPSIOTCS COrNMacoBaHHOCTb OHGBLEKTOB 1
HEeNpPOTUBOPEYNBOCTb YKa3aHHbIX B HUX YCNoBuiA. Hanpumep, ecnn npaBuno Koppenaunu,
BK/TIOYEHHOE B HAGOP, MCNONb3YyeT TabnNYHbIA CANCOK, OH TakXe AOMKEH ObiTb BKIOYEH B 9TOT
Habop.
> YT06bI BLINOMHUTL BanmaaLuo 06bekToB:

1. B rnaBHoM MeHto B pa3gene SIEM BoibepuTe nyHKT MakeTbl 3KCnepTu3bl.

OTKkpoeTca cTpaHuLa MakeTbl 3KCNepTU3bl.
2. B naHenn Ha6opbl ansg yCcTaHOBKM BbiGepuTe Habop.

3. BblbepuTe BapunaHT BanangaLui:

« ECnu HyXHO BbINMONHNTL Banugaumio BCeX 06bekTOB U3 Habopa — B CTPOKE C Ha3BaHeM
Habopa HaXMUTe : U B pacKpbIBLUEMCS MEHI0 BbiGepurTe NyHKT BanuaupoBaTh.

« Ecnn ogHoro nnm Heckonbkrx 06bekToB — BblGeprTe NX B TabAuLe U HaxXMnTe
OTKkpoeTcsa okHo BanupupoBaTb.
4. HaxmunTe kHoMnky 3anycTUTb BasMpgaLmio.

Mo 3aBepLUeHNN Banugauun B paboyeiil 061acTil MoSBATCS COOBLLEHNE.

16.5. PaboTa ¢ Habopamun ang yCTaHOBKMN

[na yno6cTBa paboThl ¢ 06bekTamMu, 6b6ICTPOI BaangaLmn 1 yCTaHOBKM 06bekToB B MaxPatrol SIEM
Bbl MOXeTe rpynnupoBaTbh 06bekTbl B HA6OPbI AN YCTaHOBKW. B Ha6op MoryT BXoanTb nobble
CTaHOaPTHbIE N NONb30BaTeNbCKEe O6bEeKTbI N3 Pa3HbIX MAaKeTOB aKCNepTnabl 1 nanok. OguH 1 ToT
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X€e 06bEeKT MOXET BXOANTb OAHOBPEMEHHO B HECKObKO HaboPOB ANg YCTaHOBKW. Habopbl Ang
YCTaHOBKM MOXHO 1CMnonb3oBaTb, Hanpumep, ecnu B MaxPatrol SIEM HyXHO ycTaHOBUTb 06bEeKTbI N3
OOHOTrO UM HECKOMBKIMX NMakeToB 9KCMepTK3bl, a He Bce 06bekThbl B,

Pa6oTaTb c Ha6opamu 4N yCTaHOBKIM Bbl MoxeTe B pa3nesie SIEM — MakeTbl 3kcnepTU3bl B
naHenun Ha6opbl ang ycTaHoBKWU. Bbl MoxeTe co3faBaTb, USMEHATb 1 yAansTb Habopbl ANs
yCTaHOBKW.

B aTom pa3pene

CozpaHune Habopa O/19 ycTaHoBKM (cM. pazgen 16.5.1)

CospgaHune Habopa Ha OCHOBe cyllecTBytoLLero (cm. pasgen 16.5.2)

VIameHeHne Habopa ang yctaHoBKM (CM. pasaen 16.5.3)

YnaneHune Habopa ansa yctaHoBku (cM. pasgen 16.5.4)

[ob6aBneHne 06beKTOB B HaBop As ycTaHoBKM (cM. pasgen 16.5.5)

YpaneHue o6bekToB 13 Habopa N ycTaHoBKK (cM. pasgen 16.5.6)

16.5.1. Co3gaHune Habopa N yCTaHOBKWY

> YTO6bl CO30aTb HAbOP AN YCTaHOBKM:

1. B rnaBHOM MeHIo B pasfene <HasBaHue 6a3bl faHHbIX> Bbi6epuTe MYHKT C
rnonb3oBaTtenbckon B[I.

2. BrnaBHom meHto B pasgene SIEM Boibepute nyHKT MakeTbl aKcnepTu3bl.

OTkpoeTcq cTpaHuua MakeTbl aKCNepTU3bl.

3. B rnaHenn Ha6opbl pnga ycTaHOBKU HaxXmnTe
OTkpoeTcs okHO HoBbI HA6Op ANS YCTaHOBKM.
4. B none CuctemMHoe Ha3BaHMe BBeUTE Ha3BaHMe Habopa.

5. Ecnn Habop HyXHO fo6aBUTb B APYrOl NOSIb30BaTENbCKUIN Habop, B packpbiBaloLLeMCs
crnncke BxoauT B Habop Bbi6epriTe 3TOT NONb30BaTENbCKUI HAGOP.

MpumeuaHune. Co3gaBaemblinl HA6OP OOMKEH BXOANTb B TOT WM NHOW YXe CO3[aHHbIN Habop.
Mo ymonyaHuto BCe co3faBaemMble Habopbl BXOAST B CTaHAAPTHbIN Habop Bce Ha6opbl.

6. Ecnun B rmaBHOM MeHI0 BbibpaHa ycTaHoBO4YHas B[, B packpblBaloLLeMcs cnncke
YcTaHaBnmBaTb B KOHBeWep BbibepriTe KOHBEepbl, B KOTOpble 6yayT yCTaHaBNMBaTbCS
06bekTbl Habopa.

7. HaxmwunTe kHonky Co3paTb.

Habop ona ycTaHOBKM co3aaH.

ToHKas HacTpoiika aHanmnaa gaHHbIX 227



16.5.2. Co3gaHune Habopa Ha OCHOBE CYLLIECTBYIOLLENO

> YT06bI CO3AaTb HA6OP Ha OCHOBE CYLLIECTBYIOLLErO:

1.

7.

B rnaBHOoM meHio B pasnene SIEM Bbibepute nyHKT MakeTbl 3KcnepTUsbl.
OtkpoeTca cTpaHuLa NMakeTbl 3KCNEepTU3bl.

B naHenn Ha6opbl Ang ycTaHOBKM BbibepuTe Habop.

B cTpoke ¢ HasBaHneM Habopa HaxmuTe N B pacKpbIBLUEMCS MEHIO BbI6epuTe NMyHKT
Co3paTtb Konuio.

OTkpoeTcs okHo Co3paTb KOMNUIO.

Ecnun HeobxoanMo N3MeHUTb Ha3BaHue Ha6opa, B nosie CucTeMHOe Ha3BaHUe BBeauTe
Ha3BaHue.

Ecnn Habop HyXXHO 0O6aBWTbL B OPYroi Nofb3oBaTeNbCKuil HAbop, B pacKpbiBaoLLeMcs
cnunucke BxoauT B Habop BbiGeprTe 3TOT NOSIb30BATENbCKUN Habop.

MpumeuaHue. CozgaBaeMblil HAGOP OOMKEH BXOANTb B TOT UMW UHOWM y>Ke CO3OaHHbI Habop.
Mo ymonyaHuto BCe co3faBaemMble Habopbl BXOAST B CTaHAAPTHbIN Hab6op Bce Ha6opbl.

Ecnu B rmaBHOM MeHI0 BbibpaHa ycTaHoBouHas B[, B packpbiBatoLemMcst cnmcke
YcTaHaBnMBaTb B KOHBelep BbibepuTe KOHBEepsbl, B KOTOpble 6yayT yCTaHaBIMBaTbLCS
06bekTbl Habopa.

HaxmuTe kHonky Co3paThb.

Ha6op cosznaH.

16.5.3. IameHeHne Habopa ansa yCTaHOBKY

>  YTO6bl U3MEHNTb HaBGOoP AN YCTaHOBKM:

1.

4,
5.

B rnaBHom meHio B pasaene SIEM Bbi6epute nyHKT MakeTbl 3KCNepTU3bl.
OTtkpoeTca cTpaHuua MakeTbl 3IKcNnepTU3bI.

B naHenun Ha6opbl ans ycTaHOBKM BbiGepuTe Habop.

B cTpoke ¢ HasBaHneM Habopa HaxmunTe N B pacKpbIBLUEMCS MEHIO BbIbepuTe NMyHKT
PepakTtupoBaThb.

OTkpoeTcs okHO PegakTupoBaHue Habopa Ans yCTaHOBKM.
BHecuTe nsmeHeHus.

HaxmunTte kHonky CoOXpaHUTD.

Ha6op ons yCcTaHOBKMN N3MEHEH.
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16.5.4. YpaneHne Habopa aNng yCTaHOBKWM

>  UYT06bI yonanuTb Habop ANs YyCTaHOBKM:

1.

B rnaBHOoM meHio B pasnene SIEM Bbibepute nyHKT MakeTbl 3KcnepTUsbl.
OtkpoeTca cTpaHuLa NMakeTbl 3KCNEepTU3bl.

B naHenn Ha6opbl Ang ycTaHOBKM BbibepuTe Habop.

B cTpoke ¢ HasBaHMeM Habopa HaxXMnTe : , B PaCKPbIBLUEMCS MEHIO BbIGEPUTE MYHKT
YpanuTb 11 noaTBepanTe yoaneHue.

Ha6op ans ycTaHOBKM yaaneH.

16.5.5. [lobaBneHne 06beKTOB B HAOOP 419 YCTaHOBKN

> YT06bI LO06aBUTL O6BEKTbLI B HAGOP AN9 YCTaHOBKN:

1.

7.

B rnaBHom meHio B paznene SIEM Bbi6epute nyHKT MakeTbl 3KCNepTU3bI.
OTKkpoeTca cTpaHuLa MakeTbl 3KCNepTU3bl.

B naHenn Ha6opbl Ang ycTaHOBKM BbibepuTe Bce 06beKTbl.

B naHenu Mankwm BbiGepuTe NakeT aKcnepTusbl (v nanky).

MosiBUTCS CNMCOK O6beKTOB MNakeTa 3KCNepTu3bl (nanku).

MpumeuaHue. Bbl MoxeTe ncrnonb3oBaTh GUbTPaLMIO, YTO6bI N3MEHUTb CMINCOK O6bEKTOB.

BbibepuTte 06beKThI.

MpumeuaHwme. [1ng BbIGOpa HECKObKNX O6bEKTOB NOAPSL, Bbl MOXETE NCMOMb30BaTh
knaBuLwy Shift, ons Bbibopa HECKONbKNX OTAENbHbIX 06bekToB — knauLy Ctrl. YTobbl
Bbl6paTb BCe 06BEKTbI, MOXHO MCMOb30oBaTh KOM6UHauuio knasuw Ctrl+A.

Haxmunte
OTkpoeTcs okHo Ha6opbl Ang yCTaHOBKM.

YcTaHoBuUTe pnaxknm HanpoTUB HasBaHWI HAbOPOB A/ YCTaHOBKM, B KOTOPbLIE HYXXHO
006aBUTb O6BEKTDI.

HaxmunTte kHonky CoXpaHUTb.

O61bekTbl fobaBneHbl B HAGop A1 yCTaHOBKM.

16.5.6. YoaneHne o6bekToB N3 Habopa AN yCTaHOBKWY

> UYT06bl yOannTb 06bekTbl N3 Habopa s YCTaHOBKU:

1.

B rnaBHoM meHio B pasaene SIEM Bbi6epute nyHKT MakeTbl 9KCNepTU3bl.
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OTtkpoeTca cTpaHuua MakeTbl 3IKcnepTU3bI.
2. B naHenn Mankm Boi6epnTe Bce 06beKTbl.
3. B naHenn Ha6opbl Ang ycTaHOBKM BblibepunTe Habop ANs YCTaHOBKM.

MosgBUTCS CNNCOK O6BbEKTOB, BXOASLLUNX B HAG0P AN YyCTaHOBKN.

MpumeuaHume. Bol MoxeTe ncnonb3oBaTtb GubTpaLmio, YTO6bl N3MEHUTb CMINCOK O6BHEKTOB.
4. BbibepunTe 06bEKTDI.

MpumeuaHwme. [1n9 BbIGOpa HECKOSIbKNX O6bEKTOB NOAPSS, Bbl MOXETE NCMOMb30BaTb
knaBuLy Shift, 1ng Bbibopa HECKONbKNX OTAENbHbIX 06bekToB — KnasuLly Ctrl. YTob6bl
Bbl6paTb BCe 06BbEKTbI, MOXHO MCMOMNb30BaTb KOM6UHauuo knasuw Ctri+A.

5. Haxmute
OTkpoeTcs okHo Ha6opbl ang ycTaHOBKM.

6. CHumnTe pnaxky HanpoTNB Ha3BaHWNN HABOPOB A1 YCTAHOBKY, 13 KOTOPbIX HYXHO yAannTb
06beKTbI.

7. HaxmunTe kHonky CoXpaHUTb.

O6bekTbl yoaneHbl U3 Habopa ans yCTaHOBKM.

16.6. YcTaHOBKa 061HEKTOB B KOHBENEpPbl 06paboTKI COBbITAN

YUTo6bI MCNONb30BaTh AN 06paboTKM COBbITUI NpaBia 1 TabnnyHble CMCKMN, CO34aHHbIe B
Knowledge Base, nx Heo6xoammo yCTaHOBUTb B KOHBeepbl 06paboTky cobbITUiA. 3anncu 06
YCTaHOBKE COXPaHSATCS B XYypHarne Ha cTpaHuLe XKXypHan ycTaHOBKM.

B aTom pa3pene

YcTaHoBKa 06bekToB (cM. pasgen 16.6.1)

MpocMmoTp 3anncen xypHana ycTaHoBku (cM. pasgen 16.6.2)

16.6.1. YcTaHOBKa O6BbEKTOB

BHumaHwme! [1ns ycneLwHom ycTaHOBKM O6bEKTOB B KOHBEepbl HAbop AOXKEH CoaepXaTb
CTaHpapTHble TabnuuHble cnuckn Common_blacklist_regex n Common_whitelist_regex.

> YT06bl yCTAHOBUTb O6BEKTDI:
1. B rnaBHOM MeHIo B pa3gene <HasBaHue B> BoibepuTe NyHKT ¢ ycTaHoBO4YHOM B,
2. B rnaBHom meHio B pasgene SIEM BoibepuTe nyHKT MakeTbl 3KCnepTu3bl.
OTkpoeTca cTpaHuLa MakeTbl 3KCNEepTU3bl.

3. B naHenn Ha6opbl anga ycTaHOBKM BbibepuTe Habop.
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4. HaxmuTe kHorky YeTaHoBUTb B SIEM.
OTkpoeTcs okHo YcTaHoBKa B SIEM.

5. EcnnHe HY>XHO yCTaHaB/IMBaTb 06beKTbl B HEeKOTOopble KOHBeIzepr, CHnmMunTe ¢na>|<|<|/| C
Ha3BaHNAMWN STUX KOHBeVIepOB.

6. Haxmute kHoMky 3anycTUTb yCTaHOBKY.
HauHeTcs ycTaHOBKa O6bEKTOB.

MpumeuaHue. [Npn HaBegeHUn Kypcopa Ha kHornky YeTtaHoBuTb B SIEM Bo BCnibiBatoLLen
nogckaske oTobpaxaeTcd Xxo[, yCTaHOBKMN.

Mo 3aBepLUEeHNN YCTaHOBKN B paboyeil 0651acTi MoSBUTCS COOBLLEHNe «YCTaHOBKa yCMNeLwHO
3aBeplueHa». O6bekTbl YCTaHOBMEHDI.

16.6.2. [1pocMOTp 3anucen XxypHana yCTaHOBKN

>  YT06bI NPOCMOTPETL 3aNmCK XypHana yCTaHOBKI:
1. B rnaBHoM meHio B pazaene SIEM BbibepunTe nyHKT XXypHan yCTaHOBKM.
OTkpoeTca cTpaHuLa dXypHan ycTaHOBKM.
2. Ecnn Heobxopumo, oTdunbTpyrite 3anmucu no ctaTycy, No KOHBeepy Wi no gare.
3. BbibepuTe 3anuce.

B pabouein o6nacTtv oTo6pasnTcs MHPopmMaLmns 06 ycTaHOBKE O6BHEKTOB.

16.7. HacTpoika HopmManusaumnm cobbITAN

Hopmanunzauns cobbIThii OT UICTOYHIKOB AN nocneayoLen o6paboTkn 1 aHanmnaa BblMoHAETCS Mo
co3faHHbIM 3apaHee npaswiam. CrieualnbHble NpaBuiia Co30alTCs 415 KaxXaoro NCTOYHMKa 1 T1na
cobbiTng. NogpobHee 0 HanucaHuy NpPaBu HopManusauun cM. PykoBoacTBo paspaboTunka
MaxPatrol SIEM.

[MpaBuna HopmannsaLumm 6blBaloT CTaHOAPTHBIMN 1 Nofb3oBaTensckMn. CTaHgapTHble NpaBuna
HOpManusaunm paspaboTaHbl cneynanncTamm no NHGopmaumoHHon 6esonacHocT Positive
Technologies 1 He MoryT 6bITb N3MeHEeHbI. Bbl MoXxeTe KonnpoBaTb CTaHOAPTHbIE NpaBuna
HOopManu3auumn ons co3paHng Nonb3oBaTeNbCkmx Npasus. [lonb3oBaTensckune npasuna
HOpMasn3aLMm Bbl MOXeTE CO3[aBaTb, USMEHSTb, KONMMPOBaTb U YoaNsThb.

MpaBKno HopManuaauun NMeeT creayloLne napameTpsi:

— CUCTEMHOE Ha3BaHNe — MOXET COCTOSTb 13 BYKB NaTUHCKOro andaeuTa, Lndp 1 3Haka
nogYepKnBaHns, 4OMKHO HAYMHATBLCS C NMPOMUCHON GYKBbI NN LNdPbI;

— nanka — narnka nan nakeT SKCNepTun3bl Oond XpaHeHnd rpasinsia B bL;

— Habop O/1s YCTaHOBKN — Habop O6bEKTOB, B COCTaBe KOTOPOro npaBuio 6yaeT yCTaHaBNMBaTbCS
B MaxPatrol SIEM (npaBuno moxeT 6biTb [O6aBIeHO OQHOBPEMEHHO B HECKOMbKO HabopoB);
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— MOXeT MeTb onncaHme Ha pycCKom nnn aHTNINNCKOM 93bIKE;

— NPaBWIO JIOKanM3auum — nNpaswsio, COracHO KOTOPOMY C COBbITUSMU, HOPMAan30BaHHbIMY MO
npaBuny HopmManusauuu, B Be6-nHTepderice MaxPatrol SIEM cBasbiBaeTcs onpeneneHHoe
OnmncaHmne Ha PyCCKOM W aHTNACKOM A3bIKe.

B aTom pa3pene

CospaHune npaswnia Hopmanuaaumm (cm. pasgen 16.7.1)

KonnpoBaHune npaBnna Hopmanusauum (cm. pasgen 16.7.2)

VIsmeHeHne npaBuna Hopmanusauum (cm. pasgen 16.7.3)

CM. TaKkxke

CrtpaHuua «llakeTbl akcnepTun3bl» (M. pasaen 5.4)

16.7.1. Co3gaHune npaBunia HopmManmsawumm

> YT06bI CO30aTb NPABUIO HOPMaNN3aLLNN:

1.

7.
8.

B rnaBHOM MeHI0 B pasaene <HasBaHue 6a3bl faHHbIX> BbI6epuTe NyHKT C
nosnb3oBaTenbckon b,

B rnaBHom meHio B pasaene SIEM Bbi6epute nyHKT MakeTbl 9KCNepTU3bl.
OTkpoeTca cTpaHuLa MakeTbl 3KCNepTU3bl.

B naHenun nHCTPYMEHTOB HaxmuTe KHorky Co3aaTh 11 B packpbIBLLUEMCS MEHIO BblibepuTe
nyHkT MpaBuno Hopmanusauuu.

OTkpoeTca cTpaHuLa HoBoe npaBuno HopmMmanusauuu.
BeepnunTe kog npasuna.
B none CucrteMHoe Ha3BaHMe BBeOUTE CICTEMHOE Ha3BaHVe npasuna.

B packpbiBatoLiemcs crnincke Manka BbibepurTe Nanky Unv nakeT aKCnepTu3bl 419 XpaHeHns
npasuna B b[.

MpumeuaHme. Bbl MoxeTe 0o6aBUTb NPaBUIO B HAGOPbI 4719 YCTaHOBKW, YCTaHOBUB diaXxkKu
HanNpPOTNB Ha3BaHWN HA6OPOB B packpbiBaloLeMcs cnncke Ha6opbl AN ycTaHOBKM, a Takxe
BBECTU N060I TEKCTOBLIN KOMMEHTapuii B nosnie OnucaHue (pycckKum).

Ecnn HY>XHO, MO KHOTKe no6anrb cospante rnpasuia nokannsauunn.

HaxmunTte kHonky CoXpaHUTb.

MpaBnno HopManmMsaumm cosnaHo.
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16.7.2. KonnpoBaHwue npaswuia HopmManmnaauunm

> YT06bI cKonmnpoBaTb NpaBn/1o HoOpMann3aunnu:

1.

5.
6.

B rnaBHOM MeHIo B pasfene <HasBaHue 6a3bl faHHbIX> Bbi6epUTE MNYHKT C
nonb3oBaTenbckon B/,

B rnaBHoM meHio B pasnene SIEM Bbibepute nyHKT MakeTbl 3KcnepTUsbl.
OtkpoeTca cTpaHuLa NMakeTbl 3KCNEepTU3bl.

B naHenn Mankwm BbibepnTe npaBuso.

OTKpoeTca cTpaHuLa npaswuna.

MpumeuaHwue. [1n9 noncka npaswnia Bbl MOXeTE UCMONb30BaTb GUAbTPALNI0 O6BHEKTOB.

Haxmute

OTkpoeTca cTpaHuLa HoBoe npaBuno HopmManu3sauum (Ha ocHoBe <HasBaHue
OpUrMHanbHOro npaBunas).

Ecnu HyXHO, n3MeHnTe napameTpbl Npasusa.

HaxmunTte kHonky CoXpaHUTb.

npaBI/IJ'IO HOpMasnn3aunm CKonmpoBaHo.

16.7.3. VIameHeHne npaBuia HopmManmsaumm

>  YT06bl NI3MEHNTH NOJSIb30BATENbCKOE npaBu1o HoOpManmsaunn:

1.

B rnaBHOM MeHIo B pasfene <HazBaHue 6a3bl faHHbIX> Bbi6epuTe MNYHKT C
rnonb3oBaTtenbckon B[I.

B rnaBHoM meHio B pasaene SIEM Bbi6epute nyHKT MakeTbl aKCNepTU3bl.
OTkpoeTca cTpaHuLa MakeTbl 3KCnepTU3bl.

B naHenn Manku BoiGepuTe npasuso.

OTKpoeTcH CTpaHuLa npaswuna.

an/IMe‘-IaHVIe. ,D,J'IFI MoncCKa rnpasnia Bbl MOXeTe NCIMOJIb30BaTb CI)I/IJ'IpraLI,IMO 06BHEKTOB.

Haxmunte

OTkpoeTcH cTpaHuLa PegakTupoBaHMe npaBuia Hopmanusauuu: <HassaHue npaBuna>.
VIameHunTe kog npaBuna.

Ecnun HyHO, n3ameHnTe napameTpbl NpaBunia.

HaxmunTte kHornky COXpaHUTD.

I'Ipanmo HOpMann3aunmn N3mMmeHeHo.
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16.8. HacTpouka arperauum coobiTniA

Arperauns cobbITuin Ansg 06beguHeHNS OOHOTUMHbBIX HOPMaIN30BaHHbIX NN KOPPENALMOHHbIX
COObITUN B OQHO arpernpoBaHHOE CO6bITME BbIMOIHAETCS MO CO3AaHHbIM 3apaHee npasuiam.
MoppobHee 0 HanucaHuMK NpaBwna arperauny cM. PykoBoacTeo paspaboTtynka MaxPatrol SIEM.

MpaBuna arperauuy 6biBalOT CTaHAAPTHBIMY 1 Monb3oBaTenbckumy. CTaHgapTHbIE NpaBuna
arperaunmn paspaboTaHbl cneynanncTamm no nHbopmaumnmoHHon 6esonacHoct Positive
Technologies 1 He MOryT 6bITb N3MEHEHbI. Bbl MOXeTe NpocMaTpuBaTh CTaHOAPTHbIE NpaBuna
arperaunm 1 KonmpoBaTb KX 49 CO30aHNs Nob3oBaTeNbCknx npasws. [Nonb3oBaTenbckne npasuia
arperauunm Bbl MOXeTe co3faBaTtb, U3MEHHTb, KONMpPoBaTh 1 yaanaTb.

MpaBuno arperauuy MMeeT cregytoLre napameTpbi:

— CUWCTEMHOE Ha3BaHMe — [OMKHO COBMagaTh C Ha3BaHVEM, yKa3aHHbIM B Kofe npasuna B
onpekTuBe aggregate, n 6yoeT coBnagaTb C Ha3BaHMeM dalina npasuna (MOXeT COCTOATb 13
6yKB naTmHcKoro andasuTta, Lndp, 3HaKoB NOAYEPKNBAHNS 1 TOYKN, [OHKHO HaUMHaTbLCS C
NPOMUCHON BYKBbI);

— nankKa — narka nin nakeT aKCnepTun3bl OANnd XpaHeHnd rpasusia B b[;

— Habop N5 yCTaHOBKYM — Habop 06BHEKTOB, B COCTaBe KOTOPOro NpaBuio 6yaeT ycTaHaBIBaTbCS
B MaxPatrol SIEM (npaBuno MmoxeT 6biTb [O6aBNeHO O4HOBPEMEHHO B HECKOMbKO HAabopoB);

— MOXeT MMeTb onncaHme Ha pycCckKom mnnmn aHTNINNCKOM 93bIKE;

— MpaBWIO NoKannsaunm — NPaBnio, COrnacHO KOTOPOMY C COBbITUSMI, arpernpoBaHHbIMI MO
npasuny, B Be6-uHTepdence MaxPatrol SIEM cBs3biBaeTCa onpeneneHHoe onncaHne Ha
PYCCKOM VAN aHINACKOM 93bIKe.

B aTom pa3pene

CospgaHue npaBuna arperaunn (cm. pasgen 16.8.1)

KonuposaHne npaswna arperauun (cm. pasaoen 16.8.2)

VismeHeHne npaBuna arperaunn (cm. pasgen 16.8.3)

CM. TaKkxke

CrtpaHuua «llakeTbl akcnepTun3bl» (M. pasaen 5.4)

16.8.1. CospaHune npaBunia arperauum

> YT06bI CO30aTb HOBOE MPABIO arperauni:

1. B rnaBHOM MeHIo B pa3nefie <HasBaHue 6a3bl gaHHbIX> Bbi6epuTe MyHKT C
rnosib3oBaTenbckon b,

2. B rnaBHom meHio B paznene SIEM BoibepuTe nyHKT MakeTbl 3KCNepTU3bl.

OTkpoeTca cTpaHuLa MakeTbl 3KCNepTU3bl.
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7.
8.

B naHenun MHCTpPYMEeHTOB HaxmuTe KHornky Co3aaTh 1 B paCKpPbIBLLEMCS MeHIO Bbibepute
nyHkT MpaBuno arperauum.

OTkpoeTcq cTpaHuLa HoBoe npaBuno arperauum.
BBenuTe kop nNpasusa.
B none CucteMHoe Ha3BaHMWe BBefTe CCTEMHOE Ha3BaHMe npasusa.

B packpbiBatowemcs cnucke Manka BbiGepuTe nanky Uam nakeT aKCnepTu3bl AN XpaHeHns
npasuna B B[,

MpumeuaHue. Bbl MoxeTe 006aBUTb NPaBuio B HAGOPbI A1 YyCTaHOBKM, YCTaHOBUB riaXKu
HaNpPOTWB Ha3BaHWin HAGOPOB B packpbiBatoLLeMcs crricke Habopbl Ans yCTaHOBKM, a Takxe
BBECTM 060 TEKCTOBbIN KOMMEHTapuii B none Onucanue (pycckui).

Ecnn HY>XHO, MO KHOmMKe ﬂ.oGaBuTb cospanTe npasuia nokannsaunn.

HaxmunTte kHonky CoOXpaHUTD.

[NpaBwnio arperaunm cosnaHo.

16.8.2. KonnpoBaHne npaBuia arperauunum

> YT06bI cKonnpoBaTb npaBWIO arperaunn:

1.

B rnaBHOM MeHI0 B pasnene <HasBaHue 6a3bl gaHHbIX> BbI6epUTE NMYyHKT C
rnonbsoBaTenbckon B[.

B rnaBHoM meHio B pasnene SIEM Bbibepute nyHKT MakeTbl 3KcnepTUsbl.
OTkpoeTca cTpaHuLa NMakeTbl 3KCNEepTU3bl.

B naHenn Mankwm BbibeprTe npaBusio.

OTKpoeTcy cTpaHnLa npaswuna.

MpumeuaHwue. [1ns noncka npasuna Bbl MOXETe NCNonb30BaTh GUIbTPaLNI0 06bEKTOB.

Haxmute

OTkpoeTcq cTpaHuLa HoBoe npaBuno arperauum (Ha ocHoBe <HasBaHue
OpUruMHanbHOro npasunas).

Ecnn HyXHO, n3meHunTe napameTpbl Npasusia.

HaxnmunTte kHornky COXpaHUTD.

I'Ipanmo arperagmnm cKonmpoBaHo.
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16.8.3. IsmeHeHne npaBuna arperaunmn

>  YT06bl N3MEHNTb NONb30BaTEIbCKOE npaBwno arperaunin:

1. B rnaBHOM MeHIo B pasfene <HasBaHue 6a3bl faHHbIX> Bbi6epUTe MYHKT C
nonb3oBaTenbckon B/,

2. BrnaBHom meHto B pasgene SIEM Boibepute nyHKT MakeTbl 3KcnepTu3bl.
OtkpoeTca cTpaHuLa NMakeTbl 3KCNEepTU3bl.

3. B naHenu Manku BbiGepuTe NpaBuslo.
OTkpoeTcd cTpaHnLa npaBuna.

MpumeuaHwue. [1n9 noncka npaswnia Bbl MOXeTE UCMONb30BaTb GUAbTPALNI0 O6BHEKTOB.

4. Haxmute
OTkpoeTca cTpaHuua PepgakTupoBaHue npaBuna arperauuu: <HassaHue npasuna>.
5. MNameHuTe Kog npaBwuna.
6. Ecnn HyXHO, nsmeHmnTe napameTpbl NpaBusa.
7. HaxmunTe kHonky CoXpaHUTb.

I'Ipanmo arperauun n3ameHeHo.

16.9. HacTpouika oboraleHmns cobbITUN

O6oralueHne cobbITIN BbINOMHAETCS NO CO3AaHHbIM 3apaHee npasBuiam. [pu oboraieHnn nons
HOPMasIN30BaHHbIX, arPernpoBaHHbIX I KOPPENSLMOHHBIX COBbITII 3aMONTHAOTCS AaHHbIMUY,
yKa3aHHbIMU B NpaBuie o6oralleHns Uam noy4YeHHbIMN 13 TabnnyHbIX cnnckoB. MNogpobHee o
HanmcaHun Npasun oboralleHns cm. PykoBoacTso paspaboTtymka MaxPatrol SIEM.

MpaBnna oboraleHns 6biBaloT CTaHAAPTHBIMU U Nonb3oBaTenbckuMu. CTaHgapTHbIE NpaBuna
oboralleHuns paspaboTaHbl creynancTamm no nHdopmaunoHHon 6esonacHocTn Positive
Technologies 1 He MoryT 6bITb N3MeHeHbI. Bbl MOXeTe npocMaTpuBaTh CTaHOAPTHbIE NpaBuna
oboralleHns 1 KonnpoBaTb UX 419 CO3AaHMS MoMb3oBaTeNnbCKux npasui. [Nonb3oBaTenbckune
npaBusia Bbl MOXETE cO30aBaTb, U3MEHSTb, KONMPOBaTb 1 yAansTb.

MpaBwno o6oralleHrs MMeeT cnefyioLine napameTpbi:

— CUCTEMHOe Ha3BaHne — JOMKHO CoBMafaTh C Ha3BaHVeM, ykasaHHbIM B Kofe npasuia B
onpekTuee enrichment, n 6ygeT coBrnagaTb C HasBaHMeM dalina npasuia (MOXeT COCTOSTb 13
6yKB naTuMHCKoro andasuTta, Undp, 3HaKoB NOAYEPKNBAHNS 1 TOYKN, [OKHO HAaUMHATbLCS C
NPOMUCHON BYKBbI);

— NankKa — nanka i nakeTt aKCrnepTn3bl oJid XpaHeHn4 npaBisia B b[;
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— Habop ans yCTaHOBKM — Habop 06bEKTOB, B COCTaBe KOTOPOro NpaBuio 6yaeT ycTaHaBIBaTbCS
B MaxPatrol SIEM (npaBuno MmoxeT 6biTb [O6aBNeHO O4HOBPEMEHHO B HECKOMbKO HAabopoB);

— MOXeT MMeTb onncaHme Ha pycCckKom nnmn aHTNINNCKOM 93bIKe.

B aTom pa3pene

CospaHne npaBuna oboralleHns (cm. pasgen 16.9.1)

KonunposaHune npasunia o6oraleHuns (cm. pasgen 16.9.2)

VIameHeHne npaBnna oboratleHns (cm. pasgen 16.9.3)

CM. TaKkke

CrtpaHuua «llakeTbl akcnepTunabl» (M. pasnen 5.4)

16.9.1. Co3gaHue npaBwia oboralleHns

> YT106bl CO30aTb npasuno oboralleHns:

1.

7.

B rnaBHOM MeHI0 B pasaene <HasBaHue 6a3bl faHHbIX> BbI6epUTe NYyHKT C
rnosib3oBaTenbckon b,

B rnaBHoM meHio B paznene SIEM Bbibepute nyHKT MakeTbl aKCcnepTU3bl.
OTkpoeTca cTpaHuLa MakeTbl SKCNEepTU3bL.

B naHenn nHCTpyMeHTOB HaxmMuTe KHoMKy Co3aaTh 11 B pacKpbIBLUEMCS MEHIO BblibepuTe
nyHKT MpaBuno o6oraweHus.

OTkpoeTca cTpaHnua HoBoe npaBuno o6oraweHums.
BBegunTe kog npasuna.
B none CuctemMHoe Ha3BaHMe BBeUTe CICTEMHOE Ha3BaHWe npasuna.

B packpbiBatoemcs cnivicke Manka BoibepuTe nanky wuin nakeT akcnepTusbl 4N XpaHeH s
npasuna B B[,

MpumeuaHwme. Bbl MoxeTe 006aBUTb NPaBUio B HAGOPbI 41 YyCTaHOBKM, YCTaHOBUB $riaxkKu
HanNpPOTNB Ha3BaHWIN HA6OPOB B packpbiBaloLLeMcs criicke Ha6opbl AN yCTaHOBKM, a Takxe
BBECTM 060 TEKCTOBbIN KOMMEHTapuin B none Onucanue (pycckum).

HaxmunTte kHonky CoXpaHUTb.

MpaBuno oboralleHns co3gaHo.
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16.9.2. KonnpoBaHune npaBuia ob6oralleHund

> YT06bI cKkonunpoBaTb npasuio oboralleHuns:

1.

6.
7.

B rnaBHOM MeHIo B pasfene <HasBaHue 6a3bl faHHbIX> Bbi6epUTE MNYHKT C
nonb3oBaTenbckon B/,

B rnaBHoM meHio B pasnene SIEM Bbibepute nyHKT MakeTbl 3KcnepTUsbl.
OtkpoeTca cTpaHuLa NMakeTbl 3KCNEepTU3bl.

B naHenn Mankwm BbibepnTe npaBuso.

OTKpoeTca cTpaHuLa npaswuna.

MpumeuaHwue. [1n9 noncka npaswnia Bbl MOXeTE UCMONb30BaTb GUAbTPALNI0 O6BHEKTOB.

Haxmute

OTkpoeTca cTpaHuLa HoBoe npaBuno o6oraweHus (Ha ocHoBe <HasBaHue
OpUrMHanbHOro npaBunas).

Ecnu HyXHO, n3MeHnTe napameTpbl Npasusa.

HaxmunTte kHonky CoXpaHUTb.

MpaBuno o6oraleHns ckonmpoBaHo.

16.9.3. IameHeHne npaBuna oboralleHmns

>  YT06bl NI3MEHNTH NOJSIb30BATENbCKOE npasuio oboralleHus:

1.

6.
7.

B rnaBHOM MeHIo B pasfene <HazBaHue 6a3bl faHHbIX> Bbi6epuTe MNYHKT C
rnonb3oBaTtenbckon B[I.

B rnaBHoM meHio B pasaene SIEM Bbi6epute nyHKT MakeTbl aKCNepTU3bl.
OTkpoeTca cTpaHuLa MakeTbl 3KCnepTU3bl.

B naHenn Manku BoiGepuTe npasuso.

OTKpoeTcH CTpaHuLa npaswuna.

an/IMe‘-IaHVIe. ,D,J'IFI MoncCKa rnpasnia Bbl MOXeTe NCIMOJIb30BaTb CI)I/IJ'IpraLI,IMO 06BHEKTOB.

Haxmunte

OTkpoeTca cTpaHnLa PegakTupoBaHue npaBuna o6oraweHus: <HasBaHue npaBunas.
VIameHunTe kog npaBuna.

Ecnun HyHO, n3ameHnTe napameTpbl NpaBunia.

HaxmunTte kHornky COXpaHUTD.

I'Ipanmo o6oralleHns N3MeHeHo.
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16.10. HacTpowvika koppenauumn coobiTniA

Koppensuns cobbIiThii BbINOSIHAETCS MO Co3AaHHbIM 3apaHee npasunam. B ycnosum npasuna
Koppenauumn ykasblBaeTcst MoCefoBaTeNbHOCTb COBbITUI, KOTOPAas ABMASETCS NPU3HakoM COBbITNS
nHdopMaLoHHON 6e3onacHoCTU. [Mpun 06HapyXXeHUN B MOTOKE COBbITII TaKon
NMocC/ieqoBaTeIbHOCTY PErCTPUpYeTCs KOppenaunoHHoe cobbiTie. NoapobHee 0 HanMcaHnn
npaswn koppenauumn cMm. PykoBoacTBo paspaboTyrka MaxPatrol SIEM.

MpaBuna koppenauumn 6biBaloT CTaHOAPTHBIMU 1 Nofb3oBaTensckumu. CTaHgapTHbIe NpaBuia
Koppenauumn paspaboTaHbl creumanncTaMmim no MHGopmaLmoHHon 6esonacHocTu Positive
Technologies 1 He MoryT 6bITb U3MeHeHbI. Bbl MOXeTe npocMaTpuBaTh CTaHOAPTHbIE NpaBuna
Koppenauum n KonnmpoBaTb UX AN1g co3aaHng Nonb3oBaTenbCcKux npasun. lNonb3oBaTensckne
npaswia KOppensgumm Bl MOXeTe co3aaBaTb, U3MEHSATb, KOMMPOBaTb 1 YAandThb.

I'Ipanmo Koppendaunn nvieet crenyloune napameTpbl:

— CUCTeMHOe Ha3BaHe — [O/KHO CoBMaaaTh C HasBaHMeM, ykadaHHbIM B KOAe npasiina B
anpekTrBe rule, n 6yoeT coBrnaaaTh C HasBaHMeM dalina npasuna (MoXeT COCTOATb 13 BYKB
naTHCKOro andasunTa, Undp, 3HAaKOB MOAYEPKNBAHNS 1 TOYUKY, OSIKHO HAUMHATBLCS C MPOMUCHOA
6YKBbI);

— Nanka — nanka i nakeTt 3KCrnepTn3bl oJid XpaHeHn4 npaBisia B BbL;

— Habop A5 yCTaHOBKN — Habop O6bEKTOB, B COCTaBe KOTOPOro npaBmio 6yaeT ycTaHaBNMBaTbCS
B MaxPatrol SIEM (npaBusiio MoxeT 6biTb 4O6aBNEHO OLHOBPEMEHHO B HECKOBKO HabopOB);

— MOXET UMETb ONMcCaHNe Ha PYCCKOM WA aHI INACKOM S3bIKE;

— MpaBWIOo NoKannsaunn — NPaBnio, CornacHO KOTOPOMY C KOPPENALNOHHBIMI COBbITASMU,
3aperncTprnpoBaHHbIMK NO Npasuny, B Beb-nHTepderice MaxPatrol SIEM cega3biBaeTcs
onpegeneHHoe onncaHne Ha PycCKOM UM aHrNACKOM S3biKe.

B aTom pa3pene

CozpaHue npasunia koppengaunn (cm. pasgen 16.10.1)

CospgaHue npaBuna Koppenauun B pegaktope koga (cm. pasgen 16.10.2)

KonuposaHune npaswuna koppensaunn (cm. pasgen 16.10.3)

VismeHeHwne npasuna koppenauun (cm. pasgen 16.10.4)

Cm. Takxe

CTtpaHunua «[NakeTbl akcnepTu3sbl» (cMm. pasgen 5.4)
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16.10.1. CospaHune npaBuia Koppensaumn

> UYT06bI CO3MaTb NPaBUIO KOPPENILIN:

1.

N o o &

8.

B rnaBHOM MeHIo B pasfene <HasBaHue 6a3bl faHHbIX> Bbi6epUTE MNYHKT C
nonb3oBaTenbckon B/,

B rnaBHoM meHio B pasnene SIEM Bbibepute nyHKT MakeTbl 3KcnepTUsbl.
OtkpoeTca cTpaHuLa NMakeTbl 3KCNEepTU3bl.

B naHenun MHCTpYMeHTOB HaxmuTe KHornky Co3aaTh 1 B paCKpbIBLLEMCS MeHIO Bbibepute
nyHkT MpaBuno koppensuuu.

OTtkpoeTca cTpaHnua HoBoe npaBuno Koppensuum.
HacTponTe napameTpbl NpaBuia Koppensauuu.
HacTpownTe ycnoBune koppenauum.

Ecnun HyXHO, HaCTponTe KOppenaunoHHoe cobbiTue.
Ecnn HyXHO, HaCTponTe AOMNOMHNTENbHbIE OENCTBUS.

MpumeuaHme. Mo kHorke MpeaBapuUTenbHbIA NPOCMOTP Bbl MOXETE NOCMOTPETb KOf,
NoNy4yMBLUErocs npasna KOppPensumni.

HaxmuTte kHonky Co3paTh.

HauHeTcsa npouecc Banupauunn. Mo 3aBeplueHny Banungauuy 6yaeT co3naHo HOBOE NpaBiiio
Koppenauunn.

B aTom pa3pene

HacTpoiika napameTpoB npasunia koppensauun (cm. pazgen 16.10.1.1)

HacTpoiika ycnosug koppenauun (cm. pasgen 16.10.1.2)

HacTpolika koppensaunoHHoro cobbitus (cm. pasgen 16.10.1.3)

HacTpolika gononHnTenbHbiX gencTteuii (cm. pasgen 16.10.1.4)

16.10.1.1. HacTpoika napameTpoB npasunia koppenauunm

> YT06bI npwn co3gaHnnm npaBWia Koppendunmn HaCTponTb ero napameTpbl.

1.

2.

B neBoin yacTn okHa Bbi6epuTe MapamMmeTpbl NpaBuia KOppensuuu.
B none HasBaHue BBeguTe Ha3BaHe npasuna.

MpumeuaHue. B none OnucaHmne Bbl MOXeTe 006aBUTb /TI060 TEKCTOBbLI KOMMEHTapWi Ha
PYCCKOM 11 @aHI[INACKOM S3blKaX.

Ecnun no npaBuny Koppensauum pernctpupyeTca MHUNAEHT, BbiGepuTe TN KOpPenaunoHHoro
cobbiTng — incident.
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4. Ecnn HYXHO, N3MEHNTE BaXHOCTb KOPPENALVIOHHOIO COBbITHS.

5. Ecnu HyxHo, BbibepuTe Opyryio nanky uiv nakeT SKCnepThabl AN XpaHeHns npasuna B
packpblBatoLLemMcs crncke Manka.

MpumeyaHue. Bbl MoxeTe ykasaTb Ha6op AJ19 YCTaHOBKM, B KOTOPbIE HYXHO f06aBUTb
NpaBIo, yCTaHOBUB driaxku B packpbiBalowemcs crivicke Ha6opbl Ans ycTaHOBKM.

6. Ecnu nyxHo, B naHenn KaTeropusaaums c nomMolLLbio pacKpblBaOLWXCSA CANCKOB
category.generic, category.high, category.low ykaxuTte kateropum KoppensLmoHHOro
cobbITUS.

Bbl moxeTe BbI6VIpaTb peKkomMmeHgoBaHHble 3Ha4YeH4 N3 CMNCKOB 11 BBOOWTb MPON3BOJIbHbIE
3Ha4YeHun4q.

Mocne HaCTPOIKN NapamMeTPOB NMpaBusia Hy>XHO HaCTPOUTb YCIOBIE KOPPEeNaLnn.

16.10.1.2. HacTpowka ycnoBus Koppenaumn

Mpw cosgaHny NpaBwia KOppenaunm BaM HyXXHO HAaCTPOWTb YCOBMe, NP BbINOMHEHU KOTOPOro no
npaeswny Koppensuumn 6yaet perncTprpoBaTbCs KOPPenaumoHHoe cobbiTie. YCnoBue Koppensumm
COCTOUT 13 MOCNefoBaTe/IbHOCTI COBbITUN 1 MHTEPBana BPpeMeH, 3a KOTOPbIA 3TN COBLITUS OOKHbI
6bITb NnonydeHbl MaxPatrol SIEM. [1ng cocTaBneHns nocneqoBaTeNbHOCTN COBbITUN HYXHO yKasaTb
Tunbl cobbiTuin (A, B, C...), U3 KOTOPbIX OHa COCTOUT, 1 MOPSAoK NocTynneHus nx B MaxPatrol SIEM.
Twun cobbITUS onpepenseTcs ycnoBrem 0Téopa CobbITI Cpean N3 BCex COBbITUN, MOCTYNaoLWmnX B
MaxPatrol SIEM, n Tpe6oBaHnem o NOSIBAEHNN 3TOro CO6bITUS B MOC/1€A0BaTENbHOCTN.

> YTO6bl Npy co3paHn NpaBuia KOPPensaunm HaCTPOUTb YCOBUE KOPPENSaLMNA:
1. B neBoit yacTu cTpaHuLbl BoibepuTe YCNnoBue Koppensauum.

2. Bnone CcnpaBa OT 3arosioBka Tunmna CO6bITNS BBEAMTE Ha3BaHNE COBbITUS.

3. B packpbiBatoemcs crnvcke Bbibepute TpeboBaHe O MOSIBEHNN 3TOrO TUMa CobbITUA B
rnocrnenoBaTelbHOCTI:

+ eCNni coBbITNS He O0/KHbI NOSBNAATLCS B Noc/iefoBaTebHOCT — He gosmkHo I'IpOIII3OI7ITI/I;

« €Cn COBbITUS AOMKHbI MOSBUTLCS B NOC/iefoBaTebHOCT — [LO/MKHO NPOU30NTH (B nose
cnpaBa OT Crcka BBeANTE YNCIO NOSIBAEHWI COBbITUIA Noapsa).

+ ©CIN COBbITUS AOSIKHO MOSBUTHCS B MOCNEQ0BaTEIbHOCTY ONpeaeneHHoe Yo pas, Ho C
Pa3sHbIMU 3HAYEHNSMI yYKa3aHHOMo Nons — [LoMKHO NPOM3OUTHN C pa3HbIMU 3HAYEHUSIMM
nonew (B noJsie cnpaea OT CMCKa BBEAMTE YNCNO NOSIBIEHNI COBbITU NOAPSL, B
pacKpbIBalOLLEMCS CrNCKe BbibepuTe Mo, 3HaUYeHNs KOTOPbIX OKHbI pas3nnyaTbes B
COBbITUSIX).

4. HacTpoliTe ycrnoBue oT6opa ang Tuna cobbITui (CM. HUXe).

YcnoBue oT60pa cCobbITUS MOXET COCTOSTb 3 HECKOSBbKUX YCOBUIA, 06 befNHEHHbIX
norundecknmmn onepatopamu U, NJTA.
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MpumeuaHwue. Bbl MoxeTe yoannTb ycnosue (v 610K YCNOBWIA), HaxaB CripaBa OT Hero n
Bbl6paB B packpbIBLLEMCS MEHIO MyHKT YAanuThb.

5. Ecnu HyxHo, Lo6aBbTe COBbITUS OpYriX TUMOB Mo ccbinke [lo6aBUTb co6biTHe.

6. ECnn HyXHO N3MEHNTb BPeMs perncTpaumny nocneqoBaTesibHOCT COBbITUR, N3MEHNTE ero no
ccblfnke B 6/10Kke NapameTpoB YcnoBue Koppensiumu.

7. Ecnn HyXHO N3MeHNTb TpeboBaHne K TUnam CobbITUIA MOCefoBaTeNbHOCTN (€CNN B
nocfieqoBaTeNbHOCTI yKasdaHbl HECKOMbKO TUMOB COBbITUI), BbIGEpUTE HyXHOe TpeboBaHue B
CrnCKe, pacKpblBatOLLEMCS MO CCbISIKE.

anIMel-IaHVIe. Bbl MOXeTe MmeHaTb nopsaaokK CcobbITNIA [Pa3HbIX TUMOB B NocsieoBaTe/ibHOCTH,

HaxaB CrpaBa OT 3arosioBka CO6bITUS 1 BbIGpaB B PaCKpPbIBLUEMCS MEHIO MYyHKT
MepemecTutb BBepX 11 NepemecTUTb BHU3.

8. B 6noke napameTpoB YcnoBusi o6beanHEeHUs cobbITUM [N BCeX [O6ABNEHHbIX TUMOB
CO6GbITUI B PaCKPbIBAIOLLNXCS CANCKaX BblbepuTe Nons, Mo 3HaYEHNSAM KOTOPbIX COBbITAS
OyayT 06beNHATLCS B rpyMnbl.

Co6bITS ¢ 0AMHAKOBbBIMUN 3HAYEHUSIMI YKa3aHHbIX MPY CONOCTaBAEHN Noein
06bEeOVHSIOTCS B FPYMMbl, BHYTPU KOTOPbIX COCTaBASIOTCS NOCNEA0BaTENbHOCTY COBbITUN
yCIoBUS KOPPENILIN.

9. Ecnu HyxHO, fo6aBbTe COnocTaBeHmne nosel cCobbiTuin No KHomnke [JJo6aBUTb.

HacTpoliika ycnoBus otéopa cobbiTUii C NOMOLLbIO MaKpoca

> YT06bl MCNONB30BaTb FOTOBOE YC/I0BME OTBOPa COBLITUIA 3 MakKpoca:
1. [o6aBbTe 610K NapamMeTpoB A1 HACTPOWKN YCNOoBUS 0T60pPA:

+ €C/IN HYXHO [,06aBNTb YCOBME C NornyeckmM onepatopom 1, no ccoinke lo6aBuTb
ycnoBue ans cobbiTUS B pacKpbiBaloLeMcs cricke Boibepute Makpoc;

+ €CNIN HYXHO 006aBNTb NepBOE YCNOBKE NN YCNOBKE C Nornyecknm onepatopom UK,
HaxmMuTe KHornky [lo6aBuTb 610K yCNOBUIA AN COBbITUS 11 B PACKPbIBLLEMCS CMINCKE
BbibepnTe Makpoc.

2. B nogBumBLUEMCS NOME HAXMUNTE
3. B OTKpPbIBLLEMCYH OKHE B NEeBOI KONTOHKe Bbl6epI/ITe MEeTKY Ui rpynny meTok makpoCOB.

B LeHTpanbHOM KONMoHKe NoSBATCS MakpOoChl, AN KOTOPbIX YCTaHOBNEeHa Bbi6paHHas MeTka
NIV OfHa N3 METOK B BbIGpaHHOI rpynne.

4. B ueHTpanbHoOM KONOHKe BblIbepuTe Makpoc.

5. HaxmwuTte kHorky Bbi6paTb.
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HacTpoiika 3anpoca B TabIMYHbIN CNMCOK

> YT06bI NCMOMb30BaTh B YC/OBMM 0T60pPa COBbLITUI 3anpocC B TabANYHbIA CRINCOK:
1. [Jo6aBbTe 650K NapaMeTpOB A5 HAaCTPOWKK yCnoBus oTéopa:

+ €CNI HYXHO [06aBUTb YCNOBKE C flornyeckm onepatopom V1, no cebinke [lo6aBuTb
ycnoBue ans cobbiTUS B PaCKpbIBalOLLEMCS Crcke BbiGepriTe 3anpoc B Ta6NUUYHbINA
CMUCOK;

« €CIN HYXHO [06aBUTb NepBOe YCOoBMe UK YCoBMe C Norndeckm onepatopom V1M,
HaxmMuTe kHornky [lo6aBuUTb 610K YCNOBUWA AN COBbITUS 11 B PAaCKPbIBLLEMCS CMNCKe
Bbi6epunTe 3anpoc B Ta6/IUYHbIA CNUCOK.

B packpbiBatoLleMcs crimcke Bbi6epuTe TabamnyHbIi CrNCcok.
Mo ccbinke BbiGepuTe B packpblBatoLLEMCS CriMcke TpeboBaHMe K yCoBUSM 3anpoca.
B packpbiBatoliemcs cnincke KonoHka TabnmuHoro cnucka BbibepriTe Ha3BaHe KOMOHKM.

B nogsuBLuemcs packpbiBalOLLeMC4 Crincke Bbl6epI/ITe NOrNYecKunin onepartop.

o oA W N

YKaxXunTe NCTOYHUK 3HAYEHNs s CpaBHeHWNA CO 3Ha4YeHneM B KOJIOHKe:

« ©C// HYXHO yKa3aTb 3HaYeHe A519 CpaBHEHS, BBeAUTE ero B noJsie, Noasnsoeecs no
ccblike 3HavyeHue;

* €CJ1N HY>)KHO CpaBHWUTb C 3Ha4YeHnem nosg nosyvYeHHoro cobbITNS, Bbl6epI/ITe 3TO none B
packpbiBalOLWeMCH Crnncke, nogasngdolemMyCcd rno CCbliike 3HaueHue 13 nons.

7. Ecnn HyXHO yKasaTb yCroBuMe 415 Opyron KOTOHKN, B packpbiBatowemcs cncke Kononka
TabNUYHOro cnucka Bbl6epunTe 3Ty KOMOHKY.

HacTtpownka ycnoBust ua cpaBHeHUs nonemn

> YT06bl HACTPOUTL YCNOBME OTHOPA N3 NoJIe MOSlyYEeHHOro COBbITUS:
1. [o6aBbTe 610K NapamMeTpoB A9 HACTPOWKN YCNOoBUS 0T60PA:

« €CIN HYXHO [,06aBNTb YCOBME C NornyeckM onepatopom V1, no ccoinke lo6aBuTb
ycnoBue ans cobbiTUS B PaCKpbIBaloLLEMCS Cricke Bbibepuite CpaBHeHUe Noneu;

* €CNIN HYXHO 006aBNTb NepBOe YCNOBKE NN YCNOBKE C Nornyecknm onepatopom UMK,
HaxmMuTe KHornky [lo6aBuTb 610K yCNOBUIA AN COBbITUS 11 B PAaCKPbIBLLEMCS CMINCKE
BbibepnTe CpaBHEHME Mosneun.

2. B packpbiBatowiemcs cnincke Mone cobbiTus BoiGepuTe Nnosie cobbiTUS.

MpumeyaHme. Bbl MoXeTe HacTPOWTb 06PaBOTKY 3HAYEHUS MO COBbITUS (M3MEHNTb
PErncTp, NPYMEHUTb PErYSPHOE BbIPaXeHE) Mo KHOMKe

3. B nosgsumBLuemcs pacKpbiBalOLLemMC4 Crincke Bbl6epI/ITe NOrNYecKunin onepartop.

4, YKaxunTe NCTOYHWK 3HaYeHNS ANs CpaBHeHNd CO 3Ha4YeHemM B none:
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* €CJIN HY)XKHO yKa3aTb 3Ha4eHune, BBeanTe ero B rnone, nogaBngolemMcyd no ccboike 3HaueHue;

e €CN HY>XXHO CPaBHUTb 3Ha4YyeHne C 3Ha4vYeHrnem rnongd cobbITng, Bbl6epI/ITe 3TO noJsie B
packpbliBalOLWEeMCH Cncke, NogBNgdloLWLEeMCH Nno CCblike 3HaueHue 13 nons.

HaCTpOﬁKa ycnoBusa n3 Kkoaga

>  YT06bl HACTPOUTL YCIOBME OTHBOPA COBLITUIA, NCMOSb3Ys 610K Kofa:
1. [o6aBbTe 610K NapaMeTPOB A1 HaCTPONKIN YCroBrS oT6opa:

« ©CIIN HYXHO [L06aBUTb YCIOBME C nornyecknm onepatopom W, no cebinke flo6aBuTb
ycnoBue ans cobbiTus B packpblBalolLeMcs cnincke Boibepute Bnok kopaa;

+ €C// HY>HO [06aBUTb NepBOe YCoBMe UK YCoBMe C Norndecknm onepatopom V1M,
HaxmMuTe KHornky [lo6aBuUTb 610K YCNOBUWA AN COBbITUS 11 B PAacKPbIBLLEMCS CMNCKe
Bbli6epuTe Brnok kopa.

2. B oTkpbiBLeecs none BBeanTe 610K KOfa YCoBUS.

16.10.1.3. HacTpowka KoppensaunoHHOro cobbiTns

Mpw cospgaHnm NpaBuia KOPPENSLN Bbl MOXETE HaCTPOWTb MpaBusia 3anoNHEHNS Heob93aTeNbHbIX
nonein KOpPPensLUNOHHOrO COBbITUS 1 MPaBIIO SIOKaNM3aLnmn KOpPenaUnoHHOro CoBbITHS.

> YTO6bl Npy co3paHn NpaBuia KOppPensaun HaCTPOUTb NpaBuia 3anosiHeHNs Nonen
KOPPEnAauMOHHOrO CObbITUS:
1. B neBoii yacTn okHa BbiGepunTe KoppensumoHHoe cobbiTue.

2. B 6noke napameTtpos KoppensiumoHHoe cobbiThe B paCcKpbIBalOLLEMCS CMCKe BbibepuTe
none KoppensLMoHHOro cobbITus.

3. YKaxuTe UCTOYHUK 3HAUEHUNS 19 3aMONHEHNS Mons (CM. HXe).

I'Ipmmeanme. Bbl moxeTe HaCTpOUTb NpaBuJ1I0 3anoJIHEHWS NOoNg KoppenaunoHHOro

CO6GbITNS B 3aBUCUMOCTI OT TUMNa noctynmBLlero COBbITNS, HaxaB cnpaBa OT Nonv n
Bbl6paB B pacKpbIiBLLEMCHA MEHIO MYHKT HGCTPOMTb B 3aBUCUMOCTM OT COBBITUS.

4. Ecnun HyXHO, HaCTpONTe 3anofIHeHNe Qpyrinx nonen KOppensaunoHHOro cCobbITug.

5. B 6noke napameTpos OnucaHne KoppensuMoHHOro cobbiTus B nose BBednTe onnucaHmne
Ha PYCCKOM $3blKe.

B TekcTe onncaHns cobbiTnS Bbl MOXETE NCMOMb30BaTb 3HAYEHNS Monei KOpPensaunoHHOro
CO6bITNS, yKa3aB 3T Nonsa B urypHbix ckobkax. Hanpumep, npu ncnonb3oBaHnun
{event_src.host} B onucaHun cobbiTng 6yaeT ykasaH IP-agpec nCTouyHmnka cobbiTus.

MpumeuaHwue. Bbl MoxeTe 006aBUTb ONMCaHne KOPPENSLUNOHHOrO COBbITUS Ha aHTINACKOM
a3blke Mo ccbinke [lo6aBUTb BApUaHT Ha aHINIMACKOM Si3biKe.
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HacTpoWka BBoga 3HaueHus nons

>  YTO6bl BBECTU 3HAYEHME MO KOPPENFLNOHHOIO COBbLITUS:
1. [lo ccbinke 3HaueHune OTKpoKTe Nnose ans Beofa.

2. BBeawuTe 3HauveHwue nons.

HaCTpOﬁKa 3anoJjiHeHuqa nongd gaHHbIMA N3 NONTYy4YEeHHOro cobbITnA

>  UYT06bI 3aMOMHNTD NOJie KOPPENSALNOHHOIrO COBbITUS AaHHBIMU U3 MOMYYEHHOO COBbITUS:
1. Tlo ccoinke 3HaueHue U3 nonsg oTkpolTe 650K NapamMeTPOB.

2. B UeHTpanbHOM pacKpblBalOLLEMCS CrNCKe Bbli6epuTe TN COBbITUS, AaHHBIMY N3 KOTOPOroO
OyLeT 3anonHATbCS none.

3. B npaBom packpblBaloWEeMCs Crcke BbiIGepuTe rnosie Nony4eHHoOro cobbiThs, aHHbIMUN 13
KOTOPOro 6yaeT 3anonHATbCS nore.

MpumeuaHume. Bbl MoxeTe HacTponTb 06paboTKy 3HAYEHUS NONS COBbITUS (M3MEHUTL

PEerncTp, NPYMEeHUTb PErynsapHOe BblpaxeHue) no KHomke

HaCTpOI‘/'IKa 3anosiIHeHUs Nons AaHHbIMW N3 TabNMYHOro cnucka

[ng nonyyeHns gaHHbIX U3 TabNMYHOMO CRMCKa HYXHO HacTpouTb 3amnpoc. Ecnn gnga sanncn
TabANYHOrO CMCKa YCOBME BbINMOMHAETCS, Mose KOPPENILUMOHHOro COBbITUS 3anoNHIEeTCS
OaHHbBIMW 3TOI 3anNnNCcK N3 yKasaHHOW KOMOHKMN.

>  UYT06bI 3aMOMHUTD NoJie KOPPENALNOHHOIrO COBbITUS AaHHbIMU N3 TabANYHOrO CrncKa:
1. TMo ccbinke 3HaYeHUe U3 TabMYHOro CnMcKa OTKPOUTe 610K NapamMeTpOB.
2. B packpbiBatoLiemcs cnvcke Bbibepute TabnnyHbIA CMCOK.
3. Tlo cchbifke BbibepuTe B packpblBaloLLEMCH Cncke TpeboBaHe K yCNoBUsSM 3anpoca.
4. B packpbiBatolemcs cnucke KonoHka TabnmuHoro cnucka Bbl6epriTe Ha3BaHe KOOHKM.
5. B nosiBmBLIEMCS pacKpbIBalOLLEMCS CRNCKe BbibepuTe Norn4yeckunin onepaTtop.
6. YKaxuTe NCTOYHWK 3HAYEHNS 019 CPaBHEHMS CO 3HAaUYEHNEM B KOJTOHKE:

+ @CNN HYXHO yKasaTb 3HaUeHve a9 CpaBHEHUS, BBeAUTE ero B nose, Nossnsiolleecs no
ccblfike 3HavyeHue;

e €CNN HY>XXHO CPaBHWNTb C 3Ha4yeHrem nongd nojiy4eHHoro CcobbITNS, Bbl6epI/ITe 3TO Nnone B
packpbliBaloLLeMCH Crnncke, NogBgdlolLEeMYyC4d Mo CCblike 3HaueHue 13 nons.

7. B packpbiBatowemcs cnucke KonoHka TabnnmuHoro cnucka Bbl6eprite Ha3BaHe KOOHKM,
OaHHBIMU N3 KOTOPOW 6yaeT 3aMno/IHEHO NoJie KOPPENSALUNOHHOro COBbITUS.
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16.10.1.4. HacTpownka 0ononHNTENbHbIX OENCTBUN

Mpw co3paHnm NpaBuia KOPPENSILN Bbl MOXETE HAaCTPOUTb 4O6aBNEHNEe 3annceli B TabANYHbIA
CMNCOK, yaaneHune 3anuncei naym o4ncTky TabamnyHoro cnmcka npu BolMoSHEHUN YCNOBUS
Koppensauum; BoinoSIHeHNe 610Ka Koga npwv NosyYeHn CoBbITUIA KaKoro-nnm6o Trna nuan npu
BbIMOJSIHEHUI YCMOBUS KOPPenauuu.

HNo6aBuTb 3anncb B Tab/INUYHbIA CNCOK MPW BbIMOMIHEHUMN YCIIOBUS
Koppensauumn

> YT06bI HaCTpOuTb 3arnuncb B TabMYHbIA CMINCOK rnpwn BbIMOJIHEHNI YCITOBUYA KOppenaunn:

1. B neBoi yacTu okHa Bbi6epuTe [lonoNHUTENbHbIE AEeACTBUS.

2. B 6noke napameTpoB [leMCTBUS NPU perucTpaumm KOppensiuMoHHOro cobbiTUS HaXMmunTe
kHonky [lo6aBUTb 1 B packpbIBLUEMCS CrincKe BbibepuTe BeTaBka 3anucu B Tab/IMUHDINA
CMUCOK.

3. B packpbiBatolemcs cnvicke BbibepuTe TabnuHbIA CrCOK.
4. [1ns Kaxgol KOMIOHKM YKaXnTe NCTOUYHIK 3HaUYeHNs 19 BCTaBKUA:
« ©CNIN HYXHO yKasaTb 3HaUeHe, BBeANTe ero B Nosie, OTKPbIBalOLLIEeCs Mo CCbifike 3HaUeHue;

e €CNN HY>XXHO BCTaBWTb 3Ha4YeHmne N3 rnosg cobbITnS, Bbl6epl/|Te OTO noJe B Crnncke,
packKpbliBaloLLEeMC4H No CCbliike 3HaueHue 13 nons.

yn,anl/ITb 3anncu U3 TabIMYHoOro cnmcka npu BbiNOJIHEHNN yCNOBUA
Koppenauuun
> YT06bl HACTPOWUTL yOaseHre 3anncel, COOTBETCTBYIOLLNX YKa3aHHOMY YCOBUIO, N3 TabNYHOro
crnuncka npu BbiMOIHEH YCNOBUS KOPPENSLNIA:
1. B neBoi YacTu okHa Bbi6epuTe [lonoNHUTEIbHbIE AEeACTBUS.

2. B 6noke napameTpoB [leicTBUS NPMN perucTpauun KOppensiLMoOHHOro cobbITUsl HaXMUTE
kHornky Jlo6aBuTb 11 B pacKpbIBLLEMCS CMCKE BbibeprTe YaaneHue 3anucemn us
TabnnMyHoro cnucka.

3. B packpbiBatoLiemcs cnvcke Bbi6epuTe TabuHbIA CrCOK.

4. Ecnn Tpe6yeTc9|, n3veHunTe TpeGOBaHI/Ie K'ycnoBugam B Crimcke, packpbiBatoemMcd no Ccchljike
BbIMOJIHAETCS XOTS 6bl OAHO U3 yCﬂOBVIFI.

5. B packpbiBatoemcs cnvicke KonoHka TabnuyHoro cnmcka Bbl6epute KOMOHKY.
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OuncTUTbL TAabNMNYHBIA CNUCOK NMPM BbINO/IHEHUMN YC/IOBUS KOppenauum
> YTo6bl HAaCTPOUTb yAaNneHve BCcex 3anncei 13 TabnmyHoro Cncka npu BbINOAHEHNI YCNOBIS
Koppensauuu:

1. B neBoii yacTn okHa BbiGepunTe [lonoNHUTENbHbIE AeUCTBUS, HaxMuTe KHornky [lo6aBuTb 1
B packpbIBLLUEMCS crcke BbibepuTe OuncTka TabnMyHOro cnucka.

2. B packpbiBatoLiemcs cnvncke Bbibepute TabnnyHbINA CrMCoK.

BbinonHUTb 6510K KOpga Npu Nosly4eHUn OQHOro N3 oTo6paHHbIX
cobbITUN

> YT06bl HACTPOUTDL BbIMOSHEHME 6/10Ka Kofa Npu MONyYeH OGHOIo N3 OTOBPaHHbBIX COBbITUIA
1. B neBoi yacTu okHa Bbi6epuTe [lononHUTENbHbIE AEeACTBUS.

2. B 6noke napameTpos [leMcTBUS NpU nosiBNeHun cobbiTua <HasBaHue cobbiTusa>
HaxmuTe KHorky [lo6aBuUTD.

3. B OTKpPbIBLUeeCHd noJsJjie BBeanTe 6nokK kofa.

BbINONMHUTL 6710K KOAa NPy BbINONIHEHUMN YCITOBUS KOPPEenauum

> YT06bI HACTPOUTL BbINMOSIHEHNE 610Ka KOAa MPW BbINMOHEHNN YCIOBUS KOPPENSLIAN:

1. B neBoii yacTn okHa BbiGepunTe [loNoNHUTENbHbIEe AeUCTBUS HaXMITe KHOMKY [lo6aBUTb 11
B packpbIBLLUEMCS cricke BbibepuTe Bnok Kopa.

2. B oTKpbiBLLEeCs none BBeauTe 610K Koaa.

16.10.2. Co3pgaHune npaBuna Koppenaunn B pegaktope koga

> YT06bI CO30aTb NPaBUIO KOPPENALIN:

1. B rnaBHOM MeHI0 B pa3nesnie <HasBaHue 6a3bl faHHbIX> BbI6epuTe MyHKT C
rnosib3oBaTenbckon b,

2. B rnaBHOM MmeHIo B pasgene SIEM Bbi6epuTe nyHKT MakeTbl 93KCNEepTU3bl.
OTkpoeTca cTpaHuLa NMakeTbl SKCNEepPTU3bL.

3. B naHenn nHcTpymMeHTOB HaxmuTe KHomKy Co3aaTh 11 B pacKpbIBLUEMCS MEHIO BbiGepuTe
MpaBuno Koppensuuu (B pegakTope koaa).

OTKkpoeTca cTpaHuLa HoBoe npaBuno Koppensuuu.
4. BsepguTe ko npasuna.

5. B none CucremHoe Ha3BaHUe BBeOMTE CICTEMHOE Ha3BaHMe npasuna.
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6.

7.
8.

B packpbiBatowemca cnivicke Manka BoibepuTe nanky uim nakeT aKCnepTnsbl AN XpaHeHuns
npasuna B B[,

MpumeuaHume. Bol MoxeTe 0o6aBUTb NPaBKIo B HAGOPbI 4119 YCTaHOBKY, YCTaHOBUB Gaxkn
HanpPOTWB Ha3BaHWin HAGOPOB B packpbliBaloLLeMcs crivicke Habopbl Ans yCTaHOBKM, a Takxe
BBECTU N060I TEKCTOBLIN KOMMEHTapuii B none OnucaHue (pycckun).

Ecnu HyXHo, no kHonke [lo6aBUTb co3faliTe Npasuia nokannsauunn.

HaxmunTte kHornky COXpaHUTD.

MpaBuno KoppenaLunn cos3maHo.

16.10.3. KonupoBaHue npaBuia Koppensumn

> YT06bI cKonunpoBaTb npaBn/1Io HoOpMann3aunn:

1.

5.
6.

B rnaBHOM MeHIo B pasfene <HasBaHue 6a3bl faHHbIX> Bbi6epuTe MNYHKT C
rnonb3oBaTtenbckon B[I.

B rnaBHOoM meHio B pasnene SIEM Bbibepute nyHKT MakeTbl 3KcnepTUsbl.
OTtkpoeTcd cTpaHuua MakeTbl aKCNepTU3bI.

B naHenn Mankwm BbibepnTe npaBuio.

OTKpoeTcs CTpaHuLa npaswuna.

MpumeuaHue. [1ns novcka npasuna Bbl MOXETE NCMONb30BaTh GUIbTPALMIO O6GbEKTOB.

Haxmunte

OTkpoeTcq cTpaHula HoBoe npaBuno HopManu3sauum (Ha ocHoBe <HasBaHue
OpUruHanbHoOro npaBsunas).

Ecnn HyXHO, n3mMeHnTe napameTpbl Npasusa.

HaxmuTe kHonKy CoOXpaHUTb.

npaBI/U'IO HOpMann3aunm ckonmpoBaHo.

16.10.4. lameHeHne npaBnna Koppensauunm

>  YT06bl N3MEHNTb NONb30BaTETbCKOE npaBu1o HoOpManmaaunn:

1.

B rnaBHOM MeHIo B pasfene <HaaBaHue 6a3bl faHHbIX> Bbi6epuTe MYHKT C
rnonb3oBaTtenbckon B[I.

B rnaBHom meHio B pasaene SIEM Bbi6epute nyHKT MakeTbl aKCNepTU3bl.
OTtkpoeTcd cTpaHuua MakeTbl 3IKcNepTU3bI.

B naHenn Manku BoiGepuTe npaBuso.
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OTKpoeTcd CTpaHuLa npasuna.

I'Ipmmeanwe. [ns nouncka npasuia Bbl MOXeTe NCMOJIb30BaTb qamanpauwo 06BbeKTOoB.

4. Haxmute
OTkpoeTca cTpaHuLa PepakTupoBaHue npaBuna Hopmanusauuu: <HassaHue npaBuna>.
5. VIamenuTe Ko npasBuna.
6. Ecnu HyXHO, n3ameHunTe NnapameTpbl NpaBua.
7. HaxmunTe kHonky CoxpaHUTb.

MpaBuno HopmMan3aumm N3MeHeHO.

16.11. HacTpowka npaswn nokanusauumn

Mpw pernctpauny HopMan30BaHHOrO, arpernpPoBaHHOrO NN KOPPENSALMIOHHOIO COBLITUS B BE6-
nHTepdence MaxPatrol SIEM ¢ HUM MOXET 6bITb CBA3aHO OMMcaHmne Ha PyCCKOM U aHMNACKOM
a3blke (B 3aBMCUMOCTM OT s3blka UHTepdelica). ConocTaBrieHne onncaHnii ¢ perncTprpyemMbimMi
COBbITUSIMY BbINOJTHAETCS COrNTaCHO 3apaHee Co3naHHbIM npaswiam nokanusaumn. 4ns
HOPMasIM30BaHHOIO COBbITMS MpaBuia nokannsaLny cCo3falnTcs 4ng npaewnia HopmManusawuuy, no
KOTOPOW BbIMOMHAETCS HOPManmn3aLumns 3Toro cobbiTg, 419 arpernpoBaHHOrO UV KOPPENSALNOHHOTO
Co6bITVS — A5 NpaBwia arperauumn Namn Koppensaumnmn, No KOTOPOMY PerncTprupyeTcs cobbiTne.

[1ns ogHOro CobbITUS MOXET 6bITb CO30aHO HECKOJIbKO MPaBIii OKann3aumm, B 3aBUCIMOCTI OT
yKasaHHOro kputepus. Hanpumep, Bbl MOXeTe co3naTb, OOHO MPaBusio fIokanmsaumnm 0as cobbitns
BbIXOf,a 3 CUCTEeMbI 1 ABa NpaBuia fnokanusaunm ans cobbiTs BXoAa B CUCTEMY, yKa3aB B KauecTBe
KpuUTepwus pesynbTaT BXoga — YCMeLHbIA NN HeyCneLUHbIN.

I'Ipaano NnoKanmsaunn OoJIXXHO cogepXaTb:

— KpUTEpUIn — yCrnoBre, No KOTOPOMY PerncTprupyemMomy CobbITUIO CTaBUTCS B COOTBETCTBME
onpepfeneHHoe onucaHne. YCnoBrne MoXeT COCTOSATb U3 OOHOMO W/ HECKOSbKNX NPEeAnKaToB
Buaa: <Mone cobeitua><OnepaTop><3HadeHue> nam <Mone 1 cobeitua><Onepatop><Mone 2
cobbiTus>. B npeankaTe Bbl MOXeTe MCNONb30BaTh IOrMYeckrie onepaTopbl paBeHCTBa (=) 1
HepaBeHcTBa (! =). Mexay npeankaTaMmn MOXHO NCMob30BaTb onepaTtopbl and nnm or. B
YCNOBUWN MOXHO NCMNOb30BaTb KPYrible CKOBKM;

MpumeuaHue. B ycnosun Bbl Takke MOXeTe MCMOb30oBaTh NpeaukaTsl Buga: <Mose cobblTua> u
not <Mone cobbiTus> (anbTepHaTUBHaS 3annch ! <Mone cobbiTs>). 3HaYEeHne NepBoro
npegukaTta 6yneT true, ecnu 3HadyeHre Nons cobbiThg OTNnYaeTcs oT null, BTOporo — ecnu
3Ha4yeHue paBHO null nnn false.

Mpumep: id = "PT_Kaspersky_Security Center_odbc_KLPRCI_TaskState" and
reason != null

— 3Ha4yeHune — onmncaHne cobbITNS Ha aHMNACKOM U PYCCKOM a3bike. B TekcTe onucaHns
CO6bITUS Bbl MOXETe NCMOMIb30BaTb 3HAYEHS MOell CoObITYS, yKasaB 3T Nons B GUrypHbIX
ckobkax. Hanpumep, npu ncnonbzoBaHum {event src.host} B onucaHun cobbiTns 6yneTt
yKa3aH IP-agpec NCToyHmKa cobbITuS.
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B aTom pa3pene
CospaHune npaBuna nokanudauun (cm. pasgen 16.11.1)

VismeHeHne npaBuna nokannsauum (cm. pasgen 16.11.2)

16.11.1. CozpaHmne npasnna nokannaaunm

Bbl moxeTe co3pgaBaTb npasuia nokKann3aunm gng nosib3oBaTesibCKNX npaBuiJyt HOpmMannsaunu,
arperaunmnm n koppengaunn.

> YT106bl CO30aTb npaBwnio NokKannsaunn onga nob30BaTe/IbCKOrro rnpasunia:

1. B rnaBHOM MeHI0 B pa3nenie <HasBaHue 6a3bl faHHbIX> Bbi6epuTe MyHKT C
rnosib3oBaTenbckon b,

2. B rnaBHOM MeHIo B pasgene SIEM Bbi6epuTe nyHKT MakeTbl 93KCNEepTU3bl.
OTkpoeTca cTpaHuLa NMakeTbl SKCNEepPTU3bL.

3. B naHenu Mankwm BbiGepunTe NpaBuso.
OTKpoeTcH CTpaHuLa npasuna.

I'Ipmmeanme. [ns nouncka npasuia Bbl MOXeTe NCMOJIb30BaTb qamanpauwo 06BbeKTOoB.

4. Haxmunte

OTkpoeTcq cTpaHuua PepakTupoBaHue npaBuna <HasHaueHue npaBuna>: <HasBaHue
npaBuna>.

5. HaxmwuTte kHonky [lo6aBUTb.

OTKpoeTcs 610K NapamMeTpoB HOBOIO NpaBunia nokanmnsaumnm.
6. B none Kputepuu BBegunTe yCnoBune NpuMeHeHns npasnia okannuaawmnm.
7. B nonax 3HavyeHue BBeOuTe onvcaHmne cobblTUS Ha PYCCKOM S3biKe.

MpumeyaHue. Bbl MoxeTe ckonnpoBaTb UN YAaNnTb NpaBuio fnokannaawum, Haxas crpaBsa

OT 6510Ka NapameTpOoB Npasina 1 BbIGpaB B PackKpbiBLUEMCS MEHIO COOTBETCTBYIOLLINA
MYHKT.

8. Ecnu HyxHO, aHanornyHbiM o6pasom fobaBbTe Apyrue npasuia 1oKanmsauun.
9. Haxmute kHonky CoxpaHUTb.

[MpaBnno nokannsaumm Co3aaHo.
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16.11.2. VlameHeHne npaBuia nokanmnsauunmn

>  YT06bl N3MEHNTD npasunio IokKanndauumn ong nosib3oBaTes/IbCKOro obbekTa:

1. B rnaBHOM MeHIo B pasfene <HasBaHue 6a3bl faHHbIX> Bbi6epUTe MYHKT C
nonb3oBaTenbckon B/,

2. BrnaBHom meHto B pasgene SIEM Boibepute nyHKT MakeTbl 3KcnepTu3bl.
OtkpoeTca cTpaHuLa NMakeTbl 3KCNEepTU3bl.

3. B naHenu Manku BbiGepuTe NpaBuslo.
OTkpoeTcd cTpaHnLa npaBuna.

MpumeuaHwue. [1ns noncka npasuna Bbl MOXETe NCNonb30oBaTh GUIbTPaLNI0 06bEKTOB.

4. Haxmute

OTkpoeTcq cTpaHila PegakTupoBaHue npaBuna <HasHaueHue npaBuna>: <HasBaHune
npaBuna>.

5. B 6noke napameTtpoBs MpaBuna nokanusauum n3MeHnTe napamMeTpbl Npasnia.
6. Haxmute kHonky CoxpaHUTb.

npaBI/IJ'IO nokKanmsaunn n3MmeHeHoO.

16.12. HacTpouka cnpaBOYHNKOB AJ19 06paboTK CObbITNIA

O6beKTbI-CMPaBOYHNKN NpeaHa3HauYeHbl 019 XpaHeHns nHdopMaLn, MCNonb3yeMoi npu
o6paboTke 1 aHannse gaHHbix B MaxPatrol SIEM. K o6bekTamM-crnpaBoYHKaM OTHOCATCS cXxema
nonen cobbITUN, TabnNYHbIEe CMCKN 1 MaKpPOCHI.

B ogHon 6a3e gaHHbix B Knowledge Base moryT xpaHutbcs He 6onee 1024 TabnnyHbiX CANCKOB THMa
«CMPaBOYHIK», penyTaLUMOHHbIX 1 ANg AaHHbIX 06 akTnBax, He 6onee 1024 TabnnyHbIX CNNCKOB AN
npaewn oboralleHns n He 6onee 1024 — onga npasun koppenauun. ObLLee YNCNO NHAEKCUPYEMbIX
KOJIOHOK B Tab/INYHbIX CMIMCKaX Kaxaonm N3 3TUX rpynn (BMeCTe C YNCIOM CaMUX CMINCKOB) HE AOMKHO
npesbiwaTb 4096.

B aTom pa3pene

HacTpoiika TabnunyHbIX CMCKOB TUMa «CRPaBOYHNK» (CM. pasgen 16.12.1)

HacTpolika TabnnyHbIX CRINCKOB 4719 AaHHbIX 06 akTuBax (CcM. pasgen 16.12.2)

HacTpoiika penyTaunoHHbIX TabNnYHbIX CRNCKOB (CM. pasgen 16.12.3)

HacTpolika TabnnyHbIX CMCKOB A9 NpaBui o6oraleHns n koppensaumn (cm. pasgen 16.12.4)

HacTporika oTcnexmnBaHns n3MeHeHnin B TabnmnyHbix cnuckax (cm. pasgen 16.12.5)

HacTpolika makpocoB (cMm. pasaen 16.12.6)
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16.12.1. HacTpowika TabanyHbIX CANCKOB ThMa «CNPaBOYHNK»

TabnunyHble CAMcky Tnna «CrpaBO4YHMK» NpefgHa3Ha4vYeHbl ong XpaHeHnd gaHHbIX, NCNOoJib3yeMblIX B
npasunax oboralleHns n Koppenauun (HO HEe MOTYT 3aMNOJIHATCHA N3 npaan). Bbl moxeTe pa6OTaTb C
TabMYHbIMIK CrICKaMM TNa «CMnpaBOYHMK» Ha CTpaHunue MakeTbl JKCNepTusbl.

TabnnyHble CNCKM TMa «CAPaBOYHUK» MOTYT 6bITb CTAHAAPTHLIMU 1 NMONb30BaTENbCKIMU.
CTtaHpgapTHble TabnmnyHble CMNCKN HAaCTPOEHbI crieuaniuctTamm no MHPopMaLnoHHON 6€30MacHOCTM
Positive Technologies nx napameTpbl He MOTyT 6bITb 3MeHeHbI. Bbl MOXeTe npocmaTtpuBaTh
CTaHOapTHble TabnnyHble CMCKN 1 KOMMPOBAaTb UX 415 CO30aHNS NOMb30BaTENIbCKNX CMCKOB.
[Monb3oBaTeNibCckune TabnyHble CANCKY Bbl MOXETe co3faaBaTb, U3MEHSTb, KONMMPOoBaTb 1 yaansTb. Bbl
MOXeTe BPYUHYI0 0O6aBNATb 1 U3MEHSATb 3anuncy B CTAHAAPTHbBIX U MO/Ib30BaTeIbCKUX TabNYHbIX
Crmckax, eCnm aTo NpefyCMOTPEHO NP NX CO30aHNN.

I'Iapameprl Tab/IMYHOro cnmucka
TabnnuHbI CANCOK TUMa «CNPaBOYHNK» 06nagaeT cnegyownmMmmn 0CoO6eHHOCTIMUI:
— npefHa3HayeH Of1s CO30aHns CNpaBOYHUKA;

— [OJ/DKeH NMeTb Ha3BaHMe, KOTOpOoe MOXeET COCTOATb N3 6yKB NaTNHCKOro aJ'ICI)aBVITa, Ll.VlCIDp, 3HaKOB
nog4yepkmBaHng n Tovek, A4OJIHKHO HauMHaTbC4 C I'IpOI'IVICHOIZ 6yKBbI;

— MOXeT MMeTb onncaHme Ha pyCcCKom nnin AHIINACKOM A3bIKE;

— MOXeT NMeTb CTaH,D,apTHbIVI VNN NONb30BaTENbCKNIA WABGMOH NCKIOYEHNA 019 aBTOMaTNYeCKoro
3anoJiIHeHN4 AaHHbIMIK MO CCblIKaM N3 KOppenaUunOHHbIX COBbITUIA;

— MOXeT MMeTb pa3pelleHne Ha nsSMmeHeHune 3anuncer Nonb3oBaTeNngaMu;

— MO3BONSET akTUBMPOBATb 1 AeakTUBMPOBATL 3anuncy (4eakTuBNpPOBaHHbIE 3anncy He
NCMOSb3YIOTCS B MpaBuiax Koppenauun n o6oralieHns);

— pacnosiaraeTcd B nanke nin rnakete aKCnepTn3bl 019 XpaHeHn4 B b,

— MOXEeT BXOAMUTb B Habopbl 4N9 ycTaHOBKN 06bekToB B MaxPatrol SIEM;

MapameTpbl KONOHOK TabMYHOro cnucka

KnioueBad KonoHka — 3TO KOJIOHKA, 3HaYEeHVs B KOTOpOI7I ABNAIOTCY IA,D,eHTVlCI)I/IKaTOpaMVl 3anuncen
TabnmyHoro cnucka. Ecnm knouyeBbiX KOTOHOK HECKOMBbKO, TO 3aMinchb |/|,D,eHT|/|¢|/||_|,|/|pyech no
COBOKYMHOCTW 3HAYEHWI BCeX KITOYEBbIX KOTOHOK.

KonoHkn TabnunyHoro cnvcka oébnagatoT cnegyrownmm OCOBEHHOCTAMU:

— [OMKHbI UMETb Ha3BaHMe, KOTOPOEe MOXET COCTOSATb U3 BYKB NaTMHCKOro andasunTa, undp, 3Haka
NogYepKNBaHNS 1 TOYKN, [OMKHO HAUMHATBCS C MPOMVCHOW BYKBbI;

— MOryT cogepxaTb gaHHble Tunos DateTime, Number, String unn Perl-coBmecTunmble peryngpHbie
BblpaxeHus (PCRE);
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MpumeuaHue. Bbl MoxeTe ncnonb3oBaTb KOMOHKM C TUMOM faHHbIX String onga xpaHeHus 1P-
agpecoBBBuge: a.b.c.d/<Macka>.

— MOryT 6bITb K/OYEBBLIMU. 3HAUEHINS BCEX KITIOYEBbIX KONMOHOK NMHAEKCUPYIOTCS N HE MOTYT 6bITb
nycteiMmu (null). Mo ymonuaHmio KtoUYeBol SBASETCS nepBast KONOHKa;

— MOTyT NHOEKCPOBaTbCA. Vlcnonb3oBaHune NHOEKCpyeMbIX KOJTOHOK MOBbILLaeT CKOPOCTb
rnowncka no 3anncam TabnnyHoro cnmcka. No YMOTYaHno 01 NHAeKCnpoBaHM4 NCNob3yeTCHd
rneppag Kno4yeBad KOJIOHKa;

— MOryT 9BHO gornyckaTb 3HauyeHue null. B TabnnyHbIi CNMCok MoXeT [,06aBNsTbCs 3anuch, B
KOTOPOW Kakoe-To 13 noJiell oTcyTcTBYEeT. Ecnn cooTBeTCTBYIOWAs KOIOHKA TabIMYHOrO crmncka
He MOXeT 3aMnoSIHATLCS MYCTbIM 3HaUYeHneM, TO [o6aBneHe Takor 3anucu He nponssoguTtcs. Mo
YMOYaHNIO BCE KOMIOHKM TabANYHOIO CMcKa KPOME KITIoYEBbIX MOTYT 3anOHATLCS MyCTbIMM
3HaYEHNSIMM.

B aTom pa3pene

CospgaHue TabnnyHoro crnmcka Tuna «CrnpaBoYHKK» (cM. pasnen 16.12.1.1)

CozpaHue WwabfoHa ncksodeHnin (cvm. pasoen 16.12.1.2)

PunbTpauns 3anucen TabanyHoro cnmncka (cm. pasgen 16.12.1.3)

[o6aBneHune 3anucu B TabanyHbIi cnncok (cm. paspen 16.12.1.4)

VismeHeHwne 3anucu B TabnmnyHom cnivcke (cm. pasgen 16.12.1.5)

AKTVBaUNS 1 oeakTuBauus 3anncuy (cm. pasgen 16.12.1.6)

YpaneHue 3anuncein n3 TabnnyHoro cnvcka (cm. pasgen 16.12.1.7)

VimnopT 3anncen ns danna ¢opmata CSV (cm. pasgen 16.12.1.8)

OkcnopT 3anucei B paiin dopmata CSV (cm. pasgen 16.12.1.9)

KonunposaHune TabnuyHoro crnvcka (cm. pasgen 16.12.1.10)

VIameHeHune TabnunyHoro cnmcka (cm. pasgen 16.12.1.11)

YpaneHue TabnnyHoro cnucka (cm. pasgen 16.12.1.12)

Cm. Takxe

CtpaHunua «[lakeTbl akcnepTu3sbl» (CMm. pasgen 5.4)

16.12.1.1. Co3gaHne TabnnyHoOro cnmcka Turna «CnpaBoOYHINK

> YT06bI CO30aTb TaBMANYHBIA CMINCOK TUMAa «CMPaBOUYHUK»:

1. B rnaBHOM MeHIio B pasfene <HasBaHue 6a3bl AaHHbIX> Bbl6epuTe MyHKT C
nonb3oBaTenbckon B[,

2. BrnaBHom meHto B pasgene SIEM Boibepute nyHKT MakeTbl aKCNepTU3bl.
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OTkpoeTcq cTpaHuLa MakeTbl aKCNepTU3bI.

3. B naHenn nHCTpyMeHTOB HaxmuTe KHomnKy Co3aaTh 11 B pacKpbIBLUEMCS MEHIO BbiGepuTe
nyHKT Ta6ANYHbBIA CAUCOK.

OTkpoeTcd cTpaHnLa HoBbli TabMYHbBIA CIIMCOK.
4. B none HasBaHue BBeauTe Ha3BaHMe TabANYHOIro Crincka.
MpumeuaHue. B none OnucaHme Bbl MOXETE BBECTU OO0 TEKCTOBbIA KOMMEHTapPWIA.

5. B packpbiBaoliemca cnincke Manka BbiGepuTe nanky uiy nakeT aKCnepTu3bl AN XpaHeHNs
TabnunyHoro cnncka B B[.

MpumeyaHue. Bl MoxeTe 006aBUTb TabANYHbBIA CICOK B HAGOPbI A9 yCTaHOBKMY,
yCTaHOBUB ¢riaxky HanpoTUB Ha3BaHWI HABOPOB B packpbiBalowemcs crincke Ha6opbl ans
YCTaHOBKM.

6. B packpbiBatowemcs cnvicke HasHaueHue BoibeprTe CipaBOYHMUK.

7. Ecnu HyXHo, ycTaHoBUTe draxok PaspewwnTb nonb3oBaTensaM gpyrux uHcTannauum
Knowledge Base pegakTupoBaTb KOHTEHT.

8. B 6noke napameTpos KonoHku rno cchifike [lo6aBUTb KOMOHKY 06aBbTe KOJTOHKM B
TabMNYHbIN CMCOK.

prmeanme. Bbl moxeTe nsmeHunTb nop4anoK KOJIOHOK C NMOMOLLBbIO 3Ha4Ka nyoannTb

KOJIOHKY MO KHOMKe

9. B none HasBaHue BBeauTe Ha3BaHNE KOSTOHKM.

10. B packpbiBatoLiemcs criicke TUn gaHHbIX Bbi6epuTe TN OaHHbIX O KOOHKMN.
1. Ecnwn KonoHka aBngeTcd kn4eBon, yctaHoBuTe dnaxok KnioyeBoe none.

MpumeuaHune. TabnUHbIN CMMCOK OOMKXEH cogepXaTb XOTS 6bl OQHY KoYeBYI0 KOMOHKY. Mo
YMOJUYaHNIO KITIOYEeBOW 9BN9eTCd nepsBas KoMoHKa TabnyHOro crnmcka.

12. Ecnun TpebyeTcs MHOEeKCpoBaTb COAEPXMMOE KOMOHKM, yCTaHOBUTE s Hee dnaxok
UHpekcupyemoe.

13. Ecnn KoNoHKa MOXEeT 3anonHATbCS MyCTbIMU 3HaYeHaMu, yctaHoBute dnaxok MoxeT
copepxatb null.

14. HaxmunTe kHonky Co3paTb.

TabnnyHbIA CrINCOK CO30aH.

16.12.1.2. Co3naHue wabnoHa UCKIIYEeHININ

MNMocne co3paHns WabnoHa NCKYEHNIA NS TabNMYHOrO CNCcKa Bbl CMOXETE Mo CCblIkaMm 13
CBO[IOK O KOPPENSILMOHHBIX COBbITUSAX, 3aperncTpupoBaHHbix B MaxPatrol SIEM, aBTomaTtuyeckun
L06aBNSATb UCKIOYEHNS B 6e/blil CMNCOK WX YOanaTh NCKTIOYEHNS N3 YEPHOrO CMCKa.
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LLla6noH NCKAYEeHNIn COCTONT U3 KOAa, ONCHIBaOLLEro NpaBiia CO3AaHNS NCKIOYEHNI, N TEKCTOB
nckmodeHnin. Mpun perncTpaumm KOpPenaunmoHHOro cobbiTg Ang npasuia Koppenauum, no
KOTOPOMY PErncTpupyeTcs 3To COBbITME, BbINMOHAETCS MOUNCK LWABMOHOB UCKIOYEHUIA, CO3AaHHbIX
LNS TaBNNYHbBIX CMNCKOB, KOTOPbIE UCMOMNBb3YIOTCS B 9TOM NpaBuie KOpPensummn B kKauecTse 6eblix
N YepHbIX cnckoB. Ecnm paHHble cobbITVS yOOBNETBOPSIOT OQHOMY 13 YCOBUIA NCKIOYEHINA,
yKa3aHHbIX B KOAe HallAeHHbIX LWabNoHOB UCKSIOUeHN, B uHTepdenice MaxPatrol SIEM B cBogke o
KOPPEnaunoHHOM COBbITUN OTOBpaxaeTcs CCbhlnka s Co3aaHNs NCKOYEHNS C TEKCTOM
NCKITIOYEHNS.

> YT06bI cO3aaTh WabMOH UCKIIIOUYEHNA ang TabanyHOro crnmncka:

1. B rnaBHOM MeHIo B pa3gefie <HasBaHue 6a3bl faHHbIX> Bbi6epuTe MyHKT C
rnosib3oBaTenbckon b,

2. B rnaBHOM MmeHIo B pasgene SIEM BbibepuTe nyHKT MakeTbl 9KCNepTU3bl.
OTtkpoeTcd cTpaHuua MakeTbl 3KCNepTU3bI.

3. B nanenn Mankwm BbibepuTe TabANYHbIA CANCOK.
OTKpoeTCcy cTpaHuLla TabanyHOro crnncka.

MpumeuaHwue. [1ng noncka TabANUYHOrO Crvicka Bbl MOXETE NCMOoMb30BaTh pUbTpaLuio
06BbEKTOB.

4. Haxmunte

OTkpoeTca cTpaHula PepakTupoBaHue wabnoHa uckiovyeHun <HassaHue TabnmyHoro
cnucka>.

5. Ecnn gng TabnuyHoro cnncka cosgaH CTaHOapTHbIN WabIoH UCKIoYEeHWI, BbibepuTe BKIaaKy
JlokanbHasg cuctema.

6. BBeowuTe Kkopf WwWabnoHa NCKIoYEHNN.

7. B naHenu TeKcTbl UCKIIOUMEHUM! MO CCbifike nOGaBMTb TeKCTbl UCK/IOUEHUM [06aBbTe
6noK napameTpoB OJi9 TeKCTOB VNCKJTIOYEHNI.

8. B none HasBaHue BBeauTe HasBaHWe o4 TUNa NCKIOUYEHNN.

MpumeyaHue. B Ha3BaHUN 11 TEKCTE NCKITIOYEHNS Bbl MOXETE NCMOMb30BaTh 3HAaYEHNS Nonen
CO6bITUS, YKasaB 3Ty Nnons B GurypHbIx ckobkax. Hanpumep, npy ncnosib3oBaHum
{event_src.host} B TekcTe 6yaeT ykasaH IP-agpec nctoyHmnka cobbITnS.

9. B packpbiBatowemca crnucke MpuopuTteT BoibepuTe NPUOPUTET STOTO TMa UCKIOYEHIA NP
OTOBPAXEHU B CMINCKE UCKITIOYUEHWIA.

10. B none Kniou BBEguTeE KoY ONMUCaHNS NCKTIOYEHIS, yKadaHHbIA B Koae wabioHa.

11. B none 3HaueHMe BBeaNTe TEKCT NCKIOYEHMS, KOTOPbIN 6yaeT oTobpaxaTbcs B HTepdelice
MaxPatrol SIEM ans KoppensunoHHOro cobbITus.

12. Ecnn HyxHO 006aBUTb eLle OAVNH TeKCT AN1s UCKITIOYEHS Takoro Xe Tuna, 4o6aBbTe yCroBne
NCKoYeHNs No ccbinke [lo6aBUTb ycnoBue.
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13. Ecnn HyxHO 0o6aBnTb TEKCTbI A1 UICKIIOUYEHWNIA APYroro Tuna, 4o6aBbTe 610K MapamMeTpoB
015 TEKCTOB UCKITIOYEHINIA MO cCbinike [lo6aBUTb TEKCTbl UCKITIOUEHUM.

14. HaxmunTe kHonky CoXpaHUTb.

LLla6noH ncknoyeHnn ong TabnmyHoro cnmcka cosaaH.

16.12.1.3. PunbTpayuns 3anncen TabanyHoro crimcka

>  YTO6bl 0OTONNBTPOBATL 3aNUCK B TaBINYHOM CMUCKE:
1. B rnaBHom meHio B pasnene SIEM BbiGepute nyHKT MakeTbl 3KcnepTUsbl.
OtkpoeTca cTpaHuLa NMakeTbl 3KCNEepTU3bl.
2. B naHenun Manku Bbi6epuTe TabnnNYHbIA CMINCOK.
OTkpoeTcd cTpaHnLa TabanyHoOro Crnmcka.

MpumeuaHwue. [119 noncka TabnnyHOro Cnncka Bbl MOXeTe UCMob30BaTh GUbTPaLMIO
06BbEKTOB.

3. B 6noke napameTpoB TabfM4HOro Cnmcka HaxmmTe
MosiBUTCH CTpOKa GNAbTPOB C HA3BAHUSMU KOSTOHOK.

4. Tlo ccbinke ¢ HasBaHueM GpunbTpa OTKPONTE OKHO C MapameTpamu unbTpa 1 B Mone ¢
Ha3BaHMeM KOMIOHKI BBeauTe WabnoH nomcka.

5. Ecnwm HyXHO, aHanornyHbiM 06pa3oM HacTpounTe apyrue GpuibTpbl.

I'Ipmmeanme. Bbl MOXeTe ouncTtnTb napameTpbl CI)I/IJ'Ipra, HaXaB CcnpaBa OT Ha3BaHWN4A

dunbTpa. Bbl MOXeTe ouncTuTb NapameTpbl Bcex GunbTpoB, HaxaB B CTpoke PpunbTpOB.

3anucu B TabAnYHOM crivcke OTCI)VIJ'IprOBaHbI B COOTBETCTBMIK C yCrioBnem.

16.12.1.4. [Jo6aBneHme 3anncun B TabanyHbI CrCoK

Bbl MOXxeTe 0o6aBnaTb 3anncy B CTaHAAPTHbIE TabNNYHbIe CMINCKN TUMa «CMPaBOYHUK», €CNN Npu NX
co3faHun 6bin ycTaHoBNEH ¢dnaxok Pa3pewnTb nonb3oBaTensiM ApYyrux MHCTaNNALuun
Knowledge Base pepgakTupoBaTb KOHTEHT. TakXe Bbl MOXeTe o6aBnaTb 3anncu B
nonb3oBaTenbCckre TabnnyHble CMINCKN TUMA KCMPAaBOYHUKY.

> YT06bl 4O6aBNTbL 3aMCb B TABMNYHbIA CMCOK:
1. B rnaBHom MeHto B pa3gene SIEM BoibepuTe nyHKT MakeTbl 3KCnepTu3bl.
OTKkpoeTca cTpaHuLa MakeTbl 3KCNepTU3bl.
2. B naHenu Mankwm BbiGeprTe TabANYHBIA CRINCOK.

OTKpoeTcH CTpaHuLa TabMYHOro Crivcka.
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MpumeuaHue. [1ns noncka TabAnMYHOro CNcka Bbl MOXEeTe UCMONb30BaTh GUIbTPALNIO
06BbEKTOB.

3. HaxmwuTte kHornky [lo6aBUTb 3aNMUCh.

4. B CcOOTBETCTBUM C TUMOM AaHHbIX KOJTOHOK 3aMOIHUTE S4eKki 3anncn n HaxmmnTe

3anuvcbh gobasneHa B TabNNYHbIN CNNCOK.

16.12.1.5. 1ameHeHmne 3anncun B TabNYHOM CNckKe

Bbl MOXeTe N3MeHSTb 3anncy B CTaHOaPTHbIX TabANYHbIX CMICKax TUMa «CAPaBOYHUK», eClv 3T
CMUCKN copepXaT XOTS 6bl OAHY HEKITIOUEBYIO KOMTOHKY U MPW UX CO30aHUN 6bin1 yCTaHOBNEH daxok
Pa3pewunTtb nonb3oBatensam gpyrux uHctannsauumn Knowledge Base pepakTtupoBaTb KOHTEHT.
Takke Bbl MOXETE N3MEHHATb 3anncil B NOJIb30BaTENIbCKNX TABMNYHbIX CMICKAX TUMA «CMPaBOYHMNKY.

MpumeyaHue. MNpun N3MeHeHUN CTaHaaPTHOW 3anncK (B CTaHOapPTHOM TabIMYHOM CMUCKe) OHa
3aMeHsIeTCs NosIb30BaTeNbCKOI 3aMMChio C TEMI Xe 3HaYEHNSIMI KSTIYEBbIX KOJTOHOK, B CTPOKE C

TaKol 3aMuncblo oTobpa)xaeTcd 3HaUoK = . [pun Heo6XOOMMOCTY Bbl MOXETe BOCCTaHOBUTb
CTaHOapPTHYIO 3anncChb, yoanvB Nnofb3oBaTeNbCKyIo.

>  YT06bI NI3MEHNTB 3aMNCb B TaBNMYHOM CMUCKE:
1. B rnaBHoM meHio B pasaene SIEM BbibepuTe nyHKT MakeTbl 3KCNepTU3bl.
OTKkpoeTcd cTpaHuLa MakeTbl 3KCNepTU3bl.
2. B naHenu Mankwm BbiGepunTe TabANYHBIA CMINCOK.
OTkpoeTcd cTpaHnLua TabanyHoOro Crnmcka.

MpumeuaHwue. [1ng noncka TabNNUYHOro Crvicka Bbl MOXETe NCMOoMb30BaTh GUbTpaLuio
06BbEKTOB.

3. BblbepuTe 3anucob.

4. HaxmuTe kHornky PegakTupoBaTb.

5. VNameHnTe 3anncb n HaxmmnTe

3anncbh TabnMYyHOro cnmcka n3mMeHeHa.

16.12.1.6. AKTBaUng n geakTmBaLng 3anncu

Ecnn 3anncb n3 CTaHOapPTHOro TabnMyHOro crnmcka Tuna «CrpaBOYHNK» NepecTasna 6bITb aKTyaanoM
nnn ecnun Bbl XOTNTE BPeMeHHO NMPUOCTaHOBWTb NCMO/1b30BaHKe 3arnmnci N3 noJjib3o0BaTes/IbCKOIro
TabnMYHOro crnmcka Tuna «CrpaBO4YHKK», Bbl MOXeETe ee feakTnBnpoBaTh. ,D,eaKTVIBVIpOBaHHbIe
3anncn He NCNoJib3yTC4A B NMpaBuiax Koppenauumn n ob6oralleHus. ﬂeaKTI/IBI/IpOBaHHyPO paHee
3arncb Bbl MOXeTe akKTUBNpOBaTb.
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> YT06bl feakTUBNPOBaTb (aKTUBMPOBaTb) 3aMnnCh:
1. B rnaBHom MeHto B pazaesie SIEM BoibepuTe nyHKT MakeTbl 3KCNepTU3bl.
OTtkpoeTca cTpaHuua MakeTbl 3IKcnepTU3bI.
2. B mnaHenu Mankwm BbiGepunTe TabANYHbBIA CMINCOK.
OTKpoeTcH cTpaHuLa TabmyHOro cnmcka.

I'Ipmmeqal-me. ,D,J'IFI MOonCKa Ta6)'IV|l-4HOFO CMNnckKa Bbl MOXeTe NCNoJ1b30BaTb CI)VlJ'IpraLJ,I/HO
06BbEKTOB.

3. BbibepuTe 3anuce.

MpumeuaHue. [1ng BbI6Opa HECKOMbKIX 3anucein Noapsa Bbl MOXETE NCMOMb30BaTh KNaBuLly
Shift, ons BbI6Opa HECKONbKIX OTAEMbHbIX 3anucein — knasuwwy Ctrl.

4. HaxmuTe kHorky [leakTuBUpoBaTh (AKTUBMPOBATD).

3anucb feakTuBMpoBaHa (akTnBMPOBaHa).

16.12.1.7. YoaneHune 3anncen ns TabanyHoro cnmcka

>  YT06bl YyOanuTb 3anncuy n3 TabamnmyHoro cnmncka:
1. B rnaBHom MeHto B pazaesie SIEM BoibepuTe nyHKT MakeTbl 3KCNepTU3bl.
OTtkpoeTca cTpaHunua MakeTbl 3IKcnepTU3bI.
2. B naHenu Mankwm BbiGepunTe TabANYHBIA CMINCOK.
OTKpoeTcH cTpaHuLa TabnmyHoOro cnmcka.

I'Ipmmeqal-me. ,D,J'IFI MOonCKa Ta6)'IV|l-4HOFO CMNnckKa Bbl MOXeTe NCNoJ1b30BaTb CI)VlJ'IpraLJ,I/HO
06BbEKTOB.

3. BbibepuTe 3anucn.

MpumeuaHue. [1ng BbI6Opa HECKOMbKIX 3anucein Noapsa Bbl MOXETE NCMOb30BaTh KNaBuLly
Shift, ons BbI6Opa HECKONbKINX OTAEMbHbIX 3anucein — knasuwwy Ctrl.

4. HaxmunTe kHonky YAanuTb 11 NOATBEPANTE yOoaneHme.
MpumeuaHume. Bbl MoxeTe yaannTb BCe 3anncu No KHornke OYMCTUTb TabIMUYHbIA CMUCOK.

3anucn yoaneHbl N3 TabANYHOr o crnmncka.

16.12.1.8. imnopT 3anuncen n3 danna popmarta CSV

Bbl MOXeTe nmnopTupoBaTh 3anmncy B CTaHOAPTHbBIE 1 MOMNb30BaTeNbCKME TabyHble CMCKN Trna
«CMPaBOYHIIK», €CNV NPU NX CO3[aHNN 6bln yCTaHOBNEH pnaxok Pa3pewnTb nonb3oBaTensam
Apyrux nHctannauun Knowledge Base pegakTupoBaTb KOHTEHT. [lofaepxumnsaeTcsa nMnopT
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3anucen ns gannos popmata CSV B koanpoke UTF-8. B nepBoni cTpoke dalina HyXHO ykasaTb
HaMMEHOBaHNS KOIOHOK, B KaYeCTBe pasfenmTens AaHHbIX B CTPOKE HYXHO MCNoNb30BaTb TOUKY C
3anaTonm (;).

®dann gns nMnopTa [OMKEH coaepXaTb 3HaUEeHNS AN KNOYEBbIX KOSIOHOK TabMYHOro Crmncka.
3HayeHns sueek OMXHbl YOOBNEeTBOPATb TPpeboBaHNSaM: 419 TUna AaHHbix DateTime — pnaTa gonxHa
HaxoaunTbcs B MHTepBane o1 1970-01-0100:00:00 go 2106-02-07 06:28:15; onga Number — uncno
OOJIKHO HaxXoOMTbCs B MHTepBasne oT —9223372036854775807 oo 9223372036854775807; ans
String — anvHa CTPoKK He [onXHa npeBblwaTb 16 382 cumBonos (65 531 6aiT).

>  YTO6bI MMNOPTNPOBATbL 3aMNCK B TaGANYHbIV CMINCOK:
1. B rnaBHom meHio B pasnene SIEM Bbi6epute nyHKT MakeTbl 3KcnepTUs3bl.
OtkpoeTca cTpaHuLa NMakeTbl 3KCNEepTU3bl.
2. B naHenun Manku Bbi6epuTe TabnnYHbIA CMINCOK.
OTkpoeTcd cTpaHnua TabanyHoro Crnmcka.

MpumeuaHwue. [119 noncka TabAnyYHOro Crnncka Bbl MOXeTe UCMOob30BaTh GUbTPaLMIO
O6BbEKTOB.

3. B 6noke napameTpoB Tabnn4YHOro cnmcka HaxmuTe kKHonky UMnopr.
OTkpoeTcs okHo UMnopT TabnuyHoro cnucka.
4. Tlo ccbinke BbIGpaTb yKaxuTe pacrnosioxeHune dalna ¢ 3anmcsamu.

MpumeuaHue. Bol moxeTe ykazaTb dalin ¢ 3anucamm gng nMmnopTa, NnepeTaLurB ero B
obnacTb 3arpy3utb CSV-daiin.

5. Haxmwute kHonky AMnopTupoBaThb.
6. Tpwn nogBneHnn coobLLeHns 06 OKOHYaHMK NpoLeaypbl MMOPTa HaXMUTE KHOMKY 3aKpbIThb.

3anucu NMMNOPTNPOBaHbI. 3anucun c YHUKabHbIMW 3Ha4YeHNAMN KJto4eBbIX KOTOHOK no6aneHbl B
KOHeL, TabNNYHOro crcka. 3anncu ¢ cyulecTBylowimmMmin B TabMMYHOM CMNCKe 3HaYeHuamMn
KJTlo4eBbIX KOMOHOK rnepe3anmncaHbobl.

16.12.1.9. DkcnopT 3anuncein B dann popmata CSV

> YT06bl 3KCMOPTMPOBATL 3ancK N3 TabIMYHOMO CrncKa:
1. B rnaBHom MeHio B pazaesie SIEM BoibepuTe nyHKT MakeTbl 3KCNepTU3bl.
OTkpoeTca cTpaHuLa MakeTbl 3KCnepTu3bl.
2. B naHenu Mankwm BbiGepunTe TabANYHBIA CMINCOK.
OTkpoeTcd cTpaHnLua TabanyHoro Crnmcka.

MpumeuaHue. [1ns noncka TabNnMYHOro CNcka Bbl MOXEeTe UCMONb30BaTh GUIbTPALNIO
06BbEKTOB.

ToHKas HacTpoiika aHanmnaa gaHHbIX 259



3. BbibepuTe 3anucn.

MpumeuaHume. [1ns BbiIGopa HECKObKIX 3annceil NoApPs, Bbl MOXETe UCMONb30BaTh KNaBuLy
Shift, ons BbI6Gopa HECKONBKNX OTAENbHbIX 3anucen — knasuwy Ctrl.

4. HaxmuTe KHOMKY OKCHopT.
OTkpoeTcs OKHO DKCNOPT TabNMUHOro cnucka.
5. Bbl6epuTe BapuaHT akcropTa Boi6paHHblie <N>.

MpumeuaHue. Bbl MoXxeTe aKCnopTUpOBaTb BCe 3anuncu, Bbi6paB BapuaHT akcrnopTa Bee
<M> 3anucemn.

6. Haxmute kHoNkKy QKCROPTUPOBATD 11 YKaXuTe nanky Ans coxpaHeHnsa daiina.

3anucum aKCnopTUPOBaHbI U coxpaHeHbl B dann dopmata CSV. img dalina cooepxumT nms
TabnM4yHOro cnucka 1 gaTy umnopta. B nepeon cTpoke dalina ykasaHbl MMeHa KOTOHOK
TabNNYHOroO CrCKa, B KaYecTBe pasaenunTess NCrnonb3yeTcs Touka ¢ 3ansdTol (;). 3anucu
OTCOPTUPOBaHbI MO KOYEBbIM KONOHKaM.

16.12.1.10. KonnpoBaHne TabAanyHOro crimcka

> YT06bI CKOMMPOBaTb TaGNYHbIA CMCOK:

1. B rnaBHOM MeHIo B pa3nefie <HasBaHue 6a3bl faHHbIX> Bbi6epuTe MyHKT C
rnosib3oBaTenbckon b,

2. B rnaBHom meHio B paznene SIEM BoibepuTe nyHKT MakeTbl 3KCnepTU3bl.
OTtkpoeTcd cTpaHuua MakeTbl 3KCNepTU3bI.

3. B nanenn Mankwm BbibepuTe TabANYHbIA CANCOK.
OTKpoeTcy cTpaHuLua TabanyHOro crnmncka.

MpumeuaHwue. [1ng noncka TabANYHOro Crvicka Bbl MOXETE NCMOoMb30BaTh pUbTPaLMio
OOBEKTOB.

4. Haxmute

OTkpoeTca cTpaHuua HoBbif TabnnuHbi cnucok (Ha ocHoBe <HasBaHue TabnuuHoro
cnucka>).

5. B none HaaBaHue BBeguTe Ha3BaHMe TabanMyHOro Cnvcka.
6. Haxmwute kHonky Co3paThb.

TabnunyHbIN CNNCOK CKOMMPOBaH.
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16.12.1.11. IameHeHne TabnnyHoro cnmcka

3anucy TabnanYHOro CrNmncka COXPaHSATCS, €CN Bbl 3MEHNTE Ha3BaHne UM onnucaHmne TabnmyHoro
cnucka, [obaBnTe KOIOHKN, KOTopble MoryT cogepxaTtb null (KONOHKK MOryT 6bITb K/OUYEBbIMYY), NN
N3MeHNTE NOPSAOK KOMOHOK. B NHbIX cydasx nocne namMmeHeHns TabnmyHoro cnmcka Bce 3anucu
6yayT yoaneHobl.

BHumaHue! Ecnn ong TabnmyHoro crivcka cosgaH WabnoH UCKI0YEHWIA, Moce N3MeHeHns
cocCTaBa U TNa faHHbIX KOMTOHOK HEO6XOAMMO Takxe N3MEHUTb NpaBusia 3anosIHeHNS 3TUX
KOMTOHOK B LWabroHe.

>  YT06bl N3MEHNTb NONb30BATENbCKNIA TaGNINYHbIA CMCOK:

1. B rnaBHOM MeHIo B pasfene <HasBaHue 6a3bl faHHbIX> Bbi6epuTe MYHKT C
rnonb3oBaTtenbckon B[I.

2. B rnaBHom meHio B pazgene SIEM BoibepuTe nyHKT MakeTbl 3KCnepTu3bl.
OTtkpoeTca cTpaHuua MakeTbl 3IKcnepTU3bI.

3. B mnaHenu Mankwm BbiGepunTe TabANYHbBIA CMINCOK.
OTKpoeTcH cTpaHuLa TabnmyHoOro cnmcka.

MpumeuaHwue. [1n19 noncka TabanyHOro Crnncka Bbl MOXeTe NCMOob30BaTh GUIbTPALMIO
06BbEKTOB.

4. Haxmute

OTKpoeTcs cTpaHunLa PegakTupoBaHue TabiMuHOro cnucka.
5. VIameHunTe TabnnyHbIl CrMCOK.
6. Haxmute kHonky CoxpaHUTb.

TabnunyHbIA CNNCOK N3MEHEH.

16.12.1.12. YoaneHune TabnmyHOro cnmcka

>  YT06bI yOanuTb Nosib3oBaTeNbCKU TabNYHbIA CANCOK:

1. B rnaBHOM MeHIo B pa3nefie <HasBaHue 6a3bl faHHbIX> BbibepuTe MyHKT C
rnosib3oBaTenbckon b,

2. B rnaBHom meHio B paznene SIEM BoibepuTe nyHKT MakeTbl 3KCNepTU3bl.
OTtkpoeTcd cTpaHuua MakeTbl aKCNepTU3bI.
3. B nanenn Mankwm BbibepuTe TabANYHbIA CANCOK.

OTKpoeTcs cTpaHuua TabAnyYHOro crincka.
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MpumeuaHue. [1ns noncka TabAnMYHOro CNcka Bbl MOXEeTe UCMONb30BaTh GUIbTPALNIO
06BbEKTOB.

4. Haxmute 1N NOATBEPANTE yaaneHune.

TabnunyuHbIA CANCOK yaaneH.

16.12.2. HacTpoiika TabnnyHbIX CINCKOB ANs AaHHbIX 06
aKTmnBax

TabnunyHble CNNCKN ANs AaHHbIX 06 aKkTBaXxX 3anonHATCS MHGopMaLnen 06 akTBax 1
aBTOMAaTNYeCky O6HOBNASIOTCS NPY NBMEHEHNI COCTOSIHNS akTUBOB. [laHHble 13 CMUCKOB MOTyT
1NCMoJIb30BaTbCH B MpaBuiax oboraleHns n koppensaunmn. Bel He MoxeTe Bpy4YHyIo [O6aBASTb UK
N3MEHSTb 3anycu B TabNnYHbIX Crickax Ang AaHHbIX 06 akTnBax. Bel MoxeTe co3naBaTtb, U3MEHSTD,
KOMMpoBaTb 1 yaansTb NONb30BaTeNbCKE TabYHble CINCKIN AN AaHHbIX 06 akTUBax Ha CTpaHuLe
MakeTbl aKcnepTU3bI.

TabnunuHbI CANCOK ANS AaHHbIX 06 aKTMBax obnagaeT crnegyowMmym 0CobeHHOCTAMU:

— [OOJDKeH nveTb Ha3BaHWe, KOTOpOe MOXeT COCTOATb U3 6yKB NaTNHCKOro a]'ld)aBI/ITa, Lll/ld)p, 3HaKoB
nog4vyepkmBaHng n To4ek, A4OJIHKHO HauMHaTbC4d C I'IpOﬂVICHOI?I 6yKBbI;

— MOXET UMETb ONMncaHne Ha PYCCKOM W aHIINACKOM S3bIKE;

— pacnonaraeTcd B narnke Wi nakete akcnepTnabl Ang xpaHeHus B B[;

— MOXET BXOOUTb B HAabopbl Ans ycTaHoBKN 06bekToB B MaxPatrol SIEM;

— npefHa3HayeH o CoXpaHeHns Npoekun Mogenn akTMBOB;

— 3anosHgeTCcs faHHbIMU 06 aKTuBax U3 yKadaHHbIX rpynm;

— 3anosiHgeTcs gaHHbIMu Ha ocHoBaH PDQL-3anpoca k mogenu akTnsoB (Mo 3anpocy
dopmMumpyeTcs nepeyeHb KOMOHOK TabIMYHOMO Cncka, COOTBETCTBYIOLLNX YKa3aHHbIM MNONSM
mMogenm).

B aTom pa3pene

CozpaHure TabnnmyHoro cnvcka ang aaHHbIx 06 akTnsax (cM. pasgen 16.12.2.1)

KonupoBaHune TabnuuHoro crnivicka (cMm. pasgen 16.12.2.2)

VIameHeHne TabnunyHoro cnuncka (cm. pasgen 16.12.2.3)

YnaneHue TabnuyHoro crivicka (cm. pasnen 16.12.2.4)

Cm. Takxe

CTtpaHuua «[lakeTbl akcnepTu3sbl» (cMm. pasgen 5.4)
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16.12.2.1. Co3gaHne TabnnyHoro crnncka gas gaHHbIx 06
aKkTnBax

MpumeyaHue. Bbl MoxeTe co3gaTb TabNNYHbINA CANCOK ANS AaHHbIX 06 akTnBax (CM. pasnen 6.2.7)
B Be6-nHTepderice MaxPatrol SIEM Ha cTpaHuLe AKTUBBDI.

> YT06bl CO30aTb TabNMYHbIN CANCOK A9 AaHHbIX 06 aKTUBaX;

1.

9.

B rnaBHOM MeHI0 B pasaene <HasBaHue 6a3bl faHHbIX> BbiI6epuTe NYyHKT C
rnonb3oBaTtenbckon B[I.

B rnaBHoM meHio B pasaene SIEM Bbi6epute nyHKT MakeTbl 9KCNepTU3bl.
OTkpoeTca cTpaHuLa MakeTbl 3KCnepTU3bl.

B naHenun nHCTPYMEHTOB HaxmuTe KHornky Co3paTh 11 B packpbIBLLUEMCS MEHIO BblibepuTe
nyHKT Ta6ANYHbBIA CAUCOK.

OTkpoeTcs cTpaHnua HoBbi TabNNMUYHbBIA CMUCOK.
B none Ha3BaHue BBeanTe Ha3BaHMe TabNNYHOrO Crmcka.
MpumeuaHue. B none OnucaHme Bbl MOXETe BBECTU /1060 TEKCTOBbIN KOMMEHTaPUIA.

B packpbiBatoLemcs crnincke Manka BoibepurTe nanky Wnv nakeT aKCnepTn3bl 419 XpaHeHNs
TabnmyHoro cnucka B b[.

MpumeyaHue. Bl MoxeTe 006aBUTb TabANYHbIA CNCOK B HAGOPbI 4719 YCTaHOBKMY,
YyCTaHOBUB ¢priaxky HaNpPOTUB Ha3BaHWIN HABOPOB B packpbiBalowemcs cnincke Ha6opbl ans
YCTaHOBKM.

B packpbiBatoiemca crivicke HaszHaueHue BbibepuTe [laHHble 06 aKTUBaX.

Ecnun HyXHO oTCcnexnBaTb COCTOSIHNE aKTBOB BO B/IOXEHHbIX Fpynnax, yCTaHOBUTE ¢iaxok
BknioyaTb BNOXEHHbIe Fpynnbl.

B none PDQL-3anpoc BBeguTe 3anpoc K MoAenn akTnBoB, Ha OCHOBE KOTOPOro 6yaeT
chopmMumpoBaH TabnnyHbI CANCOK, B BULE:

Select(@<Ha3BaHue nona 1> as <Ha3BaHMe KOMOHKM 1>,@<Ha3BaHue nona 2> as <Ha3BaHWE KONOHKMU
2>,...)| Sort(@<HasBaHue nons AnA COPTUPOBKM>)

HaxmuTte kHonky Co3paTb.

TabnunyHbI CNNCOK CO3aaH.

16.12.2.2. KonnpoBaHmne TabanyHoro crimcka

>  YT06bl CKONMPOBaTb TabMNYHbIA CANCOK:

1.

2.

B rmaBHOM MeHI0 B pasaene <HasBaHue 6a3bl faHHbIX> BbI6epUTe NMyHKT C
rnosib3oBaTenbckon b,

B rnaBHom meHIo B pasgene SIEM BoibepuTe nyHKT MakeTbl 3KCnepTU3bl.
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5.
6.

OTtkpoeTca cTpaHuua MakeTbl 3IKcnepTU3bI.
B naHenn Manku BoibepuTe TabANYHbI CANCOK.
OTKpoeTcH cTpaHuLa TabnmyHoOro cnmcka.

I'Ipmmeanme. ,D,J'IFI MOonCKa T86)'IV|‘4HOFO CMNnCKa Bbl MOXeTe NCNOoJ1b30BaTb d)manpauwo
06BbEKTOB.

Haxmute

OTkpoeTcs cTpaHuLa HoBbif Ta6nnyHbIM cnucok (Ha ocHoBe <Ha3BaHMe TabnuuHoro
cnucka>).

B none HaaBaHue BBeouTe Ha3BaHme TabAMYHOro Crnmcka.

HaxmunTte kHonky Co3paTb.

TabnnyHbIN CNCOK CKOMUPOBAaH.

16.12.2.3. VIameHeHne TabnanyHoro cnmcka

>  YT06bl N3MEHNTb NONb30BATENbCKNIA TaGINYHbIA CMNCOK:

1.

5.
6.

B rnaBHOM MeHIo B pasfene <HazBaHue 6a3bl faHHbIX> Bbi6epuTe MYHKT C
rnonb3oBaTtenbckon B[I.

B rnaBHoM meHIo B pasaene SIEM Bbi6epuTte nyHKT MakeTbl aKCNepTU3bl.
OTtkpoeTca cTpaHuua MakeTbl 3IKcnepTU3bI.

B naHenn Manku BoibepuTe TabANYHbIN CANCOK.

OTKpoeTcH cTpaHuLa TabnmyHoOro cnmcka.

I'Ipmmeanme. ,D,J'IFI MOonCKa Ta6)'IV|l-4HOFO CMNncKa Bbl MOXeTe NCNOoJ1b30BaTb CI)VU'IpraLl,VHO
06BbEKTOB.

Haxmute
OTkpoeTcd cTpaHuua PegakTupoBaHne TabnmMuyHoro cnucka.
13meHnTe TabnmnyHbIA CNNCOK.

HaxmunTte kHonky CoXpaHUTb.

TabnunyHbI CNNCOK N3MEHEH.
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16.12.2.4. YoaneHne TabnnyHoro cnmcka

> YT06bI yoannTb NMoNb30BaTENbCKUN TaBNYHbIA CMNCOK:

1. B rnaBHOM MeHIo B pasfene <HasBaHue 6a3bl faHHbIX> Bbi6epUTe MYHKT C
nonb3oBaTenbckon B/,

2. BrnaBHom meHto B pasgene SIEM Boibepute nyHKT MakeTbl 3KcnepTu3bl.
OtkpoeTca cTpaHuLa NMakeTbl 3KCNEepTU3bl.

3. B naHenun Manku Bbi6epuTe TabnnNYHbIA CMINCOK.
OTkpoeTcd cTpaHnLa TabanyHoOro Crnmcka.

MpumeuaHwue. [119 noncka TabAnyYHOro Crnncka Bbl MOXeTe UCMOob30BaTh GUbTPaLMIO
06BbEKTOB.

4. Haxmunte 1N nogTBepanTe yoaneHume.

TabnnyHbIN CANCOK yaaneH.

16.12.3. HacTpouka penyTaunoHHbIX TabfNYHbIX CMNCKOB

PenyTaunoHHble TabnnyHble CNCKX NpefHasHauYeHbl 01 XPaHeHNs penyTaunoHHbIX CINCKOB,
nonyyaembix oT komroHeHTa PT Cybsi Provider (nanee — PT CP). TabnnyHble CANCKK 3aMnofHAOTCS
N OGHOBNSIOTCA aBTOMaTUYECKN NPU N3MEHEHNN PenyTaLOHHbIX CMNCKOB. [laHHbIe N3 CMCKOB
MOFYT UCMO/Ib30BaTbCY B NpaBuiax oboralleHns. Bol MoxeTe paboTaTb C penyTaunoHHbIMI
TabNANYHbIMUK cnckamim Ha cTpaHuue MakeTbl aKCcnNepTU3bl.

PenyTaunoHHble TabnnyHble Cncki 6biBaloT CTaHAARTHBIMU 11 Nofib3oBaTenbckimn. CTaHgapTHble
TabnnyHble CINCKN HAaCTPOEHbI creunanicTamMmm no nHdopmaLmoHHo 6esonacHocTu Positive
Technologies 1 He MoryT 6bITb yoaneHbl. Bbl MoxeTe npocmaTpuBaTh CTaHOAPTHbIE TabNnyHble
CMUCKN, N3MEHSTb X MapamMeTpPbl 1 KONMPOBaTb UX AN CO3AaHNS MONb30BaTENbCKNX CMNCKOB.
lMonb3oBaTesibCKune TabnyHble CNNCKY Bbl MOXETE CO3[aBaTb, 3BMEHSITb, KONMPOoBaTb N YAANSTb.

MapameTpnbl TabIMYHOro cnmcka
PenyTaLNoHHbI TaBNnYHbIA CIMCOK 061afaeT CneayoLnMm 0CO6eHHOCTIMU:

— [OOJXEH NMETb HadBaHMe, KOTOPOe MOXET COCTONATb 13 BYKB naTUHCKoro andasnTa, undp, 3HakoB
nogyepKnBaHnNs 1 ToYeK, 4OMKHO HaUuMHATbCS C MPOMVCHOW 6YKBbI;

— MOXET UMETb ONMCaHNe Ha PYCCKOM W aHTINACKOM A3bIKE;
— pacnojiaraeTcs B nanke unm nakete akCcrnepTu3bl Ang xpaHeHns B b[;
— MOXET BXOOUTb B HAabopbl ANg yCTaHOBKN 06bekToB B MaxPatrol SIEM;

— npefHa3Ha4yeH 0Ji9 CoOXpaHeHnd penyTauoHHOro Crnncka;
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— MOXEeT cogepXaTb criefytoLme Tunbl 06bEKTOB penyTauoHHOro cnucka: IP-agpec, nmsa gomexa,
Macka Wi 3HaYeHmne KOHTPOIbHOW cyMMbl dalina (ctangapta SHA-1, SHA-256 nnn MD5);

— COOEPXNT O6BbEKTbI CO 3HAYEHNEM NHTErPasIbHON YA3BUMOCTH, MPEBbILIAIOLLIM YKa3aHHYI0
MUHUMAanbHYO oueHky (Lenoe yuncno ot O o 100). Ecnun 3HaueHne He ykazaHo, B TabYHbIN
CMUCOK nonagyT BCe 06bekThl;

— BCerfa CogepXuT KonoHky id, KoTopas 9BnsgeTcd eauHCTBEHHOWN KOYEeBO KOTOHKOWM,
NHOEKCUPYEMOW 1 He MOXET cofepXaTb nycTbix sueek (null).

MapameTpbl KONOHOK TabNMUYHOro cnucka

Habop KONoOHOK penyTaunoHHOO TabNNYHOro Crcka 3aBUCKT OT BbIBpPaHHOMO 06bekTa U
COOTBETCTBYET Habopy Nosel penyTaunoHHOro cnucka. [ng Bcex 06bekToB [OCTYMHbI cnegyoLne
KOOHKI:

— id — copepXunT ngeHTndunKaTopbl 3anmncern TabanyHoOro Crmncka;
— description — onncaHng 3anucei;

— time_last_seen — gaTbl nameHeHns 3anuncen;

— time_first_seen — natbl fo6aBneHnsa 3anncen;

— score — 3HayeHNs NHTEerpanbHoON ya3BMMOCTH;

— threat_type — tunbi yrpos.

B 3aBucrmocTu oT o6bekTa 4OCTYMHbI OMONHNTENbHbIE KOMOHKIA:
— ip — copepxunT IP-agpeca;

— domain — nmeHa JOMEHOB;

— mask — macku B Buge agpecos (URL) nnu nven gomeHos (FQDN). Kpome KonoHky ¢ mackamu
TabNNYHBIA CIMCOK MOXET copepxaTb KonoHkn host_match v url_match c sBoipaxeHusgmn,
yKa3sblBaloLLMW Ha BapnaHT COBMaAeHns agpeca Ui MeHn JoMeHa C MackoWn
(cm. paspen 10.3.2);

— hash_shal, hash_sha256, hash_md5 — 3HaueHns KOHTPONbHbIX CyMM dalifoB B BbiIGpaHHOM
cTaHgapTe.

KonoHkun TabnunyHoro cnucka oébnagatoT cnengyrownmm OCOBEHHOCTAMU:

— MOTyT MHOEeKCpOBaTbC4. Vicnonb3oBaHune NHOEKCpyeMbIX KOJTOHOK NMoBbllaeT CKOPOCTb
rnowvcka no 3anucam TabnnyHoro cnmcka. o YMONYaHWMIO oNd NHOEeKCNPOBaHNA NCMNOJ1b3yeTCH
nepBagd Kyiro4veBasd KOJIOHKa;

— MOTryT 9BHO OOnyckKaTb 3Ha4veHune null. B TabnnyHbIN CNNCOK MOXET 0,06aBN9TbCS 3aMnCh, B
KOTOpOI;I Kakoe-TO 13 nonen OTCYTCTBYeET. Ecnn COOTBETCTBYOLWasd KO/TOHKa TabnMyHoro crnmcka
He MOXeT 3anoJIHATbCH NyCTbIM 3Ha4YeHnem, 1o pob6aBrieHne Takom 3anncn He npon3BoaOnNTCA. Mo
YMOJTYaHNIO BCe KOJIOHKN TabnnyHOro crnncka Kpome Kno4veBblX MOTYT 3aMOJIHATbCHA NYyCTbIMW
3Ha4YeHnammn.
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B aTom pa3pene

CozpgaHue penyTaunoHHoro TabnmyHoro cnmcka (cm. pasnen 16.12.3.1)

KonunposaHune TabnuyHoro crnvcka (cm. pasgen 16.12.3.2)

VIameHeHune TabnunyHoro cnucka (cm. pasgen 16.12.3.3)

YpaneHue TabnunyHoro cnmncka (cm. pasoen 16.12.3.4)

Cm. Takxe

CTtpaHunua «[akeTbl akcnepTu3sbl» (cMm. pasgen 5.4)

16.12.3.1. CosgaHune penyTauoHHOro Tabnn4yHoro cnmcka

> YTO6bl CO30aTb NONb30BATENbCKU PenyTaLNOHHbIA Ta6NNYHbIA CINCOK:

1.

B rnaBHOM MeHIo B pasfene <HasBaHue 6a3bl faHHbIX> Bbl6epuTe MNYHKT C
nonb3oBaTenbckon B/,

B rnaBHom meHio B pasnene SIEM Bbibepute nyHKT MakeTbl 3KcnepTUsbl.
OTkpoeTca cTpaHuLa NMakeTbl 3KCNEepTU3bl.

B maHenun MHCTpYMEeHTOB HaxmuTe KHornky Co3aaTh 1 B paCKpbIBLLEMCS MeHIO Bbibepute
nyHKT Ta6ANYHbBIA CANUCOK.

OTkpoeTcd cTpaHnLla HoBbl TabAUYHbIA CMIMCOK.
B none Ha3sBaHue BBeaunTe Ha3BaHWe TabANYHOro Cricka.
MpumeuaHwue. B none OnucaHme Bbl MOXETe BBECTU JTIOGO0I TEKCTOBbIN KOMMEHTapPWIA.

B packpbiBaowemcs cniucke Manka Bbi6epuTe narnky U nakeT aKCnepTuabl AN XPaHeHs
TabnunyHoro cnncka B B[.

MpumeuaHume. Bbl MoxeTe 0o6aBUTb TaGNNYHBIV CMIMCOK B HAG0OPbI 4119 YCTaHOBKN,
yCTaHOBMB ¢iaxky HanpoTUB Ha3BaHWI HABOPOB B packpbiBaloLwemcs crincke Ha6opbl ans
YCTaHOBKM.

B packpebiBatowemcs cnincke HasHaueHune Boi6epriTe PenyTauMOHHbIA CMUCOK.

B packpbiBatoLemcs cnincke Tun 06beKToB BbiGepuTe TUM 06bekTa penyTaunoHHOro
cnmcka.

B nofe MMHMManbHas oLeHKa BBEAUTe 3HaUeHe NHTErpasnbHON yS3BUMOCTH, MW
NPEeBbILLEHNN KOTOPOro O6bEKT NonageT B TabNNYHbI CNICOK.

B 6noke napameTtpos KonoHku rno ccoinke [lo6aBUTb KONOHKY 006aBbTE KOMOHKW B
TabNYHbBIA CANCOK.

I'Ipwmeanme. Bbl moxeTe nsmeHunTb nop4anoK KOJIOHOK C NMOMOLLBbIO 3Ha4Ka N yoannTb

KOJTOHKY MO KHOrMKe
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10. Ecnu TpebyeTca nHOeKCMpoBaTb COOEPXNMOE KOMOHKM, yCTaHOBUTE Ans Hee $raxok
UHpexkcupyemoe.

1. HaxmuTe kHonky Co3paTb.

TabnnyHbIA CrINCOK CO30aH.

16.12.3.2. KonnpoBaHune Tabnn4yHoro cnmcka

> YT06bI CKONMMPOBATb TAaGANYHDBI CMINCOK:

1. B rnaBHOM MeHIo B pasfene <HasBaHue 6a3bl faHHbIX> Bbi6epuTe MNYHKT C
nonb3oBaTenbckon B/,

2. B rnaBHom meHto B pasgene SIEM Boibepute nyHKT MakeTbl 3KcnepTu3bl.
OTtkpoeTcd cTpaHuua MakeTbl 3KCNepTU3bI.

3. B naHenun Manku Bbi6epuTe TabnnNYHbIA CMINCOK.
OTkpoeTcd cTpaHnLa TabanyHoro Crnmcka.

MpumeuaHue. [119 noncka TabanyHOro Crnncka Bbl MOXeTe UCMOob30BaTh GUbTPaLMIO
06BbEKTOB.

4. Haxmunte

OTkpoeTce cTpaHuua HoBbi TabnuuHbIi cnucok (Ha ocHoBe <Ha3BaHue TabnuuHoro
cnucka>).

5. B none HasBaHue BBeanTe HazBaHme TabANYHOro Cnmncka.
6. Haxmunte kHonky Co3paTb.

TabnnyHbIN CNCOK CKOMMPOBAaH.

16.12.3.3. 13meHeHne TabnnyHoro crnmcka

>  YT06bl N3MEHNTb NONb30BATENbCKNIN TaGNINYHbIA CMCOK:

1. B rnaBHOM MeHIo B pasfene <HazBaHue 6a3bl faHHbIX> Bbl6epuTe MYHKT C
nonb3oBaTenbckon B[,

2. BrnaBHom meHto B pasgene SIEM Boibepute nyHKT MakeTbl aKcnepTu3bl.
OTkpoeTca cTpaHuLa NMakeTbl 3KCNEepTU3bl.

3. B naHenun Manku Bbi6epuTe TabnnNYHbIA CMINCOK.
OTkpoeTcd cTpaHnLa TabanyHoro Crnmcka.

MpumeuaHwue. [119 noncka TabanyHOro Cnncka Bbl MOXeTe UCMOob30BaTh GUbTPaLMIO
06BbEKTOB.
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4. Haxmute

OTKkpoeTca cTpaHnLa PegakTupoBaHue TabiMuHOro cnucka.
5. NameHuTe TabnnyHbIA CrNCOK.
6. Haxmute kHornky CoxpaHUTb.

TabnNYHbINA CANCOK N3MEHEH.

16.12.3.4. YpaneHne TabnmnyHoro cnmcka

>  YT06bl yOanuTb Nonb30BaTENbCKNA TaBMNYHbIA CMINCOK:

1. B rnaBHOM MeHI0 B pa3nenie <HasBaHue 6a3bl faHHbIX> Bbi6epuTe MyHKT C
rnosib3oBaTenbckon b,

2. B rnaBHOM MmeHIo B pasgene SIEM Bbi6epuTe nyHKT MakeTbl 93KCNEepTU3bl.
OTKkpoeTcd cTpaHuLa MakeTbl 3KCNepTU3bl.

3. B naHenu Mankwm BbiGepurTe TabANYHBIA CMINCOK.
OTKpoeTcd CTpaHuLa TabMYHOro Crncka.

MpumeuaHwue. [1ng noncka TabNNUYHOro Crvicka Bbl MOXETe NCMOoMb30oBaTh GUNbTpaLuio
06BbEKTOB.

4. Haxmunte 1 nogTBepAnTe yoaneHume.

TabnnyHbIN CNNCOK yOoaneH.

16.12.4. HacTpoika TabnunyHbIX CrCKOB ANg NpaBus
oborauleHns n Koppenaumm

TabnnyHble CNCKN AN NpaB 060ralleHns 1 Koppenauun npegHasHauyeHbl 419 XpaHeHns OaHHbIX,
NCMosib3yeMbIX B MpaBuiax o6oraleHns n koppensaunn. TabnnyHble CAnCKn Ans npasuin
KOppensumnm 3anosHATCs aBTOMaTUYECKI NPU BbIMOSHEHN MpaBui KOppensunmn, TabnmnyHble
CMVCKM ANs NpaBua 060raLleHns — npu BbiNOAHEHUN npaBun o6orateHns. O6a Tuna TabnmnyHbix
CMCKOB AOCTYMHbI AN YTEHUS 3 MpaBus KOpPenauun n npasui o6orateHns (cm. PykoBoacTso
paspaboTumka). Bbl MoxeTe paboTaTb C TabAMUYHbIMI CIMCKaMU 419 NpaBu o6oraleHns n
Koppensummn Ha ctpaHuue MakeTbl 3KcnepTU3bl.

TabnuuHble cNCKK ANs NpaBua 060raleHns 1 Koppenaunn 6e6iBaloT CTaHOAPTHLIMU 11
nonb3oBaTtensckummn. CTaHgapTHblE TabNNYHbIE CMIMCKM HACTPOEHbI CneLnanicTaMmum no
nHbopmaLmoHHon 6e3onacHocTn Positive Technologies n He MOryT 6bITb U3MEHeHbI UK yaaneHbl.
Bbl MOXxeTe npocmaTpumBaTb CTaH4apTHble TabAnyHbIe CMINCKM 1 KOMMPOBaTb NX 1S CO30aHNs
Nnosib3oBaTeNbCKNX CNNCKOB. [Nofib3oBaTenbckmne TabnmnyHblie CNCKK Bbl MOXETE Co3aaBaTh,
N3MEHSTb, KONMPOBaTb 1 yaansaTb. Bbl MoxeTe BpyuHyo 4O6GaBNSTb N UBMEHSTb 3anucn B
CTaHOAPTHbIX 1 NOMb30BaTeIbCKNX TabNNYHbIX crinckax Yepes nHrepdenc MaxPatrol SIEM.
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MapameTpbl TabANYHOrO cNUCKa

TabnunyuHbI CANCOK ANS NpaBu 060ralleHns Ui Koppensaunmn obnagaeT cneayoLwmnmmm
OCOBEHHOCTAMMN:

— [OOJDKeH nveTb Ha3BaHne, KOTOpOoe MOXeT COCTOATb U3 6yKB NaTNHCKOro ancbaBMTa, Ll,I/lCI)p, 3HaKoOB
nogvyepknBaHng n Tovek, 0oOJIXXKHO Ha4YnHaTbCH C I'IpOI'IVICHOVI 6yKBbI;

— MOXET UMeTb ONMNCaHNe Ha PYCCKOM WU aHTTNACKOM S13bIKE;
— pacnonaraeTcs B nanke unm nakete akCnepTusbl ang xpaHeHns B b[;
— MOXEeT BXOANTb B Habopbl Ana ycTaHoBKN o6bekToB B MaxPatrol SIEM;

— npegHasHayeH ANg XpaHeHUs daHHbIX, MOSTyUYeHHbIX MPU BbINMOHEHNN NPaBuii KOPPeNaunmn nim
oboralleHuns;

—  COOepPXWT 3anncu, KoMYeCTBO KOTOPbIX 6/IM3KO K yKa3aHHOMY TUMNYHOMY pasmMepy TabnyHoro
cnucka (no ymonyaHumio 80 000);

— COOEPXNT 3anuncul, KOMYeCTBO KOTOPbIX HE MOXET MPEeBbILLAaTh YKa3aHHOro MakCcumMasibHOro
paamepa TabnunyHoro crnvcka (no ymondanuio 100 000). MNpw npeBbILeHnN 9TOro 3HaYEeHNS
Haunbonee cTapble 3anucu 6yayT aBTOMaTNYECKN yaaneHbl 1 KONMYeCcTBO 3anncein bynet
COKpaLLEHO [0 TUMMYHOro pasmepa;

— MOXET UMETb OrpaHNYeHNne Ha BPeMs XIN3HW 3annceli (Mo yMonyaHmnio — oauH aeHb). o
OKOHYaHUN yKa3aHHOIro BpeMeHu nocne [o6aBneHuns 3anmucy B TabAnyHbI CCokK, oHa byaeT
aBTOMaTUYeCKN yaaneHa.

MapameTpbl KONIOHOK TabIMYHOro crnucka

KnioueBag KoNoHKa — 3TO KOJIOHKA, 3HaYEeHVs B KOTOpOI7| ABNTAIOTCH I/I,D,eHTI/Id)VIKaTOpaMVI 3anncen
TabnnyHoro cnmncka. Ecnm knouyeBbiX KOJTOHOK HECKOJbKO, TO 3aMuchb mneHquJmumpyeTcg no
COBOKYMHOCTW 3HAYEHWI BCeX KITOYEBbIX KOTOHOK.

KonoHkn TabnunyHoro cnvcka o6nagatoT cnegyiowmnmMmmn 0CO6eHHOCTIMIL

— [OOJDKHbI MMETb Ha3BaHMe, KOTOpOe MOXEeT COCTOATb N3 6yKB NaTNHCKOro aﬂd)aBVITa, LI,VIqu, 3HakKa
nogvyepkKnBaHng n TOUKKM, 0OJIXXKHO HAYNHaTbCH C I'IpOI'IVICHOI7I 6yKBbI;

— MOryT cofepxaTb AaHHble ogHoro 13 Tunos: DateTime, Number, String;

MpumeuaHue. Bbl MoxeTe ncnonb3oBaTh KOMOHKN C TUMOM faHHbIX String onga xpaHeHus 1P-
agpecoB BBUAeE: a.b.c.d/<Macka>.

— MOrYT 6bITb K/OYEBbIMU. 3HAaUEHNS BCEX KIIOUYEBbIX KOTOHOK NHAEKCUPYIOTCS 1 HEe MOTYT 6biTb
nycteiMu (null). Mo ymonuaHmio KNoyYeBon SBNSETCS NepBast KOMOHKa;
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— MOTyT MHOEKCPOBaTbCA. Vlcnonb3oBaHme NHOEKCpyeMbIX KOJTOHOK MoBbILaeT CKOPOCTb
rnowncka no 3anncam TabnnyHoro cnmcka. o YMOTYaHMo 01g NHOeKCnpoBaHME NCNo1b3yeTCcHd
neppag Kno4veBad KOJIOHKa;

— MOryYT 9BHO gonyckaTb 3HauYeHue null. B TabnnyHbIi CNMCoK MoXeT [,06aBNsTbCs 3anuch, B
KOTOpOW Kakoe-TO 13 nonen otcyTcTeyeT. Ecnn cooTBeTCTBYIOWAS KONOHKa TabNM4HOro crnmcka
He MOXeT 3aMnoSIHATLCS MYCTbIM 3HaUeHneM, TO [OGaBNeHe Takor 3anncu He nponssoguTtcs. No
YMONYaHNIO BCE KOMOHKM TabNYHOrO CrcKa KPoMe KTIoYEBbIX MOTYT 3anOHATLCS MyCTbIMM
3HaYEHNIMM.

B aTom pa3pene

CospaHune TabnnyHoro cnvcka gns npaeswa oboralleHns 1 koppenauum (cm. pasnen 16.12.4.1)

KonunposaHune TabnunyHoro crnvcka (cm. pasgen 16.12.4.2)

VismeHeHne TabnunyHoro cnuncka (cm. pasgen 16.12.4.3)

YpaneHue TabnnyHoro cnucka (cm. pasgen 16.12.4.4)

CM. Takxke

Pa6oTa ¢ TabnuyHbiMuy cnivckamu (cm. pasgen 10.1)

CTtpaHunua «[NakeTbl akcnepTu3sbl» (cMm. pasgen 5.4)

16.12.4.1. CosgaHune TabnanyHoro cnmcka s npasun
oborauleHns n Koppenaumn

> YT06bI CO30aTb TabANYHDBIN CMINCOK AJ19 NPaBu 060raleHst U Koppensaunm:

1.

B rnaBHOM MeHI0 B pasaene <HasBaHue 6a3bl faHHbIX> BbiI6epuTe NMyHKT C
rnosib3oBaTenbckon b,

B rnaBHom meHIo B pasgene SIEM BoibepuTe nyHKT MakeTbl 3KCnepTU3bl.
OTkpoeTca cTpaHuLa MakeTbl 3KCNepTU3bl.

B naHenun nHCTPYMeHTOB HaxmuTe KHornky Co3paThb 11 B packpbiBLLUEMCS MEHIO BblibepuTe
nyHKT Ta6ANYHbBIA CAUCOK.

OTkpoeTcs cTpaHuua HoBbif TabNMUYHbBIA CMUCOK.
B none Ha3BaHue BBeanTe Ha3BaHMe TabANYHOrO Crmcka.
MpumeuaHue. B none OnucaHmue Bbl MOXETe BBECTU /1060 TEKCTOBbIN KOMMEHTaPUIA.

B packpbiBatoLiemcs crincke Manka BoibepurTe nanky Unv nakeT aKCnepTn3bl 419 XpaHeHns
TabnumyHoro cnvcka B B[,

MpumeyaHwme. Bbl MoxeTe 006aBUTb TabANYHBIA CMINCOK B HA6OPbI 15 YCTaHOBKM,
yCTaHOBUB diaxkn HaNpoTVB Ha3BaHMI HABOPOB B packpbiBatoLlemcs cnucke Haéopbl ans
YCTaHOBKM.
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6. B packpbiBatouiemcs cnvcke HasHaueHue BbibepuTe HagHavyeHne TabanyHoro cnmcka.

7. B none TUNUYHbIA pa3mep yKaxuTe KOMMYeCTBO 3anncein TabanmyHoro cnmcka, Kotopoe
pPEeKOMEeHYeTCs He NpeBbIaTh.

8. B none MakcumasnbHbIA pa3mMep ykaxunte makchnmasibHoe KOnm4ecTBO 3anncen TabanyHoro
cnumcka.

9. B none OrpaHnMuYMTb BpeMmsi XXM3HU 3anNUCKU YKaXITE BPEMS U BbIKMIOYNTE OrpaHnyeHne
BPEMEHU XNIHW 3arncei.

10. B 6noke napameTpos KonoHku no ccoinike [lo6aBUTb KONOHKY [06aBbTe KOJTOHKM B
TabMMYHbINA CMCOK.

ﬂpmmeanwe. Bbl moxeTe nsmeHunTb nop4anoK KOJIOHOK C NMOMOLLBbIO 3Ha4Ka N yoannTb
KOJTOHKY MO KHOmMkKe

1. B none HasBaHue BBeanTe Ha3BaHNE KOTOHKI.
12. B packpbiBatoLLemcs cnncke TUn gaHHbIX BbibepuTe TUM aHHbBIX A9 KOTOHKN.
13. Ecnu KonoHka sBngeTcs K4yeBoln, ycTaHoBuTe dnaxok KnoueBoe none.

MpumeuaHune. TabnnyHbIN CNNCOK OOMKEH CoaepXaTb XOTS 6bl OfHY K/OYEBYIO KOMTOHKY. 10
YMOJYaHWIO KItOUEBOW SBNSIETCS NepBasi KOIOHKa TabIMYHOro crnmcka.

14. Ecnun TpebyeTcs MHOEKCNPOBaTb COLEPXMMOE KOMOHKM, yCTaHOBUTE s Hee $raxok
UHpexcupyemoe.

15. Ecnm KonoHka MOXeT 3anoHATbCY MyCTbIMU 3Ha4YeHUaMuN, yctaHoBute dnaxok MoxeT
copgepxatb null.

16. HaxxmuTe kHonky Co3paTb.

TabnnyHbIA CrINCOK CO30aH.

16.12.4.2. KonnpoBaHune TabnmyHoro cnmcka

>  YTO6bl CKONMMPOBAaTb TabANYHBIA CANCOK:

1. B rnaBHOM MeHI0 B pa3nene <HasBaHue 6a3bl gaHHbIX> Bbi6epuTe MyHKT C
rnosib3oBaTenbckonm b,

2. B rnaBHom meHio B pasgene SIEM BoibepuTe nyHKT MakeTbl 3KCnepTu3bl.
OTkpoeTca cTpaHuLa NMakeTbl 3KCNEepTU3bl.

3. B naHenun Manku Bbi6epuTe TabnnYHbIA CMINCOK.
OTKpoeTca cTpaHuLa TabnmyHOro cnmcka.

MpumeuaHwue. [1n9 noncka TabanyHOro Crnncka Bbl MOXeTe UCMob30BaTh GUbTPaLMIo
O6GBbEKTOB.

4. Haxmunte
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OTkpoeTcs cTpaHuLa HoBbl TabnuuHbI cnucok (Ha ocHoBe <Ha3BaHue TabnuyHoro
cnucka>).

5. B none HazBaHue BBeguTe Ha3BaHMe TabaNYyHOro Cnrcka.
6. HaxmuTte kHonky Co3paThb.

TabnunyHbIN CNNCOK CKOMMPOBaH.

16.12.4.3. /IameHeHne TabnanyHoro cnmcka

3anucu TabMYyHoOro cnmncka COXPaHATCYH, eCnin Bbl UBMeHNTe Ha3BaHWe, onncaHune, TUNUYHBIA NNK
MaKCMasnbHbIiA pasmep TabnnMyHOro cnmcka unm BpemMd XN3HW 3anncu. B nHbIx cnydagax nocne
N3MeHeHnsa TabnyHoro cnmcka Bce 3anncu 6yﬂ,yT yoaneHbl.

>  YT06bl N3MEHNTb NONb30BATENbCKNIN TaBGINYHbIA CMCOK:

1. B rnaBHOM MeHI0 B pa3nene <HasBaHue 6a3bl gaHHbIX> Bbi6epuTe MyHKT C
rnosib3oBaTenbckon b,

2. B rnaBHom meHio B pasgene SIEM BoibepuTe nyHKT MakeTbl 3KCnepTu3bl.
OTkpoeTca cTpaHuLa NMakeTbl 3KCNEepTU3bl.

3. B naHenun Manku Bbi6epuTe TabnnYHbIA CMINCOK.
OTKpoeTca cTpaHuLa TabnmyHoOro cnmcka.

MpumeuaHue. [1n19 noncka TabanyHOro Crnncka Bbl MOXeTe UCMOob30BaTh GUbTPaLMio
OGBEKTOB.

4. Haxmute

OTkpoeTcd cTpaHnua PegakTupoBaHne TabnmMuyHoOro cnucka.
5. NameHunTe TabnnyHbIiA CINCOK.
6. Haxmunte kHonky CoXpaHUTb.

TabnnyHbIA CMINCOK N3MEHEH.

16.12.4.4. YpaneHne TabnnyHoro cnmncka

> UYT06bI yOannTb NONb30BaTENbCKII TaGANYHbIA CMCOK:

1. B rnaBHOM MeHIo B pasfene <HazBaHue 6a3bl faHHbIX> BbiGepuTe MYHKT C
rnonb3oBaTtenbckon B[I.

2. B rnaBHom meHio B pazgene SIEM BoibepuTe nyHKT MakeTbl 3KCnepTU3bl.
OTtkpoeTca cTpaHuua MakeTbl 3KcnepTU3bI.

3. B nanHenu Mankwm BbiGepunTe TabANYHBIA CMINCOK.
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OTKpoeTcs cTpaHuua TabANYHOro crincka.

MpumeuaHwue. [1n9 noncka TabNMUYHOro Crvicka Bbl MOXETe NCMoMb30BaTh GUbTpaLuio
O6BbEKTOB.

4. Haxmunte 1 nogTBepAnTe yoaneHume.

TabnnyHbIN CNNCOK yOoaneH.

16.12.5. HacTpoika oTcnexnBaHng N3MeHEHNIN B TAaOANYHbIX
crnmckax

[ns TabnnyHbIX CMCKOB TUMa «CNPaBOYHNK» 1 TabMYHbIX CANCKOB 19 MpaBul 06oralleHns n
KOPPEenauum MoXHO HaCTPOUTb OTCNEXBaHE N3MEHEHII, YTOBbl aBTOMAaTYeCKN NnepegaBaTb
cBefeHns o go6aBneHnn, USMeHeHUN 1 yaaneHu 3anuce B BbIGpaHHOM TabAnYHOM Crcke B
MaxPatrol SIEM B Buge cobbITui.

> YT06bI HaCTpPOUTb OTCNeXnBaHmne N3MeHeHUI B TabNNYHbIX CrINCKaX:

1. B rnaBHOM MeHI0 B pa3nene <HasBaHue 6a3bl gaHHbIX> BbibepuTe MyHKT C
nosib3oBaTenbckonm b,

2. BrnaBHom meHto B pasgene SIEM Boibepute nyHKT MakeTbl SKCNepTU3bl.
OTkpoeTca cTpaHuLa NMakeTbl 3KCNEepTU3bl.
3. B naHenun Manku Bbi6epuTe TabnnYHbIA CMINCOK.

OTKpoeTCQ CTpaHunua TabnMyYHOro crnmcka.

4. Haxmunte
OTkpoeTcd cTpaHuua PegakTupoBaHne TabnmMuyHoro cnucka.

5. B naHenn OTcneXxuBaHue N3MEHEHUMN BKITIOYNTE OTCNEXUBAHNE N3MEHEHII, CBEAEHMNS O
KOTOpPbIX HYXHO nepenasatb B MaxPatrol SIEM.

6. B packpbiBaowemcs crivicke MepepaBaTb 3HaUeHUS BbI6epUTE KOMOHKM, N3MEHEHVIS B
KOTOpPbIX ByAyT OTCNEXMBATbCS — BO BCEX U TOMbKO B KIIOYEBbIX.

7. HaxmunTe kHonky CoXpaHUTb.

OTcnexmnBaHne N3MeHeHun B TabNNYHbIX Crivckax HaCTpPOEHO.

16.12.6. HacTpounka makpocoB

Makpoc npefcTtaBnseT CoObol pparmMeHT Koga, CoaepXalluii ycnosue s otéopa CobbITUi.
Makpocbl MOryT NCMOb30BAaTLCH NPY CO3[aHNN NpaBun koppensaunn. NogpobHee 0 HancaHun
MaKpocoB cM. PykoBoacTBo paspaboTtunka MaxPatrol SIEM. Bbl moxeTe paboTaTb C Makpocamu Ha
cTpaHuLe Makpochbl.
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Makpochbl 6biBaloT CTaHAAPTHBIMY 11 NONb3oBaTeIbekMn. CTaHOAaPTHbIE MaKpPOChI
npenycTaHOBNAEHbI N He MOTYT 6bITb N3MeHeHbI. Bbl MoXeTe npocmaTpuBaTh CTaHOAAPTHbIE MaKPOChI
1 KOMMPoBaTb WX AN CO3AaHNS NONb30BaTENbCKMX MaKpOCOB. [onb3oBaTeNnbCckiie MakpocChl Bbl
MOXeTe co3faBaTb, IBMEHSATb, KONMMPOBaTb 1 yOansThb.

Makpoc nmeeT crepyloLe napameTpsbi:

— Ha3BaHWe — Ha3BaHVe Ha PyCCKOM U aHrACKOM $3blke, aaanTupoBaHHOE Ans
npeacTaBneHns B uHTepderice (CTaHgapTHOE Ha3BaHMe Makpoca yka3aHo B ero Koae B
onpekTynBe filter);

— onucaHne — TeKCTOBbI KOMMEHTaPWUI Ha PYCCKOM WA aHTINACKOM s3blke ¢ MHbopMaLumen o6
ycnoBun otéopa CobbITUN;

— MEeTKN — OofHa NN HeCKOJIbKO MEeTOK OJ14 YKa3aHU4 0COB6€eHHOCTEN COBbITUN, KOTOpPble MakKpoC
nosBosideT OT6I/IpaTb;

— yCTaHaBnMBaTb Ha3BaHWe CobbITUS NPU BbIGOpE 3TOro Makpoca — Npu co3naHn npasnnia
Koppenauumn B HadBaHm cobbiTUS aBTOMaTNYeCckn byaeT yKkazaHo Ha3BaHe Makpoca, KOTopbIi
Bbl6paH B KayecTBe YC/I0B1S 0T6opa 3TOro CObbITUS;

— aprymMeHTbl — napamMeTpbl, KOTOPbIe NCMOMb3YITCS B KOOe Makpoca Nnpw COCTaBNEHNN YC10BUS
NS oT60pa COBbITUI; 419 KaXA0ro apryMeHTa Makpoca MOryT 6biTb yKa3aHbl 3Ha4eHme no
YMOJTYAHWIO 1 TEKCTOBBIA KOMMEHTaPWIA Ha PYCCKOM W/ aHITMACKOM A3biKe.

B aTom pa3pene

HacTpolika meTok MakpocoB (cM. pasgen 16.12.6.1)

CozpaHune makpoca (cm. pasnen 16.12.6.2)

KonupoBaHne makpoca (cm. pasgen 16.12.6.3)

VismeHeHne makpoca (cMm. pasgen 16.12.6.4)

YnaneHune makpoca (cm. pasgen 16.12.6.5)

YcTaHoBKa MeTok Makpoca (cM. pasgen 16.12.6.6)

Banunpauns makpocoB (cm. paznen 16.12.6.7)

CM. TaKkxke

CrtpaHuua «Makpocsbl» (cm. pasgen 5.5)

16.12.6.1. HacTpowka MeTok MmakpoCoB

MeTka — KOPOTKUIA TEKCT, YKa3blBalOLLMI Ha O6LLYI0 0CO6EHHOCTb COBbITUI, KOTOPbIE MaKpPOC
nossonseT oTémpaTb. [ 04HOro Makpoca MOXHO YCTaHOBUTb HECKOMBbKO MeTOK. MeTki MOXHO
06befVHATb B rpynnbl.

MeTkn n rpynribl MeToK 6blBaloT CTaHOAPTHbIMU 1 NOJIb30BaTESIbCKNMU. Bbl moxeTe co3naBaTtb,
N3MEeH4ATb N yOan4aTb Nob30BaTeIbCKNe MeTKN N rpynrbl MeTOoK.
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> YT06bI HaCTpPOUTb MeTKN MaKpPOCOB:

1. B rnaBHOM mMeHIio B pasfene <HasBaHue 6a3bl faHHbIX> Bbi6epuTe MYHKT C
nonb3oBaTtenbckon B[I.

2. B rnaBHom meHio B pasgene SIEM Bbi6epute nyHkT Makpochbl.

OTkpoeTca cTpaHuua Makpochbl.

3. B naHenun MeTkm Haxmunte 1 B pacKpbIBLLEMCS MeHI0 BbibepuTe NyHKT Co3gaTb rpynny
MeTOK.

OTkpoeTcs okHO HoBasi rpynna MeTok.
4. Bnone HasBaHue (pyccKuit) BBeOnTe Ha3BaHMe rpyrbl Ha PYCCKOM S3biKe.

5. Ecnun HyxHo, Nno ccbinke [lo6aBUTb Ha3BaHWE Ha aHIIMUCKOM si3blKe OTKPOWTe none
HasBaHue (aHrNMMACKUI) 11 BBEOUTE Ha3BaHMe rpynnbl Ha aHTIMACKOM A3blKe.

6. Haxmwute kHonky Co3paTb.
B cnucke JlokanbHasi cuctema nosiBMTCS rpynna MeTOK C yKa3aHHbIM Ha3BaHNEM.

MpumeyaHwme. Bbl MoXeTe N3MeHITb 1 yOanuTb rpyrnny MeTOK, NCMOMb3Ys MYyHKTbl MEHIO,
pacKpbIBalOLWEerocs npv HaxaTun B CTPOKe rpynnbl

7. Ecnwn HyXHO, aHanorn4HbiM 06pas3omM co3faiiTe aopyrve rpynnbl MEeTOK.

8. B cTpoke ¢ HaszBaHMeM rpynnbl METOK HAXMIUTE : 1 B PacKpbIBLUEMCS MEHIO BbibepuTe
nyHKT [lo6aBUTb METKY.

OTkpoeTcsa okHo HoBast meTka.
9. B none HasBaHue (pycckuit) BBeanTe Ha3BaHe METKIN Ha PyCCKOM A3bIKe.

10. Ecnu HyxHo, no ccbinke [lo6aBUTb Ha3BaHNE Ha aHIFTMINCKOM si3blKe OTKPOIiTe nose
Ha3BaHue (aHrnMUCcKum) 1 BBEOUTE Ha3BaHNE METKI Ha aHIINACKOM A3bIKe.

1. HaxmunTe kHonky Co3gaThb.

B cnucke JlokanbHasi cuctema —> <HasBaHue rpynnbl MeTOK> NMogBNTCA MeTKa C
YKa3aHHbIM Ha3BaHNeM.

an/IMe‘-IaHVIe. Bbl MoOXeTe nameHunTb n yOannTtb MeTKy, NCMNOob3y4 MYyHKTbl MEHIO,

pacKpbIBalOLLErocs npu HaxaTun B CTPOKE METKU
12. Ecnun HyXHO, aHanorn4yHbiM o6pa3om co3gaiTe apyrne MeTku.

MeTKn MakpOCoB HaCTPOEHDI.
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16.12.6.2. CosgaHmne makpoca

> YTo6bl CO3AaTH NOL30BATENBCKINIA MaKpPOC:

1.

9.

B rnaBHOM MeHIo B pasfene <HasBaHue 6a3bl faHHbIX> Bbi6epUTE MNYHKT C
nonb3oBaTenbckon B/,

B rnaBHom meHio B pasnene SIEM Bbibepute nyHkT Makpochi.

OTkpoeTca cTpaHnua Makpochl.

B naHenn MHCTpPYyMeEHTOB HaxmMmuTe kHornky Co3gaTb.

OTkpoeTca cTpaHuLa HoBbin Makpoc.

BeeguTte kop makpoca.

MpumeuaHme. Bbl MmoxeTe BbIMOMHNTL Banygaumio Makpoca no KHornke Banvwpgauums.
B none Ha3BaHue (pycckuin) BBeonte Ha3BaHNe Ha PyCCKOM 5i3blKe.

Ecnu TpebyeTcs, no ccoinke Lo6aBUTb Ha3BaHME Ha aHINIMACKOM I3blKe OTKPOWTe nose
Ha3BaHue (aHrNMUMACKUIA) 1 BBeOVTe Ha3BaHNe Ha aHINIMNCKOM S3bIKe.

MpumeuaHwue. B none OnucaHue (pyccKuin) Bbl MOXeTe BBECTW M0G0 TEKCTOBBIN
KOMMEHTapUin Ha pycckom si3blke. Takke no ccblike [lo6aBUTb onMcaHne Ha aHrIMACKOM
S13bIKe Bbl MOXETe OTKPbITb None OnucaHue (aHrMMUCKUIA) 1 BBECTI NIOOGOI TEKCTOBBIN
KOMMEHTapUIA Ha aHrINACKOM SA3bIKe.

Ecnun TpebyeTcs, B packpbiBatowemcd crivicke MeTku yctaHoBUTE GriaxKi HarnpoTuB MeTOK,
KOTOPbIE HYXHO YCTaHOBUTb AN9 MaKpoca.

MpumeyaHue. Bbl MoxeTe cosnaTb METKY AN rpynmny MeTok, NCnonbays nyHKTol Co3aaTh
meTKy 1 Co3paTh rpynny MeToK.

Ecnun TpebyeTcs, ycTaHoBUTe priaxok YcTaHaBAMBaTb Ha3BaHMe co6biTUs Npu BbiGope
3TOro Makpoca.

HaxmuTe kHonky Co3paThb.

HauHeTca npouecc Banugaunu. Mo 3aBepLUeHny Banugauny B Tabnuue 6yaeT co3naH HOBbIA
MaKpoC.

16.12.6.3. KonnpoBaHme makpoca

>  YTO6bl CKONMMPOBaTb MaKpOC:

1.

B rnaBHoMm meHio B pasnene SIEM Bbi6epute nyHKT Makpochbi.
OTkpoeTca cTpaHnua Makpochl.
B naHenn nHCTpyMeHTOB HaxmMmuTe KHornky Co3gaTb KOMuIo.

OTtkpoeTcd cTpaHuua HoBbii Makpoc Ha ocHoBe <Ha3BaHMe opuruHanbHOro Makpoca>.
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3. B kopge makpoca n3MeHnTe Ha3BaHne Makpoca, yKasaHHOe B MHCTpykuun filter.
4. Ecnun HyXHo, B nosie HasBaHue (pycckuit) nameHnTe Ha3BaHMe Makpoca.

5. Ecnn HyXHO, n3ameHnTe gpyrue napameTpbl Makpoca.

6. Haxmwnte kHonky Co3paTb.

HauneTcqa npouecc Banupaumu. Mo 3aBepLueHny Banugaumy B Tabnuue 6yaeTt CoxpaHeH
CKOMMPOBAaHHbIN MaKpoC.

16.12.6.4. 1ameHeHne makpoca

>  YT06bl N3MEHNTb NONb30BATENLCKNIN MaKpPOC:
1. B rnaBHOM meHio B pazaene SIEM BbibepunTe nyHKT Makpochl.
OTkpoeTca cTpaHuua Makpochbl.
2. B Tabnuue BbibepuTe Nonb3oBaTeIbCKNn Makpoc.
3. B naHenun nHcTpymMeHTOB HaxmunTe KHorMKy PegakTupoBaTb.
OTkpoeTca cTpaHuLa PegakTupoBaHue makpoca <HasBaHue makpoca>.
4. smeHnTe Kog MakKpoca.
MpumeyaHme. Bbl MoxeTe BbINOHUTL Bavgaumnio Makpoca no KHorke Banupaums.
5. Ecnu HyxHo, B none HasBaHue (pyccKui) nsveHnTe HasBaHe Makpoca.
6. Ecnu HyXHO, naMeHnTe apyrne napameTpbl Makpoca.
7. Haxmute kHornky CoxpaHUTb.

HauHeTcsa npouecc Banugauunn. Mo 3aBepLueHn Banugaummn B Tabnuue 6ynet coxpaHeH
N3MEHeHHbIi MakpocC.

16.12.6.5. YoaneHune makpoca

> YT06bl yOanuTb NONb30BaTENbCKII MakKpocC:
1. B rnaBHom MeHio B paznesie SIEM BoibepuTe nyHKT Makpochl.
OTkpoeTca cTpaHmua Makpochbi.
2. B Tabnuue BoibepuTe Nonb3oBaTENbCKNA MaKpOC.
3. B naHenun nHCTpyMeHTOB HaxXMnTe KHOMKY YAANUTb 11 MOATBepauTe yoaneHme.

Makpoc ynaneH.
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16.12.6.6. YcTaHOBKa METOK Makpoca

> YT06bI YCTaHOBUTb MeTKIW OHOro Ui HeCKOJIbKNX MaKpOCOB:

1.

B rnaBHom meHio B pasnene SIEM Bbibepute nyHkT Makpochi.
OTkpoeTca cTpaHnua Makpochl.
Bbibepute MakpocChl B Tabnnue.

MpumeuaHwme. [1ns BbIGopa B TabnuLLEe HECKObKUX CTPOK MOJPSL Bbl MOXETe UCMo/Ib30BaThb
knaBuLy Shift, ons Bbibopa HECKONbKNX OTAENbHbIX CTPOK — knaBuLy Ctrl.

B naHenwu NHCTPYMEHTOB HaXMUTe KHOMMKY MeTkn.

B OTKpbIBLLUEMCH MEHIO YCTaHOBUTE ¢na>|<|<|/| HanpoTMB MeTOK, KOTOPble HY)XHO YCTaHOBUTb
019 MaKpOCOB I Bbl6epI/ITe MYHKT anMeHVITb.

MeTKI MakpOCOB YCTaHOBSIEHBI.

16.12.6.7. Banngaumnsg makpocoB

>  YT06bl BbINONHNTD BangaLmio MaKpOCOB:

1.

4.
5.

B rnaBHom meHio B pasaene SIEM Bbi6epute nyHkT Makpochbl.
OTkpoeTca cTpaHnua Makpochl.
BblibepuTe Makpochl B Tabnuue.

MpumeuaHue. [1n19 BbI6opa B TabamLe HECKONBKNX CTPOK NOAPS4 Bbl MOXeETe NCMNob30BaTh
knasuwy Shift, ons Bbi6opa HeCKONbKIMX OTAENbHbIX CTPOK — knasuwy Ctrl.

B naHenn nHCTpyMeHTOB HaxmMmnTe KHoNky Banupaums.
OTkpoeTcqa okHo BanupupoBaTb.
Bbi6epuTe BapraHT Boi6paHHble <4Yncno Bbi6paHHbIX MaKpOCOB> 06bEeKTOB.

HaxmuTe KHOMKY 3anyc1'wrb Banvupaauumio.

Banngaumng BbinonHeHa.

Cm. Takxe

Bbi6op Bepcumn SDK gng Bannpaumn (cm. pasgen 16.4.12)
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17. O6palleHmne B CryXoy TEXHNYECKON MoaaePXKKY

TexHu4yeckaq nogaepxka NpoaykTa BKYaeT B cebd crefyioLime yenyru:

— pelLeHne BONpOCOB SKCMyaTauum NPOAyKTa, MOMOLLb B MCMONb30BaHNN €ro GyHKLNOHANbHbIX
BO3MOXHOCTEW;

— [MarHocTuKy c60eB NpoayKTa, BK/loYas MoNCK NPUYNHBI C608 1 MHGOPMUPOBaHKE KMeHTa O
HalgeHHbIX Npobnemax;

— paspelleHre Npobiem C NPoAyKTOM, NpenocTaB/ieHe peLleHnin UM BO3MOXHOCTENn 060TY
npo6nemy ¢ CoxpaHeHnem BCell He0H6XOANMON NPON3BOANTENBHOCTY;

— yCTpaHeHue olWnBOoK B MPoayKTe (B pamkax BbiMycka O6HOBMEHWNI K MPOAyKTY).
Bbl MOXeTe noslyyaTb TEXHNYECKYIO MOAAEPXKKY Ha nopTarse.

OTOT pasgen coaepXnT MHPopMaLmMio 0 cnocobax 1 YCNoBUSX NONYyYEHNS TEXHNYECKON NoanepPXKI.

B aTom pa3pene
TexHnuyeckas nogaepXka Ha nopTtane (cm. pasgen 17.1)
Bpems paboTbl cnyx6bl TEXHUYECKON nogaepxku (cm. pasgen 17.2)

Kak cnyx6a TexHn4yeckor nogaepxkn patoTtaeT ¢ 3anpocamu (cMm. pasgen 17.3)

17.1. TexHnyeckaq noggepka Ha noprane

HOQTaJ'I npenocTtaBnigdeT BaM BO3MOXHOCTb CO30aBaTb 3arpoCbl Ha TEXHNYECKYIO NoOAePXKY.

Bbl MOxeTe co3paTtb y4eTHylo 3anncb Ha nopTane, NCNosb3ys agpeca 3NeKTPOHHOWN NOYThI,
pacrnonoxeHHble Ha odrLmanbHOM 4OMEHE Balle opraHn3aummn. Bbl Takke MoxeTe ykasbiBaTb
Opyrrne agpeca 3MekTPOHHOW NOYTbl A9 YYETHOWN 3ancK B KaYecTBe OOMOMHUTEeNbHbIX. [n4
onepaTuBHOWN CBA3M yKaxuTe B Npodune y4eTHON 3annci Ha3BaHne Ballein opraHn3aumm
KOHTaKTHbIA TenedpoH.

[MopTan cogepXuT cTaTbl 6a3bl 3HaHWIA, HOBOCTW 0O6HOBNEHUI NpoaykToB Positive Technologies,
OTBETbI Ha YaCTO 3afaBaeMble BONPOCHI Nofb3oBaTenein. [ing goctyna Kk 6a3e 3HaHWI 1 BCEM
HOBOCTSAIM HY>XHO CO3[aTb Ha NopTasne y4eTHyto 3anuchb.

TexHunueckas nopnepXxka Ha nopTtane NpefoctaBideTCAd Ha PyCCKOM N AHINUICKOM S3blKax.

17.2. Bpems paboTbl CNyXObl TEXHNYECKOW NoaaepXKIn

Ha nopTane TexHunyeckol nogaepXKki Bbl MOXeTe KpYrioCyTOYHO co3aaBaTb U OGHOBNATL 3aMpoch|,
YynTaTb HOBOCTM MPOLAYKTOB U NMOSIb30BaTbCA 6a30i 3HAHNIA.
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17.3. Kak cnyx6a TexHn4eckon nogaepXxkn paboTaeT C
3anpocamu

Mpw nonyyeHUn Ballero 3anpoca cneumnanmncT cyX6bl TEXHNYECKON NogaepXxk knaccubuumpyet
ero (MpuceamnBaeT 3anpocy TN 1 YPOBEHb 3HAYMMOCTU) 1 BbINOSHAET OasibHelLwne waru rno
BbIMOJIHEHNIO 3anpoca.

B aTom pa3pene

MpenocTaBneHne nHPopMaLK ONg TeXxHnYeckon nogaepxkn (cm. pasoen 17.3.1)

Tunbl 3anpocoB (cm. pazgen 17.3.2)

Bpems peakunn v npropuTmnaaung 3anpocos (cM. pasgen 17.3.3)

BbinonHeHne pa6oT no 3anpocy (cm. pasgen 17.3.4)

17.3.1. TlpepocTaBneHne nHoopmaLnm oag TEXHNYECKON
NOAOEPXKN

Mpw obpallleHnn 3a TEXHNYECKOW NoaAePXKON Mo NnepBoMy TpeboBaHMo cneunanucta Positive
Technologies HyXHO NpefocTaBUTb:

— HOMep NNLEH3NN Ha NCMOJIb30BaHNe NPOAYKTa;
— dalinbl XypHanoB 1 Apyrne Habopbl ANarHOCTUYECKNX OAaHHbIX, XPaHSALLXCS B MPOAYKTE;
— CHVMKW 3KpaHa;

— pesynbTaTbl BbIMOMHEHNS peKOMEHAALNI CneLnanncTa TeEXHNYECKON NoaaepxKKA;

— KaHanbl 4Nng yganeHHoOro ooctyna K npoaykty (I'IO B3aMMHOMY corjiacoBaHuio onTumasibHOro
KaHana ,D,I/IaFHOCTI/IKI/I).

Positive Technologies He HeceT 0693aTefbCTB MO OKa3aHMI0 TEXHNYECKON NoAAePXKI B Cllydae
oTKa3a NpefoCTaBUTb YKasaHHYIO Bbille NHPOPMAaLIMIO.

Ecnun nHdopmauums no obpallleHuio He NpeaocTaBneHa B TeYeHe 3HaYnTelbHOro BpeMeHn (OT ABYX
Hefenb C MOMeHTa NocneaHeln akTMBHOCTI), CNEeLNanncT TEXHNYECKOW NOAASPXKN MEET NpaBo
cumMTaTbh Balle o6pallleHne HeakTyaslbHbIM U, YyBELOMIB Bac, 3aKpbiTb 3aMpoc.

17.3.2. Tunbl 3aNpoCcoB

CneuunanuncT TexXHnJYeckom nognepXxkKn oTHOCUT Ball 3anpocC K O AHOMY 13 CnenylLmnx Tmnos.
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Bonpocbl N0 ycTaHOBKE, NOBTOPHON YCTAaHOBKE U NPeAcTapTOBOM
HacTpounKe npoaykra

MoppasymeBaeTcs NOMOLLb B MOArOTOBKE NpoaykTa K paboTe, OTBEThI HA BOMPOCHI Ha faHHOM 3Tane
aKkcnayaTaumm npoaykTa. TexHnyeckas nogaepxka rno aTum Bonpocam gocTynHa B TeueHne 30 gHen
C MOMEHTa aKT/Bauun NpoayKTa.

Bonpochbl N0 agMUHUCTPUPOBaHUIO U HAaCTPOWMKe NpoaykKTa

Bk/loyatoT B ce69 BOMPOChI, BO3HMKalOLLME B NpoLiecce aKCnyaTaumm NpoaykTa, pekoMeHaaumny rno
ONTUMM3ALIN N HACTPOIIKe NapamMeTPOB NPoayKTa.

BoccTaHoBneHne paboTocnoco6HOCTN NPOoAYKTa

B cnyyae kpuTtuyeckoro c604 1 notepm JocTyna K OCHOBHON GYyHKLIMOHaNbHOCTN NPOoayKTa
cneuuanncT Positive Technologies okasbiBaeT NOMOLLb B BOCCTAHOBEHW paboTOCNOCOBHOCTN
npogykTta. BocctaHoBneHme 3akniovaeTcs Mn6o B MOMOLLM MO yCTaHOBKE NPOAyKTa 3aHOBO C
NnoTeHunanbHOW NoTepelt HaKOMIEHHbIX 40 CO0S AaHHbIX, TM60 B OTKaTe NPoayKTa Ha AOCTYMHYO
pe3epBHYI0 KOMUIO (pe3epBHOE KOMMPOBaHe OOMKHO 6bITb HACTPOEHO 3abiaroBpeMeHHo). Positive
Technologies He HeceT OTBETCTBEHHOCTb 3a MOTEPIO JaHHbIX B Cllydae HEBEPHO HAaCTPOEHHOIO
pe3epBHOrO KONMPOBaHKS.

O6HoBneHne npopykra

Positive Technologies noctaBnsieT nakeTbl OGHOBMEHNS B TEYEHNE CPOKa OBHOBMEHMS, YKa3aHHOro B
NALLEH3M Ha NPOJYKT.

Positive Technologies He HeceT OTBETCTBEHHOCTU 3a NPO61eMbl, BO3HUKLLE NPU HapyLUEeHNN
pernameHTNpPOBaHHOroO NpoLecca 06HOBNEHNS.

YcTpaHeHune pedeKkToB npoayKra

Ecnun no pesynbTaTam gnarHoCTUKN o6HapyXxeH aedekT npoaykTa, Positive Technologies o6s3yeTcs
NPEeAnPVHATb Pa3yMHble YCUINS MO NPefoCTaBNeHMIO 06X0OHOro peLleHns (ecnm BO3MOXHO), a
Takxe BKIOUYNTb UCripaBieHne gedekta B 6vxalilune BO3MOXHbIE O6HOBMNEHNS NpoayKTa.

17.3.3. Bpems peakuun n npuopuntmnsaumng 3arnpocoB

BpeMﬂ peakKuum Ha 3anpocC pacCcunTbiBaeTCd C MOMeHTa rnony4veHumnd 3anpoca Ao nepBnYHOro
OTBeTa CrneumnanncTa TEXHNYECKON nognepXxkKun ¢ ysegomsieHmnem o B3ATUN 3aripoca B pa60Ty.

Bpems 06paboTKm 3anpoca paccUmTbiBa€TCS C MOMEHTa OTNpPaBK/ YBEAOMIEHNS O BTN Ballero
3anpoca B paboTy A0 NPefocTaBNeHns onncaHns ganbHenWw X WaroB No yCTpaHeHno Npotnemsl
nn6o knaccudukaumm Bonpoca, ykazaHHOro B 3arnpoce, kak gedekta 10O 1 nepegaum 3anpoca
OTBETCTBEHHbIM L aM 4N CnpaBneHns gedpekTa.
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Bpewms peakuum n Bpems 06paboTKy 3aBUCAT OT yKa3aHHOrO BaMyl YPOBHS 3HAYMMOCTI 3anpoca (CM.

Tabnuuy 4).

CneunanuncT cny>6bl TEXHNYECKOW MOAAEPXKN OCTaBNIEeT 3a CO60I NpaBo NepeonpenensTb
YPOBEHb 3HAYMMOCTI 3anpoca Mo NPUBEAEHHbIM HUXKE KpUTepusam. YKasaHHbIe CPOKI SBISIOTCS
LeneBbIMY/ 1 MogpasyMeBaloT CTPEMSIEHE N Pa3yMHbIe YCUNNS UCNONHUTENS ANS X COBOaeHS,

HO BO3MOXXHbI OTKJTOHEHWN4A OT AiaHHbIX CPOKOB MO O6BEKTNBHbLIM npnynHam.

YpoBeHb
3HauYMMocCTHU 3anpo-
ca

Tabnuua 4. Bpems peakuum Ha 3anpoc 1l BpeMs ero o6paboTkii

Kputepumn
3HayMmMocCTHU 3anpo-
ca

Bpemsi peakuum Ha
3anpoc

Bpems 06paboTku
3anpoca

Kpntnuecknin

ABapuiiHble c6ou,
MOSIHOCTbIO NpenaT-
CTBYlOLLME LITATHON
paboTe npoaykTa (uc-
Kfoyas nepBoHa-
YanbHyI0 YyCTaHOBKY)
nn60 okasblBaloLLme
KpUTmnyeckoe Bns-
Hue Ha 6usHec

[o 4 vacos

He orpaHunyeHo

Bbicokun

C6ow, 3aTparueato-
e yactb GyHKLUMO-
HanNbHOCTN NPOAyKTa
N NposiBAsiOLLECS B
NIOBbIX YCNOBUSIX 9KC-
nnyaTtauum nnéo oka-
3bIBalOLLME 3HAYN-
TenbHoe BNSHNE Ha
6un3Hec

[o 24 yacos

He orpaHunyeHo

O6blYHbIN

C6ou, nposiBnsioLmne-
Cs B cneundunyeckinx
YCIOBUSX 3KCMnnyaTa-
LM npoaykTa 6o
He okasblBatloLLme
3HaAYNTENbHOrO BNNS-
HNS Ha BU3HecC

[o 24 yacos

He orpaHunyeHo

Hunskunn

Bonpochkl nHpopma-
LIMOHHOr O XapakTepa
nméo cboun, He BNuSo-
LLMe Ha aKcnJyaTa-
LMo MpoayKTa

[o 24 yacos

He orpaHunyeHo
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YKka3aHHble Yacbl OTHOCATCS TOJSIbKO K paboyeMy BpeMeHU CreLnanncToB TEXHNYECKON NOaaepXKA
(BpemeHn o6paboTki 3anpoca).

17.3.4. BoinonHeHmne paboT no 3anpocy

Mo Mepe BbINONHEeHNs paboT Mo BalleMy 3arnpocy CreunanncT TEXHNYEeCKON nogaepxk coobLlaeTt
BaM:

— O AnarHocTtumke r|p06ne|v|b| N ee pesynbraTtax;
— O nouncke peleHnd nan BO3MOXHOCTN o6onTtn NMPU4YNHbI BOSHNKHOBEHWSA I'IpO6J'IeMbI;

— O NJaHNPOBaHNK 1 BbiMyCKe O6HOBNEHMNS NpoaykTa (ecnu TpebyeTcs Ans ycTpaHeHns
npo6nembl).

Ecnn no ntoram o6paboTky 3anpoca HeobXoaUMo BHECTN N3MEHEH S B NPoayKT, Positive
Technologies BkoyaeT paboTbl MO NCNPaBAEHNIO B 6rxalillee BO3MOXHOE NnaHOBOe O6HOBMIEHNE
npoaykTa (B 3aBUCMMOCTI OT CMIOXHOCTU U3MEHEHII).

Pa6oTbl no 3anpocCy CYNTatoTCyA BbINOSIHEHHbIMW, eCnin:

— TNPEenoCTaBEHO PeLLeHre N BO3MOXHOCTb 060TI Npo6nemy, He BAnsioLLas Ha
NPOV3BOANTENBHOCTb N KPUTNYECKN BaxHYI0 GYHKLMIO NPOAYKTa;

— [OMarHocTupoBaH fedekT npoaykTa, cobpaHa TexXHn4Yeckas nHpopmaums o aedekTe 1 ycrnoBursx
ero BOCNpon3BeaeHns; ncnpaeneHne gedekra 3annaHNpoBaHO K BbIXOOy B paMKax niaHOBOro
OBHOBMEHNS NPOAYKTa:;

— npob6nema Bbi3aBaHa NPOrpaMMHbIMU NPOAYKTaMU U 060PYLOBaHNEM CTOPOHHIX
npounssoguTenell, He NoanafaloLLX Mo rapaHTUNHbIe 0693aTeNbCTBa MO NPOAYKTY:

— npob6nema knaccuouumpoBaHa kak Henogaepxmeaemas.
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[MpunoxeHune A. Tunbl COBbITUI, COBNPaAEMBbIX C
akTnBoB nop yrpasneHnem Windows
B Tabnue onucaHbl TUMNbl COBbITHN, COBUPaeMbIx C akTMBOB nof yrnpasneHnem Windows.

Ta6nuua 5. Tynbl cobupaembix COBbITHN

Twun cobbiTus OnucaHue
KaTeropwus filesystem — onepauum ¢ o6bektamu ¢panioBoi CUCTEMbI
FileCreated Co3zpaH pann unn nanka
FileOverwritten MepesanucaH gann nnm narnka
FileDeleted YpoaneH dann nnm narnka
FileRenamed [MNepenmeHoBaH dainn nan nanka
FileLinkCreate CospaHa xecTkag ccbifika Ha dainn unm nanky
FileDataModified VIsmeHeHo cogepxumoe daiina nnm nanku
FileDataPagingModified IameHeH 06bekT 0TOBpaxeHrs B NaMsaTb COAEPXNMOro
danna

FileAttributesModified VIsmeHeHbl aTprbyTbl darina nnm nanku
FileBasicAttributesModified VIameHeHbl 6a30Bble aTpubyTbl dhalina nnm nanku
FileCreationTimeModified VIsmeHeHo Bpems cozfaHung dalina unm nanku
FileOpened OTKpbIT dann nnmn nanka
FileDataRead MpounTaHbl gaHHble Ganna
FileAttributesRead MpounTaHbl aTpunbyTbl dainna nnm nankn
FileClosed 3aKkpbIT dann unm nanka
FileMappingCreated Co3zpnaH 06bekT OTOBPaXeHUs B NamMaTb cogepxumoro danna
FileDirectoryListed MonyyeH cnncok ¢annos narku
Kateropms registry — co6biTus cuctemMHoro peectpa
RegistrySetValue [MprCBOEHO 3HaUeHMe KN4y peecTpa
RegistryDeleteValueKey YpaneHo 3HaueHme Koya peectpa
KaTeropus network — co6biTusi ceTeBO aKTUBHOCTM
NetworkPortOpened OTKpbIT NOPT Ha y3ne
NetworkPortClosed 3aKpbIT MOPT Ha yane
NetworkConnectionEstablished YCTaHOBNEHO COeANHEHNE C Y3/10M
NetworkConnectionClosed 3aKpbITO coeguHeHne € y3nom
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Tun co6biTna

OnucaHue

KaTeropus other — co6bITUS cUCTEMHOI U NONIb3OBaTENIbCKOW aKTUBHOCTEN

ProcessStarted 3anyLeH npouecc

ProcessStopped OcTaHoBnEH nNpouecc

ProcessOpened [Mpouecc nonyynn gocTyn K opyromMy npoueccy
ProcessDriverLoaded CucTema 3arpysinna gpansep

ProcessModulelLoaded

Mpouecc 3arpyaun Mmoay/b

ProcessRemoteThreadOpened

Mpouecc nofy4unn AoCTyn K NOTOKY 06paboTku ApYroro npo-

Liecca

ProcessRemoteThreadCreated

I'Ipou,ecc COo30aJ1 NoTOK B afpeCHOM NMPOCTpaHCTBe Opyroro

npouecca

LogonCreated

[Nonb3oBaTenb BOWweEN B cncrtemy

LogonTerminated

[Nonb3oBaTenb BbIWEN N3 CUCTEMBI

SessionConnected

[Nonb3oBaTenb NOOK/IOYEH K CECCUI

SessionCreated

[Monb3oBaTenb co3nan ceccuto

SessionDisconnected

[Nonb3oBaTenb OTKIOYEH OT ceccum

SessionDisconnectedLoggedOn

lMonb3oBaTeslb O6HOBWM CeCccuto

SessionLoggedOn

[Nonb3oBaTenb BOLWEN B CECCUIO0

SessionLoggedOff

Nonb3oBaTenb BbILWEN 13 CECCUN

SessionTerminated

MNpekpalleHa ceccurs nonb3oBaTend

VolumeArrived

[MogkntoyeH TOM Ha y3ne

VolumeRemoved

OTKIOYEH TOM Ha y3ne
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[MpunoxeHune b. MaTtemaTunyeckmne pyHKUWW ONs
PaboTbl C JaHHbIMIN B CUCTEME

B MaxPatrol SIEM Bbl MOXeTe ncrnonb3oBaTb MaTemMaTnyeckne GyHKUNM ans aHannsa AaHHbIX.

PyHKunsa Avg

PyHkuns ¢ aprymeHTom All ncnonbadyeTcs ons nogcyeTa cpegHero 3HauyeHns B BbibpaHHOI KOTOHKe
[Mone 1] 3a ykazaHHbIA neprog,. MpumeHseTcs K AaHHbIM Tna Number. Bo3BpaliaeT ois Kaxgnom
rpynnbl eAMHCTBEHHOE 3HaYeHne ¢ TUNomM faHHbix Number.

MpumeuaHwue. Npun nogcuyeTe He yUnTbIBaOTCSA NyCTble 3HaYeHnd ¢ Tunom gaHHbix Null. Ecnuv Bce
3HauyeHus B BbibpaHHOW KOSTIoHKe nmetoT Tun gaHHbix Null, dyHkumns BosBpatluaeT O.

CuHTakcuc:

Select [Mone 1], .., [Mone N] Avg ([All] [Mone 1]) Where [YcnoBue ¢unbTpaumm] Group by
[Mone 2] Over time [Mepuoa]

PyHkumna Compact

PyYHKLUNS NCNOMb3yeTCs ANng KOMMNakTHOro NpeacTaBneHns gaHHbIX O BbiIbpaHHOM O6beKTe.
MpumeHsieTcs K AaHHbIM Nto6oro Tuna. BosBpaluaeT ons Kaxagow rpynnbl eGUHCTBEHHYO CTPOKY C
yKazaHneMm 3HadeHns obbekTa [[None 2] (Tun paHHbix String) 1 konnyecTsa (Tvn gaHHbIx Number).

MpumeuaHue. [pun nogcyeTe He yUNTbIBaOTCH MyCTble 3HaYeHns ¢ Tunom gaHHbix Null. Ecnum Bce
3HaueHus B BbibpaHHOW KOMTOHKe nMetoT Tun gaHHbix Null, dyHkumns BosBpatuaeT O.

CuHTakcuc:

Select ([Mone 1], Compact [Mone 2]) Where [YcnoBue dunbTpauuun]

PyHkuna Compactunique

PYHKLMS NCNOSb3yeTCs AN KOMMakTHOro NpeacTaBneHns gaHHbIX O BblbpaHHOM 06beKTe.
MpuMeHseTcs K gaHHbIM No60oro Tuna. BosepalyaeT ons Kaxgon rpynnbl eAUHCTBEHHYIO CTPOKY C
yKa3aHneM YHUKaNbHOro 3HauYeHns o6bekTa (Tun gaHHbiX String) n konnyecTsa (TN gaHHbIX
Number).

MpumeuaHue. [Npn nogcyeTe He yUNTbIBaOTCH MyCTble 3HaYeHns ¢ Tunom gaHHbix Null. Ecnm Bce
3HayeHVs B BbIOpaHHOW KooHKe nmetoT Tun gaHHbIX Null, dyHkumng BosBpatuaet O.

CuHTaKcuc:

Select [Mone 1], (Compactunique [Mone 2]) Where [YcnoBue ¢unbTpaumu]
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PyHKumsa Count

OyHKUMS NCnonb3yeTcs AN NoacyeTa KoNmMyecTBa 3HaYeHNIA 3a yKasaHHbI nepuog,. MNprumeHseTcs K
OaHHbIM Nloboro Tuna. BosBpallaeT ons Kaxanow rpynnbl €4MHCTBEHHOE 3HaUYeHne C TUMOM AaHHbIX
Number.

PyHkuns ¢ aprymeHTom All ncnonbadyeTcs ona nogcyeta KonmMyecTsa BCeX 3HaUYEHUIN C Mo6bIM
TUNoMm gaHHbix, kpome Null, B BeibpaHHo konoHke [[None 1] 3a ykazaHHbI neprog,.

CuHTaKcuc:

Select [Mone 1], .., [Mone N] Count ([All] [Mone 1]) Where [YcnoBue dunbTpauun] Group
by [Mone 2] Over time [Mepuog]

PyHKuns ¢ aprymeHTom Distinct ncnonbdyeTcsa ang nogcyeta KoNmMYecTBa YHIKaNbHbIX 3HAYEHWNIA C
MO6LIM TUMOM faHHbIX, kpome Null, B BbibpaHHoM konoHke [[None 1] 3a ykasaHHbI neprog,

CuHTakcuc:

Select [Mone 1], .., [Mone N] Count ([Distinct] [Mone 1]) Where [YcnoBue ¢unbTpaumu]
Group by [Mone 2] Over time [Mepwuon]

®yHkuma Count (*) ncnonbdyeTcd ang nogcyeTa KoanyecTBa BCex 3HaueHui (B TOM ymche
noBTopsioLLmxca 1 ¢ Tunom aaHHbIx Null) B Tabnuue.

CuHTaKcuc:

Select [Mone 1], .., [Mone N] Count (*) Where [YcnoBue éunbTpaumn] Group by [Mone 2]
Over time [MNepwuog]

PyHKumna Countunique

DYHKLMA NCMONb3YeTCs 1 NogcyYeTa KONMYeCcTBa YHUKAbHbIX 3HaYE€HWUI B BbIGPaHHOI KOMOHKe
[Mone 1] 3a ykazaHHbIN Neprof. Takxe PyHKLNS MOXET NCMONb30BaTbCs AN MogcYeTa KOmyecTBa
YHIVIKaNbHbIX 3anncen NCxogHom TabnnLbl, CGOPMUPOBaHHbBIX 13 yKa3aHHbIX KoNoHoK [[lone 1], ...,
[Mone NJ. MpumeHsieTca K AaHHbIM lo60ro Tuna. BosepallaeT ans Kaxaon rpynrbl eAMHCTBEHHOE
3HayeHue ¢ TUnom gaHHbix Number.

CuHTaKcuc:

Select [Mone 1], .., [Mone N] Countunique ([Mone 1], .., [Mone N]) Where [YcnoBue
¢unbTpaumm] Group by [Mone 2] Over time [Mepwuoa]
PyHkumna Max

DyHKUMa ¢ aprymeHTom All ncnons3yeTtcd s noncka MakCumasabHOro 3HaueHus B BbIGpaHHO
konoHke [[Mone 1] 3a ykazaHHbIl nepuog,. MpumeHseTcs K gaHHbIM Tuna Number. BosBpaluaeT o4
KaXaow rpynnbl eAMHCTBEHHOE 3HaYeHne ¢ TUnom AaHHbiXx Number.

MpumeyaHwue. [Npun nogcyeTe He yUNTbIBAOTCS MyCTble 3Ha4YeHns ¢ Turnom gaHHbix Null. Ecnun Bce
3Ha4eHVsa B BbIGpaHHOW KoIoHKe nmetoT Tun gaHHbix Null, dyHkumns BosBpatuaeT O.
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CuHTaKcuc:

Select [Mone 1], .., [Mone N] Max ([All] [Monel]) Where [YcnoBue ¢unbTpaumm] Group by
[Mone 2] Over time [Nepwuon]

PyHkumna Median

®yHKUMa ¢ aprymeHTom All ncnonssyeTcd ois noncka MeguaHHoOro 3Ha4yeHns B BblbpaHHON KOTOHKEe
[Mone 1] 3a ykazaHHbI Neprog. [JaHHbIe B KOMIOHKE CopTUpYoTCs. [119 HABOPOB C HEYETHBIM YNCIOM
3/1EMEHTOB MefnaHHbIM CYNTAETCH 3HaUYeHe LLeHTPasibHOro 91eMeHTa, a o1 HabopoB C YETHbLIM
UYNCNOM 3MIEMEHTOB — CPefHEee 3HaueHne ABYX LLleHTpabHbIX 91eMEHTOB. [1prMeHAeTCd K AaHHbIM
Trna Number. BosBpaluaeT o1s Kaxgon rpynnbl eGUHCTBEHHOE 3HaueHme ¢ TUnom gaHHbix Number.

MpumeuaHue. Npun nogcuyeTe He yunTbIBaOTCSA NyCTble 3HaYeHnd ¢ Tunom gaHHbix Null. Ecnu Bce
3HaueHus B BbibpaHHON KOSTOHKe nMetoT Tun gaHHbix Null, dyHkumns BosBpatluaeT O.

CuHTakcuc:

Select [Mone 1], .., [Mone N] Median ([All] [Monel]) Where [YcnoBue ¢unbTpaumm] Group
by [Mone 2] Over time [Mepwuog]

PyHKUnga Min

®yHKUMS ¢ aprymeHTom All ncnonbayeTcs A1 noncka MUHUMaIbHOMO 3HaYeH sl B BblGpaHHON
konoHke [[MNone 1] 3a ykasaHHbI nepuog. MNpumeHsieTca K gaHHbIM Tuna Number. BospaluaeT ong
KaXmow rpynnbl eQMHCTBEHHOE 3HaYeHe ¢ Tunom gaHHbiXx Number.

MpumeuaHue. Npun nogcueTe He yunTbIBaOTCSA NyCTble 3HaYeHnd ¢ Tunom ganHHbix Null. Ecnu Bce
3HaueHus B BbibpaHHOW KOSTOHKe nMetoT Tun gaHHbix Null, dyHkumns BosBpatluaeT O.

CuHTakcuc:

Select [Mone 1], .., [Mone N] Min ([All] [Mone 1]) WHERE [YcnoBue ¢unbTpaumm] Group by
[Mone 2] Over time [Mepuoa]

PyHKUMSa Sum

OyHkums ¢ aprymeHTom All ncnonbadyeTcs ang nogcyeta CyMMbl BCEX 3HAYEHWNIA B BbIGPaHHON
konoHke [[Mone 1] 3a ykazaHHbI nepuop,. MNMpumeHsaeTcs k gaHHbIM Tuna Number. BosepaluaeT as
KaXmow rpynnbl eAQMHCTBEHHOE 3HaYeHe ¢ TUnom gaHHbIXx Number.

MpumeuaHue. Npun nogcueTe He yunTbIBaOTCA NyCTble 3HaYeHnd ¢ Tunom gaHHbix Null. Ecnu Bce
3HaueHus B BbibpaHHOW KOSTOHKe nMetoT Tun gaHHbix Null, dyHkumns BosBpatluaeT O.

CuHTakcuc:

Select [Mone 1], .., [Mone N] Sum ([All] [Mone 1]) Where [YcnoBue ¢unbTpaumm] Group by
[Mone 2] Over time [Mepuoa]
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[MpunoxeHune B. KnaBuwmn n KOMorHaLnum KnaBuLL
ong paboTbl B MHTEPdence

[ns yoo6cTBa paboThl B UHTepdeice MaxPatrol SIEM Bbl MoxeTe ncnonb3oBaTh KAaBuLwLKW 1 X
KOMBUHaLMN.

Tabnuua 6. KnaBuwun 1 nx komeérnHauum ons pa6otbl B nHTepdenice MaxPatrol SIEM

PyHKLMSA KnaBuwim n ux komém-
HaLum

O6wue

BolTu B cuctemy co CTpaHuLbl BXoaa Enter

MNepekntoyaTbca Mexay pasfenamm raBHOrO MeHIo, KHOMKamMu, Nons- Tab

MI© BBOfA

[NepemecTuTbCsa Ha NepBYIO CTPOKY Home

[lepemecTuTbCd Ha NEPBYIO CTPOKY Ha CTpaHuue PgUp

[NepemecTuTbCa Ha NOCNEOHIo CTPOKY End

[lepemecTuTbCd Ha NOCMEAHIO CTPOKY Ha CTpaHuLLe PgDn

[NepemecTuTbCa Ha NpPenbiayLLyio CTPOKY T

[NepemecTuTbCcsa Ha NPeabIayLLYIo CTPOKY C COXpaHEeHNEM YyxXe Bblae- Shift+ T

NIEHHbIX CTPOK

[lepemecTuTbCd Ha cnegytoLLyio CTPOKY \)

[NepemecTuTbCsa Ha CneayioLLyio CTPOKY C COXpaHEeHNEM YyXe Bblae- Shift+ {

NIEHHbIX CTPOK

[MepeknioyaTbca MexXay pasnenamMmu rnaBHOro MeHIO, KHONKamuy B Shift+Tab

o6paTHOM nopsake

BbibpaTb BapuaHT ln?

YCTaHOBUTb UKW CHATb d1axok Space

Ta6nuua co6bITUIA, TabuLa UHLUMAEHTOB, TabNINUYHbIE CIIUCKU

BbigenuTb BCe CTpOKK Ctrl+A
BbloenuTtb HeCKObKO CTPOK Ctrl + wenyok
Bblgenntb HeCKONbKO CTPOK MOoapss Shift + wenuok
KonnpoBaTb BbigeneHHble CTpoku B 6ydep obMeHa Ctrl+C

Ta6nuuHblie cnUCKK

Co3spgaTb 3anncb B TabMNYHOM CNCKe Ctrl+Enter
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DyHKUMSA KnaBuwim n nux komém-
Hauum
YnannTb 3anmnch 13 Taban4yHOro crnmcka Delete

BbinonHntb MHOXeCTBEeHHYIO COPTUPOBKY

Shift + wenuok neson

KHOMKOW MbILLUW MO Ha-

3BaHNIO KONMOHKN

AvHaMunueckue rpynnbl akTUBOB

Y3HaTb KOMMYECTBO akTNBOB, COOTBETCTBYIOLWMX ycnoBumio PDQL-
3anpoca, Npu co3gaHnn oUHaMNYeCcKor rpynmbl akTUBOB B MoJe
PunbTp

Ctrl+Enter

Fpynnbl u unbTpPbI

PasBepHyTb rpynny, nanky GuibTPOoB U 3anpocoB

* Ha undpoBon kna-

BraType
PasBepHyTb rpynny, nanky ¢bunbTPOB 1K 3aNpocoB A0 cheayoLwero -
YPOBHS BNOXEHHOCTN

CBepHyTb rpynny, nanky GuabTPOoB 1N 3anpocoB <

CBepHyTb rpynny, nanky CbVIJ'IprOB nnn 3anpocoB

- Ha undpoBon Kna-

BUaType
CBepHyTb Unn pa3BepHyTb NaHesnb Mpynnbl U 3anpochl [
CBepHyTb unn pasBepHyTb NaHenbL CBogka ]
MeHio Bbi6opa nepuopga

[NepemecTuTbCsa Ha NPenbIayLNiA BapuaHT <, 1
MepemMecTuTbCs Ha cnenyoLwmnin BapnaHT -, 1
MaHenb dpunbTpauumn cobbiTun

BbinonHnTh 3anpoc Ctrl+Enter
KoHCTpyKTOp Wa6N0HOB OTYETOB: TEKCTOBbIE 06BEKTDI

OtmennTb (ana Windows) Ctrl+Z
OtmeHnTb (onsg Mac) Control-Z
BepHyTb nameHeHuns Ctrl+Y
MpucoennHNTL CopepXnMoe dneMeHTa CNncKa K aNeMeHTy Crincka Alt+ 1
BbiLe

MpucoennHNTL CoaepXnMoe d1eMeHTa Cnncka K aNemMeHTy Crincka Alt+
HUKe

BbigenuTtb naparpad Esc
BbigenuTb nonyXupHbImM Ctrl+B

MpunoxeHune B. KnaBuwn n komGuHaLmM knaeuw s paboTbl B HTepdelice

291



KnaBuwm n ux Komé6u-

DyHKUMSA
Hauuu
Bbigenutb Kypcusom Ctrl+l
YBenuuntb ypoBEHb BIOXEHHOCTIM CMCKa Ctrl+]
Ctrl+[

YMeHbWNTb YPOBEHb BJTOXXEHHOCTWN CnNCKa
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aKTnB 52, 61, 64, 65, 66, 70, 82
rpynna 60, 69
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3HaUMMOCTb 67
noeHTndunkaums 64
nMnopT 59
KapTa ceTin 82,84
KOHPUrypaums 81, 82
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Tornonorng 82, 84
yoaneHmne 64, 67
yCTapeBaHune 64
dunbTpauns 69,73, 74
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positive
technologies

Positive Technologies — nnaep pbiHka pe3ynbTaTMBHON kKnbep6e3onacHOCTM.
KomnaHus asnsetcs BegyLwym paspaboTymKoM MPOLyKTOB, PeLLeHNIA 1
CepBUCOB, MO3BONSIOLLMX BbISBASATL 1 NpefoTepaLlaTb kméepaTtaku 4o TOro,
KaK OHW MPUYMHSAT HenpremnemMblin ywep6 61sHecy 1 LenbiM OTpacism
3KOHOMUKIW. Halwn TexHonorum ncrnonbaytoT 6onee 3300 opraHnzauumii no
BCeMy Mupy, B ToM yncne 80% KoMmnaHunin n3 pentuHra «3kenept-400».
Positive Technologies — nepBag 1 eanHCTBEHHas KoMnaHns n3 chepsbl
knéepbesonacHocTn Ha MockoBckoii 6upxe (MOEX: POSI), y Hee 6onee

170 TbiC9Y aKLMOHEPOB.
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