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1. ApXMTEKTypa U COCTaB CUCTEMDI

CucrtemMa KOHTPONS 3alUMLLEHHOCTM M COOTBETCTBUS CcTaHaapTam MaxPatrol noctpoeHa Ha
OCHOBE TPEXYPOBHEBOM apXMTEKTYpbl, 4TO obecneyvBaeT BbICOKOE MaclTabupoBaHue U
NO3BONSIET BHEAPSATb CUCTEMY B KOMMAHWUSX Ntoboro pasmepa.

OCHOBHbIM KOMMOHEHTOM CUCTeMbl siBnsieTcss MaxPatrol Server (MP Server) — cepBepHbIit
KOMMOHEHT,  BbIMOMHSAIOWMIA  BCE OCHOBHble  (DYHKUMM  pacrnpeAenieHHOro  CkaHepa
6e3onacHOCTU: ckaHMpoBaHWe, cbop AaHHbIX, UX 06paboTky, coxpaHeHve B 6a3y AaHHbIX U
BbIMYCK OTYETOB.

B coctas MP Server BxoauT:
e MOAY/b YrpaBieHns;
« 6a3a 3HaHUI, codepxkallas MHGOpPMaLMIO O NpoBepKax, YS3BUMOCTSX U CTaHAapTax;
e 6a3a flaHHbIX, coaepXXallas UCTOPUIO CKAHUPOBAHWS;
* CKaHupytoLlee s4po.
MuHuManbHoe pa3BepTbiBaHMe cucteMbl MaxPatrol coctont us ogHoro cepsepa.

CkaHupylowee sapo, exogsuwee B coctas MP Server, HasbiBaeTcs MaxPatrol Scanner w
BbINOJHAET CKaHMpoBaHue: cobupaeT n obpabaTtbiBaeT MHMOPMaALMIO O CKaHMPYEMBIX Y3/1ax U
nepegaet ee B 6a3y AaHHbIX. Mpu Heobxoanmoctn K MP Server moryT 6biTb fo6aBneHbl
[AONOSHUTENbHbIE CKaHepbl, YTO MO3BOMSIET YBENMUYUTL MPOU3BOAUTENBHOCTb M YUYUTbIBATb
TOMOJIOTNIO CETU MPU CKAHWPOBaHMM (HanpuUMep, Halnune MeXCeTeBbIX SKPaHOB UM CpeacTB
3awmThl). Kpome TOro, AONOMHWUTENbHBIM MP Scanner MOXHO BbIHECTM 3a npeaenbl
NCCNefyemMoro CerMeHTa CeTM U OAHOBPEMEHHO BbIMOMHATL CKAHMPOBAHME KakK BHYTPU CETH,
TaK MU CHapyxw.

CepBep koHconupaumm — MaxPatro/ Consolidation Server — akkyMynupyeT WHbOpMaumio
pa3nn4HbIX cepBepoB MP Server 1 NO3BONSET BbICTPOUTb LIEOCTHYIO KAPTUHY 3aLUMLLEHHOCTH
KpynHoOW pacnpeaeneHHon MHOPMaLMOHHOM CUCTEMbI. [Nt COXpaHeHMst MHOPMaLUmM MOXET
NCnonb3oBaTbC BCTPoeHHass 6a3a paHHbix (MP  Mobile Server n MP  Server) wunmn
kopnopatuHast CYB[] (MP Server). B kauectBe BcTpoeHHoW B[] ncnonbayetcs Microsoft SQL
Server 2008 R2 SP1 pepakumn Express Edition. A Microsoft SQL Express, Standard wnu
Enterprise MOXXHO MCNONb30BaTh KakK BHELWHIOW 6a3y AaHHbIX.

JlokanbHbIN cepBep 0bHoBNeHWUn — MaxPatrol Local Update Server (LUS)— ncnonb3yeTcs Kak
eanHas TouKa Noaaep>Ku 6asbl 3HaHWIM U UCMIOSHSIEMbIX MOAY/IEN KOMMOHEHTOB B aKTya/IbHOM
COCTOSIHUM.

Takxke cywecTByeT crneunanusnpoBaHHas Bepcuss MP Server anst paboTbl Ha MOOBWbHbIX
KoMnbloTepax —  MaxPatrol Mobile Server. KOMMNOHEHT  NpeacTaBnsieT  CcoboM
MONHOMYHKUMOHANbHBLIM  MOAY/Ib CKAHWPOBaHWS, OAHAKO He MOAAEPXMBAET (YHKUMIO
MOAK/OYEHNST AOMOMHUTENbHBIX CKAHEPOB. Hanuume BCTPOEHHOro MOoAyns KOHCONMAaLmu
MO3BOJISIET MOC/E MPOBEPKN TEPPUTOPUANbHO YAANeHHbIX CETeW W MNoapasAeneHuin unm
(bu3nyeckn M30IMpPOBaHHBLIX CErMEHTOB WCMONb30BaTb Pe3y/bTaThl B 0OLWEN OTYETHOCTU
cucteMbl Ha 6ase MP Consolidation Server.

YnpaBneHue cucteMon MaxPatro/ OCylWEeCTBNSETCS C MOMOLLb0 KOHCOMWM yrpaBieHus
MaxPatrol Console — rpaduyeckoro uHTepdenca agMUHUCTPATOPOB, OMEPATOPOB W
Monb30BaTENEN CUCTEMBI.

Cucrema MaxPatrol: PykoBoACTBO MO yCTaHOBKE Crpanuua 4
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OCHOBHblE KOMMOHEHTbI cucTeMbl MaxPatrol, ux ycnoBHble 0603HayYeHuss U 0COBEHHOCTM
npueeaeHsl B Tabn. 1.

Tabnuua 1. OcHOBHble kKOMMoHeHTbI MaxPatrol

HasBaHue n kopa

OnucaHune

OcobeHHOCTH

MP Server
(MP-SRV)

MP Mobile Server
(MP-M)

MP Scanner
(MP-SCN)

MP Consolidation
Server
(MP-CS)

MP Local Update
Server
(MP-LUS)

MP Console
(MP-CON)

Cuctema ynpasneHus
MaxPatrol u ogHO
CKaHupytoLee sapo.
ABnseTcs HeObX0AMMBIM
W AOCTaTOYHbIM
KOMIMOHEHTOM ANs
CKaHMPOBaHUs,
MOCTPOEHMNS OTHETOB U
ynpaBfieHusi CUCTEMON

Mo6UbHbIA KOMMEKC
Ha 6a3e MP Server co
CKaHVpYIOLLMM S1pOM U
BCTPOEHHbIM MOAYNEM
KOHCOMMAaaumm

JononHutensHoe
CKaHupytoLlee aapo
(ckaHep),
nogkntoyaemoe Kk MP
Server

Cepsep koHcONMaauum
cobupaeT pe3ynbTaThl
CKaHWpoBaHusl
TeppuTOpManbHO
pacnpeaeneHHbIX
cepsepoB (Bkoyas MP
Mobile Server) n
CKQHEpOB M COXpaHsieT
WX Ans panbHemnwero
aHanusa

JlokanbHbIN cepBep
06HOB/IEHMI CUCTEMBI
MaxPatrol

KoHconb ynpaenexus
cuctemon MaxPatrol

Cucrema MaxPatrol: PykoBoACTBO MO yCTaHOBKE

slBnseTca eaMHMLEN MACLUTaBUPOBaHWS! CUCTEMBI U
€ANHULIEN pa3rpaHnyeHuns 4ocTyna.

ConepXxuT He3aBUCUMYLO 6a3y AaHHBIX YUYETHbIX
3anucei u rpynn, KOTopble MOryT UCNONb30BaThCA ANs
pasrpaHnyeHns 4OCTyNa K 3f1ieMeHTaM CUCTEMbI
(3apayam, oTyeTam u T. n.).

[nsa xpaHeHns 60nbloro o6bemMa AaHHbIX UCMONb3yeT
BHewHo CYB/. [Ins XpaHEHUS TECTOBbIX AAHHbIX
MOXET MCMONb30BaTbCs BCTpoeHHas b

JIMueHanpyeTcs Ana UCrosb30BaHUs TOMBKO Ha
MOBWIbHBLIX KOMMbIOTEPAX.

He noaaep>XunBaeT yHKLMIO MOAK/TIIOUYEHNS BHELIHWUX
CKaHepoB

Peanusyet mexaHunsmbl PenTest, Audit, Compliance n
Forensic.

He MOXeT MCnonb30BaTbCs CaMOCTOSATENBHO, BCceraa
HaxoauTcs noA KoHTponem MP Server. YnpasneHue
ocywectnsetcs yepe3 MP Console

Moaaep>xnBaeT reHepaumo OTHETOB MO AaHHbIM
CKaHMpOBaHMS1 pasfMyHbIX CEPBEPOB M CKaHEPOB.
TpebyeTcs ans hopMMpoBaHNUS eAMHOM OTYETHOCTU B
Cny4Yae 1Cronb3oBaHus AByx u 6onee MP Server.

Cesi3b Mexay MP Server n MP Consolidation Server
[OCTaTOYHO YCTaHaBIMBaTb Nepuoanyeckn. PesynbTaTsl
CKaAHMPOBaHMS TakXXe MOXHO nepefaBaTb Ha CbeMHbIX
HoCUTENSX

Mo3BonseT 3arpyxaTe 06HOBNEHMS AN1S1 KOMIMIOHEHTOB
MaxPatrol 13 ceT IHTEpPHET TOMbKO Ha AaHHbIN cepBep.
OcTasnbHble KOMMNOHEHTbI MOYYalOT AaHHbIE C 3TOMO
JIOKANbHOrO cepBepa 0BHOBNEHMWIA.

Mo3BonseT 06HOBASATL KOMMOHEHTHLI B M301MPOBaAHHbIX
CerMeHTax ceTu, nosydas MHhopmaumio C Apyroro
JTOKaNbHOro cepBepa 06HOBNEHMIT 6€3 NOMOLUM CETH
(HanpuMep, Yepe3 CbeMHbI HOCUTENb MHGOPMaLIMK)

Monb30BaTeNbCKUA UHTEpEIC CUCTEMBI
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B 3aBMCMMOCTM OT (PYHKUMOHANbHbLIX BO3MOXHOCTEW KaXAbli KOMMOHEHT MOXET WMETb
gononHutenoHble cyddukeol B koge (cm. Tabn. 2).

Tabnuua 2. JononHuTesbHble BO3MOXHOCTX KOMMOHeHTOB MaxPatrol

HasBaHue Koa OnucaHune
Remote Database -RD BO3MOXXHOCTb XpaHEHWs AaHHbIX B yaaneHHon CYB
Remote Scanner -RS BO3MOXXHOCTb NOAKIIIOYEHUS] BHELLHErO CKaHepa
Consolidation Client -CL BosmoxkHocTb paboThl ¢ Consolidation Server
PenTest -P MoaaepXxka TeCTMpoBaHMS Ha NpoHUKHoBeHMe (PenTest) —

ANS cepBepa U ckaHepa

PenTest & Audit -PA Moanepxxka TeCTMpoBaHUst Ha NpoHMkHoBeHKUe (PenTest) u
cucTeMHbIx nposepok (Audit) — ans cepBepa u ckaHepa

PenTest & Audit & -PAC Moanepxxka TeCTMpoBaHUS Ha NpoHMKHoBeHNe (PenTest),
Compliance cucTeMHbIX npoBepok (Audit) n KOHTpoONst COOTBETCTBUS
craHpaptam (Compliance) — ans cepsepa 1 ckaHepa

PenTest & Audit & -PACF Moppep>xka TeCTMpoBaHUst Ha NpoHMKHoBeHNe (PenTest),

Compliance & Forensic CUCTEMHbIX NpoBepok (Audit), KOHTPONS COOTBETCTBUSA
craHaaptam (Compliance) 1 nomcka NpoTUBONPaBHbIX
pencteuin (Forensic) — ans cepBepa v ckaHepa

YKa3aHHble B Tabnumue MoandukaTopbl MOryT KOMBUHMpPOBATLCS; Hanpumep, MP-SRV-PAC-RD-
CL — 3710 kOMnoHeHT MP Server, nogaepxwuBalowmn paboty ¢ yaaneHHon CYB[ wm
KOHCONMAAUMIO AaHHbIX.

NcknoyeHneM ABNSIOTCA MeXaHU3Mbl MOHUTOPWHIA, AN KOTOPbIX CYLWECTBYET TOSIbKO TpW
coyeTtaHus: -P, -PA n -PAC. DTO O3Hau4aeT, YTo Henb3s nNpuobpectu, HampuMmep, cUCTeMy
MaxPatrol c noaaep)XKOM CUCTEMHbIX NPOBEPOK W 6e3 noaaepXKu TeCTUPOBaHMSI Ha
NPOHVKHOBEHME.

Cucrema MaxPatrol: PykoBoACTBO MO yCTaHOBKE Crpanuua 6
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2. Tpeb6oBaHMA K cuCTEME

[aHHbIM pa3aen coaepXuT MHGOPMauMio O TOM, Kakue TpeboBaHWMS K annapaTHOMY W
NporpaMMHOMY O6ecneyeHnto, a TakkKe CEeTeBOW W CUCTEMHOW WHPpacTpyKType
NpeabsBASOTCA AN Pa3BepPTbiBAHUS CUCTEMbI KOHTPO/S 3alUMLEHHOCTU U COOTBETCTBUS
CcTaHgapTam MaxPatrol.

2.1. TpeboBaHMA K annapaTHOMY o6ecrneYyeHuto

[ns ycTtaHoBKM KOMMOHeHTOB MaxPatrol MOXHO ucnonb3oBaTh Kak Quandeckoe, Tak W
BMpTyanbHoe obopyaoBaHne. B Tabn. 3 npuBeaeHbl annapatHble TpeboBaHus Ans
pu3nyeckoro mnm BUpTyanbHOro 060pyAOBaHMS, Ha KOTOpPOe MJAHMPYETCS YCTaHOBUTb
CUCTEMHbIE NMPUIOXEHUS U CepBepHble KOMMOHeHTbI MaxPatrol.

Ecnn nnaHupyeTcs yCTaHOBKa Ha BUpTyasnbHoe 06opyaoBaHue, TO HEOOXOAMMO YYMUTbIBATb
TpeboBaHve no mucrnonb3oBaHnto USB eToken ans 3awmTbl nvueHsmn. Heobxoammo, 4Tobbl
¢usmnyeckoe obopyaoBaHue runepsu3opa MMeNo AoctaTovyHoe konmndectso USB-nopToB, a
(byHKUMOHaANbHOCTb rMnepBM3opa obecneunBana noakntodeHne USB-ycTpOWCTB K rocTeBow
onepaumoHHOM cucTteMe. ECnv 3T yCnoBus He BbIMONHAIOTCS, TO HEO6XOAMMO MCMOSIb30BaTb
peleHuns knacca USB-over-Network, Hanpumep Digi AnywhereUSB.

2.1.1. TunoBbIe TpeboBaHUs K annapaTHOMy obecne4yeHunro
[JaHHble Tabn. 3 MOXHO MCNOMb30BaTb C YY4ETOM CeAyoLWwmX YCIOBUN.

e [Ins npoueccopa TpeboBaHWSA YKa3blBAOT KOMYECTBO SIAEP, KOTOPbIE AOCTYMHbI
OMEpaLMOHHOM CUCTEME, @ YacToTa YKa3aHa Kak Ans (uanyeckoro, Tak W Ans
BUPTYyasibHOro NpoLieccopa.

e TpeboBaHMsa yKa3aHbl AN 06opyaoBaHns, KOTOpoe ByAeT MCNOb30BaTbCS TOSIbKO ANS
MaxPatrol.

» TpeboBaHusi K 060PYAOBaHWIO yKa3aHbl AN TMMOBLIX CyyaeB. Bo Bcex OcCTanbHbIX
cnyyasix TpeboBaHMsl K annapaTHOMY OBECMEeUYEHUI0 HYXXHO YTOYHSATb B Ciyxbe
TEXHWYECKON NOAAEPIKKM.

e MNoa napameTtpom HDD B Tabnuue noHMMaeTcs cBobogHOE ANCKOBOE MPOCTPaHCTBO.

e NMapameTp «Y3n0B He 6onee» O3HA4YaeT XpaHeHWe WHOopMauuM O CKaHMPOBaHMM
COBOKYMHOMO KOJIMYECTBA Y3/10B, CKAHMPYEMOrO KakK CaMMM KOMMOHEHTOM, TaK BCEMM
NOAK/IIOYEHHBIMW KOMMOHEHTAMM.

e MakcMmanbHoe 3HayeHue napameTpa «Y3noB He 6onee» — 5000. Ecnu nnaHupyetcs
XpaHeHne uHdopMaumMm o0 6onblueM Konu4yectBe Yy3n0B, To Tpebyemoe cBoboaHoe
ANCKOBOE MPOCTPaHCTBO YBENNUYMBAETCSA JIMHENHO.

Cucrema MaxPatrol: PykoBoACTBO MO yCTaHOBKE Crpanuua 7
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Tabnuua 3. TunoBble annapaTHble TPeboBaHMS K CEpBEPHLIM KOMMOHEHTaM

YacToTa cKkaHMpOBaHUA

Y3nos
KoMrnoHeHT CYB/[ . He MapameTp 1 pas 1 pas B 1 pas B
onee
Hepeno MecsaL KBapTan
MaxPatrol Server BcTpoeHHas 500 CPU 2x2,4 Ty
MaxPatrol Mobile Server
RAM 8Tb
HDD 50Tb
MaxPatrol Server MS SQL CPU 2x2,4 Ty
Server
RAM 16 Tb
1000 HDD 650 I'b 180 Tb 90 TIb
3000 1870 I'b 460 I'b 180 b
5000 3090 I'b 750 I'b 280 b
MaxPatrol Consolidator MS SQL CPU 4x2,8 Ty
Server
RAM 16 I'b
1000 HDD 845 b 230 b 120Tb
3000 2430 Th 600 ' 230 b
5000 4020 b 970 I'b 360 I'b
MaxPatrol Consolidator CYB/[] ycTaHOBNEHa Ha CPU 2x2,4 Ty
oTAENbHOM
060pyAoBaHUK RAM 81b
HDD 50Tb
OtnenbHbIn cepeep CYBA MS SQL Server CPU 2x2,4 Ty
ans MaxPatrol Server
RAM 12Th
1000 HDD 650 I'b 180 b 90 TIb
3000 1870 I'b 460 I'b 180 Tb
5000 4020 b 970 I'b 360 I'b
OtnenbHbIn cepeep CYBA MS SQL Server CPU 2x2,4 Ty
ans MaxPatrol Consolidator
RAM 12Thb
1000 HDD 845 b 230 b 120 Tb
3000 2430 b 600 ' 230 b
5000 4020 b 970 I'b 360 I'b
MaxPatrol Scanner CPU 2x2,4 Ty
RAM 4Tb
HDD 50Tb

Cucrema MaxPatrol: PykoBoACTBO MO yCTaHOBKE CrpaHuua 8
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Tabnuua 3. Tunosble annapaTtHble TpeboBaHUS K CEpBEPHBLIM KOMMOHEHTaM

YacToTa cKkaHMpOBaHUA

Y3noB
KomnoHeHT CYbA . e Mapametp | 4 .2 g 1pass 1lpass
onee
Heaento MecsL|, KBapTan
CPU 2x2,4 Ty
MaxPatrol LUS RAM 4Tb
HDD 50 B

KpomMe cepBepbix KOMMOHEHTOB MaxPatrol cywecTBylOT ABa AOMOMHUTENbHBIX KOMMOHEHTa:
MaxPatrol Console n MaxPatrol Offline Scanner, koTopble He TpebyeTcs ycTaHaBnMBaTb Ha
oTaenbHoe obopyaosaHue. MaxPatrol Console ycrtaHaBnuBaeTcs Ha pabouyylo CTaHumio,
KOTOpas MCNonb3yeTcs ANs ynpasneHus cepBepHbiMM KOMMOHeHTaMu MaxPatrol. MaxPatrol
Offline Scanner 3anyckaeTcs ¢ BHewHero USB-HOcuTeNs, NOAKIOYEHHOrO K CKaHMpyeMoMmy
KOMMbIOTEPY, U He TpebyeT yCTaHOBKM.

B Tabn. 4 ykasaHbl TpeboBaHMS K KOMMbIOTEPAM, Ha KOTOPbIX MMAHUPYETCS UCMONb30BaTh
[OMONTHATENBHBIE KOMMOHEHTHI, U K BHELIHEMY HocuTento ana MaxPatrol Offline Scanner.

Tabnuua 4. AnnapaTHble TpeboBaHMS K AOMOAHUTENbHBIM KOMMOHeHTaM MaxPatrol

KoMmnoHeHT TpeboBaHus MpumeyaHune
MaxPatrol Console CPU: 1 I'Tu wnu Bbiwe YcTaHaBnMBaeTcs Ha Nobyto
RAM: cBo60aHOM NamMsaATH He MeHee 512 Mb pabouyto CTaHUMIO Noj
HDD: cBobogHoro mecra He MeHee 150 Mb ynpaenenuneM Microsoft Windows
Pa3peleHne skpaHa: 1280x1024 XP SP 3, Microsoft Windows Server
2003 SP 2 u Bblwwe
KomnbtoTep, CPU: 1 I'Ty nnu Bblwe MOXHO CKaHMpoBaTb /lto6oM
CKaHWUpYyEeMbIi RAM: cBoboaHoM namsiTv He MeHee 512 Mb KOMMbIOTEP MOA YnpaB/ieHNEM
MaxPatrol Offline HDD: cBoboaHoro Mecta He MeHee 50 Mb Microsoft Windows XP SP 3,
Scanner Microsoft Windows Server 2003 SP
2 1 Bbllle
USB-HocuTenb ans CsobogHoro mecta He MeHee 1 I'b MaxPatrol Offline Scanner
MaxPatrol Offline KOMUPYETCS Ha Ntobol AUCKOBBIN
Scanner HakonuTenb ¢ uHTepdelicom USB

2.1.2. NMpumepbl KOHDUrypauum o6opyaoBaHUSA ANsi CepBepPHbIX KOMMNOHEHTOB
MaxPatrol

e [1pn ncnonb3oBaHun usnyeckoro obopyaosaHus (cMm. npumep B Tabn. 5)

Cucrema MaxPatrol: PykoBoACTBO MO yCTaHOBKE Crpanuua 9



~POSITIVE TECHNOLOGIES WWW.PTSECURITY.RU / EMAIL: PT@PTSECURITY.RU / TEL.: +7 (495) 744 01 44

Tabnuua 5. O6opyaoBaHue ans cepBepHbIX KOMNOHeHTOB MaxPatrol

KoMroHeHT Mpumep o6opynoBaHus KoHdurypaums
MaxPatrol Server Dell PowerEdge R210 II CPU: 1 x Intel Xeon E3 Family unu
MaxPatrol Consolidator Fujitsu PRIMERGY RX100 S7 aHasnor
MS SQL Server gns MaxPatrol HP ProLiant DL160 G6 RAM: ot 8 I'b (4 I'b ans MaxPatrol
MaxPatrol Scanner IBM x3530 M4 Scanner u LUS)

MaxPatrol LUS WY aHanorun HDD: ot 250 I'b (SATA unu SAS)

[ins xpaHeHust aaHHbIX 0 601bLIOM
KOJIMYECTBE Y3/10B MOXET
notpeboBaTbCs MosKa ANs ANCKOB,
Hanpumep, HP D2600, HP D2700,
IBM System Storage DS3500, Dell
PowerVault MD1200 nnn aHanoru

MaxPatrol Mobile Server Acer Travelmate B113 CPU: Intel Core i5 nnu aHanor
(ycTaHaBnuBaeTcs Ha HoyToyk) | ASUS U24E RAM: ot 8 b
Dell Latitude E6330 HDD: ot 50 I'b

HP EliteBook 2170p
Lenovo x230
WUNn aHanoru

e [lpy UCNONb30BaHUM BUPTyanbHOro o6opyaoBaHust (CM. nNpuMep MapaMeTpoB
BMPTYaNbHOW MalluMHbl Ana MaxPatrol Server co BcTpoeHHou 6a3oi Ha puc. 1, 2, 3).

Hardware | Options | Resources | Profiles | vServices | Virtual Machine Version: 8
I~ show All Devices acd.. | rerove | Mumberof virtual sockets: =
Hardware | Summary | Mumber of cores per socket: IZ - l
Wl Memory 8192 MB
0 cPUs 5 | Total number of cores: 2
Video card Video card A ch @ _— | P

. . Changing the number of virtual CPUs after the guest
= VMCldevice Restricted 05 is installed might make your virtual machine
e SCSI controller 0 Paravirtual unstable,
&= Harddisk1 Virtual Disk
% CD/DVD drive 1 Client Device The wirtual CPU configuration specified on this page
EB) Network adapter1 VM Netwark might viclate the license of the guest OS5,
& Floppy drive 1 Client Device

Puc. 1 — MapameTpbl HacTponku CPU
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Hardware | Options | Resources | Profiles | vServices | Virtual Machine Version: 8
—Memory Configuration
™ Show Al Devices Add... | Remove |
1011 GB Memory Size: I 83: GEB +
Hardware | summary | c1z gl
Maximum recommended for this
Ml Memary SRR | 4 guest OS: 64 GB.
o ceus : il Maxi ded for best
- aximum recommended for bes
Video card Wideo card 128 GB H 4 performance: 32708 MB.
& VMCIdevice Restricted 64 GB Default recommended for this
e SCSI controller 0 Paravirtual 4l guest0S: 2 GB.
i i i 32 GBH
S Hard disk1 Virtual Disk ‘ Minimum recommended for this
2y cofovD drive 1 Client Device 16 cEH < guestOS: 512 MB,
Ef MNetwork adapter1 WM Network
& Floppy drive 1 Client Device g GB
4GB
2GE
1GE
512 MB
256 ME
126 ME
64 ME
32 MB
16 MB
& MB
4 ME
Puc. 2 — NapameTpbl HacTpovikn RAM
Hardwars IDutDnsl Resourcas | Profiles | vServices | virtual Machine Versior: &
. —DskFle
I Show Al Devices —I'Md' i —lmee |[Sbnrac|e-21—:|l L Sl D ok
Hardware | Summary | ) o
W Memory 3192 MB Disk Provisioring
Typ=: Thick Provison Lazy Zeroed
| crus 2
& video card videocard Provisioned Size: 505: [E' j"
= VMCIdevice Restrictad Masimum Size (GE): 5,32
e SCsIcontraller 0 Paravirtual
| & Haddiski Virtual Disk =
B cojovo drivet Client Device -
BB Network adapteri WM Network |SCSI (0:0) Hard disk 1 ;I
& Floppydivel Client Device Vo
—Mode
[T Indeperdent
Independent disks are not affected by snaoshots,
€ Fersictart
Charges are immadiately and permarently written to
the disk.
 Nonperssient
Charges to this disk are discarded when you pawsr
off ar ravert to the snzpshot

Puc. 3 — MNapameTpbl HacTpolikn HDD

Ecnu runepBr3op No3BOnseT 3ape3epBUMpOBaTh PECYPChl, BbliAENSIEMbIE BUPTYasibHOM
MallMHE, TO PEKOMEHAYETCA YCTAaHOBUTL pe3epB PECYpPCOB CO 3HAUYEHUSIMU HE MEHbLLE
yKasaHHbIX B Tabn. 3.

2.1.3. TpeboBaHus K annapaTHOMy ob6ecne4yeHU0 CKaHUPYeMbIiX Yy350B

Harpy3ka Ha y3en npu CKaHMpOBaHWM 3aBUMCUMT OT Tuna y3na um cnocoba cbopa
MHpOpMaLUMM, HO TakK WAM MHaA4ye 3HAYMUTENbHOW Harpy3km He co3paetcs. He
pPEKOMEHAYETCS CKaHMPOBATb Y3/ibl, HAaXOAALWMECS Ha FpaHWM nNpeaenbHOW 3arpyskw,
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T.€. Korga npoueccop 3arpyxeH 6onee yem Ha 70%, cBo60aHON OnepaTUBHON NaMsTK
MeHee 256 MbB, cBo6oaHOro MecTta Ha CUCTEMHOM ancke meHee 50 Mb.

2.1.4. Bo3amMoOXHble NnpobriemMbl C NPOM3BOAUTENBHOCTLIO

B Tabn. 6 npeactaBneHbl TUMNOBblE MPOGIEMbI

npon3BoANTENBbHOCTU annapaTHOro

obecneveHunss n cnocobbl NX AMArHOCTUKN U ncnpasJiEHUA.

Tabnuua 6. Tunosble Npobnembl NponssoanTenbHOCTH MaxPatrol

Tun npobnem

Kak gnarHoctupoBaTb

Kak ncnpasutb

Mpobnemsl,
CBSI3aHHble C
HepocTaTkamu
annapaTHoro
obecneyeHust

Mpobnemsl,
CBSI3aHHbIE C
N36bITOYHOM
HarpysKkol Ha
CYb[

Mpobnemsbl, He
CBsi3aHHbIE C
annapaTHbIM
obecneyeHvem

3ameaneHHas pabota MaxPatrol
NPOSIBNSIETCH MNOCTOSAHHO BO BCEX PEXMMax
paboTbl.

[Onsi TOYHOW AMarHOCTVKM HeobxoanMo
NpOBECTM 3aMepbl C NMOMOLLbIO CYETUNKOB
npoussoauTensHocTu Microsoft ans OC
Windows n CYB/J SQL Server no MHCTpyKUMK
CNYXObl TEXHUYECKON NOAAEPXKKU

3ameaneHHas pabota MaxPatrol
NPOSIBNSIETCSA NPU reHepaLnmn OTYETOB.
CkaHupoBaHue paboTaeT HOpMasbHO, eC/in B
3TO e BpeMs He NPOM3BOAMTCS reHepaLms
OTYETOB

MeasieHHoe CKaHWpOBaHWeE Y3/10B, AOCTYN K
KOTOPbIM OCYLLECTB/ISIETCS MO CETEBbLIM
KaHanaM C HWU3KOW NpOryCcKHOM
CNOCcO6HOCTLIO

[Mocne AMarHOCTUKK U BbISIBNIEHUS
npOﬁﬂEMHOFO KOMMNOHEHTa annapaTHOro
obecneyeHns 3aMeHUTb dm3mquKoe nnm
M3MEHUTb MapaMeTpbl BUPTYanbHOIro
obopyaoBaHus

Cobntopath YCIOBUS aKCMTyaTaumm:
pa3aensitb BO BPEMEHW NPOLIECChHI
CKaHMPOBaHMUS U FreHepaLmn 0TYETOB,
nsberaTb reHepaLuum OAHOrO OTYETa Mo
60/1bLLIOMY KOIMYECTBY Y3/10B C BbIBOAOM
AeTanbHoN uHdopMaumm
(pexoMeHzyeTcs He BKIIHO4aTb B OTHET
6onee 100 y3n0B ¢ noapobHoM
nHdopmaLmen)

YCTaHOBUTb B yAaNl€HHbIX CErMEHTax
CeTU AOMONHUTENbHbIE KOMMOHEHTHI
MaxPatrol Scanner nnn ncnonb3oBaTb

offline-ckaHupoBaHue

2.2. Tpeb6oBaHMUA K NpOorpaMMHOMY ob6ecnevYeHuo

2.2.1. TpeboBaHUA K onepaLUoOHHON CUCTEME

Cuctema MaxPatrol paspabotaHa ans yHKUMOHMPOBaHMS Ha 6a3e onepauMOHHbIX CUCTEM
Windows. B HacTosilee BpeMsi noaaepxxuatoTcs cneaytowme OC:

¢ Microsoft Windows XP SP 3 (x86) u BblLLe;

¢ Microsoft Windows Server 2003 SP 2 (x86, x64) v Bbiwe;

¢ Microsoft Windows Vista SP 2 (x86,x64) u BbiLue;

¢ Microsoft Windows Server 2008 SP 2 (x86, x64) v Bbiwe;

e Microsoft Windows 7 (x86,x64) u BbliLue;

¢ Microsoft Windows Server 2008 R2 (x64) u Bbilue;

¢ Microsoft Windows 8 (x86,x64) u BbliLue;
¢ Microsoft Windows 8.1 (x86,x64)

Cucrema MaxPatrol: PykoBoACTBO MO yCTaHOBKE
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¢ Microsoft Windows Server 2012 (x64);
e Microsoft Windows Server 2012 R2 (x64, x86).

Cnncok COBMECTUMbIX CUCTEM MOCTOSIHHO paclumpsieTcs. AKTyasnbHY0 MHGOPMaLMI0O MOXHO
nony4nTb B CNyx6e TexHudeckon noaaepxku (https://support.ptsecurity.com).

Bbibupass onepaumoHHYt0 CUCTEMY, credyeT y4uuTblBaTb, YTO MpuU psae NpOBEPOK cucTeMa
MaxPatrol MHTEHCMBHO MCNONb3YeT CTek NpoTokonoB TCP/IP onepaunoHHOM cucTeMsl. B cBs3m
C 3TUM pa3sepTbiBaHue MaxPatrol Ha nonb3oBaTensckux Bepcunsx OC (Hanpumep, Windows XP)
CHMXaeT 3MEDEKTUBHOCTb CKaHMPOBAHUS OONbLIOrO KOMMYecTBa Y3M0B. B uacTHocTH,
YMEHbLUAETCA NPOM3BOANTENBHOCTL CKaHepa NOPTOB M psiaa Apyrnx MexaHnamoB PenTest. Tun
OC MUHUManbHO BAMSiET Ha paboTy MexaHu3moB Audit n Compliance.

2.2.2. TpeboBaHUA K NPUKIIagHOMY NporpaMmMHOMYy ob6ecnevyeHuto

[pyr1M acnekToM, TpebyoLmnM BHUMaHKSI, IBNSIETCs COBMeCTUMOCTb OC C A0MOHUTENIbHBIMU
nporpaMmMamu, ucnonb3yembiMm MaxPatrol. O6a3aTenbHbIMU KOMMOHEHTaMK, 63 KOTOpbIX
paboTa cMcTeMbl HEBO3MOXKHA, SBMISIOTCS:

¢ Microsoft Internet Explorer 7.0 u BbiLwe;
o Microsoft .NET Framework Version 4.0.

Ha OC Microsoft Windows 8.1 ans sbinycka XML-oTyeToB Heobxoamma yctaHoBka Microsoft
.NET Framework Version 3.5. 310 TpebyeTcsa Ans KOppeKTHON paboTbl BHELLUHEN YTUIUTBI
Saxon, koTopas asnsetcsa XSLT-npoueccopom.

Monyuntb AMCTPUOYTMBbLI [aHHbIX MPOrpaMM MOXHO Ha canTe KoMraHum Microsoft
(www.microsoft.com).

MpuMeyaHue: Npu yCTaHOBKE M OOHOBNEHUW CUCTEMbI MHCTANNSTOP MNPOBEPSIET Hanuune ob6HOBMEHMSA
Windows Installer 4.5 Redistributable n yctaHaBn1BaeT ero B cnyyae OTCyTCTBUS.

2.2.3. TpeboBaHnusa k CYbl

B 3aBucMmocTM oT TpeboBaHM K  NPOM3BOAUTENILHOCTM  MOMYT  WUCMOMb30BaTbCA
KoprniopaTuBHble nnMbo 6ecnnatHble peaakumm CYB[ Microsoft SQL Server.

B coctaBe auctpubyTtnBa MaxPatrol umeetca nHctannatop CYB[, Microsoft SQL Server 2008
R2 SP1 pepakumun Express Edition (aanee no TekcTty - BCTpoeHHas 6a3a). [pu ncnonb3osBaHum
BCTPOEHHON 6a3bl AaHHbIX CYLECTBYET OrpaHMYeHMe Ha O6beM XPaHWMbIX pPe3ybTaToB
ckaHupoBaHuss — 10 'b. Wcnonb3oBaHWe BCTPOEHHOW 6a3bl AaHHbIX B MPOMBbILLIEHHbIX
cUCTeMax He pekoMeHAayeTCs.

BHuMaHue! YkaszaHHas Bepcus BCTPOEHHOW 6a3bl A@aHHbIX HE COBMECTMMA C OMepaLuOHHbIMUA CUCTEMaMM
Microsoft Windows XP, Microsoft Windows 8 n Microsoft Windows 8.1.

Takxke CywecTByeT BO3MOXHOCTb MCNONb30BaHNa BHewwHe CYB/[, Takon kak Microsoft SQL
Server pegakummn Standard v Enterprise cneaytowmx Bepcuii:

e Microsoft SQL Server 2005 SP4 u ctapuue;

e Microsoft SQL Server 2008 SP3 u ctapLue;

¢ Microsoft SQL Server 2008 R2 SP1 u cTapuue;
e Microsoft SQL Server 2012 u cTapue;

¢ Microsoft SQL Server 2014.

CnncoK COBMECTUMbIX CUCTEM MOCTOSIHHO paclumpsieTcs. AKTyasbHY0 MHGOPMaLMI0O MOXHO
nony4nTb B CNyx6e TexHmdeckon noaaepxkm (https://support.ptsecurity.com).
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B Tabn. 7 npuBeEAEHbI 3HAYE€HNA Pa3MEPOB OAHOI0 PeE3ysibTaTa CKaHUPOBAHUA ANA TUNOBbIX
CUCTEM B 3aBUCMMOCTU OT pEXMNMa CKaHNPOBaHUA.

Tabnuua 7. Pa3mep pesynbTata CKaHMPOBaHWS MpK pasHbIX pexrMax ckaHupoBaHus, Kb

OnepauunoHHasa cucrema PenTest Audit Compliance
Windows 7 Workstation 64 832 1024

Windows 2008 R2 Server 704 1664 1088

FreeBSD 64 88 512

Cisco I0S 64 128 640

B Tabn. 8 npeacraBneHo cpaBHEHWE BO3MOXHOCTEN MpOrpamMMHbIX npoayktoB MS SQL 2008
Standard u Enterprise.

Tabnuua 8. Bo3amMoxXHOCTM nporpaMMHbIx npoaykToB MS SQL 2008 Standard n Enterprise

SQL Server 2008 Enterprise SQL Server 2008 Standard
Edition Edition

Yucno npoueccopos Cronbko, ckonbko noaaepxusaetr OC 4
MacwtabnpyemocTb 1 B nonHoi mepe OrpaHuyeHo
NpOV3BOANTENBHOCTb
BbICOKUIA ypOBEHb AOCTYNHOCTM | B nonHol Mepe OrpaHuyeHo
(cxeMa ceTeBOI FOTOBHOCTY)
MoBblweHHast 6e30nacHOCTb B nonHoi mepe OrpaHuyeHo
XpaHunnuia gaHHbIX B nonHoit Mepe HepocTynHo
BbusHec-aHanuTUKa B nonHoi mepe OrpaHuyeHo
lMoBbIlWEHHas YNpaBnsaemMoCcTb B nonHoi mepe HepoctynHo

CpaBHeHMe [0CTYMHO Takxe Ha cainte Microsoft: http://www.microsoft.com/sqglserver/2008/
ru/ru/compare-std-ent.aspx

2.3. Tpe6oBaHUA K ceTeBOM MH(PACTPYKTYpe

Mepen ycTaHOBKOW KOMMOHeHTOB MaxPatrol HeobxoaMMO yAOCTOBEPUTLCS, YTO CeTeBas
NHPPaCTPyKTypa, B KOTOPOIN OHM ByayT (PYHKLIMOHUPOBATb, COOTBETCTBYET psily TpeboBaHMM.

2.3.1. CeTeBble TpaHCNOPTbI

Bce mapaMeTpbl CETEBOW apXMTEKTYpbl TECHO CBSI3aHbl C MOHATMEM TpaHcropTa. Cuctema
MaxPatrol peanusyeT KOHUENUUKO CKaHUPOBaHMSA Yy3710B 6e3 npuMeHeHus 3apaHee
YCTaHOBMEHHbIX areHToB. [nsi rnyboKoM NpOBEPKM MPOrpaMMHOr0 obecneyeHns wu
KoHpurypaumi B pexumax Audit n Compliance wcnonb3ytoTcs NpPOTOKONbI YAANEHHOro
ynpaBfieHusi, MO3BONSIOWME TMOMyYaTb [AOCTYN K HACTpolkaMm aHanuaupyembix OC u
NPUNOXEHUI. XapaKTEPUCTMKMN OCHOBHBIX TpaHcnopToB MaxPatrol npveeaeHsl B Tabn. 9.

TpaHCnopT — 3TO Habop ceTeBbIX MPOTOKOJSIOB, WCMOMb3yeMbIX cucTeMoi MaxPatrol ans npoBeaeHust
CcKaHupoBaHus B pexxuMax Audit n Compliance.
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Pa3nnyHble TpaHCNOPTbl NMPUMEHUMbI K Pa3/IMYHbIM TUMaM cucTteM. lpu 3TOM OAMH U TOT Xe
TUMN CUCTEM MOXET 6bITb MPOCKAHMPOBAH C UCMO/Ib30BAaHNEM PasfiNyHbIX TPAHCMOPTOB. B 3TOM
cnydae BbI6Op TpaHcnopTa obycnaeBnMBaeTCcsa ero BO3MOXHOCTSMM, CKOPOCTbIO paboTsl,
ceTeBbIM TpadUKOM. BansiHne MoryT okasblBaTb M AOMOMNHUTESIbHbIE XapaKTEPUCTUKK, Takue
KaK pacnpoCTpaHEHHOCTb TPAHCNOpTa U ero 3alMLLEHHOCTb.

Tabnwuua 9. TpaHcnopTel MaxPatrol

TpaHcnopT Cucrembl Bo3MOXXHOCTH CkopocTb Harpyska 3alUULLEHHOCTb
WMI Windows 20001 + + - +
Bblle
NetBIOS Windows - - + +
LDAP Active Directory - + - +
SSH Unix, Linux, + + + +
Cisco,
CheckPoint
SPLAT
Telnet Unix, Linux, + + - -
Cisco,
CheckPoint
SPLAT
Oracle Oracle Database = + + + +
MS SQL Microsoft SQL + + + +
Server
SAP DIAG SAP NetWeaver + - + +
SAP RFC SAP NetWeaver + + + +
Remote Windows 20001 + + - +
Engine BbllLe

+ MaKCMMalibHOe 3HavyeHune;
- MWHMUMaNbHOE 3HA4YEeHUE,
+ 3HayeHue 3aBUCUT OT HaCTpOEK.

Mpw ncnonb3oBaHUM TpaHcnopTa Remote Engine Ha CkaHUpyeMbIN y3en 3arpy>aeTcs Moay b,
KOTOPbIV BbINOMHSET YaCTb NPOBEPOK JIOKASIbHO. ITO NO3BOJSIET CHU3UTL HArpy3Ky Ha CeTb U
MOBBICUTb CKOPOCTb CKAHUPOBaHUS NpY MEASIEHHOM COEAMHEHUMN.

TpaHcrnopTbl  MCNOMb3YIOT pa3finyHble ceTeBble MPOTOKOMbl. CrMCOK MPOTOKOSIOB U
CTaHAAPTHbIX CeTEBbIX MOPTOB NpusBoanTcs B Tabn. 10.

Tabnuua 10. CeTeBble NPOTOKOSIbI, MCMOJb3YEMble TPaHCMOPTaMm

TpaHcnopT MpoTokon CeTeBble MopThbl MpumeyvaHune
WMI DCE/RPC 135, >1024 Homepa noptos RPC npuceamsatoTcs
aBTOMaTMuecku?
NetBIOS CIFS/SMB 445 TCP/UDP MopnepXxmBatoTCs yCTapeBLUMNE KIINMEHTbI

(137-139 TCP/UDP)
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Tabnuua 10. CeTeBble NPOTOKO/bI, UCNOMb3yeEMble TPaHCNOpTaMu

TpaHcnopT MpoTokon CeTeBble NOpPThbl MpuMevaHune
LDAP LDAP 389,636 TCP
SSH SSH 22 TCP CTaHaapTHbIN NopT. MoxeT 6biTb
M3MeHeH
Telnet Telnet 23 TCP CTaHaapTHbIM NopT. MoXeT 6biTb
M3MeHeH
Telnet SAP AS Java 50008-59908 TCP B 3aBMcMMOCTM OT 3K3eMnnspa
Oracle SQL Net 1521 TCP CTaHaapTHbIi NOpT. MOXeET 6bITh
M3MeHeH
MS SQL Microsoft SQL 1433 TCP B 3aBMCMMOCTM OT HacTpoek cepsepa
Server 445 TCP
SMB
SAP DIAG SAP DIAG 3200—3299 TCP B 3aBMCMMOCTM OT 3K3eMnnspa
SAP RFC SAP RFC 3300—3399 TCP B 3aBMCMMOCTM OT 3K3eMnnspa
Remote Engine CIFS/SMB 445 TCP/UDP Moaaep>KmMBatoTCs yCTapeBLUne KIUEHTbI
DCE/RPC 135, >1024 (137-139 TCP/UDP). Homepa noptoBs

RPC npucsavsatoTcs aBTOMaTHyecku’

BHuMaHue! Ha6op NnoAAEPXXMBAEMbIX TpPAHCNOPTOB PaCWIMPAETCA MO MEpe COBEPLUEHCTBOBAHUA
MEXaHuW3MOB ayauTta. [ns nonyyeHus akTyanbHOW WH@opMaumm obpaTtutecb B CyxOy TeXHUYecKown
NMOAAEPXKKN.
Mcnonb3oBaHMe pasfvyHbIX TPAHCMOPTOB NOPOXAAET Pas/IMYHYI0 HarpysKy Ha TeCTUpYyeMYIo
cncTeMy M ceTb. B Tabn. 11 pgaHa vHdopMaums O Harpyske Ha CeTb, BO3HMKAMOLEN Mnpu
CKaHuMpoBaHuM y3n0B B pexume Audit 1 Compliance npu MCNoOnb30BaHWM PasfivyHbIX
TpaHcrnopToBs. [JaHHble npuBeaeHbl Ang ciydas ncnosb3osaHna MP Scanner Ha ABYXbaaepHOM
npoveccope.

Tabnuua 11. CpeaHsast Harpy3ka Ha CeTb MO OTHOLWIEHUIO K 06beKTy ckaHupoBaHus, Kb/c

WMI NetBIOS SSH Telnet

1 yzen 130 250 15 5

Ob6beM Tpaduka 60 000 80 000 1 500 500
Ha y3en, Kb

2.3.2. CeTeBOe B3anmoagencTtBmMe KOMMNOHEHTOB

KoMnoHeHTbl cucTeMbl MaxPatrol Mcnonb3yoT ceTb AN CUHXPOHM3auuW M pensimkaumu
JaHHbIX, YAANEHHOro ynpaBnieHusa M Apyrux 3aaad. 10 yMONM4YaHuo cucTeMa UCMonb3yeT
cetesov nopT 2002/TCP ans nepeaayn AaHHbIX.

1. Homepa nopros RPC npucBanBatoTcs aBromariyecku, auanazon 1024 — 65535 oObraHO
ucnions3ytores 1t OC Windows 2000/XP/2003, a nuanazon 49152 — 65535 — mist OC Windows
Vista/2008.
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MHoroypoBHeBas apxuTekTypa cucTeMbl MaxPatrol gaet BO3MOXHOCTb MacwTabupoBaHus
BHEAPEHMS MO pa3fiMyHbIM Npu3HakaM. PacnonoxeHwe MP Scanner B HenocpeacTBEHHOM
6n1mM30cT OT O6beKTa CKAHWPOBAHWMS MO3BOMSET MPOBOAUTL OLIEHKY 3alUMLLEHHOCTN C
MUHMMANIbHOM Harpy3koM Ha MarucTpasibHble KaHanbl cBs3n. B Tabn. 12 npeactaBneHa
nHdpopmaums o6 obveme AaHHbIX, NepeaaBaeMbix Mexay MP Scanner u CKaHMpyeMbiM
obbekToM, Mexxay MP Scanner u MP Server B xoae nepeayv pesyfibTaToB CKaHUPOBAHWS,
mexay MP Server n MP Console B xoge npocMoTpa pe3ynbTaToB, a Takke Mexay MP Server u
MP Consolidation Server B xoge KOHCONMAAUUKN AaHHbIX. YKa3aHa NUKOBasi Harpy3ka Ha CeTb,
KOTOpasi BO3HMKAET NPW BbINO/HEHUN YKa3aHHbIX onepaumi.

Tabnuua 12. CpeaHsas Harpyska Ha CETb Npu BbINonHeHUN onepaumin MaxPatrol, Kb/c

MP Server - MP

MP Scanner — MP Scanner - . . MP Server - MP
Consolidation
06beKkT MP Server Console
Server

1y3en [o 100 4,5 2 18

(Windows), oo 15

(opyrvie cuctemsl)
10 y3noB o 1000 18 20 180

(Windows), oo 150
(npyrvie cucremsl)

Kak BngHo n3 Tabn. 13, Tpadumk mexay KoMnoHeHTamm MaxPatrol 3HaunTenbHO MeHbLUe, YeM
obbeM nepegaBaeMbIxX AaHHbIX Mexay MP Scanner 1 06beKTOM CKaHWPOBAHWS.

Tabnuua 13. CpeaHuit o6beM Tpaduka Ha y3en, Kb

MP Scanner — MP Scanner - MP MP Server - MP
L MP Server - MP Console
obbekT Server Consolidation Server
[o 130 000 (Windows), = 225 200 275
8o 10 000 (apyrue
CUCTEMBI)

MpumeuaHue. lMNepegaya AaHHbIX Mexay MP Server n MP Consolidation Server MoXeT npoucxoamTb Kak B

pexume peanibHOro BPEMEHM, TaK U B YKa3aHHbI MHTEpBan MUHUMAbHOM 3arpy3ku ceTu. K gaHHoMmy Tuny
B3aVMMOLENCTBUSA HE NPEAbSABSETCA TPebOBaHNE BbICOKOW OMNepPaTUBHOCTY.

Mpu reHepaumn oTyeToB 06bLEM Tpadmka mMexay MP Server n MP Console MoxeT gocturatb
[AOCTAaTOYHO Cepbe3HbiX 06beMOB (B 3aBMCMMOCTM OT TUMA OTYETA M aHANU3MPYEMbIX

BPEMEHHbIX WHTEpBanoB). B CBA3M C 3TMM Npu reHepaumMm OTYETOB pPEKOMeHAyeTcs
MCNonb30BaThb KaHas C NPOMYCKHOM CNOCOBHOCTbLIO He MeHee 2 M6/c.
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B Tabn. 14 npuBoauTCs MHGOpMauMsi O Harpyske Ha KaHan CBsi3W, BO3HMKAlOWeEW npu

CKaHMpOBaHWM Yy3/10B B pexuMax PenTest,

MH(OPMALIMOHHBIX CUCTEM.

Audit n Compliance pns  pasnnyHbIX

Tabnuua 14. Harpy3ka Ha KaHan CBsi3u Mexay ckaHepoM MaxPatrol n 06bekToM CKaHMpOBaHUSI

PeXUM WHdOpMaLIMOHHES Bpewms CpeaHsis CKOpOoCTb nepenayu
CKaHMpOBaHus cucrtema CKaHMp?BaHMﬂ’ AQHHEIX,
MUH:CeK Kéunt/cek
PenTest Windows 2003 SP2 7:00 24
PenTest Suse 9 5:49 23,2
PenTest Cisco I0S 59:10 5,84
PenTest S-Terra VPN Gate 1000 34:13 7,89
PenTest CheckPoint 2200 37:20 32,52
PenTest Windows Server 2012 31:30 35,75
PenTest Windows Server 2008 43:54 44,18
Audit n Compliance =~ Windows 2003 SP2 10:00 272
Audit u Compliance = Suse 9 10:00 10,4
Audit n Compliance = Cisco IOS 12:07 17,38
Audit n Compliance = S-Terra VPN Gate 1000  4:19 0,95
Audit 1 Compliance = CheckPoint 2200 3:07 2,95
Audit n Compliance =~ Windows Server 2012 9:10 231,27
Audit n Compliance = Windows Server 2008 9:04 219,55

B Tabn.

15 npuBegeHa wWHdopMauuss O BAMSIHUM TpaHcnopta Remote Engine npwu

ckaHupoBaHun Windows-cucrtem Ha ob6beM Tpadmka U Harpy3Ky Ha KaHan CBs3u.

Tabnuua 15. BnusaHue TpaHcnopta Remote Engine npu ckaHnposaHumn Windows-cucteM Ha o6beM Tpaduka u
Harpy3Ky Ha KaHan CBs3u

06beM Tpaduka

Harpyska Ha KaHan

CpenHunii
Cnerema Mony4eHo, MepenaHo, Mony4eHo, lMepenaHo, nai?ai!emls
MBb MB MakeToB NnakeToB !

Windows 2003 (6e3 40,87 31,79 195423 190871 0,000188095
MCMO/b30BaHUS
TpaHcrnopTa Remote
Engine)
Windows 2003 (c 19,9 8,91 57651 52768 0,000260873

MCNonb30BaHNEM
TpaHcnopTa Remote
Engine)

Cucrema MaxPatrol: PykoBoACTBO MO yCTaHOBKE

Crpanuua 18



~POSITIVE TECHNOLOGIES

Tabnuua 15. BanaHue TpaHcnopta Remote Engine npu ckaHupoBaHumn Windows-cuctem Ha o6bem Tpadvika u
HarpysKy Ha KaHan cBasu

0O6bem Tpaduka Harpy3ka Ha kaHan Cpennwii
Cnerems Mony4yeHo, MNepenaHo, MonyyeHo, lMepepaHo, nai?ai!el:l:/IB
MB MB NnakeTos NnakeToB !

Windows 7 (6e3 55,8 56,71 263537 260105 0,000214861
MCMosb30BaHUA
TpaHcnopTa Remote
Engine)
Windows 7 (c 32,46 12 60539 56831 0,000378802
MCNonb30BaHNEM
TpaHcrnopTa Remote
Engine)

2.3.3. Ucnonb3yemble npuBunernm

MNMockonbky MP Scanner wcronb3yeT AN aHanmMsa CUCTEM MPOTOKOSbl  YAANIEHHOrO
ynpaBneHusi, OH A0HKEH NPOXOANTb ayTEHTUGDMKALMIO M aBTOPU3ALMIO Ha CKaHMPYEMOM Yy3ne.
YueTHble 3anucK, C KOTOPbIMU OCYLLECTBNSETCA CKAHMPOBAHWE, MOXHO yKasaTb B npodwne
CKaHupoBsaHus. B Tabn. 16 gaHa nHbopMaums 0 HeobxoauMbIX NpaBax AN UCMOb3YeMbIX
YUYETHbIX 3anucen.

CyliecTByeT BO3MOXHOCTb HACTpOWUTb KOHKPETHble CUCTEMbI Ha CKaHUpOBaHWE C
MCMONb30BaHWEM APYrMX YYeTHbIX 3anucei, He Tpebylowmx BbICOKMX MpuBuUneruin (cm.
PyYKOBOACTBO aaMUHUCTpaTopa, paspen CrMCcoK MpPOBEPSEMbIX OOBLEKTOB A/IS Paz/IMYHbIX
cUCTem).

Tabnuua 16. Ucnonb3yemble MaxPatrol npusunerumn

Cucrema MpuBunerun CTaHZapTHble NpaBa

Windows WMI Remote Enable Administrators
DCOM Remote Launch
DCOM Remote Activation

Remote Registry
System Shares

Linux Read System Files root
Execute System Commands

Solaris Read System Files root

Execute System Commands

Cisco Router Show commands Level 15
Cisco Switch Dir
Verify
‘ CheckPoint cat $FWDIR/conf/* expert
’ Oracle Database Select from system tables DBA
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Tabnuua 16. Mcnonb3yemble MaxPatrol npusunerumn

Cucrema MpuBunerun CraHaapTHble npaBa

Microsoft SQL Server Select from system tables System Administrator (sa)
Execution of system procedures

SAP NetWeaver SA38 (Reports) SAP_ALL

SE16 (Tables)
SMO04 (Sessions Info)

2.3.4. BzaumoagencTtBue co cpeactBaMmm 3awmTbl

CpeactBa obecneyeHnst 6e30MacHOCTM MOryT OKasblBaTb BAMSIHME Ha paboTy cucTeMbl
MaxPatrol. B cBSiI3M C 3TMM Ha 3Tane MJIaHMPOBAHUS M pa3BepTbiBaHMS pPEKOMeEHAYeTCs
NMpOBECTM TECTOBblE CKAHWPOBAHMA W UCMOSb30BaTb METOAbl CHUXEHUS HEraTUBHbIX
NoCNeACTBUN.

2.3.4.1. MexceTeBble 3KpaHbl

MexceTeBble 3kpaHbl (M) ocylecTBnsaioT puabTpaumio Tpadmka M MoryT 610KMpoBaThb
AOCTYN K CeTeBbIM MOpTaM, Ha KOTOpbIX paboTaloT MpOTOKOSMbl yAANEHHOro yrpasfieHus,
ncnonb3yemble MaxPatrol npu npoBeAeHUM CKaHWpoBaHWUS. [nsi pelieHust 3To npobnembl
MOXXHO MCMO/b30BaTh ABa NOAXOAA: OTKPbITUE CETEBbLIX NOPTOB, UCMOJIb3YEMbIX CKAHEPOM Ha
M3, nnu pa3melleHne MP Scanner «3a» MeXCeTEBbIM 3KPaHOM B HEMOCPEACTBEHHON 61130CTH
OT obbekTa ckaHuMpoBaHusi (cM. Puc. 4). B nocnegHem criydae MeXCeTeBOW 3KpaH AOSKEH
paspeluaTb B3anmoaenctame mexay MP Server n MP Scanner no nopty 2002/TCP.
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CepeepHan
nnowanga

38H 22TCR
Talnel 23 TCF
HTTR 8LTER g

SNAP 161UDR | "I B H
‘5 1 ‘5_

\ WP BEANNER b‘l :

h r R I \'J_ ‘l.i
CermeHT
ynpasneHus

Puc. 4 — Vcnonb3oBaHue AONONHUTENbHLIX CKAHEPOB A1 pa6OTbI yepes MEeXCeTeBoM 3KpaH

MpumeuaHume: BaavmoaencTene Mexay KOMMOHEHTaMM He 3aBUCUT OT HanpaBieHus coeanHenns. Cuctema
MaxPatrol cnpoektTupoBaHa Takmm 06pa3oMm, 4TO Hanpaenenve TCP-coeauHeHWss He  sBnsieTcs
onpeaensiowmm KputepueM. MNpn yctaHOBNEHUM KaHana cessu Mexay MP Server 1 MP Scanner coeamHeHne
MOXXET HacTpamBaTbCs Kak ncxogsiee Ha MP Server unmn kak ucxogsuwee Ha MP Scanner. B nepsoM criyyae
nHmumatopom TCP-ceccum 6ypet MP Server, a Bo BTopoM — MP Scanner.
Ecnn Mexay KOMMOHEHTaMy CUCTEMbl MPUCYTCTBYET MEXCETEBOM 3KpaH, paboTaiowmn B
pexume cepepa-rnocpegHuka (proxy), To B HaCTpOVIKaX coeaiMHeHns HeobxoanMo yKa3aTb TUM
NPOTOKONA, @ TaKXe y4YeTHY 3anucb M naposnb. CucTeMa noaaepXuBaeT cneaytowme TUnbl

proxy: HTTP (Connect), Socks4 n Socks5 (cM. Puc. 5).
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Puc. 5 — HacTpolika proxy-cepepa B CBOMCTBaX COeAMHEHMS

Mpy ckaHuMpoBaHuM 4epe3 M3 HeobxoanMo, 4TObbl Ha HeM O6blnn OTKPbITbI MOPThI,
COOTBETCTBYIOLME TUMY MCMNOMAb3YEMOro TpaHcrnopTa. WHdopmaums 06 uncnonb3yembix
TpaHCNopTax M COOTBETCTBYIOLWMX CETEBLIX NOpPTax npusegeHa B Tabn. 10.

OnTMManbHOM CUTyaLMen C TOYKM 3peHNS AOCTOBEPHOCTU M CKOPOCTU CKaHMPOBaHUS ABNSIETCA
OTCYTCTBME MEXCETEBOro 3KpaHa Mexay obbekToM ckaHupoBaHus u MP Scanner.

2.3.4.2. CpencTBa 3aliUTbl NPUKIIaQHOro YPOBHA

BONbLIMHCTBO COBpEMEHHbIX CETEBbIX CpeAcTB obecneveHns 6e30nacHOCTM coaepxaT Moayu
aHanusa npuknagHolx npotokonoB (Stateful Inspection, Application Firewall). [daHHble
MEXaHW3Mbl MOryT BMeLMBaTbCA B paboTy CKaHepa, CHMXasi AOCTOBEPHOCTb MOSYYEHHbIX
pe3ynbTaToB. Tak, HanpuMep, pe3ynbTaT CKaHMPOBaHUS BEG-MPUNOXEHNS Yepe3 MeXCETEBON
3KpaH, NoaAepX1BatoWmi GyHKUMK 3awmTbl Beb6-npunoxenuin (Web Application Firewall), He
6ynet AOCTOBEpHbIM, MOCKONbKY M3 3ab6noKupyeT psa MOTEHUMANbHO OMaCHbIX 3anpocos,
MCNOMb3YEMbIX CKAHEPOM.

CyliecTByloT U Apyrve cuTyauuu, Koraa unbTp MPUKIALHOMO YPOBHA MOXET OKasblBaTb
HeraTMBHOE B/IMSIHWE Ha npouecc ckaHupoBaHus. K npumepy, dwnbTp npoTtokona RPC B
Microsoft Internet Security and Acceleration Server (ISA) 2004/2006 no yMon4YaHwuio
6nokupyetr WMI-3anpocbl. M3-3a 3TOro CHWXaeTcs MNpOM3BOAMTENBHOCTb CKaHepa, W
HEKOTOpble MPOBEPKM  HEBO3MOXHO  BbINOAHUTL.  [ns  Toro u4Tobbl  obecneunTb
NOMHOMYHKUMOHANbHOE  CKaHupoBaHue 4epe3 ISA  Server, Heobxoanmo BblbpaTb
COOTBETCTBYIOLLEE NMPaBWUIO B OKHe Firewall Policy, Bbi3BaTb KOHTEKCTHOE MEHIO M BblbpaTb
NyHKT Configure RPC protocol. B NosiBUBLLEMCS OKHE HeObX0AMMO OTKIIIUUTL onuuto Enforce
strict RPC compliance (cM. Puc. 6).
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Configure RPC protocol policy HE

Frotocol |

Define RPC pratocol related rules

I & <
When this checkbox is not selected, the filker will
allovs additional RPC type protocols, such as DCOM

,TI Cancel | Apply |
Puc. 6 — OtkntoueHune nposepkun RPC B Microsoft ISA Server 2004/2006

B HEKOTOPLIX CPpeACTBaX 3alUUTbl HEMb3S1 OTK/OUNUTL (UBTPALMIO NPUKNAAHbIX NMPOTOKOSIOB
ANS OTAENbHbIX Y3/10B. B Takmx cryyasix pekoMeHAyeTcst BbIHOCUMTb CkaHep 3a MD.

2.3.4.3. Cuctembl OOHapy>XeHUs 1 npeaoTBpaLLeHnsa aTak

CucteMbl ObHapyXeHust M npegoTBpalleHus aTtak B 6O0MbLUIMHCTBE CBOEM pearnpyrloT Ha
NpoLecc CKaHMPOBAHUA KaK Ha NoTeHUMabHyIO aTaky. [onyyeHre cnncka OTKPbITbIX NOPTOB,
npoBepka CTOMKOCTM Maposien, AOCTyMn K MPOTOKOSMAM YAANEHHOro YnpaBieHusi — BCE 3TO
MOXeT npuBeCcTM K cpabaTbiBaHWIO CpeacTB 3awuTbl. B ciyyae ecnM  MexaHusm
npefoTBpaLleHNs aTak HE 3aAeNCTBOBaH, MHOXECTBEHHbIE CpabaTbiBaHUSI CUrHATyp NpuBeayT
TONbKO K YBENM4YeHW0 obbeMa >XypHanoB cUCTeMbl OBHapyXeHus aTak. Ecnm MexaHu3m
npeaoTBpaLleHns aTtak BKIIOYEH, TO CUCTEMA MOXET BMeLWaTbCd B NPOLECC CKaHMPOBaHNUS M
NCKa3nTb pe3ynbTaTbl paboTbl cnuctembl MaxPatrol. B ¢cBS3M C 3TUM pekoMeHAyeTCsl BHOCUTb
y3/bl, Ha KOTOpbIX YCTaHoBieH MP Scanner, B CNMCOK WMCKJIKOYEHUI CUCTEMbI OBHapYXeHns
aTak.

2.3.4.4. CpencTBa 3alUUThbl YPOBHSA y3na

B cnyyae ncnonb30BaHUS NEPCOHASIbHBIX MEXCETEBbIX SKPAHOB M APYrUX CPeaCTB 3aluThbl
ypoBHs y3na (Hanpumep, HIPS) Ha ckaHupyeMblx 06bekTax HeobXoAMMO pa3pelunTb y31aMm, Ha
KOTOpbIX YyCTaHoBneH MP Scanner, AOCTyn MO MCMNOMAb3yEMbIM MPOTOKOMAM YyAaneHHOro
ynpasnenus. [na exogsuwero B noctaBky Microsoft Windows M3 Windows Firewall 370
ocyluecTsnseTcs nytem gobaeneHusi IP-agpecoB B napaMeTp rpynnoBoun nonutuku Computer
Configuration — Administrative Templates — Network — Network Connections — Windows
Firewall — Domain Profile — Windows Firewall: Allow remote administration exception (cMm.
Puc. 7). Kpome TOro, Heobxognmo ybeauTbCsi, 4YTO OTKIOYEH napametp Computer
Configuration — Administrative Templates — Network — Network Connections — Windows
Firewall — Domain Profile —Windows Firewall: Do not allow exceptions.
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Windows Firewall: Allow remote administration exce...
Setting | Explain |

@ Windows Firewall: Allow remate administration exception

() Not Configured
(%) Enabled
() Dizabled

Allow ungolicited incoming messages from:

101110000210

Syntas
Type
elee type a comma-geparated list that contain:

e

to allow messzages from any network, or

any number or combination of these:
IP addresses, such as 10.0.0.1
Subret dezcriptions, such as 10.2.3.0/24
The string "localsubnet'! >

Supported on; At least Microsoft Windows XP Profeszional with SP2

[ Previous Setting ] [ Mewt Setting ]

L 0k, J[ Cancel ][ Apply J

Puc. 7 — Hactpoiika uckntoveHnii B Windows Firewall
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3. MNoarotoBKa K yCTaHOBKe

Ybeantecb, 4UTO TEXHUMYECKME XapaKTEPUCTUKM CUCTEMbI COOTBETCTBYIOT MUHUMASIbHLIM
TpeboBaHMAM, ONUCaHHbLIM B rnaBe TpeboBaHWs K cucTeme.

3.1. NoarotoBKa BHelwHeU 6a3bl AaHHbIX

3.1.1. Co3paHue y4yeTHbIX 3anucen

[ns nosblilweHns 6e30nNacHOCTM CUCTEMbI HEOOBXOAMMO 3anyckaTb cnyx6bl SQL Server ot
MMEHWN YYETHOM 3annMCu C OrpaHMYEHHbIMM NpaBaMu. [na peanusauum noaobHoOro 3anycka
MOXXHO MCMNO/b30BaTh ABE YYETHbIE 3aMnCu:

1. cnyx6a SQL Server 6yaet 3anyckaTbCsl OT MMEHM YYeTHOM 3anucu 1 (Hanpumep,
SVC-SQL);

2. MaxPatrol 6yaeT obpawaTtbca k cnyxbe SQL Server oT MMEHM y4yeTHOM 3anucu 2
(Hanpumep, SVC-MPSQL).

Co3faliTe Takmne yyeTHble 3arnMcu B OrnepaLMoHHON cucTeme cepBepa 6a3 AaHHbIX. ONns Hux
JIOCTAaTOYHO MNpaB roMb30BaTENS OMNEPALMOHHON CUCTEMbI, [AOMOSIHUTENbHBLIX MpPaB He
TpebyeTcs.

3.1.2. YctaHoBKa n HacTtpouka CYB[] Microsoft SQL Server 2008 R2
[ns ycraHoBku Microsoft SQL Server 2008 R2 MOXHO BbINOMHUTL Cleaytolmne AencTeus:

1. 3anyctute yctaHoBky SQL Server 2008 R2.

2. B neBoW yacTu okHa BblbepuTe Installation, B NpaBoy YacTu — nepenanTe no Cchlike
New installation or add features... (cMm. Puc. 8).

B ik 4501 Séreur 20BRTF oo Fasdiens bo an sakting SO0
Serves 2008 RE stance,

Sarver dhisher,

,g Hews S0 S Fadaver cster: nstalation
Y Laurchia wicsrd 2ok

: i A rede b 5G4 Server Falmme chebee
Flianced fﬁ'- h ad anoe b Zered chater,

Upgrade from SQL Server 2000, 508 Sarver 2005 or 5L S4rver 2008
E' xh v Servr 2000, S 2005 01 SO Savve 00 bn S04 Seremr 2000 Fi2

[l St For orockick usdate
Seapch Mrosoft Lpdste for S04 Server 2008 RE product updaces.

? ?Q“I: Server 2

Puc. 8 — YctaHoBka Microsoft SQL Server 2008

3. Haxmute OK B OKHe Setup Support Rules.
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4. Haxkmute Next B cnepytolem okHe. 3aTeM BKtouuTe onuuio I accept the license terms
1 NpofoskanTe yCcTaHoBKY (cM. Puc. 9).

-io
License Terms
To ekl SCL Server 2008 RE, you must aocept the Microsoft Softuare Licsrse Terms.
SeCUp SUpport Rulss -
MICROSOFT SOFTWARE LICENSE TERMIS
Produck Key
(e s MICROSOFT SOL SERYER 2008 R2 STANDARD
Sebup Rals
Feeie Tl These licerse terms are an sgresment between Microsoft Corporation (or based on where you

live, one of it= sffiliates) and you. Plesse read them. They apply to the software named above,

o e R 35 which ncludes the madia o which you received it if ay. The t2rms also spply o a1y

Dish Space Regurements MIorasoft

Errar Reporting

Instalation Configuratian Ruks *  upcates,

Ready to Instal o supokments,

Instalation Progress

Complete » Internetbased services, and

L= alaly ==l el=

for this software, unless other terms accompany thase items. If 5, those e apaly, LI

Send feature usage deka ko Micrasoft, Feshre usage data indudes infoemation sbout vaur hardwers
configurston and how you use SOL Seever and ks componsnks,

i For

< Back | Mert = Cancel Help

Puc. 9 — OkHo License Terms

5. Korga nosiButca okHO Setup Role, Bbibepute SQL Server Feature Installation w
Haxxmute Next (cm. Puc. 10).

T SOL Server 2008 RZ Setup

_|of =i
Setup Rale

Click the =01 Server Fabre Installstion aption bo ndiadualy select which feature components ta inskall, or dick a feshore roleto
inskall 3 soedfic corfiguration,

Setup Supporl Rues
Product K
License Terms
Setup Role
Feature Selaction

(& a0t Server Featurs Installston

Tnstell S04 Server Database Engins Services, Andysis Services, Reporking Services, Tnksgratios Servoss, and
other features,

7 Al Feabures With Defauks
Inztzll all features using default values For the service accounts.

Irstalation Riles

Disk Space Requirsments

Ervoe Repoeting

Irstalation Corfiguration Rules
Ready to Instal

Iretalation Prograss

Complete

= Back | Nt > Cencal Hel

Puc. 10 — OkHo Setup Role
6. BbibepuTe ycTaHaBIMBaeMble KOMMOHEHTbI:

- Database Engine Services;
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- Client Tool Connectivity;

- Management Tools.
HaxxmnTte Next, 4Tobbl NpoAOMKMUTL YCTAHOBKY (cM. Puc. 11).

%% SO Server 2008 R2 Setup

Feature Selection

Seleck the Standard features bo instal,

Setun Support Rules

Froduct Key

License Terms

Setup Aol

Feature Selection
Instaladon Ruks

Instance Confipuratian

Dick Space Requiemenis
Server Corfigaration
Diatzhace Engine Corfigoration
Error Reporting

Tnstalaion Corfiguration Rules
Ready to Inscall

Tnstalaion Progress

Complets

Eeatures: Dascrition:
Instance Features Servar Faatiras ara retanca-amars end
[#] Database Engine Services hzve their own regstry hives, Thay
[ 5L sarver peplcation SUDPOEE mUldpla INSkances an a computar,
I Ful-Test Search

] tnalysis Sarvices
[ Reporting Services
Shared Features
[ Busingss Inteligerce Developrznt Studo
[] Cient Tocls Conrectivity
[T integration Services
[#] di=nt Tacls Backwards Compasibliz:
] Gient Tozls 50K
[ 501 server Bocks cnline
[#] Man=gement Tocls - Basic
Maragemant Toals - Complens
] 501 dient Connectiviby SO
[ Wicrozoft Sync Framesiork.

Redstributable Features

Salect all | grsals:tnll

Shared frature drectory;

k:lﬁ'wram FirsiMirasoft SOL Server| |

Zancel I Help I

A

< Back I Mewt = I

Puc. 11 — OkHo Bbl6Opa yCTaHaBIMBAEMbIX KOMMOHEHTOB

7. B okHe Server Configuration BbibepyTe YUETHYIO 3anucb, OT MMEHU KOTopou byayT
paboTtatb cnyx6bl SQL Server (cm. Puc. 12).
3aech cneayeT BblbpaTh YYETHYHO 3anuch 1.

b S0 Ger A B2 Setup

Server Configuration

S‘p_ecf.‘y e senice acoourts 2nd collation configur ston,

Setun Support Rules

Froduct Key

License Tarms

- Setup Aole

Fechure Selettion

Tnstalation Ruks

Instance Configuratan

Dick Space Requremens
Server Configuration
Diatshiase Engine Carfigration
Error Reporting

Tnstalation CorfiLestion Ruies
Feady to szl

Tstalaion Frogress

Complees

Sarvca PODULEE ICUIr.ti_Un I

muu&‘oﬁ& :gmv'lmmﬂs.lﬂlatrn U 05 3 sap arste account for each SGL Sarver service.

Senvice

50 Server Agent

5QL Server Database Engine
S L

| Account Mame -
SVC_S0L
SNC 5L
| MT AUTHORITYLOCAL S,

Fasaword

 Strnp Type
| Marudd =l

sutomzte =
ot i

Usa the sama account for all SgL Sarver sanvices I

= gack Meut = Cancel | Hep |

Puc. 12 — OkHO Bbl6opa Y4YETHOI 3anucu
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8. B okHe Database Engine Configuration Bblbepute pexum ayteHTudukaumm Windows
(cm. Puc. 13).

MpumMmeuaHwme. [Mposepka noannHHocTM Windows BK/IlOUYEHa MO YMOMYaHUIO, OHa obecneumBaeT 6Gornee
BbICOKMI YpOBeHb 6€30MacHOCTM, YeM MpoBepka noAnmMHHOCTM SQL Server, Tak Kak MCMoMb3yeT MpPOTOKOS
6e3onacHocT Kerberos, peanusyeT npoBepKYy CAOXKHOCTM W HAAEXKHOCTVW Maponei, NoAAepXUBAET
6/IOKMPOBKY YYETHBIX 3anuceil Mo ucTeyeHun cpoka napons. CoeanHeHWe, YCTaHOBSIEHHOE C MOMOLLbIO
npoBepku noannmHHocTn Windows, nHorga HasblBaeTcs AoBepuTenbHbIM coeanHeHneM (SQL Server fosepsieT
yYeTHbIM AaHHbIM, NpegocTasnsembiM Windows).

9. YkaxuTe yu4yeTHble 3anucu, KoTopble B nocneactsum 6yayt obnagaTe npasBamu
agMmHucTpaTtopa SQL-cepsepa. Haxxmute Next (cM. Puc. 13).

% 500 Server 2008 A2 Setup =101x|
Database Engine Configuration
Specfy Dateh, 1 seciriby made, and data directories.
Satun Supcert Auss ACzouni Provisoning | Data Directonies | FLLESTREAM |
Frod.ct Key
TR TES Speciy the autercication mode 2nd adminstrators for the Database Engne.
Setup Roke Autherticaton Mode
(A=A & Windaws authentication mede

Trstalation Rules
Irstanos Corfiguration
Dizk: Spacs Aecuirements
Server Configuration Erker passwort: |
Database Engine Configuration

" Mixed Mode (501 Server authentization and Windows authentization)
Speciy the password for fe SOL Sereer system adminisTebor (s=) eccount,

Canfim passward: |

Errar Aeparting
Irstalation Canfigurasion Rukes Specity 0L Server adminstrators
Re=dy bo Instsl MP-=R A A dminisir sbor { Admicistrator) TR —

Faws unrestrichad aczass bo
tha Datzbasa Engne.

Irstalation Prograss
Complete

7w | e

< Bak I Mt = I iZancel I Help

Puc. 13 — OkHo Bblbopa pexvma ayTeHTudmKaumm

10. MpopomkuTe yCcTaHoBKY. 3aTeM Haxkmute Close ans 3aBepLieHus.

3.1.3. Co3pgaHue 6a3bl AaHHbIX ana MaxPatrol

Ha cepBepe 6a3bl aaHHbIX co3panTe B[l ana MaxPatrol. CepBUCHYIO y4eTHYyKO 3anuch, C
npaBamu koTopou MaxPatrol 6yaet obpalatbes kK b1, HasHaybTe Bnaaensuem b MaxPatrol.
Ons atoro cpeactBamm SQL Server Management Studio nogkntountech K SQL-cepsepy C
npaBaMu aaMmHucTpaTopa SQL-cepsepa u cosaante B[] ana MaxPatrol (cm. Puc. 14, Puc. 15).
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Microsoft SOL Server Management Studio

File Edit \Miew Debug Tools ‘Window  Community  Help

i_;_ﬁeruerv|m|ﬁ‘E&%|Bﬁ|EH §|&—

r.

2k Explorer

Connect * 33! _Eg B T E S

[= Lﬂ (A0l Server 10.50.1600 - 19500-4PPO01YA AMMHMCTRATOR)

= R
Ca 5 Mew Database. ..
=g Attach,..
g
U Restore Database, ..
3 Fecuy Restaore Files and Filegroups. .
[ Servy
[ Repli Skart PowerShel
[ Mangy
EE) 0L Reparts »
Refresh

Puc. 14 — Co3panune b/Jj

New Database [_1O]=1|
Selectapage L5 Seript - LY Help

el Gereral
27 Opti
%’H:}e;zzps Databaze name: [ MP l

Dwner: «<default: »

¥ | Use fulltext indesing

Databasze files:

Logical Mame I File Type I Filegroup I Initial Size [MB) I Autograwth
MP Rows . PRIMARY 3 By 1 MB. unrestiicted arowth
MP_log Log Mot Applicable 1 By 10 percent, unrestricted giowth

Connection

Server

Cannection:
U9500-4PPO0T A4 rUHKCTpETOR

_!f Wigw conhection propertiss

Feady hl | ol

Add | Bemove |

[ o |
4

Puc. 15 - Uims HoBon B
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3aTeM gobaBbTe BTOPYIO CEPBUCHYIO YYETHYIO 3anncb B CMMCOK nonb3oBaTtenen bl (cm. Puc.
16 n Puc. 17).

rosoft SOL Server Management Studio

File Edit  Yew Debug Tools  Window  Commuonity  Help

£ Mew Query | [y |y By By | | 15 W 3 | B 2
Conrect~ @1 @5 m T [2] B

= Ld LASCL Server 10,50, 1600 - USS00-4PPO01YAAMIHMCTRaTOR)
B [ Datsbases
[ Systemn Databeses
[ Datsbase Snapshots
[ maseatrol

F [ MPhew
F 3 Seruity
SRR ocins
i
A . £
Filker 3

A
g Skart PowerShel
& Reports 3
A&
A Refrash

A, USS00-APFO0LAamanncTpaTop
[ Server Roles
3 credentials
[ Cryptographic Providers
3 sudts
[ Server dudt Specifications
[ [ Server Objects
[23 Replication
[ Managemerk
@) 0L Server Agent

Puc. 16 — lobaBneHne cepBMCHON YYETHOW 3anuncu

E‘ Login - New

=101 |

Select apage

S Scrpt = E Help
A General

& Server Rles
2 User Mapping Login name: I Gearch
27 Securables

& Wwindows authenfication
4 Status

' S0L Server authentication

Pa

Boibop: "TMone3osarens” waw "Tpynna™ EHE

Briiepure TN offbekTa:

I"Honbaosa’renb" 1 "B CTpOSHHEIR CyfbekT GesonacHocTi' THIE OfEEKTOE. . |

E creayiwem mecte:

4 IUBEDD—APF’Dm PasheLIEHHE. . |
rd
Ird HP3EMblY OGBEKT OB [OpUMEDHI);

© Ma [ sve-mpsql MposepUTE UMEHa |

 Ma
M
°®  Dononmmensio 119 Oriiera I
Connection Me i
Server:
Connection;
L9500-APPO0T \aamMuHHcTRaTop
3 View connection praperties
Femove |
Ready Default database: Imastar =
Default language: |<d'3"3"‘|t> j

|

v

Puc. 17 — Bbeibop nonb3oBaTtens

HasHaubTe cepBUCHYIO YYETHYIO 3annck Bragenouem bl MaxPatrol (cM. Puc. 18) u 3aBepumnte
co3faHue 6a3bl AaHHbIX Ha SQL-cepBepe.
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Selectapa 5 Seript + |3 Help

Users mapped to this login

E Map | Database User Diefault Schema
%4 Status r master
r MawPatrol
l mods|
v__ WP B | USS00-4FPODT... [
o MPNew
r msdb
T tewpds
= Guest aceount enabled for, kP
Database role membership for: MP
] db_accessadmin
[ db_backupoperator
_SEWE[ | db_datareader
] db_datawriter
Cornection; ] db_ddladmin
UBBO0APROT shamanoparop | | dby denydatareader

#{ Wiew connection properties

Ready

Ok C |
o ] e |

Puc. 18 — Ha3HauyeHne cepBUCHON y4ETHON 3anucy BnaaensuemM b

3.2. Nony4yeHne pucTpmoyTmBea

Anctpnbytne MaxPatrol MOXXHO nonyunTb Ha CD-gncke B paMkax NoCTaBKW WU 3arpy3uTb C
cepBepa 06HOBMEHMI. B nocneaHeM cnyyae NpefoCTaBnsieTCs M’MNEpPCCbiika C OrpaHNYEHHbIM
CPOKOM [ENCTBUS, HanpuMep:

http://update.maxpatrol.com/downloads/21A50617-565D-4CCD-851F-0C25A3DAB9F1/MaxPatrol-3385-
100411.exe

Onctpubytme cuctembl MaxPatrol npeactaBnser cobo oanH ucnonHsembld darn, wnMs
KoToporo chopMupyeTcs cneayowmnm obpasom:

MaxPatrol-<Homep nuueH3nn>-<aaTa cbopkn B hopmate MMAAIT>.exe
3TOT baln CoaepXUT MacTep YCTAaHOBKWU, KOMMOHEHTbI CUCTEMbI U OAHY JIMLIEH3NIO.
ANCTpnbYTMB MOXET COAEPXaTb CeayoLme TUMbl IMLEH3WIA:

¢ Server — cepBep MaxPatrol Server;

e Scanner — ckaHep MaxPatrol Scanner;

 LUS — nokanbHbI cepBep 0bHoBneHui MaxPatrol Local Update Server;

¢ Consolidator — cepsep koHconuaaumm MaxPatrol Consolidator;

» Mobile Server — cepeep MaxPatrol Mobile Server.

Heckonbko NULEH3UA MOryT ObiTb YCTaHOBMIEHbI Ha OAHOM KoMnbioTepe (KpoMme Server w
Mobile Server, a Takxe Scanner, NOCKONbKY JuMUEH3Us Server nogpa3yMeBaeT
(byHKUMOHANbHOCTb CKaHepa).

MacTep yCTaHOBKM NO3BOMISIET YCTAHOBUTb Ha KOMMbIOTEP CEPBEPHbIE KOMMOHEHTbI CUCTEMbI
MaxPatrol B COOTBETCTBUM C NpPUOBPETEHHON nULEH3MEN. Bbl MOXeTe YCTaHOBUTb
HeorpaHNU4YeHHOe KONMMYeCTBO KIMEHTCKMX paboumnx Mect MP Console, Tak kak 3Tn pabouve
MecTa He IMLEH3MPYIOTCS.
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4. YCcTaHOBKA CUCTEeMbl

MacTep YCTaHOBKM MO3BONSET BblbpaTb KOMMOHEHT, KOTOpbIN TpebyeTcs yCTaHOBWUTbL Ha
KOHKPETHOM y3/ie: 3TO MOXeT 6bITb MaxPatrol Server, MaxPatrol Console nnv oba koMnoHeHTa
cpasy. Bbibupasi onumto «YcTaHoBKa cepBepa», ClneayeT NOMHUTbL, YTO YrpaB/ieHWe CUCTEMON
MaxPatrol ocywecTBnseTcs Yepe3 KOHCO/b, KOTOpast MOXET 6bITb YCTaHOB/MEHA KakK Ha AaHHOM
y3ne, Tak 1 Ha ApYroMm y3ne npu ycnoBmMM BO3MOXHOCTM coeanHeHnst ¢ MaxPatrol Server.

BHumaHue! [Ina yctaHoBkM cucteMbl MaxPatrol Heobxogumo o06nagaTb npaBaMu  NTOKAIbHOrO
aAMUHUCTpaTopa.

4.1. YcTaHOBKa cepBepa

YTo6bl yCTaHOBUTL Ha y3ne MaxPatrol Server, BbINONHUTE cneaytolme AeiCTBUS:
1. 3anyctute mMactep yctaHoBku MaxPatrol n HaxxMuTe fasiee B OKHe NpUBETCTBUS.

2. B OKHe JMUEH3MOHHOIO COrnaleHns BbIbepUTe MNYHKT «S MpUHMMAlD YCroBuS
COrnalLeHns».

3. B okHe «Bblbop kaTanora yctaHOBKW» BblbepuTe KaTanor yCTaHOBKM.
4. B okHe «Bbibop TMna yctaHOBKW» BblbepuTe NyHKT «[ofHas ycTaHoBKa».

5. B cneayowemM okHe ykaxute katanor B MeHIo «[lyck», rae 6yayT co3gaHbl Spnblku
Ans nporpammel MaxPatrol.

6. B okHe «HacTpoiika cepBepa» yKkaXuTe uMMs cepBepa, HOMep ucnonblyemoro TCP-
nopTa u cepTnduKaT OTKpbITOro Kntoya (cM. Puc. 19).

@ Yoraroska — MaxPatrol 8.0.10229 E=SREN X

Hacr poiika cepeepa )
ERSAUTS NANAMATPL CENNaNa

BEEnNTE 1A W NOPT CEPSEPa, YKENHTE WONONE30BATE CYWECTEYIOULEE
copridimar (yheauTecs, 4T0 BRSPAHHSET CANTUhICAT COABIMMT JAKDEITEE
KIIHON) UMK TEHEMPOBATE HOBLIN W HaXMMTE KHonky "fanee”

Cepeep
Mna Default Server Name
MopT 2002

CepridisaT

@ CosaaTs Hosest

YCTaHo T ClecTByIoums

[ <tan |(_gamce> | [ omena

Puc. 19 — OKHO HacTpoek cepBepa

NmMsa cepBepa byaeT ncnonb3osaTtbCsa Ans naeHTudukaumm akemnnsapa MaxPatrol Server
B paMKaxX CUCTeMbl, MO3TOMY >enaTeflbHO WCMOoSIb30BaTb MOHSATHOE MHEMOHMYecKoe
HaMMeHoBaHue.

Lindposoit ceptudmkat TpedbyeTca ans ayTeHTUbUKaLmMm B3auMoAeNCTBYOLLMX CTOPOH U
3aWnTbl  NepedaBaeMblX AaHHbIX. B 3aBMCMMOCTM  OT  BbIGpaHHOro  cueHapus
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pa3BepPTbIBaHNS MOXET WCMOSb30BaTbCs KakK CEPTUMMKAT, BblAaHHbIA BHELWHUM WK
KOPMOPATMBHbLIM YAOCTOBEPAIOLMM LIEHTPOM, TaK M CaMOMOAMMCAHHbLIN cepTudumkar,
KOTOPbIV CO3AAETCS Ha 3Tane YCTaHOBKM CUCTEMBI. [Py HaXKaTuM KHOMKK Ja/siee Ha sKpaH
BbIBOAMTCS naeHTudukaTop BblibpaHHoro ceptudukata (fingerprint) (cm. Puc. 20).

Ycranosxa — MaxPatrol 8.0.10229

CoxpaniTe B yaobHoM ana Bac mecTe xow BeibpaHHoro cepTduKaTa — oH
ByaeT npeatasneH BaM AnA NOATESPHAEHIUA NPH NEPEOM COSAMHEHIM C
ABHHLIM CEPBEPOM

I8A 140DF 28 1448 TE 7FASD 1885C95231) | KonupoeaTs & Gydep

OK

L — ——

Puc. 20 — MpeHTudukaTtop ceptudukata

Echn  ucnonb3yeTcs caMonoAnucaHHbIA - cepTudukaT, TO NpU  NepBOM  MOMbITKE
YCTaHOBUTb COeAMHEHME NOoTpedyeTcs Bpy4yHyO NOATBEPAUTL €ro NoAMHHOCTL. lNocne
YCTaHOBKM cepTudMKaT MOXET ObiTb M3MEHEH Ha Bkaake «Hactporku» B MaxPatrol
Console.

7. B okHe «BBOA Mapons aAMMHUCTpaTOpa» 3afaWTe Naposib YYETHOW 3anMcK, KOTopas
6ynet obnagaTb npaBamMy agMUHUCTPATOPa M MMETb MakCUMMasibHble MpuBMAErnu Mo
OTHOLIEHUIO K AaHHOMY 3k3eMmnnsipy MaxPatrol Server. MMsi 3TOM y4yeTHOM 3anucu
¢pukenposaHo — Administrator.

MpuMeuaHue: 1Cnonb3yiTe CII0XKHbI NMaposb.

8. B cneaytouwleM okHe BblbepuTe TN 6a3bl AaHHbIX, KOTOpas 6yaeT MCnonb30BaTbCA
MaxPatrol Server gnsi XxpaHeHus1 pe3ynbTaToB CKaHMpoBaHus (CM. pasaen TpeboBaHus K

CYBL).

Mpv BbiGOpe BCTPOEHHOW 6a3bl AaHHbLIX He TpebyeTcs ykasblBaTb AOMONHUTENbHbIE
napameTpbl.

Mpwu BblbOpe BHeLWHeN 6a3bl AaHHbIX NoA yrnpaBneHneMm MS SQL Server, koTopasi A0/KHA

6bITb NpeaBapuTENbHO HacTpoeHa (cM. pa3aen [NoarotoBka BHewHewW 6a3bl_AaHHbIX),
HeobxoanMO yKasaTb:

e [1nqa cnydasn, korga CYB/] ycTtaHOB/IeHa Ha TOM Xe cepsepe, rae passopadnBaetcd MP
(cm. Puc. 21):

- Mg cepBepa: . (Touka);
- Windows-ayTeHTudukaums;
- OTKIIOUUTL ONumMio «MCnonNb30BaTh TEKYLUME YYETHbIE AaHHbIE>;

- Mg BXxoda M naponb: yKkasaTb CEpPBUCHYIKD Yy4yeTHyto 3anucb (SVC-MPSQL) un ee
naporb;
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Mmsa BA: BbibpaTtb B[] MaxPatrol.

I) YcraHoeka - MaxPatrol 8.0

Beibop Tvna 61,
BEEAWTE MMA M THN B, KOTopyio ByaeT
HEMONE30EaTE MaxPatrol

Mporparta yeTaHoskH cozaact B/ BeIBpaHHOTD THMNA M COOTEETCTEYHILYH
YUETHYHY ZaMMCE C MOAHEIM A0CTYNOM K CO343HHON Daze.,

¢~ BrTposnas  MMA cepespa | j TecT |
(SQLExpress)
I Windows-ayTeHTHOHEALHA j

(% 5QL Server  MwAa Bxoaa IAPPDEII'!,SVC—MPSQLl

Mapone I"“""

[ WMcnonesosaTk TEKYLWHE YYETHEIE AaHHEE

1mA B IMaxPatroI j

i, pEsecurity, rg < Hazan I Aanee = I OTMEHA |

Puc. 21 — Yka3aHue napameTtpoB CYB/l, ycTaHOBNEHHOM Ha cepBepe ¢ MaxPatrol

e [ina cnyyas, korga CYB/l yctaHOBNeHa Ha yaaneHHOM cepsepe (cM. Puc. 22):
- M5 cepBepa: IP-agpec, nnbo DNS-uMsi yaaneHHoro cepsepa b/;
- Windows-ayTeHTudurKaums;
- OTKNOUUTL ONUMIO «MCNONb30BaTh TEKYLLME YYETHbIE AAHHbIE»;

- IMs1 Bxoaa v naponb: ecnu ucnonb3yetcs ydetHas 3annce OC (He goMeHHas), To
cnepgyet obpatuTb BHMMaHMe Ha uMS cepBepa (y4eTHas 3anucb YKasblBaeTCs B
(opmaTe nMsa cepBepa\MMsl YY4ETHON 3anuncK);

- ms B: BbibpaTb Bl MaxPatrol.

|) YCTaHoEKa - MaxPatrol 8.0

Boibop Tvna 61
BEEAHTE HMA K THA B4, KoTopyho By AT
HCNONES0EaTE MaxPatraol

Mporpatta YoTaHOBKK co34acT B4l BEIBPAHHOND THNA H COOTEBETCTEYHILLYH]
YUETHYH 3aMHCE € MONHEIM AOCTYMOM K CO343HHOH Baze,

¢~ BCTpoenHan lma cepeepa |192.168.1.5 j Tect |
(SQLExpress)
I WWindows-ay TEHTHDMEaLHA j

* S0L Server l1MA Bxoaa |SYSDDE'|,S\-'C—MPSQL

Mapons I..oooooo|

[ MCnone3soBaTe TEKYLWHE YUETHEIE ASHHEIE

lAna B/ IMaxPatroI j

wi, pEsecurity . < Hazaa I Aanee = I OTMEHA |

Puc. 22 — Yka3aHue napameTpoB CYB/, yCTaHOBNEHHOW Ha YAaneHHOM CcepBepe

Haxmute fasee.

BHuMaHue! B panbHeieM MOXHO M3MEHUTb MapaMeTpbl AOCTyna K 6a3e AaHHbIX C MOMOLLbIO BKIAAKM
«Hactponkn» B MaxPatrol Console.
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9. MNpw BbIGOPE BHEWHeN B[] MacTep yCTaHOBKM NPeAsIOXUT co34aTb HOBYHO 6a3y AaHHbIX
nmbo  nNoAKMYMTBCS K CyLLecTBylolWeW. BBeaute COOTBETCTBYOWME AaHHble B
OTKpbIBLLEMCSI ANANIOrOBOM OKHe N Haxxmute OK.

10. Cnegyowime pnBa wara — rpoBepka CUCTEMbl HAa COOTBETCTBME MWUHWMAJIbHbBIM
TpeboBaHuam (noapobHee cm. TpeboBaHus K cucTeMe) U NOATBEPXKAEHME BblOpaHHbIX
HacTpoek. Haxxmute YcraHosuts, YTObbI 3anyCTUTL Npouecc ycTtaHoBkn MaxPatrol Server.

BHuMaHue! 10 OKOHYaHuM YCTAHOBKK MNPOBEPbTE AAdTy U BPEMA Ha CEPBEPE, NOCKOJIbKY OHU UMEKOT
60nblUOe 3HayeHne ans qJYHKLlVIOHVIpOBaHVIFI CUCTEMBI.

4.2. YcTaHOBKa CKaHepa

KomnoHeHT MaxPatrol Scanner (MP-SCN) siBnsieTCsi A0NOMHUTENIbHBIM KOMMOHEHTOM, KOTOPbIN
noakntodaetca K MP Server n pabotaer noa ero ynpasneHueM. CkaHep MCMONb3yeTcs B
KayecTBe 3M1eMeHTa MacwTabupoBaHus, Hanpumep, Npyv HeobXoAUMOCTU CKAHWMPOBAHMUS
60MbLLOr0 KONMMYECTBa CETEBLIX 06BEKTOB 3a ONpeAeNieHHbIN NPOMEXYTOK BPEMEHW.

YcraHoBka MaxPatrol Scanner aHanormyHa yctaHoBke MaxPatrol Server. lNocne ycTraHOBKM,
aKTMBauun nuueH3un n obHoBNeHus cnegyeT noakntounTb MaxPatrol Scanner k MaxPatrol
Server. [Ina 3TOro Ha ckaHepe HeobxoAMMO CO34aTb CUCTEMHYKO YYETHYK 3anucb ANS
NOAKNIOYEHNS K CEpBEpPY U HAacTpouTb coeanHeHne ¢ MaxPatrol Server:

1. 3anyctute KoHconb ynpaeneHuss MaxPatrol: «[lyck» (Start) — «[porpammbl»
(Programs) — Positive Technologies — MaxPatrol — MaxPatrol.

2. B napameTpax coeanHeHns ykaxxuTe ceteBoe nms unmn IP-agpec MaxPatrol Scanner, a
TaKXXe Naposib YYeTHOW 3anucn Administrator, 3ailaHHbIA NPY YCTAHOBKE.

3. MepeknounTech Ha 3aknaaky «HacTpoliku» — «lonb3oBaTeNn» U HAKMUTE Ha KHOMKY
Hobasute nosib3oBatess (cM. Puc. 23). Co3aaBaeMbllii N0Ob30BaTENb A0/HKEH BXOAUTH B
rpynny Administrators.

A &

Cepsep - T
: | Paspewnts anomimnoii gocryn Hazsarne Administrators
Administrators KomeHTapHi The group has all permssicns.
'_03)‘ Administrator =z .
pPSEa NONEZ0BaTEne rpynnet
: ertert
CoeaHHerig. i
UJ ¥ Mx npa
MR nonbioBaTENs  MpSErver
Monb3oBaTent
=, pynna |ndm|n|sirators
— Mepons eeessss

L &3 TMoarsepmastie

 OTaeTsl

i JIOCTaBiH

Puc. 23 — [lob6aBneHne nonb3oBaTens
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4. CoeamHuTech C ak3eMnasapoM MaxPatrol Server, K KOTOPOMY NAAHUPYETCS NOAKIOUYNTD
CKaHep: Ha 3akaake «HacTponku» - «CoeIMHEHMSI» HAXXMUTE KHOMKY Jobasuts HOBOE
coeguHeHne (CM. Puc. 24).

Cepncn B . Paspcumrs ynancamoMy Coaneiy

Vien 101111144 | =< | | I Moaysars sSeanzinm I
Topt 52001 ._:_| ; MONomaonaTs yRancmEsil CopEep fon
Froxy-cepeep ["] O5uzenznna
[7] weroresosars proxy-cepeen wammaw‘\

S o =) [V iCkarmporatia;

Cepoep [ [ mer o S

|| Prosy-cepdep TpebyeT aBTopHzaLIt

i | | neon. | |

Menwosarene
[] Anavursii pocTynk cepepy

Ung nonkzozaTens mpsarver

Mapant: eeaseess
VeTaos 2 AHEH! " Mo Tpeso:

@ TNeocromao
 Coemmum | ommesa

Puc. 24 — Hactpoiika coeiMHeHUs cepBepa Co CKaHEPOM

5. B none «CepBep» — «Y3en» ykaxute IP-agpec nnu ceTteBoe MMs NoOAKIHOYaEeMOro
CKaHepa. B paspene «[Monb3oBaTenb» OTKAOYMTE OMUMIO «AHOHWMMHBLIM AOCTYN K
cepBepy» M yKaXuTe MMs Mob30BaTeNs M Naposb ANS YYETHOW 3anuncu, Co3aaHHOM Ha
cKaHepe. BblbepuTe pexuM MOCTOSIHHOrO coeauHeHust («YCTaHOBUTb COeAMHEHUe» —
«MOCTOSAHHO»).  YKkaxuTe onuuio «Mcnonb3oBaTb YAaNeHHbI CepBep Ans» —
«CKaHMpPOBaHNS» N HAXXMUTE KHOMKY COEqUHUTS.

6. MNepeknounTech Ha 3aknagky «CkaHnpoBaHue» — «CKaHepbl» U HAXXMUTE Ha KHOMKY
+ (HJobasuts). YKaxnTe B CNNCKE NMOAKIIKOYEHHDIN CkaHep U HaxxmuTe OK (cM. Puc. 25).

@ Default Serve Hame - MaxPatool - Positive Technologies 0 0 e

AKTHBHBIE CMAHBI il
- d !

Puc. 25 — MNoakntoyeHne ckaHepa
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Ecnun onepauna npoLuna ycrewHo, ckaHep NnosiBUTCA B CrIMCKe AOCTYMHbIX CKaHEepOB.

HacTtpolika 06HoBneHus MaxPatrol Scanner NnpoBoANTCS aHaNOrMyYHO HaCTPOMKaM 06HOBEHNS
APYrMX KOMMOHEHTOB.

4.3. 3awmTa YCTaHOBKMU

OnepauunoHHasl cUCTeMa M AOMOSIHATENbHBIE KOMMOHEHTLI, Ucnonb3yemble MaxPatrol, MoryT
COAEPXaTb Pa3/INYHbIE YA3BUMOCTU U HEIOMETHI B CTaHAAPTHLIX HACTPOMKax. /18 yCTpaHeHUs
ySI3BUMOCTEN PEKOMEHAYETCA MOC/e YCTAHOBKWM MPOBECTU CKaHWPOBaHME KOMMblOTEpa, Ha
KOTOPOM YCTaHOBJIEHblI KOMMOHEHTbI MaxPatrol, n ycTpaHWTb O6Hapy>KeHHble HEAOoYETHI B
COOTBETCTBUM C MOJTYYEHHbIMW PEKOMEHAALIMSIMMU.
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5. MepBbiK 3anycK

Mpn 3anycke cucteMbl MaxPatrol nosiBnsieTcss okHo «CoeauHeHue», rae TpebyeTtcs ykasaTb
ajpec cepBepa, a TakKXe WMS y4yeTHOM 3anuMcM U naponb. o yMonuyaHu B CUCTEME
CyLecTByeT nonb3oBatens Administrator, naponb KOTOPOro 3aJaeTcs B Npouecce YCTaHOBKM.

CETEN

Proxy-cepsep

| WenoneaceaTs proxy-cepsep

Tin proxy-cepsepa

Cepsep MopT
Proxy-cepsep TpefyeT asTopisae

WMA nons3osaTens Mapans

BATEND

i ARR

Wenoms308aTs pexm Single Sign-On

WMA nomssosaTens Administrator

Napoms oy

Puc. 26 — CoegnHeHue ¢ cepsepom MaxPatrol

Mpn nepBOM MOAK/OYMEHMM KOMMOHEHTbI MaxPatrol aBTOMaTU4YeCKM NbITAOTCA MPONTK
aKTMBauMiO Ha rnobanbHOM cepBepe O0OHOBNEHWUN update maxpatrolcom. Tpu 3TOM
MCNONb3YHOTCS CTaHAAPTHbIE HACTPOMKKM (NpsiMOe NoaksodeHne, nopT 2002/TCP).

Ecnn nogkntoveHne K cetn MHTepHeT orpaHnyeHo (3anpeLueHo ncrnonb3osaHune nopta 2002/
TCP nnun ncnonb3yeTcsi NPOKCU-CEPBEP), CielyeT 0TKa3aTbCs OT aBTOMATUUYECKON akTUBaLMK
1 U3MEHWUTb HACTPOMKW MOAKTHOYEHNSA K cepBepy 06HOBNEHMIA. MOAPOBHbIE MHCTPYKLUMK CM. B

pasgene [lepBoHayanbHOE NOAK/IYEHUE K CepBEpY 06HOBNEHMN.

MocMoTpeTb MHMOPMaUMIO O NPOAYKTE MOXHO, HaXkaB MUKTOrpamMmy B BEPXHEM JIeBOM
Yry KOHCONMM W BblbpaB B KOHTEKCTHOM MeHK nMyHKT «O nporpamMme MaxPatrol». B
OTKPbIBLUEMCH OKHE YKa3aHa Bepcusi KOHCOMW, MHPOpMauMsa O TeKyLleM cepBepe, a Takxe
CCbiKa Ha pPYKOBOACTBO aAMWMHUCTPATOPA, PacrofiOKEHHOE Ha CalTe TEeXHWYECKOM
noaaepxku (cM. Puc. 27).
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r@o nporpamwe MaxPatrol

& @ mMAXPETROL|

Copyright ©2002-2012 Positive Technologies

Koncons

Bepara 8:23.2.14354
Texywi cepeep

Anpec cepsepa 137,0.0.1
TIALEHSIM 4139

Bepaits 8.23.2.14364

JIoKANbHbI CEPBER  YCTAHDBNEH

Puc. 27 — OkHo nHdopmauum o nporpamme MaxPatrol
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6. MNepBoHavya/ibHaA HAaCTpPOMKa

6.1. NMNnaHupoBaHMe cMCcTeMbl OOHOBJIEHMS

Cuctema OOHOBNEHWMM ABNSIETCS  BaXKHbIM  KOMMOHEHTOM  MaxPatrol.  ExxeHeaenbHO
0bHapy>XMBaloTC M YCTPAHAIOTCS AECSTKM ysS3BMMOCTEN, M koMaHza Positive Technologies
[enaeT BCe BO3MOXHOE, YTOObI NoaaepXmBaTh 6a3y 3HaHWIM B aKTyaslbHOM COCTOSIHUM.

BbinyckaeMble 06HOBNEHNS OT/IMYAIOTCS MO 06bEMY M YacToTe Bbixoaa. MonnTmuka 06HOBNEHUN
NpoAyKTOB NnHelkn MaxPatrol npeacraBneHa B Tabn. 17.

Tabnuua 17. MonuTtnka obHoBneHu MaxPatrol

06bem, Mb
Ui OnuncaHune MP MP MP MP [Mepvoa
0bHOBMEHMUSA
Server Server Server MPLUS @ Scanner
(PAC) (PA) (P) (PAC)
OnepatuBHble = Copepxat ~3,7 ~3,7 ~3,7 ~3,7 ~9 Mo mepe
06HOBNEHUSA MH(OPMaLIMIO O Heobxoa
CPOYHBIX UK MMOCTH
KPUTUYECKMX
YSI3BUMOCTAX
MnaHoBble Copepxat ~93 ~94 ~93 ~92 ~95 ExeHene
0BHOBNEHUSA MHOPMaLMIO O JNIbHO
6a3bl 3HaHUI | HOBbIX
YS3BUMOCTSIX,
olmbkax u
CTaHaapTax
HoBble Copaepxxat HoBble ~402 ~395 ~395 ~393 ~395 Exxemecs
Bbinycku MO Bepcumn YHO, Mo
(penwu3sbl) NpOrpaMmMHOro Mepe
obecneyeHus BbIXOAa
MaxPatrol
OnepatueHoe | CopepxaT ~4,5 ~4,5 ~4,5 ~4,5 ~10 B cnyyae
ucnpaefieHMe | MUCNpaBneHns obHapyx
owwmbok Mo oLmnbok eHuns
NporpaMmMHOro KpUTM4YeC
obecneyeHus KMX
MaxPatrol owmnbok

OCHOBHbIM KOMIMOHEHTOM CUCTEMbl OBHOBNEHWUW sBNstOTCA cepBepbl Positive Technologies,

KOTOpPblE€ PacnoJIOXKEHbI

coeavHeHns Ha noptax 443/TCP n 2002/TCP.
B xoae nnaHMpoBaHUsl cUCTEMbl OBHOBNEHMS pELLAOTCA CneaytoLlme Bonpochl:

no appecy update.maxpatrol.com. 3Tu cepBepbl

* 3(pheKTMBHOE MCMONb30BaAHME MPOMYCKHOM CNOCOOHOCTM KaHaNoB CBA3M;

e aZlanTaums noa ceTeByto MHGPACTPYKTYPY U CPEACTBA 3alUWThI;

® peannsauunia 06HOBNEHUI B CETAX, OTK/TIOYEHHbIX OT MHTEPHETA.

Cucrema MaxPatrol: PykoBoACTBO MO yCTaHOBKE
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OCHOBHbIM WMHCTPYMEHTOM, MO3BOJISIOWMM YNPaBAsSiTb TOMONOrMEN OBGHOBMEHMI, ABNSETCA
NoKanbHbIA cepBep obHoBneHun MaxPatrol Local Update Server (MP LUS). Cepepbl MP LUS
MOryT 06beaMHATLCS B LIEMOYKM, YTO MO3BOMISIET PEann30BbIBaTb CTPYKTYPY OOHOBNEHWM
MPOW3BOJIbHOMN CITOXHOCTW.

MOXXHO BbIAENUTb ABa OCHOBHbIX BapyaHTa peanu3aumm cuctemMbl 06HOBNEHMS:
e Tononorns Online — ans ceTei ¢ NOAKOYEHNEM K UHTEPHETY;
« Tononorus Offline — ana ceteit 6e3 NOAKIIOYEHUS K MHTEPHETY.

MP LUS MoxeT ynpaBnsiTb NOCTyNaroWmMMm 06HOBNEHNSIMI, YTO NO3BOMISIET YCTaHaBAMBaTb Ha
cepBepbl TONIbKO Te OBHOB/IEHNS, KOTOPblE OTBEYAOT BHYTPEHHEW NonuTvKe 6e30MacHOCTY.
AamuHuctpaTtopbl MP LUS ncnonb3yioT cuctemy unbTpaumm, ykasbiBas 415 nocTynatoLwero
nakeTa craTyc ogobpeHus.

6.1.1. Tononorusa Online

ﬂ,aHHbIl‘/JI BapuaHT obHOBNEHMA noaxoauT Ans CUCTteM, MMeLWKnX npdaMoe noakIryveHne K
MHTEPHETY UTN NOAKITIOYEHNE K UHTEPHETY YEPE3 MEXKCETEBDLIE 3KPaAHbI Pa3/iINvHbIX TUMOB.

MpuMep CNOXHOM TOMOMOrMM O6HOBNEHUS AaH Ha Puc. 28.

9

MAXPATROL Y KomroHeHTb|

b

\

KomnoHeHT b| MAXPATROL

) 9

MPLUS O

<=
—_—
<+

OTOENEHWE \/
v ¥
MP LUS GO 3
N \\‘W‘ i
N SUNNAN :
rONnoOBHOM ! N

oonc G v N
" /

N :

(ﬂ(

MP LUS DMZ UPDATE .MAXPATROL.COM

2
3]

Puc. 28 — Tononorus Online

CepBep MP LUS DMZ nony4yaeT O6HOBNEHMSI OT cepBepa 06HOBMEHWI KOMMaHumn Positive
Technologies. MonyyeHHble 06HOBNEHUSI MepepatoTcs Ha cepeep MP LUS GO, KoTopbiit
ncnonb3yeTcs Ans 0bHoBNeHUs kKoMnoHeHToB MaxPatrol B ronosHoM odwvce. B otaeneHuu, He
MMelolweM COBCTBEHHOrO MOAK/OYEHUS K WHTEpHeTy, yctaHoBneH MP LUS O, koTopbii
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3arpyxaet HoBble Bepcun ¢ MP LUS GO. B dwnuane ycraHoeneH MP LUS F, koTopbiv
MoAK/I0YaEeTCs HEMOCPEACTBEHHO K cepBepaM 0bHoBneHUI Positive Technologies.

MpoTokon 06HOBNEHMI, KOTOPbIA UCMONb3yeTcs KOMNoHeHTaMmn MaxPatrol u MP LUS, moxeTt
MCNonb3oBaTb NPOM3BOSIbHLIA TCP-NOPT, YKa3aHHbIA B HAaCTpoMKax cucTeMbl. CTaHAAPTHbIN
nopt —2002/TCP. Cepsepbl LUS noaaep>xmBatoT cneaytowmne Tunbl MexceTeBblX 3KpaHOB:

e TpaHcnauns cetesbix agpecos (NAT/PAT);
e HTTP-connect proxy;

¢ Socks4 proxy;

¢ Socks5 proxy.

Mpy HeEO6XOAMMOCTU MOXKET ObITb 33/1EMCTBOBAHA ayTEHTU(MPUKALMS HA MEXCETEBOM 3KpaHe C
ncrionb3osaHnem metogos Basic, NTLM n Negotiate.

6.1.2. Tononorusa Offline

[JlaHHbI BapyaHT MoAXOAMT ANS CUCTEM, KOTOpble HE WMEIT MNPSIMOro MOAK/IHOYEHUS K
WHTEPHETY.

MpuMep TakoKn TONonorMn 06HOBNEHUSI NPUMBEAEH Ha Puc. 29.

\‘ @
V KoMnoHeHT% MAXPATROL

MPLUS O

UPDATE.MAXPATROL .COM

OTOENEHWE v

MP LUS GO

rOnoBHOM
oonc

Puc. 29 - Tononorusa Offline

MockonbKy paccMaTpuBaeMas CeTb He MMeeT NPSIMOro NOAK/IIOYEHUS K UHTEPHETY, B FOSIOBHOM
odmce pasmewaetrca MP LUS. O6HOBNeHWss Ans CUCTEMbl 3arpy>alwTcs C CepBepoB
obHoBneHus Positive Technologies n goctaBnstoTcs kaknum-nnbo offline-metogom, Hanpumep,
C MCMOMb30BaHMEM  BHEWHMX HocuTenenm  uHdopMaumun. Komnnekt  o6bHOBNEeHWUM
nHcTannmpyetca Ha MP LUS, a 3aTeM ero nony4atoT HUXECTosLmne cepBepbl 06HOBNEHUIN U
KOMMoHeHTbl MaxPatrol.
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6.2. MNepBoHa4a/ibHOe NOAKJ/II0YEHUE K CepBepy
0OGHOBJIEHUM

MNpn nepBOM MOAKIOYEHUN KOHCONM cucTeMa MaxPatrol aBToMaTMyecknm nbiTaeTcs
NoAKNUNTLCS K rnobanbHOMYy cepBepy OOHOBNEHWW update maxpatrolcom. Tlpn 3ToM
MCNONb3YHOTCS CTaHAAPTHbIE HACTPOMKKM (NpsIMOe NoakodeHue, nopT 2002/TCP).

Bbl MOXKeTe U3MeHUTb HAaCTPOWKM MOAKIHOYEHUS K CEpBEPY OOHOBNEHWI, HAaNpUMep, B Clyyae
€C/I1 NoAK/YEHME K ceTu MHTepHET orpaHuyeHo (3anpeLeHo ucnonb3osaHme nopta 2002/
TCP vnu ncnonb3yeTcst NPoOKCcU-cepsep). [N 3TOro BbINONHWUTE Cneayowme AeUCTBUS:

1. 3anyctute KoHconb ynpasneHus: «[yck» (Start) — «Mporpammbl» (Programs) -
Positive Technologies — MaxPatrol — MaxPatrol.

2. B nosBMBLUEMCSI OKHE YKa)XWUTe aApec CepBepa, MMsI y4eTHOW 3anucu v naponb. Mo
YMOMYaHUI0 B CUCTEME CyllecTByeT nosnb3oBaTenb Administrator, napofb KOTOPOro
3a/laeTcs B npouecce yCTaHOBKM.

Ecnn cuctema npeanoXkuT NpoBecTy aBTOMaTUYECKYH aKTMBAUMIO NINLEH3UK, TO creayeT
OTKa3aTbCs.

3. B OTKpbIBIUEMCA OKHE KOHCOMWM nNepenauTe Ha BKMaaKy «HacTponku» —
«CoepgnHeHns».

4. Mo yMoNyaHWIO B OKHe MpPUCYTCTBYET TOJIbKO OAHO COeAVHEHWEe C CepBepoM
update.maxpatrol.com, nopT 2002/TCR [Ons W3MEHeHWss HaCTpoeK Bblaenute
COeANHEHMNE, LENKHUTE MPaBOM KHOMKOW MbIM M B MOSIBUBLLEMCSI KOHTEKCTHOM MEHIO
BblbepuTe NYHKT «M3MeHUTb»:

4

e Hoxopgswue coeguHeHnn
e

Cepmep AlpeooeEpiepsa 00 JingT  LrEmw llegs=iane. | llnomgyee.  Liatycoep- i
npdatemavpatrnlonm fmal = 13072012 ... 13072171, FoatRemeA=H T
4 [oGaenrTt HoBOE coegMHEHVvE  Ins
‘-u | 1 MzusHime F2
) ®  ¥aarwne Ct+Del
- )  OBHosuTe rs
[0 Whdona e Ctrl+-Spare
)

CoagiHerg

Puc. 30 — KOHTEKCTHOE MEHIO CoOeaANHEHUS

5. B oTkpbiBLIEMCS OKHE «PepakTupoBaHue coeauHeHus» (cM. Puc. 31) MOXHO yka3aTb
Homep TCP-nopta (2002, 443), a Takke napameTpbl NPOKCcU-cepeepa (Tun, UMst U HoMep
nopTa, y4eTHYt0 3anucb Ans ayteHTudukauum).

Ytobbl cucTeMa wucnonb3oBana AaHHOE coeauHeHue AN OBHOBNEHMS U MPUBA3KK
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NALEH3WN, aKTUBUPYWTE OMNuMM «AHOHUMHBIA AOCTYM K cepBepy» M «Mcnonb3oBaTb
yOaneHHbIv cepep Ans» — «O6HOBNEHUS».

@ Peaakiiposarine ¢
Lepuep | Paspewnwth ya neslioMy cepaepy
Ysen |update maxpatrol.com | |E| | Manyuets obrosners
Mopr 'm McnonuzosaTh YEaASHELN CEPBep ANA
Proxy-cepaep V] OfinosserA
["| Nenomssoeate proxy-cepeep | Kotconawm
T e ClGienas
Ceposr [ e =
|| Proxy-cepsen Tpefver asTopusawm
WMa nonszoeaTens i -| Tapofis |ssssssnno ey |
NMonssvearens
| 7] Avormmsii aocryn s cepospy |
1MA Monk30BaTENS | |
Mapons [se00snanane |
YoranosnTe coEAVHERME (@) Mo TpeGosatiig
(] TocT0sHHO
MoK MCHHTLCA | | OTresa

Puc. 31 — PegakTupoBaHue coeguHeHust

NMpumevaHume: cepeep MaxPatrol aBTomMmaTnyecku onpefensieT AOCTYMHble MeToAbl ayTeHTudmKkauum (Basic,
NTLM, NTLMv2) 1 ncnonb3yeTt Hambonee 6e30nacHblin U3 HKX.

6. lNMocne HaxaTus KHOMKW [lofgk/iroynTbCcd CUCTEMA MNOMbITAETCA MNOAKOUMTLCS K
yKasaHHOMY cepBepy. Ecniv cepBep ucnonb3yet CaMOMOANUCAHHBIA UK HeLI,OBepeHHbIl‘/'I
cepTudumkaT, TO nosiBUTCA cooblieHne C naeHTUUKaToOpoM cepTudukaTta u I‘IpOCbﬁoﬁ
noaTBEPAUTb €ro KOPPEKTHOCTb.
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MpoBepUTb KOPPEKTHOCTb MOAKMOUYEHUSI MOXHO B OKHE MH(OPMaLUMU O COEAMHEHMUM,

Ha)kaB KHOMKY " B naHenu MHCTPYMeHTOB (CM. Puc. 32).
@ MpocMoTp MHEOPMALWA O COBIWHEHMM ‘ g

| Update Server |
CeptudmnaTt
Cepeep update maxpatrol. com
Craryc cepTndmnsare MoATEEHAEH | BNoHKpoEATE
MoonMcas A0EEpSHHEIM CEDTHEMKALYACHHEM LEHTDoM  MoError
Haw E3BACSCEOIFIEIES SES3 2A A2 AT
FBEASCBFC 46 37E4

TMocneayes nonkmoueHWe 13.07.2012 12:17:18
MocnegHes oTknoYetne  13.07.2012 12:18:52
TIpIA-IHE O THAHYEHAR Owibikcs ceTeBoro CoeaHHEHHR

JaKpLiTh

Puc. 32 — UHdopmaums o coeanHeHnn

7. MNocne ycnewHoro noAK/YEHUs K cepBepy OGHOB/IEHWS MepevauTe Ha BKIaaKy
«HacTtpoikn» — «CepBep» U B naHenn «OBHOBNEHUS» HAXMUTE M3MEHUTL. YKaXUTE
CO34aHHOe coeVHeHne B OKHe «HacTponku obHoBNEHUS».

6.3. HacTpoMKa pacnMcaHMA 06HOBEHUM

MaxPatrol Console no3sonser 06HOBNATL cucTteMy MaxPatrol BpyyHyt0 nnvM aBToMaTU4YeCKH,
COrNacHO YCTaHOB/IEHHOMY pacrnvcaHuio O6HOBMEHMI. [nsi KOppeKTHOW paboTbl CUCTEMbI
aBTOMATMYECKOro OBHOBNEHUS HEOBXOANMO HaNMUYME COEAUHEHUSI C CEPBEPOM OBHOBIIEHMI
(update.maxpatrol.com).

[lnsi 0OGHOBNEHMS! BPYy4YHYIO NEPEKIOUMTECH Ha BKNaaKy «HacTpoliku» — «CepBep» U HaMUTe
CCbiNKy [IpoBeputs B NaHenn «O6HoBNeHus». Ecnn Ha cepBepe O6HOBMEHMI ecTb bonee
HOBble COOPKM NPOJIYKTa, YCTaHOBEHHas Bepcust MaxPatrol o6HOBUTCS.
BHuMaHue! B xone 06HOBNEHUS KOHCOMb MOTEPSET COEAMHEHWE C CEPBEPOM U B TEUEHWE HECKOSIbKUX
MUWHYT HE CMOXXET NMOAKTIOYUTBCA K CUCTEME.
Ecnn obHoBNEHME He BbINONHSETCS, YbeanTeck, YTo B none «Cepeep 06HOBNEHWI» YKa3aHO
KOPPEKTHOE COEANHEHWNE, 3TO COEANHEHUE MOAK/IOYEHO, @ B €ro CBOMCTBAX BblbpaHa onuus
«Mcnonb3oBaTh yaaneHHbI cepBep ans» — «O6HoBneHus» («Hactporiku» — «CoeIMHEHUSI»—
MYHKT «MHbopMaUms» KOHTEKCTHOMO MEHIO).

[ns HacTpPOMKW pacrnucaHus aBTOMATUMYECKMX OOHOBNEHUA MEPEKIYUATECH Ha BKIAAKY
«HacTpolkn» — «CepBep» 1 HaXXMUTE KHOMKY /3mMeHuTs B NaHenn «O6HoBneHns». B obnactu
«PacnuncaHvne» OTKpbIBLLEroCS AMANIoroBOr0 OKHA MOXHO HACTPOUTb 4acToTy M Bpems
aBTOMATUYECKUX 06HOBNEHMI (cM. Puc. 33).
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@ Hacrpoiiky 06HOBAEHNA [&J

Cepeep obHoBReHMd  update.maxpatral.com -

HECI'DDHTI: COEQMHEHKE

@ Tlony4aTs BCE 0OHOBNEHMA

| MonyyaTe Toneko oaobpeHHele ofHoBREHNA I

ABTOMaTHYECKM 0DHOBNATE MKLEHSMIO WY CTaHABNMEdTE oSHoBASHKA -

MpoBepATE Hanu4re oDHOBNEHIA ExeHenensHo, MaTHALE * B 1146 2

Cnpaeka OK OTMeqHa

—

Puc. 33 — Hactpoiika pacnucaHusi 06HOBNeHNI

MNMocne 06bHOBMEHWS N NOAKIIOYEHUS K CUCTEME MOXKET noTpeboBaTbCs 06HOBNEHME KOHCONN.
B aTOM cnyyae KOHCONMb BbIAACT COOTBETCTBYHOLLEE MpeaynpexaeHne u aBTOMaTU4YECKM
YCTAHOBUT O6HOBNEHMS.

6.4. AKTMBauUAa NMUEH3UN

MocTaBnsieMas B AMCTPUOYTMBE NMLIEH3USI HE MPMBA3AHA K KOHKPETHOMY KOMMbOTEPY. ITO
NO3BOJISIET 3anyckaTb M KOHMUIypMpoBaTb CEpPBEPHbIE KOMMOHEHTbI. [ MCMosib30BaHUS
OCHOBHbIX (OYHKLMI KOMMNOHEHTOB MaxPatrol (ckaH1poBaHWe, NPOCMOTP pe3y bTaToB, BbiMyck
OTYETOB) HEO6XOAMMO AaKTUBMPOBATL NILIEH3MIO. [pK aKTMBaLMKM NULEH3MS 6yaeT NpuBsi3aHa
K NMapaMeTpaM KOMMboTepa.

BHumaHme! lNocne akTvBaLmm nepeHoc NMLEH3MN Ha APYron KOMIMbIOTEP HEBO3MOXEH.
Ecnu knoyeBble annapaTtHble XapakTepPUCTUKN KOMMbIOTEPA U3MEHATCS, TO JIMLEH3USA MOXET

CTaTb HeAEeNCTBUTENbHOW. B 3TOM cnydae HeobXxoaAMMO CBA3ATbCS CO CYO0N TeEXHUYECKOW
NoAAEPXKKWN ANS NONYYEHUSI AONONHUTENBHOM MHGOPMaLMK Mo 06HOBNEHWIO NIULEH3UM.

KoMmnoHeHTbl MaxPatrol aBTOMaTM4yeckM NbITAOTCS MNPOMTM aKTMBAUMIO Ha rnobasbHOM
cepBepe 0BHOBNEHWW update maxpatrol com npyu NeEpBOM NOAKMOYEHUN KOHCONW. Mpu 3TOM
MCNONb3YHOTCS CTaHAAPTHbIE HACTPOMKKM (NpsiIMOe noakstodeHne, nopT 2002/TCP).

6.4.1. Offline-akTMBauusa n ooHoBNeHune NUUEeH3un

Ans aktmBauumn nuueH3uii MaxPatrol Ha cepBepax, KOTopble HAaXOASTCS B U30/IMPOBAHHbIX OT
ceTn MIHTepHET cerMeHTax, HeobXxoanMMO B TaKoW M30MMPOBAHHBIN CErMEHT CETU YCTaHOBUTb
cepsep MP-LUS (MaxPatrol Local Update Server) n aktmBumpoBaTb €ro, a 3aTeM MNPOBECTU
npoueaypy akTuBauuyv KOMMOHEHTOB.
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AkTuBaumsa nuueHsuin B pexxume offline nponcxoamT no cneaytowemy anroputMy:
¢ akTMBMpOBaTb MP-LUS (aeicTBue BLINOMHAETCS 0AMH pas);

e CreHepupoBaTb 3arpoC Ha aKTMBAUMIO KOMMOHEHTA HarpsiMylo WM MNOAK/IOYMB
COOTBETCTBYIOLLMIA KOMMOHEHT kK MP-LUS;

* MoOsyYnTb OTBET OT cepBepa https://service.maxpatrol.com;

MpumeyvaHume. [1ns BbINOHEHNS onepauun TpebyeTcs NoaKMoUYeHne K ceTU VIHTEPHET M Hanuumne y4eTHoM
3anucu ans asTopusaumu. MNonyunTb YYETHYHO 3amnMcb MOXHO, 3apernCTpUpOBaBLLNCL Ha CalTe TEXHUYECKOW
noanepxkn (https://support.ptsecurity.com) v oTrnpasue 3asBky ¢ TeMoi «[lofyyeHne y4eTHoM 3anmucu
ans offline-akTuBauum nuueHsun MaxPatrol». YueTHble AaHHble 6yayT nepeaaHbl Ha yKa3aHHbIM B 3asiBKE
3NEKTPOHHBIV afipec.

¢ aKTUBMPOBATb KOMIMOHEHT.

6.4.1.1. AkTnBaumusa cepsepa o6HoBneHnn MaxPatrol B usonuposaHHoMn cetn

[Ons ucnonb3oBaHua cepeepa MP-LUS (MaxPatrol Local Update Server) ¢ BO3MOXHOCTbIO
aKTMBaLMM KOMMOHeHTOB MaxPatrol B ©301MpoBaHHOM ceTn TpebyeTcs CHavyana akTMBUpPOBaTb
€ro JIMLEH3MIO.

Ytobbl akTMBM3MpOBaTb cepBep O06HoBNeHuMs MaxPatrol B pexume Offline, BbinonHUTe
cnepytoulee:

1. Noakntountecb kK MP-LUS yepe3 KOHCOMb Mpu 3amnycke WK HacTpOUTe COeAMHEHNE B
npouecce paboTbl, Kak NokasaHo Ha Puc. 34. B okHe «CoeanHeHMe» yKaXuTe UMs uim
IP-agpec y3na, Ha KOTOPOM HaxOAMTCA KOMMOHEHT, @ TakXXe MMA NoJb30BaTenNs 1 naposib
ANS NOAKNIOYEHUS K 3TOMY Y31y.

“ MNonszoBaTens

Wma nmmeaaa'mrm - Administrator

Tapons ssesssennsnns
[ Boimi noa Texyuwm nonssosaTenem Windows

Puc. 34 — MoakntoueHne K kKoMNoHeHTy MaxPatrol
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2. Meperiante Ha BKNagky «Hactpoikun» — «CepBep» M BKIOYMTE OMNUMIO «Pexum
obHosneHus Offline» (cM. Puc. 35). Haxxmute [ipumeruTs.

c@; Hazszhie iUSERNAME ) Hasmame (et o R
Fopr w2 [ veromsosane Mbeaenamkmarasioig (915
Moronnrsnsssenoprs | |
| Hacrpokna KpHITo A CpITMa., |
Cepridaiat MaxPatral -
?? g et LTS S | oM | i OTmara |
Tun b I VIHTErpRPOEEHHER - |
N | | O6HoBNEeHUS =
Hiom G | | itk
L_J, [ | Windows-ayTermidvinass g raiis  update.maxpatrol.com (Co )
Hare [ | Pacwcanie; ExenreaHo & 19:06
VEMEHTE
ﬁé | Mepesamycnms | Mpeverirs | Ok |

Puc. 35 — BkntoueHne pexknma obHoBneHust Offline

3. B naHenu «JIMUEeH3Ms» HaXMUTE KHOMKY O («CchopmMmpoBaTb 3amnpoc Ha aKTUBALMIO
NALEH3UN») U COXPAHUTE HA CbEMHbIN HocuTenb ¢ain OFR € 3anpocoM Ha akTMBaLMIO
NALEH3MN.

4. 3arpy3auTe ann 3anpoca yepe3 uHTepdenc offline-akTuBaumm nuueHsui https://
service.maxpatrol.com (cM. Puc. 36) nnu otnpasbTe ero B cnyxby noaaepxku Positive
Technologies apyrum cnocobom.

MFI)(F‘FITRDL

CHMCTEMA YMNPABINEHWMA 3NAMK

3arpyzka daiina-zanpoca NHLEHZHA

daiin gnA 2arpy2eu (*.ofr): “ Bribepure daiin ] sample.ofr

3arpyanTe

Puc. 36 — 3arpy3ka calina 3anpoca

MpuMeuaHue: 415 BbINOSHEHUS onepaumny TpebyeTcs NoAKIoYeHME K ceTU VIHTEPHET U Hannuue y4eTHOM
3anucy Anst asTopusauunu. MonyunTb YUYETHYIO 3aMnCb MOXHO, 3aperCTPUPOBABLUMCH Ha CalTe TEXHUYECKOM

noanepxkn (https://support.ptsecurity.com) 1 oTrpaBuB 3asBKky ¢ TeMoi «[lofly4eHne y4eTHON 3anmucu
ans offline-aktmBauum nuueHsuii MaxPatrol». YueTHble AaHHble 6yayT nepefaHbl Ha yka3aHHbIA B 3asiBKE

3NEKTPOHHBIN afpec.
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5. Mocne o6paboTkn 3anpoca MOSIBUTCS COOTBETCTBYHOWEee cooblieHe U ccbiika Ans
ckaumBaHus arina oteeta OFL (cM. Puc. 37).

MAXPATROL

Pe3ynbTaThbl

®aitn 3anpoca nuueHzHi 3anpoc Ha obHoBneHne nuuexnzun.ofr obpaboran ycnewHo.

Daiin oddnafiH-nuueH3ui NoaroToBNeH. A8 3arpy3ku NCNonb3yiTe 3Ty CCbUIKY.
Ccuinka AeifcTeuTensHa Ao 28/06/2012 17:18:41.

MoayuuTe QUCTPUEYTHE

Puc. 37 — MNony4yeHue daina oTBeTa

Ecnv Bbl OTNpaBnsinn 3anpoc no 31eKTpoHHoW noute, OFL-chann 6yaeT BbichaH Ha
0bpaTHbIN agpec.

6. CkavanTe aiin OFL; ero umsi cCooTBETCTBYET MMeHM haina 3anpoca OFR.

7. 3arpy3ute cann-otTBeT uepe3 KOHconb MaxPatrol, wcnonb3ys  KHOMKY
(«MMnopTupoBaTb NMuUeH3uo B pexxnme offline») Ha naHenu «HacTtpoviku» — «CepBep».

8. CepBep 06HOBNEHNI FOTOB K paboTe.

6.4.1.2. AktnuBaumsa komnoHeHToB MaxPatrol B usonuposaHHoun cetu

AKTMBaUMS KOMMOHEHTOB cucTeMbl MaxPatrol B MBOﬂMpOBaHHOl‘/JI CETN MOXET MNpOoBOAUTLCA
AByMA crnocobamu:

e yepe3 JloKanbHbIN cepBep 06HOBNEeHMI MaxPatrol (NMUEH3MSI NOKaNbHOro cepBsepa
[AO/MKHA AaBaTb BO3MOXHOCTb paboTtaTh B pexume Offline);

e yepes creuManbHblil  Beb-uHTepdenc Ha canTe https://service.maxpatrol.com
(akTMBMpPYEMas NMUEH3MS AO/MKHA AaBaTb BO3MOXHOCTb paboTathb B pexume Offline).

6.4.1. 2. 1. AKTuBayns KkoMrnoHeHroB MaxPatrol B
H30JIMPOBAHHOH CETH YEPE3 JIOKAJIbHbIH CEPBEP OOHOB/IEHMNH
MaxPatrol
[ns akTUBaUuM BbINOMHWUTE CleaytoLlmne AencTBums:

1. MoakntounTe Tpebyiowme akTMBauMnm KOMMOHeHTbl MaxPatrol k cepsepy MP-LUS u

ybeantecb, 4TOo B naHenu «CepBep» BKAOYeHa onums «Pexum obHosneHus Offline»
(Bknagka «Hactponku» — «Cepep»).

2. B naHenu «JIMueHsnsa» HaxMUTe KHOMKY O («CdopMmnpoBaThb 3anpoc Ha aKkTUBALMIO
NULEH3UM») ANA aKTUBALUM NIULIEH3NM.

Ecnun Tpebyetcs 06HOBNEHWE NULEH3UKN, HAXXMUTE KHOMKY («CopMmnpoBaTh 3anpoc
Ha 0B6HOBNEHME NNLIEH3UN).

3. CepBep MP-LUS 3apeructpupyeTr 3anpoC Ha akTuBaumio uanM  OBHOBNEHMe.
Moakntountecb K cepBepy MP-LUS uepe3 koHconb (CM. Puc. 36) m coxpaHuTe Ha
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CbeMHbI HocuTenb dain(bl) OFR ¢ 3anpocoM Ha akTUBaLMIO UM OBHOBIEHME NNLIEH3UM

C NMOMOLLbIO KHOMKM (U] («CcopMmpoBaTb 3aMpoC Ha aKTMBALIMIO JIMLEH3UU») UK
(«CcdopMmpoBaTb 3anpoc Ha O6HOBMIEHME NIMLEH3UMU») HA NaHeNu «JIMLEH3UMU» BKIAAKK
«HacTtpoiikn» — «CepBep».

4. 3arpysuTe dann 3anpoca 4vepe3 uHTepdeinc offline-akTmBaumm nunueHsnn https://
service.maxpatrol.com wnu otnpasbTe ero B Cnyx6y noaaepxku Positive Technologies
ApyruMm cnocobom.

NMpumeuyaHue: 415 BbINOMHEHNUS onepauun TpebyeTcs noaknoveHmne K ceTu UHTEpHET 1 Hanuuue
YyUYeTHOW 3anucu Ana aBTopusaunn. MonyynTb YYETHYH 3anncb MOXHO, 3aperncTpMpoBaBLINCL Ha
cante TexHuyeckon nopaepxku (https://support.ptsecurity.com) u oTnpaBuB 3asBKy C TEMOMU
«[lonyyeHne ydyeTHon 3anucu ans offline-akTuBaumm nuueHauit MaxPatrol». YyeTHble AaHHble
6yayT nepefaHbl Ha yKasaHHbIN B 3asBKE 3/IEKTPOHHbIN adpec.

5. Nocne 06paboTkn NOSABUTCS COOTBETCTBYHOLLEE COOOLLIEHNE U CCbINIKA ANSt CKauYMBaHUS
danna-otseta OFL (cm. Puc. 37).

6. CkauanTe dann OFL; ero ums cootBeTcTByeT MMeHu davina 3anpoca OFR.

7. 3arpy3ute ain-oTBET uYepe3 KOHconb MaxPatrol, wcnonb3yss KHOMKy
(«MMnopTnpoBaTb NnUeH3No B pexume offline») Ha naHenn «Hactpoikn» — «CepBep».

8. Baw koMnoHeHT MaxPatrol rotos k paboTe.

6.4. 1. 2. 2. AKTHMBaUNS KOMIMOHEHTOB MaxPatrol B
H30/IMPOBaHHOH ceTH Yyepe3 Beb-uHrepgeric
[ns akTMBaUuM BbINOMHWUTE CNeayoLlmne AencTBums:

1. MoakntounMTeCb K HY>XXHOMY KOMMOHeHTY MaxPatrol yepe3 KOHCOMb Kak MoKa3aHo Ha
Puc. 29. Y6eantecb, uto B naHenn «Cepsep» BKAKOYEHA onuust «Pexxum ObHOBNeHUs
Offline» (Bknaaka «Hactporiku» — «Cepsep»).

2. B naHenu «JIMLeH3nsa» HaXKMUTE KHOMKY 'E’ («CdopmMmnpoBaTb 3anpoc Ha aKkTUBALMIO
NULEH3MU») ANS aKTUBaUMKW nuueHsumn. Ecnn TpebyeTca 06HOBNEHME NULEH3WUM,

HaXXMUTE KHOIMKY («CdopmupoBaTb 3anpoc Ha 06HOBNEHME NNLIEH3UN>).
3. CoxpaHuTe Ha CbeMHbIM HocuTenb dann(bl) OFR.

4. 3arpysuTe ¢ann 3anpoca uyepe3 uHTepdenc offline-akTmBaumm nuueHsuii https://
service.maxpatrol.com (cM. Puc. 36) nnun otnpasbTe ero B Cnyx6y noaaepxku Positive
Technologies apyrum cnoco6bom.

NMpuMeuaHune: An4 BbINOSHEHUSA onepaunn TpebyeTca noakaveHne K cetu UHTepHeT n Hannuune
yquHOVI 3anncn ans aBTopmsauunn. nOﬂyLWITb YYETHYIO 3alnCb MOXHO, 3apeErncTtpmpoBaBlWnNCb Ha
caliTe TexHuyeckol noaaepxku (https://support.ptsecurity.com) n oTnpaBuB 3asBKy C TeMmoW
«[onyyeHne ydyeTHoM 3anucu ans offline-akTuBaumm nuueHsuit MaxPatrol». YuyeTHble AaHHbIE
6yayT nepedaHbl Ha yKa3aHHbIM B 3asiBKe 3N1EKTPOHHbIN aapec.

5. Mocne 06paboTkn NOSABUTCA COOTBETCTBYHOLLEE CoobLleHMe M CCbilKa ANst CKaunBaHUS
arna-oteeta OFL (cM. Puc. 37).

6. Ckauante pann OFL; ero nmsi COoTBETCTBYET MMeHU aiina-3anpoca OFR.

7. 3arpyaute (ann-otBeT 4epe3 KOHconb MaxPatrol, wucnonb3ys KHOMKY
(«MMnopTupoBaTh NnueH3unio B pexnme offline») Ha naHenn «Hactpoiikn» — «CepBep».
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8. Baw komnoHeHT MaxPatrol rotos k pabore.

6.4.2. AKTMBaLUMA NMLEH3MN C OrPaHNYEeHHbIM JOCTYNOM K ceTn UHTepHeT

B cnyuyae ecnu nogknoyeHve K ceT WUHTEpHET OrpaHnyeHo (3anpelleHo MCrosb30BaHue
nopTa 2002/ TCP unu ncrnonb3yeTcs NPOKCU-CEPBEP), CNEAYET 0TKa3aTbCs OT aBTOMATUYECKOM
aKTUBALUMM U U3MEHWUTb HAaCTPOVKW MOAKITIOYEHUSI K CepBEpY O6HOBNIEHWIA.

[lnsi 3TOro BbINOMHUTE CleaytolLee:

1. 3anyctute KoHconb ynpasnenus: lNyck (Start) — Mporpammel (Programs) — Positive
Technologies — MaxPatrol — MaxPatrol.

2. B nosiBuBemcst okHe (cM. Puc. 26) ykaxute aapec cepBepa, UMsi YYETHOWN 3anucu u
naposnb. o yMONYaHWO B CUCTEME CylecTBYeT nonb3oBatenb Administrator, naponb
KOTOPOro 3aaeTcs B NpoLecce YCTaHOBKW.

Ecnn cuctema npeanoXuT npoBecTM aBTOMATUYECKYHD aKTMBAUWMIO NULEH3UKW, TO
CcneayeT OTKa3aTbCA.

3. B OTKpbIBIUEMCA OKHE KOHCOMWM nNepenMauTe Ha BKMaaKy «HacTponku» —
«CoegmnHeHns».

4. B okHe No yMonyaHuio 6yaeT npucyTCTBOBATb TOMIbKO OAHO COeAMHEHME C CEPBEPOM
update.maxpatrol.com, nopt 2002/TCP. [Ons w™oaudukauum HaCTpoeK Bblaenute
COeAVHEHMNE, LENKHUTE MPaBOM KHOMKOW MbIUM M B MOSIBUBLLEMCSI KOHTEKCTHOM MEHHO
BblbepuTe NYHKT M3meHnTs (CM. Puc. 31).

5. B OTKpbIBLLIEMCS OKHE peaKTUPOBaHUS COeANHEHMS MOXHO yKa3aTb HoMep TCP-ropTa
(2002, 443), a Takke napameTpbl NpoKcn-cepeepa (TUM, UMS U HOMEP MNopTa, YYETHYIO
3anucb ANs ayTeHTUdmnKaumm).

YTobbl cucTemMa ucnonb3oBana AaHHOE coeavHeHve ANnst OB6HOBMEHUS U NPUBS3KK
NMLEH3MKN, AKTUBMPYMTE ONUMM «AHOHUMHBIM AOCTYN K cepBepy» M «Mcnonb3oBaTb
yAaneHHbIn cepep ana» — «O6HoBneHus» (cM. Puc. 32).

MpumeuaHue: cepsep MaxPatrol aBToMaTUYECKN onpeaenseT AOCTYMNHble MeToabl ayTeHTUdnkaumm (Basic,
NTLM, NTLMv2) 1 ncnonb3yeT Havbonee 6e30nacHbIn 13 HUX.

6. Mocne Haxatust KHONKW [1ogk/iioYuTeCcs CUCTEMA MONbITAETCA MOAKMIOUYUTBCA K
yKa3aHHOMY cepBepy. Ecnu cepBep MCnonb3yeT camMonoAnUCaHHbIN UM HEAOBEPEHHbI
cepTnduKaT, To NOSIBUTCA COOBLLEHME C UAEHTUDMKATOPOM cepTUdUKaTa M Npockooi
NOATBEPAUTb €ro KOPPEKTHOCTb.

MpoBepuUTb KOPPEKTHOCTb MOAK/IOYEHMUS MOXHO B OKHE WMH(OpMaumMM O CoeauHEHUU
(cM. Puc. 32), HaxxaB KHOMKY B MaHenu MHCTPYMEHTOB.

7. Mocne ycnewHoro nOAKIOYEHUs K cepBepy OGHOBNEHMSI MepenanTe Ha BKIaaKy
«HacTporikn» — «CepBep» M B NaHenn «OBGHOBNEHUSI» HAXMUTE M3MEHUTL. YKaXUTE
CO3JaHHOE CoefIMHEHNE B OKHe «HacTpoinkyM 06HOBNEHNUS».

8. B naHenn «JlnueHsnm» LWenkHuTe npaBoﬁ KHOMKOM MbILLN Ha HY)KHOI‘/JI JIMLUEH3NN U

BblbepuTe NyHKT AkTvBuposaTs. ECnv NMUEH3Na Ha NPOAYKT OAHA, HAXMUTE KHOMKY U
(AkTuBUMPOBAaTE JIMLEH3MIO).

YCnewHoCcTb akTuBauumM MOXHO NpOBEPUTbL B OKHE VIHCbOpMaLI,MM O NNUEH3NN, HaXaB

KHOMKY B NaHeENIn MHCTPYMEHTOB.
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7. ObHOB/1IEHME CUCTEMbI

Cucrema MaxPatrol MoxxeT 06HOBNSATLCA KakK C MOMOLLbI KOHCOMN, TaK M C MOMOLLBIO MacTepa
ycTaHoBku. OTnnume Mmexay 3TuMmu crocobamy B TOM, YTO B MEPBOM Cilyyae cCUCTeMaA
0bHOBNSIETCS A0 NocneaHein cbopku, AOCTYMHOM Ha cepBepe 06HOBMEHMI, @ BO BTOPOM — [0
TOW BEPCUU, YCTAHOBOYHbIN hain KOTopoi 3anyLleH. MocneaHuin cnocob Takke NpUMEHSIETCS
B Cny4asx, koraa Tpebyetcs 06HOBUTb CMIMCOK JIMLEH3UMA MM Habop MX (PyHKLMOHANbHbIX
BO3MOXXHOCTEWN.

MNMoapobHee o TOM, Kak o06HOBWUTHL cucteMmy, ucrnonbdys MaxPatrol Console, cM. pasgen
HacTtpolika pacnucanus obHoBAEHWM.

[nsi O6HOBNEHUS CUCTEMbI C TMOMOLLUBIO MacTepa YCTAaHOBKW, BbIMOJIHATE CneayloLmne
JencTeus:

1. Boiwigute 13 koHconu MaxPatrol, ecnn oHa oTKpbITa.
2. 3anycTtute macTep yctaHoBkM MaxPatrol n HaxmuTe Jaszee B OKHE NpUBETCTBUS.
3. B okHe «Bblbop TMna ycTaHOBKWU» BblbepuTe NYHKT «[onHas ycTaHoBKa».

Ecnu y Bac ectb 06HOB/EHHbIE MW AONOMHUTENBHbBIE JIMLEH3MM, MOSIBUTCS 3anpoc Ha
3aMeHy ucnonb3ytowmxcs (cM. Puc. 38). Haxmute fa wnn Her B 3aBUCMMOCTM OT Lieneu
obHOBNEHMS.

YCTaHDBKa E

% CepEED yHE COASDHMT MMUEHZHH ASHHOMD THNA, JaMEHHTE?
|

- MHCTannaTop
INSTANCE

Cepeep
INSTANCE
LUS

Puc. 38 — 3anpoc Ha 3aMeHy nueH3nu

4. B okHe «Bblbop aeicteusi» BbibepuTe «O6HOBUTL MaxPatrol» n HaxxmuTe Jasee.

5. Cnegyowime paBa wWwara — npoBepka CUCTEMbl Ha COOTBETCTBME MWHUMAJIbHBIM
TpeboBaHuaM (noapobHee cMm. TpeboBaHMs K cucTeMe) U NOATBEPXAEHME BblOpaHHbIX
HacTpoek. Haxmute YcraHosuTh, 4TOObI YCTAaHOBUTb OOHOBNEHUS CUCTEMBbI
MaxPatrol.
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8. IlepeycTaHOBKA CHCTEMBI

MNepeycTaHoBka cncteMbl MaxPatrol MoXeT NoOHagobuTbC B Cyyasix, Korga ee HopMmasbHoe
(pyHKLUMOHMPOBaHME 6bII0 HAPYLLEHO; HaNpuUMep, BCNEACTBUE YAANEHNS CUCTEMHBIX (halinoB.

[lnsi nepeycTaHOBKM CUCTEMbI BLINMOIHUTE Cleayome AencTBus:
1. Beiigute 13 koHconm MaxPatrol, ecnn oHa oTKpbITa.
2. 3anycTtute Mactep yctaHoBkM MaxPatrol n HaxmuTe Jaszee B OKHE NpUBETCTBUS.
3. B okHe «Bblbop TMna ycTaHOBKWU» BblbepuTe NyHKT «[onHas ycTaHoBKa».

Ecnn y Bac ecTb O6HOBMEHHbIE MW AOMOSHUTENbHbIE NULEH3MK, MOSBUTCS 3anpoc Ha
3aMeHy mcnonb3aytowmxcsa (cM. Puc. 38). BblbepuTte noaxoasiumii BapuaHT OTBETa.

4. B okHe «Bblbop paeiicTBus» BbibepuTe «[MepeyctaHoBUTbL MaxPatrol» u HaxmuTe
Harnee.

5. ECnn nosiBUTCS 3anpoc Ha MCMosb30BaHue ¢haiifioB AaHHbIX NpeablayLen YCTaHOBKM,
HaXxmMuTe 4a, U4Tobbl NPUMEHUTb UCMOMb30BaBLLMECS paHee HacTponku (cM. Puc. 39).

Y¥CTaHOBKA E

A B KaTanore yCTaHoskH ofHapyweHs! diafnel 4aHHEE:
'-.\ J.—' Npe AEIAYILEH YCTAHOBKH, COASPHALLHE HACTPOMKH CEPESpa H
= pEIYNETATH CKAHMPOBaHWA. MCNone30BaTE AaHHEIE
MPE ABIAYILEH YCTAHOBKM?

Aa I HeT

Puc. 39 — 3anpoc Ha UCnonb3oBaHMeE AaHHbIX NpeablayLwen YCTaHOBKMN

6. Cnegylowme paBa wWara — npoBepka CUCTEMbl HAa COOTBETCTBME MUHUMANbHbLIM
TpeboBaHuaM (noapobHee cM. TpeboBaHMA K CUCTEME) U NOATBEPXAEHUE BbIOpPaHHbIX
HacTpoek. Haxmute YcraHosuTs, UTOObI NepeycTaHoBUTL cuctemy MaxPatrol.
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9. YnaneHue cuctemol

[insi yaaneHusi cuctembl BbINOTHUTE Cleaytome AencTeus:
1. BoinanTe 13 koHconu MaxPatrol, ecnv oHa OTKpbITa.
2. 3anycTtute Mactep yctaHoBku MaxPatrol n Haxxmute Jaszee B OKHe NpUBETCTBUS.

3. B okHe «Bblbop TMNa ycTtaHOBKU» BblbepuTe NyHKT «llonHas ycTaHOBKa».
Ecnn y Bac ectb O6HOBMEHHbIE MW AOMOSHUTENbHbIE NIMLEH3MKM, NOSIBUTCS 3anpoc Ha
3aMeHy mcnonb3aytowmxcsa (cM. Puc. 40). BblbepuTe noaxoasiumii BapuaHT OTBETa.

4. B okHe «Bblbop aeinctBusi» BbibepuTe «Yaanutb MaxPatrol» n HaxmnTe Jasee.
5. MacTep yCTaHOBKW 3amnpocuT NoaTBeEpXaeHWe AencTBusi. Haxxmute Ja.

AevHcTannAuMA - MaxPatrol E

1 Bhl ABMCTEMTENEHD XOTHTE ¥AankTe MaxPatrol v ece
! KOMNOHEHTEI NPOrPaMHE?

Aa | HeTt

Puc. 40 — 3anpoc Ha yaaneHne cucTtemsl

6. B nosismBweMcs okHe «[euHctannsums MaxPatrol» ykaxute, Kakme KOMMOHEHTbI
cUCTeMbl TpebyeTcs yaanuTb U Haxkmute Jasee.
7. B cnyyae ycnewHoro 3aBepLueHnst onepauumn nosiBUTCS COOTBETCTBYOLLEE CoobLieHue.
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10. Acnoab3oBaHUe CUCTeMbI B
BUPTYa/IbHOU cpeae

CucteMa KOHTPONS  3alUMLIEHHOCTM WM COOTBETCTBMSI CTaHAapTaM MaxPatrol moxeT
MCNONb30BaTbCA B BUPTYanibHOMN Cpee C NPUBSI3KOM K 3NIEKTPOHHBLIM KitovaM eToken.

Mcnonb3oBaHne knoya eToken obecneuvBaeT JNMUEH3WOHHYKO 3alWMTy  KOMMOHEHTOB
MaxPatrol npu paboTe B BUPTYyanbHOM OKPY>XeHWUM. Ha TeKyLuMin MOMEHT Takasi BO3MOXHOCTb
ouumanbHO peanu3oBaHa TONbKO Ans BUPTYyanbHbiX MawmH VMware ESXI 4.1, Workstation
Bepcun 6.0 1 Bbiwe, a Takke ANd BUMPTyanbHbiX MawuH Hyper-V un KVM-TexHonoruu
BMpTyanusauum ans Linux-cuctem (s4po 2.6.18 v Bbiwe).
BHumaHwue! [Ins BupTyanbHbIX MawuH Hyper-V n KVM-TexHonornv eupTyanusauum ans Linux-cucrem (sapo
2.6.18 1 Bblle) pekoMeHAyeTCs MOoAKIYeHMe Ktoda eToken B BUPTyasbHYIO MalMHy CpeacTBaMu
DigiAnyWhere.
Mpy Mcnonb3oBaHUN APYrnx BUPTYanbHbIX MALMH 3Ta BO3MOXHOCTb peann3yeTcs C NOMOLLbIO
NporpaMMHOro unu annapaTtHoro obecneveHunss Tuna USB over IP Network.

KoMmnanus 3A0 «Mo3uTmB TeKHONoMKM3» 0becneyunBaeT TEXHUYECKYHO NMOAAEPXKKY PELLEHUI,
KoTopble 6a3MpyloTCs TOMbKO Ha BUPTyanbHbIX MawwuHax VMware ESXI 4.1, Workstation
Bepcun 6.0 M Bble, a TakXe Ha BMPTyanbHblX MawuHax Hyper-V n KVM-TexHonormsix
BMpTYanusaummn ans Linux-cucrtem (a4po 2.6.18 v Bobiwe). ECnv Bbl MICNOAb3yeTe peLleHns Tuna
USB over IP Network, mo BceM BoOMpocaM, CBsi3aHHbIM C pabotoi eToken, HeobxoaMMo
obpawaTtbcs B CNyXOy TEXHUYECKOM MOAAEPXKM  KOMMNaHWM-pa3paboTyuMka  3TOro
nporpaMMHoro obecneyeHus.

Hanuume nocTosiHHO NOAK/OYEHHOro Ktova eToken aBnsieTca obsi3aTenbHbIM YCI0BMEM Ans
paboTbl MaxPatrol Ha BUpPTyanbHOM MalUMHE.

[lonyckaeTcs MCNoNb30BaHME TONMbKO Kouven eToken, BblaaHHbIX 3A0  «[Mo3uTuB
TekHonomxkm3». [ns kaxaoro moayns MO MaxPatrol B cnyyae yCTaHOBKM Ha BUPTYyasbHbIN
cepBep B KOMMMEKT MOCTaBKW BKOYAETCS MHAMBMAYANbHBIN Koy eToken.

BO3MOXXHbl HECKOSIbKO BapuaHTOB pa3BepTbiBaHMsS cucTeMbl MaxPatrol:

 Kaxxabl1 KOMMOHEHT cucTeMbl MaxPatrol ycTaHaBnMBaeTCs Ha OTAENbHYIO BUPTYabHYHO
MalUMHy. B 3TOM ciyyae anst kakaoro MoAaynsi BblaaeTcst CBOM kuitoy eToken.

e Heckonbko Moaynein cuctembl MaxPatrol ycTaHaBnMBalOTCS Ha OAHY BUPTYasbHYHO
MaLUKnHy. B 3TOM criyyae BbiNyCcKaeTcs OAMH KoY eToken Ha OAHY BUPTYasibHYIO MaLLuWHY.
OAaHoOro Kno4a A0CTaTOYHO ANS 3alUMThbl BCEX KOMMOHEHTOB, YCTAHOB/IEHHBLIX HA OAHOM
BUPTyanbHOW MalLUHE.

e [lp  HeOBXOAMMOCTM W3MEHEHMSI pasMelleHns Moaynein cuctembl  MaxPatrol
(Hanpumep, obbeaMHEHMsI HECKONbKMX Moayned MaxPatrol Ha ogHOWM BUPTyanbHOM
MalMHE WKW pasfenieHus KOMMOHEHTOB, YCTAHOB/IEHHbIX Ha OAHOM BUPTyanbHOW
MalUMHE, Ha HECKOSIbKO MaluMH) HeobxoauMo o06paTutbCcs B CNyXOy TEXHUYECKON
noaaepxkn komnaHum 3A0 «Mo3utuB TekHonomkus». COTPYAHWKM TEXHUYECKOW
NOAAEPXKKN MOMOryT 3aHOBO MHULMANM3MpoBaTb KoY e€Token v NpoBecTU MOBTOPHYHO
aKTMBauMlo KOMMOHeHTOB MaxPatrol. B cnyyae Heobxoammoctn 6yaeTt cdhopmmpoBaH
[AOMNONHUTENbHBIA Koy eToken.

BHuMaHue! [IOBTOpHYIO aKkTMBauMio HeobXxoAMMO TMpPOBOAUTb Ha BCEX KOMMOHeHTax MaxPatrol,
NPUBSA3aHHbIX K UCXOAHOMY Kitody eToken.
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10.1. Nopsaaok ncnonb3soBaHmnA MaxPatrol ¢ eToken

[ns ncnonb3oBaHua cuctembl MaxPatrol B BUpTyanbHOW cpeae Heo6xoaMMO 3anpocuTb
ANCTPUBYTUB M COOTBETCTBYIOLLYIO NMUeH3uo. [peaoctaBneHne npasa WMCMNONb30BaHUS
MaxPatrol ocyliecTBAsieTcs Mo NMUEH3MOHHBIM AoroBopaM. OAHOBPEMEHHO C nepedaven
npaBa ucnonb3oBaHust MaxPatrol knneHTy nepenaetcs knod eToken.

Mpy OTCYTCTBMM Yy K/IMEHTa AOCTyna K ceTn MHTepHeT Ans vHuumanu3aumm n obHoBeHus
cucteMbl MaxPatrol HeobxoanMmo yBeaoMuTb 06 3TOM pa3paboTyumnka 40 MOMEHTa 0popMIEHNS
kntouya eToken. Pa3paboTumk MpoBefeT ero MnpuBs3Ky K COOTBETCTBYHOLLEW JIMLEH3MWM Ha
CTagun popMUpoBaHNS ANCTpUbYTUBA.

Kntou eToken nepepaetcs knueHTy B 6€3B03Me34HOE MOMb30BaHUe. B cnyyae yTpathl Ko4a
eToken no 3anpocy KMeHTa BbIMyCKAETCS [OMNONHUTENbHBIN KoY eToken Ha 6e3Bo3Me3aHOM
OCHOBe. B 3TOM cnyyae goctaBka Ktova eToken KAMEHTY OCYLLEeCTBNSIETCS 3a ero CYeT U C
NCMNOSb30BaHNEM ero pecypcos.

B cnyyae noBTOpHOM M nocneaytowen yTpaTbl kaoua eToken knveHT npuobpeTtaer
AOMONHUTENbHBLIM KoY eToken CaMOCTOATENbHO Y aBTOPM30BaHHLIX MApPTHEpPOB (3a
KOHTaKkTaMn HeobXoaMMO 06paTUTbCS B CNYXOYy TEXHWYECKOWM MNOAAEPXKM) WU nepedaeT
pa3paboTunky Ans ero uHuumanusaumun. onyyeHne knova eToken nocne vHUMUManu3auum
OCYLLECTBNSETCS 3@ CYET K/IMEHTa U C UCMOSIb30BAHMEM €ro pecypCos.

KnuneHTbl, KOTOpble paHee npuobpenun cnctemy MaxPatrol 1 y KOTopbIX eCTb He0bxoANMOCTb
nepenT Ha ucrnonb3oBaHWe MaxPatrol B BUpPTyanbHOM cpefe, 0bpallalTcs B TEXHUYECKYHO
nopaepxky 3A0 «Mo3utme TeKHONOAXM3» C 3anpocoM Ha nepeodopMIEHNe AEUCTBYIOLLEN
nuueH3nn. OaHOBPEMEHHO C 0(OPMIIEHNEM COOTBETCTBYIOLLEN NINLEH3MN (POPMUPYETCS KIHOY
eToken. ®opMmupoBaHue Knoua ocywectensetca 6ecnnatHo. [loctaBka kntoda eToken
KNNEHTY ocywecTBnseTcd KypbepoM KoMmrnaHum 3A0 «[o3uTmB TEeKHONOKU3» wunn, Mo
[IOrOBOPEHHOCTU, KYPbEPOM KOMMAHWUW KUEHTA.

[Ans  nepeHoca paboyei WHCTANNSAUMM B BUPTyanbHOE  OKPYXXEHME HeobxoamMmo
[OMOSTHATENBHO MPOU3BECTU KOHBEPTUPOBAHME anmnapaTHOro CepBepa B BUPTYasbHbIN (CM.

pa3aen [NepeHoc kKoMnoHeHTOB MaxPatrol ¢ anmapaTHOro cepeepa B BUPTYalbHYIO cpeay).

10.2. YCTaHOBKA KOMMOHEHTOB CUCTEMbI C
ucnosibsosaHuemM eToken

Mocne nonyyenus auctpubytmea M Koda eToken MOXHO MPUCTYNUTb K pa3BepTbiBaHWUIO
MaxPatrol B BUpTyasibHOM OKpYy>XeHUWU. ANrOpUTM pa3BepTbIBaHUS ClieayoLmniA:

1. MNoaroTtoBbTe BUPTYanbHYO MalKMHY Ha 6ase VMware ESXI 4.1 wunn Workstation
Bepcun 6.0 u BblLe.

Mpn HacTpoike annapaTHbiXx pecypcoB VMware HeobxoauMO pPyKOBOACTBOBATHCS
TpeboBaHmamMn u3 pasaena TpeboBaHns K annapaTHOMY obecneyeHuio.

2. YctaHosuTe MaxPatrol ns nonyyeHHoro auctpmbyTtmea.

anMe‘-laHVIEI I'Ipou,ecc YCTAHOBKM HeOGXO,CLVIMO npoBoAuUTb Npn OTKTIOYEHHOM Kito4e eToken.

3. OpavBepbl Ans kntoda eToken MHTErpMpoBaHbl B ANCTPUBYTUB U ByayT YCTAHOBMEHDI
aBTOMATUYECKWN, MpWU 3TOM COBLITUS YCTaHOBLUMKA ApanMBEPOB 3anMCbiBAOTCA B KOHEL,
Setup Log (>kypHan cobblTMi MacTepa yCTaHOBKM cucTeMbl MaxPatrol). Mo yMonyaHuio
Setup Log pacnosioxeH B KaTasnore C:|Program Files|Positive
Technologies|MaxPatrolserver|Logs. Ecm MaxPatro/ ycTaHaBnuBaeTcs B KaTasor,
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OT/IMYHBLIM  OT YKa3aHHOro, TO J>KypHan COBbITUM pacrofioXXeH B  KaTasnore
<ryTb_K_Karasory_MaxPatrol>\servenLogs.

4. MoaxntounTe Nony4deHHbIM paHee kntod eToken k USB-nopTy cepeepa VMware.

5. B pa3nene Settings co3paHHOW BMPTYaNbHOW MalUMHbI MOCNE€A0BATENbHO NOAKIOUMTE
USB controller n USB device. Ecin k VMware NOAKAKOYEHO HECKOSIbKO 31EeKTPOHHbIX
K/toYen, BblbepuTe KoY, NonyyeHHbi oT 3A0 «Mo3nTNB TEKHONOAXKM3».

(&) Add Hardware - - &J

Select USE device
Which USE device co you want to use?

Device Type vMoticn Support

I support vMotion while devics is connacted

Select the host USE device belon:

Description Connection
Aktiv Co. Guardant StealthII
Aladdin Knowledoe eTaken Pro 4254

Hep < Back | Next = I Cancel
y

Puc. 41 — Bblbop 31€KTPOHHOMO Ktoua

6. 3anyctute koHconb MaxPatrol. Mepeiignte Ha Bknagky «Hactponku» — «CepBep» U
aKkTMBMpynTe nuueHsmio MaxPatrol (noapobHee cM. pa3gen Hactpovika pacnucaHust
06HOBNEHUI).

B npouecce akTMBauum MNpPOBEPSIETC HanUuMe MNOAKMKYEHHOro Kawda eloken u
AENCTBUTENbHOM NnLeH3un. [ns coxpaHeHust paboTocnocobHocTn MaxPatrol Tpebyetcs
HannumMe MOCTOSIHHO MOAK/OYEHHOro Kada eToken. B cnyyae OTKAOYEHMS Koya
eToken MaxPatrol 6110kMpyeT BO3MOXHOCTb PaboThl C CUCTEMOWN A0 MOAK/IHOYEHUS KtoUa
eToken.

10.3. NepeHoc KoMnoHeHTOB MaxPatrol ¢
annapaTHOro cepsepa B BUpPTyaJ/ibHYlO cpegy

[ns nepeHoca KoMMoHeHTOB MaxPatrol ¢ annapaTHOro cepBepa Ha BUPTYanbHYHO MalUMHY
BbIMNOJIHUTE Cleaytolume AeicTBuS:

1. KoHBepTUpyiiTe annapaTHbli CepBep B BUPTYasbHYH Cpeay C MOMOLUbID YTUIUTDI

VMware Converter (http://downloads.vmware.com/d/info/datacenter downloads/
vmware_vcenter converter_standalone/4 0).

2. NMoapobHo npouecc KOHBEPTUPOBaHMS onucaH B AokyMeHTe «VMware vCenter
Converter Documentation» Ha caiiTe npousBoauTens VMware.

MpuMeuaHme: No BOMpOCcaM, CBSI3aHHbIM C KOHBEPTUPOBAHWEM annapaTHOrO CepBepa B BMPTYaibHbIN,
cnenyeT obpallaTthca B CNyx6by TexHudyeckon noaaepxkn VMware. Komnanust 3A0 «Mo31TuB TEKHONOMKM3»
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He HeCeT OTBETCTBEHHOCTU 3a BO3MOXHbIE I'Ip06J'IeMbI, CBA3aHHbIE C WUCMNO/Ib30BaAHMEM YTUNTUTDI VMware
vCenter Converter.

3. Mo OKOHYaHMM npouecca KOHBEPTUPOBAHWUSI WCMONb3yWTE MOJIYYEHHbIM paHee
anctpubytuB MaxPatrol ¢ noaaepxkoi eToken Ansi NOBTOPHOW YCTAHOBKM CUCTEMbI Ha
BUPTyanbHOW MalLMHE.

BHumMaHume! lNpouecc yCTaHOBKM AOMKEH NponcxoanTb 6e3 noakyeHHoro kntova eToken.
4. B xoae yCTaHOBKM MCMONb3yMTE Clneaytowme napameTpbl:

- peXuM ycTaHoBku «lepeyctaHoBuTb MaxPatrol»;

- UCNOMb30BaHME AaHHbIX NpeablayLLen YCTaHOBKN (Haxxmute Ja).

5. Mocne 3aBepLUeHNs NpoLiecca YCTAHOBKM MOAKOUUTE MOSYYEHHbIN Katod eToken k
USB-nopty cepsepa VMware.

B paspene Seftings co3paHHOM BMPTYasnbHOM MaluMHbI MpoBepbTEe AOCTynHOCTbL USB
controller n nogkntounte USB device (eToken). Ecnn kK VMware noaknto4eHO HEeCKONbKO
3/1IEKTPOHHBIX KIHOYEN, BbIBEpUTE KoY, NosydeHHbIn OoT 3A0 «lMo3nTUB TEKHONOAKN3Z>.

6. 3anyctute koHconb MaxPatrol. Mepeiignte Ha Bknagky «Hactpoiku» — «CepBep» U
aKTUBUPYMTE NnueH3unto MaxPatrol (noapobHee cM. pasaen AKTMBaUMS IMLEH3NUN).

B npouecce akTuMBauMu NpPOBEPSIETCA HaNMuMe MNOAK/IIOYEHHOro kova €eToken u
[AEVACTBUTENBHOW NMLEH3MK. NS coxpaHeHusi paboTocnocobHoctn MaxPatrol TpebyeTcst
HanMumMe MOCTOSIHHO MOAK/IIYEHHOrO Ktoya eToken. B criiyyae OTKAKOUEHMs Kio4a
€Token MaxPatrol 6110kMpyeT BO3MOXXHOCTb PaboTbl C CUCTEMOW A0 MOAK/IHOYEHUS Ktoya
efoken.

10.4. lnarHoCTHUKa U pelueHne npodiem

Mpy npoBepke NPaBUILHOCTM YCTAHOBKM [ApariBepoB eToken MOXHO BOCMOMb30BaTbCA
CTaHZapTHbIMKU cpeacTBaMmn anarHocTMkm Windows.

Cucrema MaxPatrol: PykoBoACTBO MO yCTaHOBKE CrpaHuua 58



~POSITIVE TECHNOLOGIES

Ecnu ycTpoicTBO He 06Hapy>eHO, MPOBEPbLTE HANIMYME HEU3BECTHbLIX YCTPOWCTB B ANCNETYEPE
yctponcte Windows. B cnyyae ycnewHon ycTaHOBKM ApanBepoB Anst eToken 3anucb 06

ycTtpovictBe USB Token nosiButcst B pa3aene Universal Serial Bus Controllers.

-
=4 Device Manager
e g - - - .

=T

Eile Action View Help

dmeh |G H | E ARG

&F MNetwerk adapters
-5 Parts (COM & LPT]
+ 2} Processors
> <[ Security Devices
-3 Senart card readers
%| Sound, wdeo and game controllers
+ |M Systern devices
4§ Universal Serial Bus controllzrs
- el [CHID Famnily USE Enhanced Host Controller - 3464
-~ Intel{R) ICHLO Farmnily USE Enhanced Host Controller - 345
-~ § Intel{R) ICHLO Farnily USE Universal Host Controller - 3464
§ Intel{R) [CHLO Family USE Universal Host Contreller - 2465
i Entel (R) ICHLD Family USE Universal Host Controller - 3066
i Intel(R) ICHLD Family LUSE Universal Host Cantroller - 2067
. [ntel(R) TCHLD Farnily USE Universal Host Contioller - SA68
i [rted () ICHLD Farnily USE Universal Host Controller - 3269
- USB Root Hub
§ USE Root Hub
§ USE Boot Hub
- USB Root Hub
- @ USB Root Hub
-~ USB Root Hub
@@ USB Root Hub
- § USERoot Hub
-Lig USE Token

———

Puc. 42 — Aucnetuep ycTtponicte Windows

B cnyuae otcytcTBusa yctpovictBa USB Token, npoBepbTe XypHan Setup Log Ha Hanuuue
owmnbok. XypHan Setup Log pacnonoxeH B kaTanore ycTaHoBku MaxPatrol. CTaHaapTHbIV
katanor: C:|Program Files\Positive Technologies\MaxPatrolserveriLogs. Ecnn MaxPatrol
YCTQHOBNIEH B KaTanor, OT/IMYHbIA OT YKa3aHHOrO, TO >XypHan CO6bITMIA pacrnonoXeH B
KaTanore <ryTb_K_Karasiory_MaxPatrol>\server|Logs. B cnyyae ycnewHon yCTaHOBKM B

pa3aene Driver install start He gomkHO 6bITh CcTaTycoB Failure.

khkKkkkhkkhkkhkhkkkhkhkkkhhkkk Driver install Start*******************************

Check if the eToken libraries are already installed.
Success.

Creating current directory

Already exit

Current directory: C:\WINDOWS\system32\Setup\PT\eToken
Extracting driver files...

Success.

Installing the USB drivers.

Read the .INF file: C:\WINDOWS\system32\Setup\PT\eToken\aksup.inf

Opening the .INF file...

Get the device class GUID and Name...
Parsing the manufactures list...
Parsing the devices list: Devicelist...

SetupCopyOEMINnfA. ..
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Success.

Installing the scard drivers.
Read the .INF file: C:\WINDOWS\system32\Setup\PT\eToken\aksifdh.inf
Opening the .INF file...
Get the device class GUID and Name...
Parsing the manufactures list...
Parsing the devices list: Devicelist...
Creating device info set.
Registering devices.
Updating PnP Devices...
Updated: *AKS0001
Updated: *AKS0009

Success.

KAk Ak kAKX kK A K khkkhkhkhkkkhkhkhkx*x*k End log khkhAk Ak Ak Ak kA XAk khkk A khkdhkhkhkhkhkrhhkhxkxkkkkkk***

B cnyyae Bo3HMKHOBEHMS oMbk «OTKa3 B A4OCTyne» npu pabote ¢ koMnoHeHTaMn MaxPatrol
HeobxoaMMo ybeanTbcsl, YTOo Koy eToken NOAKIOYEH M PAcro3HAETCS CUCTEMOMN.

Mpy BO3HMKHOBEHUM OLLIMOOK, CBSI3aHHbIX C MOAK/IIOYEHWEM M HAcTpomnkon eToken, cneayet
0bpaTnTbCa B CNyxb6y TexHuyeckon noaaepxku komnaHum 3A0 «[Mo3uTnB TEKHONOAXKU3»
(https://support.ptsecurity.com). [Ansa 3Toro HeobxoguMMmMo c€o34aTb 3anpoc, B KOTOPOM
noapobHO onmcaTb CyTb NPO6EMbI M NPUIOXUTb HEObXoaUMble dainbl XXypHanos: Setup Log
n PTkernel.log. Mo yMonuaHuto 3Tv daiinbl pacnonoxeHbl B kaTtanore C:|Program Files|Positive
Technologies|MaxPatrol |server|Logs.

[ins bonee geTanbHOro aHanusa npobnem MoXeT Takxke notpebosaTbea dain DxDiag.log. B
3TOM XYypHane CoAepP>XXNTCA VIHCbOpMaU,VIﬂ, KOTOpas NO3BONAET onpeaennTb NpuUcyTCcTBue USB-
HOCUTENS B CUCTEME, @ TaKXe OnpeaenvTb BEPCUIO ApanBepa, UCMOoNb3yeMoro npu pabore ¢
yCTponcTBOM. YT06bI Monyuntb DxDiag.log, npu noMowm KOMaHAHOM CTPOKM 3anycTuTe
yTUNUTY dxdiag.exe v Ha Bknagke System Bblbepute Save All Information. NMonyyeHHbIN daiin
XXYpHana cneayeT oTnpaBuUTb B CNyXOy TeXHMYeCKon noaaepxku komnaHum 3A0 «Mo3nTue
TeKHONoAKN3».

MpumeuaHue: koMnanus 3A0 «lMo3nTUB TeKHONOMKMN3» 0becneumBaeT TEXHNYECKYIO NMOAAEPXKKY PeLLeHui,

KoTOpble 6a3MpytoTcs TOMbKO Ha BUPTyanbHbIX MawunHax VMware ESXI 4.1 n Workstation Bepcun 6.0 u

Bbie. Ecnn Bbl ncnonb3yete pelueHns tuna USB over IP Network, To no BceM BompocaM, CBSI3aHHbIM C

paboToi kntoyen eToken, HeobxoanMmo obpallaTbCs B CyXOy TEXHWYECKON MNOAAEPXKKM KOMNaHun —
pa3paboTunka 3TOro NPOrpaMMHOro obecneyeHus.
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11. NpunoxkeHue. TunoBble BapUaHTbI
pa3BepTbiBaHUA

B maHHOM pasgene paccMaTpuBalOTCS HECKOJIbKO MPUMEPOB PasBEPTLIBAHUA U MPUBOAATCA
OCHOBHbIE MOAXO0/bl, UCMOMb3yeMble Npy BHeapeHun MaxPatrol.

MOXHO BbIAENUTb CeaytoLLME OCHOBHbIE 3a/la4M, KOTOpble HEOBXOANMO PELLUTb NpK Bblbope
BapWaHTa pa3BepTbiBaHMS:

¢ MacwTabupoBaHme C TOYKM 3peHNS NPOU3BOANTENBHOCTU CKAaHUPOBaHUS;
¢ 3¢ PEeKTMBHOE UCMOSIb30BaHME MPOMYCKHON CNOCOBHOCTM KaHaNoB CBA3W;
e aZanTaums K ceTeBoM MHGPACTPYKTYpe M CPpeaCcTBaM 3alluThl;

e afanTaums K CTpyKType ynpasieHus MHhOPMaLMOHHOM 6€30MacHOCTbIO.

3apaun MaclwTabmpoBaHUs C TOUKM 3peHUS NPOU3BOAUTENBHOCTU, KaK NPaBwiio, pewarnTcs C
MOMOLLbIO MCMO/Ib30BaHMSA AOMNOAHUTENbHbIX ckaHepoB MP Scanner. CkaHepbl, paboTtatowme
noa ynpasneHnem MP Server, M03BOMAOT pacnpefensTb Harpysky Mo CKaHWpOBAaHWUIO
pasnuMyHbIX rpynn y3noB. [lobaBneHMe HOBOrO CKaHepa AAET MPaKTUYECKU NMHENHOE
yBenMyeHne npounsBoanTenbHOCTU. KonnyectBo y3noB, obpabaTtbiBaeMblX OAHWM CKaHepoM,
3aBUCUT OT MPOMYCKHOW CMOCOBHOCTM KaHanoB CBA3M U NMPOU3BOAUTENbHOCTU CUCTEMbI, HO B
obwem cnydyae MOXHO wmcrnonb3oBaTb uncno B 1000 y310B Ha OAMH CKaHeEp B KayecTse
NPUEMNEMOro 3Ha4YEHNS NMpU peLleHnn 3a4a4 HenpepbIBHOrO MOHUTOpUHra Ub.

[ns obecnevyeHmnst 3pdHeKTUBHOrO NCMNONIb30BaHNS NPOMYCKHOW CMOCOBHOCTU KaHanoB CBS3U
NPUMEHSATCA A0NOSHUTENbHbIE CKkaHepbl MP Scanner. Kak npaBuio, CkaHepbl pacrosiaratoTcs
B HEMNOCPeACTBEHHOM «CeTeBOM 6/M30CTM» OT CKaHMpyeMoro obbekTa, B TO BpeMs Kak
ynpasnsowmin MP Server MOXeT UCNONb30BaTh Ans cBA3n ¢ MP Scanner cnabbiit kaHan CBA3M.
O6veM nepepasaemoro Tpadmka Mexay MP Server n MP Scanner Ha HECKONbKO MOPSIAKOB
MeHblle obbeMa Tpaduka, nepegasaemMoro Mexay MP Scanner 1 06beKkToM.

ApanTtaums K ceTeBOW MHGPACTPyKTYpy W CpeacTBaM 3aliMTbl, KakK MpaBWIO, peLlaeTcs
MCMOJIb30BaHWMEM [OMONHUTENbHBIX CKAaHEPOB.

11.1. MMHMManbHaa KoHPUrypaums

MUHMMasbHLIN  BapuaHT KOHMUrypaumMnm ANs  pa3BepTbiBAaHUS CUCTEMbl MpearoniaraeT
YCTaHOBKY ofHOro cepsepa MP Server co BCTpPOeHHbIM ckaHepoM MP Scanner u KOHCOJSbIO
ynpaeneHusi MP Console. Takol BapuaHT siBNSieTcs 0CHOBHbIM Anst MaxPatrol Mobile Server (3a
NCKJTIIOYEHMEM BO3MOXHOCTM PaboTbl C BHELWHWM CEpBEPOM KOHconuzauun). Mpumep Takom
CUCTEMbI NpeacTasneH Ha Puc. 43.
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Puc. 43 — MUHMManbHBbI BapuaHT KOHbUrypaummn ans passepTbiBaHusa MaxPatrol

B TakoM BapuaHTe NnaHMpoBaHWE pa3BepTbiBaHUS NPaKTUYECKN He Tpebyetcs. AnnapaTHble
TpeboBaHWs COBMNajatoT C MUHUMAsbHbIMK TPEOOBaHUAMU, 3a UCKTKOYEHMEM 0bbeMa XKEeCTKOro
ANCKa ONng XpaHeHus pe3ynbTtaToB. lNockonbky MP Server 1 MP Scanner pa3smeLlaloTcs Ha
OOHOM KOMIMbIOTEpE, YYeT Tpadumka Mexay 3TUMU KOMMOHeHTaMKn He TpebyeTtcs. [ns 3awmTbl
Tpacdmka KOHCOMM UCMONb3YHTCS camonoanmcaHHble cepTudmrKaThl, Co34aBaeMble B npouecce
YCTaHOBKM cuUCTeMbl. Mofienb pasrpaHuMyeHns AoCTyna 3aBuUcUT oT TpebosaHuit CYWUB, HO B
GONbLUMHCTBE C/TyYaeT AOCTAaTOYHO MPOCTOM OAHOYPOBHEBOW MOAENN.

MHdbopMaums 0 NnaHMpoBaHUM MUHUMANbHOM MHCTaNNSUMM npuBeaeHa B Tabn. 17.

Tabnuua 18. MNnaHMpoBaHNe MUHMMANbLHOIO pa3BepThIBAHMS

TpeboBaHus

AnnapaTHble TpeboBaHus MuHUManbHble. XKecTkui ANCK Anst pe3ynsTaToB

CeTeBasi MH(PACTPYKTYpa 10—100 Mb #o obbekTa CkaHMpOBaHMA

CpegncrBa 3awWuThl CpeacrtBa 3almThl HE NPENSTCTBYIOT AOCTYMY CKaHepa K 06beKTy
CKaHMpOBaHUs

Cucrema 6e3onacHocTH CamonoanucaHHble cepTudukatel. OAHOYPOBHEBOE pa3srpaHuyeHune
focryna

Mcnonb3osanue CYB[, MpombiwneHHas CYBA

11.2. KoHduUrypaumsa ¢ HeCKONIbKMMKU CKaHEepaMM

KoHdurypaumsi ¢ HECKOMIbKUMU CKaHEpPaMW MOXET WCMOoJb30BaTbCs MpW  pa3BepTbiBaHWM
MaxPatrol B ceTsix cpegHero pa3mepa. MpuMep noaobHoN KOHGUrypaummn npuBeaeH Ha Puc.
44,
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Puc. 44 — KoHdurypaumsi ¢ HECKOSIbKUMW CKaHepaMm

HeobxoaAMMOCTb  MCMOMb30BaHUSI HECKONbKMX CKAHEpPOB OMNpeaensieTcs  CcheayowmMm
TpeboBaHuaMu:

e MacwTtabuposaHne (HeobxoaMMO NPoOBOANTbL CKAHMPOBaHME O6O0NbLIOrO KONMYeCcTBa
Y3/10B);

* MPOMYCKHas CNoCOBHOCTb (CETb, B KOTOPOM HAXOASATCA CKAHUPYEMbIE Y3/bl, COEANHEHA
CO CKaHEpPOM KaHasflaMu CBSA3W C HU3KOWM NPOMyCcKHONM CNoCOBHOCTbIO);

e TpeboBaHusi Tomonornn. OCOBEHHOCTM JIOrMYECKOM W (PU3MYECKOM TOMOMOrMK
onpeaensitoT HeobxoAMMOCTb pa3MelleHnNsl CKAHEpPOB B OMpeAeneHHblX CeTeBbIX
CerMeHTax. TUMWYHbIE MPUYMHBI: BbIHOC YMPaBASOWMX WHTEP(ENCOB B OTAENbHYIO
BupTyanbHyto ceTb (VLAN) nnm ncnonb3oBaHne CpeacTB 3aluTh.
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MHq)OpMaLI,MFl O nNnaHNpoBaHUN UHCTaNNAUMMN C HECKO/IbKUMU CKaHEPaMW NMpUBEAEHA B Tabn.
19.

Tabnuua 19. MnaHnpoBaHMe KOHMUIypaLMmn C HECKONBbKMMK CKaHepamm

Obuwume MP Server MP Scanner
KpuTepuu Bbibopa MacwTabvpoBaHune, NponyckHas CMOCOBHOCTb, TOMOOMUS
AnnapaTHble TpeboBaHus MuHuManbHble Xectkuin anck anst [JononHutensHbie
pe3ynLTaToB TpeboBaHus Kk
npoweccopy
Wcnonb3osanne CYB/ BHeluHss B 3aBucumMocTun ot Mcnonb3yetca CYB[,
06bEMOB CKaHMPOBaHWs cepsepa
CeTeBast MHDpaCTpyKTypa 10-100 MB po obbvekta = [MponyckHas cnocobHOCTb KaHana Mexzay CepBepoM M
CKaHMpoBaHus CKaHepamu
CpeacTsa 3aWwmThl He gomxkHbI He gomkHbl 61okupoBaTe 06MeH AaHHbIMK MO NOpPTY
npenaTcTBoBaThb 2002/TCP mexay cepBepoM U ckaHepamu
[OCTyny CkaHepa K
06beKTy
CKaHMPOBaHWs
Cncrema 6e3omacHoCTH 3aBucnT oT TpeboBaHuii CYUB. EanHas 6a3a yyYeTHbIX 3anncein u CTpykTypa

pasrpaHuyeHns goctyna Ha MP Server

11.3. KoHdurypauma ¢ HeCKo/IbKMMU cepBepamu

KoHMUrypaums ¢ HECKOSIbKUMM CEPBEPAMM MCMOJb3YETCA B XOAE€ MACLUTabHbIX BHeApPEeHWN
MaxPatrol. Takol BapuaHT 06nagaeT MakCMMarnbHOW MBKOCTbIO C  TOYKM  3PEHUs
MacwTabupoBaHus, ynpaBneHns 1 pasrpaHnYeHns aocTyna.

BapuaHT C HeckonbkMMK cepBepamMy BblbMpaeTcs B Ciy4Yae, eCcnm CUCTeMa YynpasiieHus
nH(OopMaLMOHHON 6e30MacHOCTbIO KpaliHe AeueHTpanu3oBaHa. Hanpumep, B cryyae, ecnm
pervoHanbHble nogpasaeneHms Mb nonMHOCTbIO CaMOCTOSITENbHBI, M B 3a4ayn LEHTpPa BXOAUT
TONbKO (PYHKUMA KOHTPONS pe3ynbTaToB CKaHMpOBaHWS. B 3ToM cnyyae Bce yHKUMM noO
yNpaBneHUIO CKaHMPOBaAHNEM peanu3ytoTcs Ha 6a3e cepeepoB MP Server, pacnonoXeHHbIX B
pasnnyHbIX dunranax, a cepeep koHconuaauum MP Consolidation Server, ycTaHOBNEHHbIN B
LIEHTpe, COXPaHSIET AaHHbIE MO UCTOPUN CKAHMPOBaHWUIA M3 BCEX (MNMNANOB.

Mpumep noaobHOM koHMUrypaummn npueeaeH Ha Puc. 45.
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Puc. 45 — KoHdpurypaumst C HeCKObKMMU cepBepamm

O6paTHON CTOPOHOW TMOKOCTU SBNSETCS HEobXoAMMOCTb YydeTa 60nbllero KonmM4yecTBa
nepeMeHHbIX Npy NIAHUPOBAHWUM pa3BepTbiBaHUS. O6beM XXeCTKoro Ancka Ans KOMMOHEHTOB
MP Consolidation Server n MP Server fomkeH paccuuMTbiBaTbCs, MCXOAS M3 MIAHUPYEMbIX
06beMoB ckaHnpoBaHusl. Mpu pacyeTe 3Toro 3HaveHuss ans MP Consolidation Server cneayet
CyMMUpOBaTb 06beM Bcex paboTalowmx ¢ HUM MP Server u YMHOXWTb Ha MOMPaBOYHbIN
koadpduumeHT 1,3.

[ns pabotbl MP Consolidation Server notpebyeTcs ncnonb3oBaHve NpoMbiluneHHon CYB/,.

Mogenb pasrpaHudeHus goctyna onpegensietcs TpebosaHusam CYUB Ha yposHe MP Server u
MP Consolidation Server. Kaxabii MP Server coaepXuT COBCTBEHHYIO He3aBUCUMYHO Gasy
AaHHbIX YYETHbIX 3arnMceil U rpynn, KOTOpble MOMyT WCMOMb30BaTbCA AN pa3rpaHUYeHus
[AOCTYNa Ha 3N1EMEHTbI CUCTEMbI (3a4aun, OTUYETHI U T. 1.).

MHdopmMaums 0 NnaHMpoBaHUM MHCTANNALMK C HECKONBKMMK CEpBEpaMK NpuBeaeHa B Tabn.
20.
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Tabnuua 20. MnaHrpoBaHMe KOHMUrypauum ¢ HECKOSIbKMMK cepBepamm

MP Consolidation

MP Server MP Scanner
Server

Kputepun Bbibopa e Ajantauus K CTpykType ynpasnenus UT n UBb;
® UCronb3oBaHne Heckonbknx MP Server (Hanpumep, MP Mobile Server);
¢ MacwTabupoBsaHue;
® MPOMNyCKHasi CNOCOBHOCTb;
* TOMOSIOMUS

AnnapaTHble TpeboBaHus XecTkuit auck ans XecTkuii auck ans [ononHutenbHoble
pe3ynbTaToB pe3ynbLTaToB TpeboBaHus K
npoueccopy
Wcnonb3oBaHue CYB/] MpombiwneHHas CYB/ Wcnonbayetca CYB/[,
cepsepa
CeteBasi MHDpacTpyKTypa MponyckHas cnocobHOCTb KaHasa Mexay cepBepaMu, CKaHeEpaMu u

CEpBEPOM KOHCONUAaAUNK

CpeacTtsa 3aWwmThl He gomkHbI NpenaTcTBOBaTh AOCTYMNY CkaHepa K 06bekTy CKaHMPOBaHUS U
6nokmpoBaTb 06MeH AaHHbIMK No nopTty 2002/TCP mexay cepBepoM 1
CKaHepaMmn 1 cepeepamu KOHConuaaumm

Cucrema 6e3onacHocTH MHoroypoBHeBas. OTaeNbHble MeXaHW3Mbl pa3rpaHUYeHns aoctyna ans
Kkaxxgoro cepsepa MP Server n cepeepa KoHconuaauum

11.4. KoHdurypauma ¢ HeCKO/IbKMMMU
KOHCO/IMgaToOpaMH

B cnyyae MacluTabHbIX BHEAPEHUI CYLLECTBYET BO3MOXHOCTb BbICTpanBaTh LIENOYKY CEPBEPOB
KoHconuaaumn MP  Consolidation Server. Mcnonb3oBaHWe TakoW apXUTEKTYPbl MOXET
NOHaAobUTbCS, €CnM CeTb SABMSIETC PacrpeAeNieHHOW, M Yy Hee CNoXHasi CTpyKTypa
ynpaeneHusi. Hanpumep, Ucnonb3yeTcs TpexypoBHEBAs CTPYKTypa FofIoBHOW ouc — dunman
— noApa3saeneHve, B paMkax Kaxxaoro foapasaeneHns @yHKUMOHMPYET cobCTBeHHas cnyx6ba
NB, n Tpebyetca ycraHoBka MaxPatrol Server. CoTpyaHvkaM dununana HyXHO WMETb
LIeHTPaIM30BaHHbIM JOCTYN K pe3ynibTaTaM CKaHMPOBaHKWsl BO BCEX NoApa3aeneHusix hunmana,
nosToMy B dwunnane yctaHaBnmBaeTcs cepeep KoHconuaauun. 31oT MP Consolidation Server,
B CBOIO oyepedb, nepefaeT pesynbTaTbl CEpPBEPYy KOHCONMAAUMMK, PaACrOSIOXEHHOMY B
ronoBHOM oduce, 4YTO 0beCcneyvMBaeT LEHTPaNN30BaHHYID OTYETHOCTb B PaMKax BCen
koMnaHuu. Mpumep nogobHon KoHduMrypaumum aaH Ha Puc. 46.

Ob6paTHON CTOPOHOW TMOKOCTU SIBNSIETCS HEObXOoAMMOCTb Yy4yeTa 60/bLOro KONM4ecTBa
nepeMeHHbIX NpK NMIaHMpoBaHUKM pa3BepTbiBaHUs. O6beM XKeCTKOro Aucka anst KOMNOHEHTOB
MP Consolidation Server n MP Server fomkeH paccuuTbiBaTbCs, UCXOAS M3 MIAHUPYEMbIX
obbemMoB ckaHMpoBaHus. MNpu pacyeTe aToro 3HadveHus ansg MP Consolidation Server cneayet
CyMMUpPOBaTb 0O6bEM [AMCKa, HEOBXoauMbIM Ans Bcex paboTatmowmx ¢ HMM MP Server, u
YMHOXWTb Ha NOMNPaBOYHbIA KO3 duMUmMeHT 1,3.

Ans pabotbl MP Consolidation Server notpebyetcs Mcnonb3oBaHve npombiwneHHon CYB,.
Ans cepsepoB MP Server Takxe TpebyeTcs wucnonb3oBaHne npombiwneHHon CYBA.
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MCKNoYeHNst MOryT COCTaBNATb BapUaHThl PasBEPThIBAHUA CUCTEMbl ANt M3YYEHUSI WK
TECTUPOBaHMS NpoAyKTa. B 3TOM cyuae AOMNyCcKaeTcs UCMonb30BaHWe BCTPOEHHOW B,
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Puc. 46 — KoHdurypaums ¢ HECKONbKMMM KOHCONMAAToOpaMm

Mogenb pasrpaHuyeHust goctyna onpeaensietcs TpebosaHusm CYUB Ha yposHe MP Server m
MP Consolidation Server. Kaxabii MP Server coaepXWUT COBCTBEHHYIO He3aBUCKUMYO 6asy
[aHHbIX YYETHbIX 3anMMcel M rpynn, KOTOpble MOryT WCMOMb30BaTbCA AN pa3rpaHUYeHus]
[OCTYNa K 3/1EMEeHTaM CUCTeMbl (3a4ayun, OTYETbI U T. M.).

MHdopMaums 0 NNaHMpOBaHUMM  MHCTANNSILMM  HECKOSIbKMX CEPBEPOB  KOHCOMMAAUMM
npveeaeHa B Tabn. 21.

Tabnuua 21. MnaHuMpoBaHue KOHMOUIypaLMi C HECKONIbKUMU CEpBEPAMIU KOHCONMAALIMM

MP Consolidation

MP Server MP Scanner
Server
Kputepuu Bbibopa e AjanTaumsa noj CTpykTypy ynpasnenus UT n UB;
¢ MacwTabmpoBaHue;
 MpOnycKkHas CrnocobHOCTb;
 TOMONOrns
AnnapaTHble TpeboBaHus Xectkuin auck ans Xectkuin anck ans [JononHuTenbHble
pesynbTaToB pe3ynbTaToB TpeboBaHUs K
npoueccopy
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Tabnuua 21. MnaHmMpoBaHue KOHMOUIypaLMm C HECKONIbKUMM CEpBEPaMIU KOHCONMMAALIMM

MP Consolidation

MP Server MP Scanner
Server
Wcnonb3osaHne CYB/ MpombiwneHHas CYB[ Mcnonb3yetca CYB[,
cepsepa
CeTeBas MH(PaCTpyKTypa MponyckHas cnocobHOCTb KaHana Mexay cepBepaMu, CKaHepamu u
CepBepoM KoHconmMaauunm
CpeacTsa 3aWwmThl He nomxHbl NpensTCTBOBaThL AOCTYMY CKaHepa K 06BbeKkTy CKaHMPOBaHUS U

6nokmpoBaTb 06MeH AaHHbIMK no nopTy 2002/ TCP mexay cepBepoM U
CKaHepaMun 1 cepBepaMy KOHConaaumm

Cucrema 6e3onacHocTu MHOFOYpOBHEBaﬂ. OTAenbHble MEXaHU3MbI pa3rpaHnyeHna aocTtyna ans
KaXxaoro cepeepa MP Server n cepBepa KoHcoimaaumn
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