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CuctemMa KOHTpPONA 3aLMULIEHHOCTM M COOTBETCTBMA cTaHgaptam MaxPatrol
paspaboTaHa komnaHuei Positive Technologies. OcHoBoit ana cozpaHua MaxPatrol
nocnyxun npodeccmoHanbHbll ckaHep GesonacHocTn XSpider u aecATUneTHUM
onbIT 3kcnepToB komnawuu Positive Technologies, nonyyeHHblit B Xxoge ero
pa3paboTku, BHeApEHUA M SKCMyaTaluu B BeZyLIMX POCCUICKUX U 3apyBexHbIX
KkoMnaHuax. B pesynbrate B cucteme MaxPatrol peanusoBaHbl ob6LieMupoBbie
nepeAoBble TEXHONIOTUM, @ TAKXKE Y4TEHbl OCOBEHHOCTU POCCUIICKOrO pPbiHKA.

MaxPatrol - eAVHCTBEHHBIN NPOAYKT HA MUPOBOM PbIHKE, B KOTOPOM OObeMHEeHbI
MeXaHU3Mbl CUCTEMHbIX NMPOBEPOK, TECTUPOBAHUA Ha MPOHWKHOBEHMWE, KOHTPOJNA
COOTBETCTBMA CTaHAApTaM B COYETaHUM C MOAAEPXKKOM aHaNiM3a CeTeBOro
obopyaoBaHus, onepauunoHHbix cucteM, CYB[, npuknagHeix u ERP-cuctem, Beb-
NPUIOXEHUNA.

Ncnonb3osaHne MaxPatrol noseonser chopMupoBaTb HEMPOTUBOPEYMBbIE
KOpNopaTuBHble CTaHAApTbl, aBTOMATM3MPOBaTb MPOLLECChl WHBEHTapu3aLuu,
KOHTPONA W3MEHEHWi, ynpaBNeHWA YA3BMMOCTAMU W KOHTPONA COOTBETCTBUA,
oueHupatb 3¢pdektnsHocts MT u KMb-npoueccoB ¢ noMoliblo  KIOYEBbIX
nokasatenen apdpektusHoctu (KPI).
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KOHTPOJ1b SALIULLIEHHOCTWA
W COOTBETCTBUA CTAHOAPTAM
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KonTponb
3aLLMLLEHHOCTH

MU COOTBETCTBUA CTAHAOAAPTAM

KoHtponb

MHBeHTapuzauys NOJINTUK

CUCTEMA KOHTPOJIA BALLMWEHHOCTMHU

KntoueBblie BO3MOXHOCTH

poakmueHas 3aw,uma KopnopamusHbIx pecypcos ¢ NOMOLLLLI0 ABMOMAMUYECK020
MoHumopurza Mb;

Asmomamusauus npoueccos KOHMPOIIA COOMEEMCMBUA OMPAcIesbIM U MEXOYHaPOOHbIM
cmaxdapmanm;

OueHka 3cppekmusHocmu nodpasdeneruii T u UMb ¢ nomowbio pacuupsiemozo Habopa
mempuk 6ezonacHocmu u KPI;

CHuwxeHue 3ampam Ha ayoum u KoHMpoJib 3auiUUEHHOCMU,

nodzomoeky MT u MB-npoexmos;

Asmomamusauus npoueccos UHEeHMApu3auuu pecypcos, ynpassieHus ya3gUMoCMamu,
KOHMpOJIA CO0MEemcmeaus nosumuKkam 6e3onacHoCMu U KOHMpOJIA UsMeHeHUU;
KomnnekcHbIt aHanus croxHbIx cucmem, eksio4as cemesoe obopydoearue Cisco, Nortel,
Juniper, Huawei, nnamepopm Windows, Linux, Unix, CYB/] Microsoft SQL, Oracle, npunoxeruti
Active Directory, Microsoft Exchange, Lotus, SAPIR3 u ee6-csy»6bi cobcmeeHHo
paspabomku;

BcmpoerHas noddeprkka ocHosHbix cmaHdapmos, makux kak [OCT MICOIMIK 17799,
FOCT MCOIM3K 27001, SOX (Sarbanes-Oxley Act), PCI DSS (Payment Card Industry Data
Security Standard), NSA (National Security Agency), NIST (National Institute of Standards and
Technologies), CIS (Center for Internet Security);

MaxcumaneHas asmomamu3sauus npoueccos, CHUXKAW,AA mpydo3ampams! U N0360/1AOWAA
0nepamueHoO KOHMpoIUpo8ames COCMOsAHUE 3aW,UULLEHHOCMU CUCMeM;

Moddeprkka 6a3bi 3HaHUU KOMAHAOU NPOGECCUOHANbHBIX SKCNePMO8.



MoppepxkaHne B aKTyallbHOM  COCTOAHWM  JaHHbIX O  CYLLECTBYIOLUUX
MHGOPMALMOHHbIX aKTUBaX, MOUCK U MUCMpaBfieHWe Gpelueii B 3aluUTe M NpoBepKa
COOTBETCTBUA KOPMOPATUBHbIM, OTPAacNeBbiM W MEXAYHapOAHbIM CTaHAAapTaM
COBPEMEHHbIX eTepOreHHbIX, MHOFOYPOBHEBbIX WH(OPMALMOHHBIX CUCTEM
ABNIAETCA HEMPOCTOM 3aA4a4ei. bbiCTpbIit BBOZA B SKCMTyaTaLUio HOBbIX KOMMOHEHTOB,
U3MEHAIOLWMIACA Habop nnatdopM M npunoxenui, aytcopcunr WUT, noctosHHO
TpaHcpopMupytoLMeca yrposbl 6Ge3omacHocT elje OGorblue YCIOXKHAIOT 3TOT
npouecc.

Cucrema MaxPatrol nossonser aBToMaTM3MpoBaTb WM LEHTPAnU30BaTb MPOLIECCHI
noucka ya3BMMOCTel, KoHTpona coctoaHua WB wu cooteetctBua craHaapTam
B MHMOPMALMOHHBIX cucTeMax ntoboro Macwraba, 4TO JaeT BO3MOXKHOCTb
CBOEBPEMEHHO MOJiy4aTb MOJSIHYIO KAapTUHY COCTOSIHUA 3aLUMLUEHHOCTU KaK BCeil
CUCTEMbI, TaK U OTAEJbHbIX Y3/10B.

ABTOMATU3aUUA MOHUTOPUHIA MH(hOPMALIMOHHON
OesonacHocTy

Cucrema MaxPatrol o6ecneynpaet aBTOMaTU3aLMIO TAKUX BAXKHbIX 33/a4 yNpaBieHuns
NT n UB, kak MHBEHTapu3auua pecypcoB, ynpaBlieHUe yA3BUMMOCTAMMU, KOHTPOJb

COOTBETCTBUA MNONIMTUKAM Be30nacHOCTU U KOHTpOJ1b U3MEHEHUN.

3ayacTyto npoue/lypbl UHBEHTAPM3aLUK, OLLeHKM 3aLMLLIEHHOCTN M KOHTPONA MOJIUTUK

6e30MacHOCTV NPOBOAATCA HEPEerynspHO MAM ¢ GOonbLIMMU MPOMEXyTKaMu. DTO
NPUBOAUT K TOMY, YTO UHOPMALIUA TEPAET aKTyaNbHOCTb, U CUTYaL A BbIXOAUT U3-MOA,
KoHTponsA. KoMnneKcHbIi NOAXOA W MHTeNNeKTyabHble CpeACTBa aBTOMaTU3aLuu,
peanuszoBaHHble B cucteMe MaxPatrol, o6ecneynealoT MMHMMU3aLMIO TPyAO3aTpar,
HeobX0oAUMbIX ANA pelleHna 3aa4 MoHuTopuHra MB, 4To noseonser cBOeBpeMEHHO
obHapyxuBath npobneMbl W, Kak CNneAcTBMe, — TMOBbIWATb 3aLULLEHHOCTb
MHPOPMALIMOHHOW CUCTEMBI.

Wcnonb3ys obuwupHyto U mocTosHHO o6HoBnAeMyto 6a3y 3HaHui MaxPatrol,
CMeLuanucTbl MOryT OMepaTUBHO CO3/aBaTb 3TasIOHHbIE LIAGMIOHLI KOHpUrypaL it
CUCTEM, OTCNIEeXMBATh CUCTEMbI, HECOOTBETCTBYIOL|ME TPebGOBAHMAM MONIUTUK
6e30nacHOCTU, U 3P PEKTUBHO YCTPaHATL OOHAPY>KEHHbIE HEeAOUETbI.

KomnnekcHoe mHoronnatcopMeHHOe peleHne

B otnnune oT TpaAMLMOHHBIX, y3KOCMeLMann3MpoBaHHbIX CkaHepoB 6e3onacHocTy,
B cucteMe MaxPatrol peanusoBaHbl ¢pyHKLUMM aHanusa ceTeBoro obopyAoBaHUs,
onepaLMOoHHbIX CUCTEM, TPUNOXKEHUI, 623 AaHHbIX U BeB-npunoxeHnin. Takoit noaxos
No3BONAET C MOMOLIbIO OJHOFO MWHCTPYMEHTa KOHTPONMPOBATh 3aLUMLLEHHOCTb
CJIOXHBIX UHPOPMALIMOHHBIX CUCTEM, UCTMONb3YIOLLUX ceTeBoe o6opyaoBaHue Cisco,
Nortel, Juniper, Huawei, nnatpopm Windows, Linux, Unix, CYB[] Microsoft SQL,
Oracle, npunoxenui Active Directory, Microsoft Exchange, Lotus, SAP/R3 u Be6-
cnyx6bl cobcTBEHHOM paspaboTku.
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KOHTPOJ1Ib 3P DPEKTUBHOCTIA
[MPOLIECCOB Wb

Coomseemcmeue
KopnopamugHbim
cmaHOapmam,
LleHmpaneHeil pe2uoH,
2009 200, utoHb

B GonblwuWHCTBE KOMMAHUA MHOTME M3 PacMpOCTPaHEHHbIX CPEACTB  3aLMUThI
yXKe WCMONb3yloTCA WAN HaXOAATCA Ha 3Tane BHeAPEeHWA. TpyAHO MpeACTaBUTbL
KOpNOpaTMBHYlIO CeTb, B KOTOPOW MeXaHWU3Mbl MeXCETEeBOro 3KPaHUpOBaHUA,
aHTUBUPYCHOW 3aLLMTbI UMM YCTAHOBKMU OBHOBJIEHMI He Bbinn Gbl peann3oBaHbl B TOM
unm nHom Buge. B ceAsm ¢ 3TMM, oAHNUM 13 Hanbosnee BaXKHbIX MOMEHTOB CTaHOBUTCA
oueHka 3¢ppeKTUBHOCTM cyllecTBytowmx npoueccos Mb ¢ nomouwpto MeTpuk
6e3onacHoctu. Paclimpsaembiii Habop MeTpuk, Bxogawmx B MaxPatrol, noseonser

MAXPATROL

KOHTPONMUPOBATh TeKyllee COCTOAHWE U AMHAMWUKY M3MEHEHUI PacmpOCTPaHEeHHbIX
npoueccos Mb. B xoae BHeapeHusa Habop MeTpuK MOXeT ObiTb aanTMpOBaH Moj
Hy>/Jbl 3aKa34iuka. Tak, HanpuMmep, nMpu BHeApeHun peluenunit knacca DLP wunwn
KOHTpONA 3a AeNCTBUAMM MONb3OBaTenei, MOXHO OTC/IEXMBATh KONMUYECTBO U
MPOLEHT pabo4mnx CTaHLMI, Ha KOTOPbIX YCTaHOBJIEH areHT cucTeMbl. [laHHasa npocTas
MeTpUKa [aET BO3MOXHOCTb 3PPEKTUBHO KOHTPONMPOBaTb BHEPEHWUE MPOEKTa,

A BO3MOXHOCTb pacc4uTaTb eé 3HayeHue ans Pa3NYHbIX rpynn KOMMNbIOTEPOB U

MU COOTBETCTBUA CTAHAOAAPTAM

noapasaeneHnin — nposoauTte aHanusz pabotel T n Mb-cneunanucroe. BaxHoi o y3nam o mpebosanuam
XapaKTepUCTUKOW MeTpUK 6Ge30MacHOCTU ABNAETCA TO, YTO OHU W3MEPAIOTCA B
a6CoNOTHBIX 3Ha4YeHUAX (KONMYECTBO Y3/10B, MU3MEHEHUI U HECOOTBETCTBUIA), YTO Craryc Kon-so Cratyc Kon-so
No3BONAET JIErKO CMpPOEeLMpoBaTh UX Ha TPyAoO3aTpaThl UKW NMEPEBECTU B AeHEeXHOoe
He nposepsanock 0 O He nposepanocb 0
Bblpa)keHue.
CootsetcTByeT 0 () CoorteeTtcTByeT 319
He cootsetctByeT 213 ( ) He cootsetcTByeT 475
Henpumennmo 0 HenpvmeHnmo 103
He onpepnenero 0 O He onpepeneHo 0
Wroro: 213 Mroro: 897

CUCTEMA KOHTPOJIA BALLMWEHHOCTMHU



Hwxe npuseneHbl nonynapHbie METPUKH,
KOHTpOonupyemsble ¢ nomowbto MaxPatrol:

® Kosiuvecmeo u npoueHm pabodux CMAaHyuli ¢ ycmaHo8IeHHbIM
aHMUBUPYCHBIM NAKEMOM;

® Kosuyecmeo u npoueHm paboyux cmaHuut ¢ 06HOB8IEHHBIMU
aHmueupycHbIMu 6azamu;

Konuuecmeo HecmandapmHbix cep8epHbIX NOPMo8 u npunoxxeHud

Ha pabo4ux cmaHuyusx/cepsepax;

CpedHee spems (3adeprxka) pazeepmbigaHus Kpumuyeckux 06Ho8eHUU;
Konuuecmeo u npoueHm cucmem, codepxxaujux Kpumuyeckue ya3eumocmu;
lpoueHm oxeama cucmem KopnopamueHbIMU U MeXOYHApoOHbIMU cCmaHdapmamu;

YpoeeHb coomeemcmeus (Hecoomeemcmeus) pasIudHbIX CUCMEM KOPNOPAMUEBHBLIM
U Mex0yHapodHbIM cmaHdapmam;

Konuuecmeo u npoueHm pabo4ux cmanyuii/cepeepos, pabomaroujux

¢ cucmemamu cbopa u koppenauuu cobbimuti 6ezonacHocmu;

® Konuyecmeo yazgumocmeti, 8biA6/1AEMbIX 8 medeHUe onpedesieHH020
npomexxymka epemeHu (mecau, keapmarn, 200);

® Konuyecmeo yaseumocmet, ycmpaHAeMbIX 8 meyeHue onpedeseHH020
npome>xymka epemeHu (mecau, keapmari, 200);

® Konuyecmeo yazgumocmeti, mpebytouw,ux ycmpaHeHus;

CpedHee spemsa ycmpaHeHus ya3gumocmel 0/1A paznuyHbix nodpaszdeneHul;

® Kosuyecmeo usmeHeHul KoHpuzypauuii pasnuvHbIX cucmem.

yazeumocmbs

MumeepanbHas
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[onosHoit Quinran Qunuian Qunvan Qunuan
oduc r. XabapoBck r. Kypck r. OMcK r. PAasaHb
WHmeepaneHas
YA38UMOCMb,

2009 200, 3 keapmarn
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MAXPATROL

M COOTBETCTBUA CTAHAOAAPTAM

CUCTEMA KOHTPOJIA BALLULMWEHHOCTMHU

OLIEHKA
SALLULLIEHHOCTIA

Cucrema MaxPatrol ocHoBaHa Ha 6ase MpogeccMoHanbHOro CKaHepa yA3BUMOCTHU
XSpider. Cywectsytowe B XSpider MexaHU3Mbl KOHTpPONA ObiNU 3HAYUTENILHO
[IOMOJIHEHbI 32 cyeT fobaBnieHns Moayneit aHanu3a GesonacHoCTU 6a3 JaHHbIX U

CUCTEMHbIX NMPOBEPOK.

CoueTaHune B 0AHOM MpoAyKTe YHKLMUIA CETEBbIX U CUCTEMHbIX CKAaHEPOB, a TaKXXe
cpeacTs oueHkn sawmuieHHoctn CYB/[] n Be6-npunoxeHuin, no3eBonser nosyvatb

MaKCMMaJibHO AOCTOBEPHYIO KapTUHY 3aLLUULLEHHOCTU CeTH.

CeteBoil cKaHep

OcHoeoit  MaxPatrol saBnseTcAa BbICOKOMPOW3BOAWUTENbHbIA CETEBOM CKaHep,
KOTOpbIt  6bICTPO U 3PdeKTUBHO OOHapy>KMBAeT ceTeBble Y3/ibl, OTKPbITble
NopThbl, MAEHTUPULMPYET OMEPALUOHHYIO CUCTEMY U CEPBEPHbIe MPUSIOXKEHMUS.
PacnpepenenHas apxuTekTypa nossonseT pa3MeljaTh CKaHWUPYIOLWWUIA MOAYNb B
HenocpeACcTBeHHON 6NM30CTU OT O6beKTa CKaHWPOBAaHMUA, YTO AaeT BO3MOXHOCTb
CHWXKATb Harpy3Ky Ha MarmctpasibHble KaHasbl CBA3W.

TecTupoBaHue Ha NPOHNKHOBEHME

OBpUCTMHECKME MEXaHW3Mbl aHanNU3a BbIABMAIOT  YA3BMMOCTM B CETEBbIX
cnyxbax u npunoxeHuax, pabortas ¢ MWHUManbHbIM YPOBHEM MpUBUNIErNiA
(PeXMM TecTUpPOBaHMA Ha MPOHWKHOBEHWE — penetration testing), AaBas OLEHKY

33LYMLLEHHOCTM CETU CO CTOPOHbI 3/OYMbILLSIEHHUKA. DKcnepTaMu paspaboTaHbl
MHTENNEeKTyanbHble aifOPUTMbI U MEXAHU3MbI MOUCKA YA3BUMOCTEN, 3P PEKTUBHOCTb
KOTOpbIX ~[AOKa3aHa He3aBUCMMbIMKU uccnegoBanuamu  (http://www.itsecurity.
ru/news/reliase/2008/12_22_08.htm). OHuM MakcMManbHO NpUBAMXKEHBI K TeM,
KOTOpbl€ WCMOMb3YlOTCA peasibHbiMU HAapyLIWUTEsAMU, YTO MO3BONAET HE TOSbKO
nAeHTUPUUMPOBATL OWIMBKM B 3KCMNyaTaLunM CUCTEM, HO U OBHapY)XMBaTb HOBbIE,
eLLé Hen3BEeCTHbIE YA3BUMOCTU peasin3aLmmn CeTEBbIX MPUIOXKEHUN.

Ananu3 6e3onacHocTi 6a3 aHHbIX
CneunanuaMpoBaHHble MOAYNM MO3BOMIAIOT  MOJSIYYUTb  SKCMEPTHYIO  OLEHKY
3awmweHHoctn nonynapHeix CYB[, takmux kak Microsoft SQL Server 2000/2005,

Oracle 9i,10g. Nposepku 3aTparuBatoT Bce acnekTbl 6e3onacHoctn CYB/, Takue Kak:

Hacmpoliku cemegozo 83aumodelicmeus;
cucmema aymeHmucgukauuu;

[ ]
]
® MeXaHU3Mbl paszpaHuyeHus docmyna;
® npasea u npususeauu hosib3o6amesied;
(]

ynpaseneHue 06Ho8eHUAMU.



CUNCTEMHBIE MPOBEPKU '
AHAN3 BE3OMNACHOCTW BEB-MNPUMNOXEHNIA '

AHAJTN3 BE3OIMNMACHOCTU BA3 JAHHbIX

TECTUPOBAHWE HA NMPOHMKHOBEHWE

CETEBOW CKAHEP

MAXPATROL

Ananus 6esonacHoctn CYB[] «M3HYTpW» BbIABNAET YA3BMMOCTM, KOTOpble nunbo
HEBO3MOXHO, IM60O KpaiHe CNIOXHO MAEHTUULMPOBATL METOAAMU TECTUPOBAHMUA
Ha NPOHWUKHOBEHME.

Ananu3 6e3onacHocTi Be6-npunoXeHuii

Mogyne aHanusa 6e3onacHocTU BeG-NMpUNOXeHU UAEeHTUPULUPYET YA3BUMOCTM
B HacneAyeMbIX MPUJIOXKEHUAX W TMPUNOXEHUAX COBCTBEHHON pa3paboTku.
SBpUCTMHECKME MeXaHU3Mbl MO3BONAIOT OOHapyXWBaTh GONBLLIMHCTBO TUMMUYHBIX
owmnbokK, AonyckaeMbiX Npy pa3paboTke Be6-NpUNOXKEHN: BHeApeHNE ONepaTopos
SQL (SQL Injection), MexcanToBoe BbinosiHeHne cueHapues (Cross-Site Scripting,
XSS) u ap.

B cospaHve Mopyns aHanusa 6e30MacHOCTU BEG-MPUNIOXEHUI BHECNU BKaj
MpU3HaHHbIE 3KCMEpTbl OTPAC/M, YYACTHUKM MeXAyHapoAHoi opranusauun Web
Application Security Consortium (www.webappsec.org), 4to nossonuno obecneyntb
BbICOKOE Ka4eCTBO CKaHUPOBaHMA.

CucTeMHbIe NpoBepKH

nPVI Hann4nun [ocTyna K MexXaHuU3MaM yAasleHHOro ynpaeJsieHuUA Y3JIOM MoZAyJlb
CKaHUPOBAaHUA MOXKEeT WUCMOJZIb30BaTb UX AnA Fﬂ)’GOKOW npoBepKu 6e3onacHocTH

4

2P
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CEPBEPHbIE MNMPUIOXEHNA

OlEPALIMOHHAA CUCTEMA

OTKPbITBIE MOPTbI

CETEBbIE Y3/1bl
MexaHu3zmeol
OUeHKU
3awuweHHocmu
MaxPatrol

NH®OPMALIMOHHBIE AKTUBbI

OI'IePaLWIOHHOVI CUCTEMbI U I'IPVIHO)KeHVIf;L ﬂ'aHHbIVI MeTo 4 No3BonAeT C MUHUMaJIbHbIM
NCNoJIb3OBAaHMEM PeCypCOB NONYHNUTb KOMMNIEKCHYHO OLI€HKY 3aLlUNLLIEHHOCTH, a TaKXe
NpOBECTN aHAJIU3 NapaMeTpOB, HEAOCTYMHbIX B pe€XX1UMe TeCTa Ha NPOHUKHOBEHMUE.

Bbasa 3HaHuit Bkntovaer B cebsa cucTeMHble MpoBepkM AnA  GonblIMHCTBA
pacnpocTpaHeHHbIX OnepaymoHHbIX cuctem: nuHeek Windows, Linux n Unix, a Takxe
CneunanusnpoBaHHOro o60pyJoBaHNA, TAKOTO KaK MapLLpPyTM3aTOpPbl U KOMMYTaToOpbI
Cisco |0S, mexcetesble akpaHbl Cisco PIX n Cisco ASA u ceteBoe ob6opyaosanue
ZpYrUX Npou3BoAUTENEN.

B omninume ot knaccuueckux cucTeMHbIX ckaHepos, MaxPatrol He Tpebyer
pa3BepTbiBaHWA NPOrpaMMHbIX MOZYyJNei Ha y3fiaX, YTO ynpoLlaeT 3KCMyaTaLuuto u
CHW)XKaeT COBOKYMHYIO CTOMMOCTb BriafeHus. Bce nposepku nposoasTca yganeHHo
C MCMONb30OBaHMEM BCTPOEHHbIX MEXaHM3MOB Y[afeHHOro aJMMHUCTPUPOBAHMA.
lMpu noppepxke y3noM Heckonbkux npoTokosioB (Hanpumep, Telnet u SSH)
MaxPatrol Bbibupaer Hanbonee 6Ge3onacHbll M3 HUX, YTO ObecneymBaer 3alUTy
KOH}UAEHUMANbHBIX AaHHBIX MPY Nepejaye No ceTu.
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MAXPATROL

M COOTBETCTBUA CTAHAOAAPTAM

CUCTEMA KOHTPOJIA BALLULMWEHHOCTMHU

KOHTPOJ1b

NOINTUK BE3ONMACHOCTIA

HactpavBaeMble nog TpeGoBaHWA 3aKasuMKa MOAYNM aHanM3a AnA  PasfiuMyHbIX
OMePaLMOHHbIX CUCTEM U MPUNOXKEHUI MO3BOSIAIOT MPOBOAUTL aBTOMATUHECKYIO MPOBEPKY
Ha COOTBETCTBME TEXHMYECKWM CTaHAapTaM 6e30macHOCTW, a TakKe PeKOMEHAALMAM
npousBOAWTENEn 1 NEepeAoBOMy OMbITy B OTpaciu. HarnagHas KapTMHa cooTBeTCTBUA
TpeboBaHUAM MONUTUK MOXeT ObiTb cpopMmupoBaHa kak ana CYMbB 3akasuuka B LenoM,
Tak U 4519 OTAENbHbIX MOAPa3AENeHui, y3/10B U MPUNOXKEHUIA.

KoHconmpauma pesynbTaToB aHaniM3a CUCTEMbl BCEBO3MOXHBIMMA — MOZYNAMU  AA€T
BO3MOXXHOCTb KOHTPOJIMPOBATb MOMIMTUKM Pas3fIM4HOM CTEMEHU CIIOXKHOCTU. Tak, MonnTMKa
6e30MacHOCTM BEG-NIPUNIOXKEHNA MOXET BK/tOHaTh B cebA TpeboBaHWA MO OTCYTCTBUIO
yassumocteit Tuna SQL Injection, TpeboBaHMA MO HACTPOWKE OMEPALMOHHOM CUCTEMbI,
6asbl JaHHbIX, Beb-cepBepa Apache, HacTpoiike MexceTeBoro skpaHa Cisco PIX u apyrux
KOMIMOHEHTOB, Pa3BEpHyTbIX Ha Heckonbkux ysnax. Cucrema MaxPatrol nossonser
MPOBEPUTL BCE STV MapaMeTpbl B paMKaxX OAHOM CECCUM CKAHUPOBaHUA, MPOAHANU3NPOBaB
pe3ynbTathl paboTbl MOZyneli aHanusa 6e3onacHOCTU BeG-NpUNOXeHUid, 6a3 AaHHbIX U

CUCTEMHbIX MPOBEPOK.

Cucrema MaxPatrol coaepXuT psg roToBbIX MOSMUTUK, OCHOBAHHbBIX HAa PEKOMEHZAALMAX
npovsBoAuUTeNnei MpOrpaMM W aKTUBHOMO CETEBOTO OOOPYAOBaHMA, KOMMETEHTHbIX
opranusaumi, Takux kak NSA, NIST, CIS, DoD (Department of Defense) u .4. Apxutektypa
cMCTeMbl afanTUPYeT MPOBEPKU MOJ, KOHKPETHble TpebGoBaHuA, 406aBNAA UX ANA HOBbIX
MPpUNOXEHNIN 1 GOPMUPYs HA OCHOBE TEXHUHECKWX PErTIaMEHTOB 3aKa34unKa. DTO NO3BONAET
B /060 MOMEHT BPEMEHU MMETb aKTyaslbHYto MHOPMaLMIO 06 y31ax, COCTOAHME KOTOPbIX

HapyLLlaeT NoJINTUKY 6e3onacHocTU, U OnepaTMBHO YCTPaHATb HECOOTBETCTBUA.

Mcnone3osanne MaxPatrol obneryaernpoueccBHeapeHna TpeboBaHMA, NOMyHeHHbIX
13 nepegosoro onbita B o6nactn T u UB, Taknx kak COBIT, ITIL. MHorue 3agauu
(High Level Objectives), o603Ha4eHHble B COBIT, MoryT 6b1Tb aBTOMaTU3MPOBaHbI C
nomowbto MaxPatrol:

Al6 Manage Changes;

Al7 Install and Accredit Solutions and Changes;
MEI Monitor and Evaluate IT Processes;
ME2 Monitor and Evaluate Internal Control;
ME3 Ensure Regulatory Compliance;

ME4 Provide IT Governance;

DS4 Ensure Continuous Service;

DS5 Ensure Systems Security;

DS8 Manage Service Desk and Incidents;
DS9 Manage the Configuration;

DS10 Manage Problems

KoMnnekcHbit moaxon K moucky yassuMocTei nossonsetr MaxPatrol 3a ogHo
CKaHMpOBaHWe MPOBOAWUTL MPOBEPKY Ha COOTBETCTBME CJIOXHbIM CTaHAApTaM
6esonacHoctn. Hwxe npusegeH aHanus ¢yHkumin MaxPatrol ¢ Touku 3peHus

npoepku Ha cootseTcTeue PCl DSS.
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MAXPATROL

M COOTBETCTBUA CTAHAOAAPTAM

CUCTEMA KOHTPOJIA BALLULMWEHHOCTMHU

KOHTPOJ1b

NOMNTUK BE3ONMACHOCTIA

TPEBOBAHWUA PCI DSS

BO3MOXHOCTWN MAXPATROL

l. Pa3P360TKa M noaaepxxka CTaHAapTa MeXXCeTeBoro 3KpaHMpoBaHUA

Mexanuambl MaxPatrol no3sonstoT ocyllecTBNATL NPOBEPKY TaKMX TpebOoBaHM, Kak:
® KOHMPOJIb Pa3peleHHbIX cemesbix NOpmMos;

® KOHMPOJIb Pa3peweHHbIX cemesbix C1yx06;

® KOHMPOJIb HE6E30NACHBIX NPOMOKO108;

® aHA/IU3 NPasus MeXcemesbix SKpaHos;

® KOHMPOJIb COOMEEMCMeUA HACMPOEK Mapwpymu3amopos;
[ ]

KOHMPpOosIb KOHpuypauuu pabodux cmanyud.

2. OrTKa3 OT MCNONb30BaHUA CTAHAAPTHbIX HACTPOEK ANA Naponei
M ApyrUx napaMeTpoB 3aLuThI

KoHTponb 1cnonb3oBaHus cTaHAapTHLIX Naposieit U NapaMeTpoB 3aLLUTbI,
MCMOsb3yA MEXaHU3Mbl TECTUPOBAHWA Ha MPOHUKHOBEHME U ayfuTa.
KoHTposnb coOTBETCTBUA TEXHUYECKUM TPebOBaAHUAM.

O6HapyxeHne Hebe30MacHbIX MPOTOKONOB yaneHHOro ynpasieHus.

3. 3awmra AaHHbIX AepxKaTenei 6aHKOBCKUX KapT BO BPEMA XpaHeHus

KoHTponb Hanuuua u koHbUrypauum cpeacTs WUppPOBAHUA [aHHBIX.
Mouck BaxHom unpopmaymumn B CYB/J, npunoxenuax u dannosoii cucteme
C MOMOLLLIO PerynapHbIX BblpaXeHMi.

4. LLndposaHue aaHHbIX AepkaTeneit 6aHKOBCKMX KapT Npu nepejaye
Mo OTKPbITbIM CETAM

KoHTponb koHbUrypauum 6ecnpoBoaHbIX yCTPOMCTB, MEXCETEBbIX SKPaHOB.

5. Wcnonb3oBaHue n perynapHoe obHoBneHne AHTUBUPYCHbIX CUCTEM

MexaHu3Mbl ayiuTa M KOHTPONA COOTBETCTBUA MO3BONAIOT CBOEBPEMEHHO
06HapyXu1BaTb CUCTEMbI, HapyLLAtOLL e MPaBUA aHTUBUPYCHOM 3aLLUTbI.

6. PaspaboTka v nofzepxKa 3aLMLLEHHbIX CUCTEM U MPUNOXKEHUI

MexaHu3aMbl ayiuTa M TECTUPOBAHMA Ha NPOHUKHOBEHME MO3BONAIOT CBOEBPEMEHHO
ob6HapyxuBaTh oTcyTCTBUE 0bHOBNEHUi [1O.

MexaHu3Mbl aHanu3a se6-npunoxenuit 1 CYB[] no3BonatoT BbIABNATL yA3BUMOCTH
NPUNOXEHWUN.




TPEBOBAHWMA PCI DSS

BO3MOXXHOCTWN MAXPATROL

7. MMHMMM3aLlMFI npae A4OCTyna K AaHHbIM Aep)KaTeneH 6aHKOBCKMX KapTt

MexaHu3Mbl KOHTpPOJ1A COOTBETCTBMA AalOT BO3MOXXHOCTb NPOBEPATH HaCTPOVIK)’
MeXaHW3MOB pa3rpaHU4eHmna AocCTyna.

8. Ucnonb3osaHue WHAWBUAYANIbHOIO pa3rpaHU4eHua AocTyna

MexaH13Mbl KOHTPONSi COOTBETCTBUS MO3BOJAOT MPOBEPATH HACTPOMKM CUCTEMBI
ayTeHTUdMKALMY, TAKUE KaK:

® mMemod aymeHmucpukauuu (naposb, mokeHsl, 6uomempus);

® ucnosib308aHUEe He6E30NACHBIX NPOMOKOJI08 dymeHmucpuKauuu;

® KOHMPOJIb CZIOKHOCMU U 8DEMEHU CMEHBI NAPOJIS;

® UCMEKWUE U HEUCNOJIb3YEMBIE yYEMHBIE 3aNUCU.

9. OTcnexuBaHUe U MOHUTOPUHF AOCTYNa K CETEBbIM pecypcaM
U AaHHbIM AepxkaTerneit 6aHKOBCKMX KapT

MaxPatrol nossonset KOHTpPONMpPOBaTb HACTPONKMU MEXAHU3MOB
npoTokonupoeanusa u ayauta ana OC, ceTeBoro o60pyA0BaHNUA 1 NMPUITOKEHNUI.

10. PerynspHoe TecTupoBaHue 6€30MacHOCTM CUCTEM U MPOLIECCOB

Wcnonb3oBaHue MeXaHU3MOB TECTUPOBAHUA HA MPOHUKHOBEHME

MaxPatrol aBnaeTca 4OCTaTO4HbIM YC/IOBUMEM A/ COOTBETCTBUA TPEOOBAHUAM
MO CKaHUPOBAHMIO U TECTUPOBAHUIO 3ALLUTHBIX MEXAHU3MOB.

DPdpeKTUBHbIE MEXaHU3MbI CKAHUPOBAHUA MO3BONAIOT ObITb FOTOBLIMM

K TECTaM Ha NPOHWKHOBEHMA U npoBepkamM ASV.

I'l. Moaaepxka nonUTUKM MHPOPMALMOHHOK Ge3onacHoCTH,
3aTparuBatoLleit COTPYAHUKOB U NOAPAAYNKOB

Cucrtema MaxPatrol MoxeT ucnonszosatbcs Ana peanusayumn MEXaHU3MOB
WHBEHTapu3auunmn, NpoBepknU TeXHUYECKNX NOJIUTUK 6e3onacHoCTU U Ap.
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MAXPATROL

M COOTBETCTBUA CTAHAOAAPTAM

CUCTEMA KOHTPOJIA BALLULMWEHHOCTMHU

UHBEHTAPU3ALIUA AKTIABOB
N KOHTPOJ1b UBMEHEHUI

CNCTEMHBbIE MPOBEPKU

AHAJI/3 BE3OMACHOCTW BEB-MPUNOXEHUN

AHAJN3 BESOIMACHOCTW BA3 JAHHbIX

..>

TECTUPOBAHWME HA NMPOHMNKHOBEHME

CETEBOW CKAHEP

ATMMAPATHAA KOH®UIYPALINA, HACTPOWKKM OC
W MPUSTOXEHWI CETEBOrO OBOPYZAOBAHUA

BEPCUW U BA3OBbIE HACTPOWKIM MPUIOXKEHUIN

OBbEKTbI B, MPABA U MNMPUBUIIErM MOJIb3OBATENENA

WAOEHTUOUKALIMA “CKPbITbIX” MPUNOMXEHNIA

OBHAPY>KEHVE Y3JTOB W MPUTTOXEHNIA

MAXPATROL

MHBeHTapu3auma n KOHTPOJIb U3MEHEHUIA B MOCTOAHHO U3MEHAIOLMXCA U PaCTyLLUX
MHPOPMALIMOHHbIX cUCTeMaX 6e3 MCnonb3oBaHUA CPeACTB aBTOMATU3aLMKU CTAHOBATCA
Ho,
aKTyasibHbIX AaHHbIX 06 NC HeobxoamMo Ansa 3pPeKTUBHOro PyHKLMOHMPOBAHUA

NpakKTU4€CKN HEBbINONMHUMbIMK 3aJa4aMun. € AP)’FOVI CTOPOHbI, Hanun4une

cucteMbl ynpaenenus Ub.
HenpepbiBHaA MHBeHTapu3auua
ABTOMaTU3MpOBaHHAA MHBEHTapM3aLMA MHPOPMALIMOHHBIX AKTUBOB ABSIACTCA BaXKHbIM

KOMMoHeHTOM cucTeMbl ynpaeneHua VT n UB. BbicokonpouseoautenbHbiin ceTeBoi
CKaHep W yHWKanbHble METOAbI ONpeAeNeHNA BEPCUt NPUOXKEHUI, PeasiM30BaHHble B

MHBEHTAPU3ALIMA
aKkmueos

MaxPatrol, AatoT BO3MOXXHOCTb ONepaTMBHO cOGUPaTh MH(OPMALIMIO O CYLLECTBYOLLUX
aneMeHTax N T-MHPPaCTPYKTYpbl U OTCNEXKMUBATL MPOUCXOAALLMNE 3MeHEHUA. PyHKLUK
MHBEHTapMU3aLMh, OCHOBAHHblE HAa CUCTEMHbIX MPOBEPKaX, [alOT BO3MOXHOCTb
MWHMMMU3NPOBATb CETEBOM TpapuK M BO3AEWCTBME HA CUCTEMbI, YTO MO3BONAET
Yalle MPOBOAUTb CKaHWPOBaHUA W MoOJy4aTb Goniee aKkTyasnbHyto MHGpOPMaLMLO.
Wcnonb3oBaHne B xofe uHBeHTapusauum Mogynen aHanuza CYB[, u npunoxenuit
[06aBNAOT BO3MOXHOCTU KOHTPONA TaKMX MapaMeTpPOB, KaK yHeTHbIE 3arucu 1 rpynnbl

nonb3oBarenein, o6beKTbl 6a3 AaHHbIX.

Pe3)’ﬂbTaTbI WHBEHTapusauun MoryT 6bITb MCNONb30OBaHbI ANA KOHTponA U3MEHEHUN

W AOKYMEHTUPOBAHUA COCTOAHUA CUCTEMbI UITU OTAEJNIbHbIX Y3/10B.

WHeeHmapu3ayus



MNHBEHTAPU3ALIMA

OLIEHKA 3ALLIMLLIEHHOCTU

PE3YIbTATbI AHATTU3A

PE3YJIbTATbI AHATTN3A

CBoeBpeMEHHOE OTCNEeXMBAHNE N3MEHEHUI

KoHTponb u3MeHeHWit ABNAeTCA OJHMM M3 OCHOBOMOMAraloWMUX MOMEHTOB
COBPEMEHHbIX MOAXOAOB K YMpaBfieHUIO MHGOPMALMOHHOW UHDPACTPYKTYpOW,
Takux kak ITIL, COBIT. Ona oueHkn 3PpPeKTUBHOCTU NPEANpPUHATBIX MEp U
nnaHuposaHua pazsutnua NT u B TpebyeTcs He TONIbKO 3HaTh TEKYLLEE COCTOAHUE
CUCTEMbI, HO U UMETb BO3MOXHOCTb CPaBHWUTb €r0 C COCTOAHWUEM, K MPUMepY, Ha
MpoLsIoi HeAene, B MPOLUMIOM MecsALe.

MexaHu3Mbl popMuposaHua ot4etos B MaxPatrol AatoT BO3MOXXHOCTb OTCNEXMBATH
M3MEHEHWUA COCTOAHUA BCel WHGOPMALMOHHON CUCTEMbI, OTAENbHbIX ee

STANOHHBIE HACTPOMKU

MCTOPUYECKME JAHHbIE

U 0) OTYET OB U3MEHEHMAX

KOHTPOJ1b M3MEHEHW

KoHmpone usmeHeHuti
¢ nomowbto MaxPatrol

noapasaeneHuit v ysnos. MpuMepamu cobbITril, KOHTPONUPYEMbIX C MOMOLLbIO 3TOIO
MeXaHW3Ma, ABMIAIOTCA: NOAB/EHNE HOBbIX CETEBbIX Y3/10B U CNYX6, nepeycTaHOBKa
onepaLMOHHON CUCTEMbI, U3MEHEHWE annapaTHON KOH$Urypauuu.

OpHako Bo3MoxHOCTM MaxPatrol He orpaHM4YMBalOTCA TOMbLKO OTCNEXMBAHUEM
M3MEHEHUN B WHBEHTapu3auuoHHon uHPopMauun. CyliecTBYOT BO3MOXHOCTH
OTC/NIeXWUBAaTb M3MEHEeHWA B MapaMeTpax 6e30MacHOCTM CUCTeM, MOJIyYeHHbIX B
pe3ynbTaTe OLEHKM 3aLUULLEHHOCTM U KOHTpPONA nonutuk GesonacHocTu. DTO
No3BOJIAET KOHTPONIMPOBATbL U OMEPATUBHO PearMpoBaTb Ha U3MEHEHUA B CUCTEME,
KOTOpbl€ MOTYT NPUBOAUTbL K HapyLUEHUIO TpeboBaHWIN 6e30MacHOCTU U ABNATHCA
NMPUYUHON UHLNAEHTOB.
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MAXPATROL

M COOTBETCTBUA CTAHAOAPTAM

CUCTEMA KOHTPOJIA BALLMWEHHOCTMHU

MOHUTOPUHI 3ALLMLLEHHOCTIA
CUCTEM J1HObOIro MACLLTABA

PacnpeneneHHaa apxutektypa

Cucrema MaxPatrol noctpoeHa Ha OCHOBe TPexypOBHEBOI apXWUTEKTYpbl, HYTO
obecneynBaeT BbicOKOe MacliTabupoBaHue U NO3BOJNIAET NPOU3BOAUTL BHEJPEHNA
B KOMMaHMAX nNiobbix pasMepos. B kayecTBe XpaHunuuia MHpoOpMauuu MoxeT
MCMONb30BaTbCA KaK BHYTPeHHAA 6a3a AaHHbIX, Tak u kopnopatusHas CYB/J. MNpu
BHeApeHUn yuutbiBatoTca nepapxua CYUB u nponyckHasa cnocobHocTb KaHanos
CBA3M, YTO MO3BONAET UCMONBL30BaTh CUCTEMY C MaKCUMaNbHOW 3¢ EKTUBHOCTLIO.
B 3aBucHMOCTM OT cUTyalMm MOTYT GbITh UCMONB30BaHbI Pa3NUyHble AUCTPUBY TUBLI
M Habopbl KOMMOHEHTOB CUCTEMbl, YTO [JaéT BO3MOXHOCTb CTPOUTL CUCTEMY
MOHUTOPUHra COCTOAHWUA MHGPOPMALMOHHON 6e30MacHOCTU B COOTBETCTBUM C
NoTPpe6GHOCTAMM 3aKa3umKa.

Cuctema ana He6oNbLWOW KOPNOPATUBHOI CETH

CucteMa MOHUTOPUHIra MHPOPMALMOHHOM Ge3omacHOCTN A4NA Hebonbloro oduca
COAEPXMUT MUHUMATIbHOE KOJIMYECTBO KOMMOHEHTOB.

[ns Hebonblon cucteMbl gocTaTo4Ho ogHoro MP Server. Ero MoXHO ycTaHOBUTb
1 Ha OZJHOM W3 CEpBEPOB KOMMNAaHUU, XOTA ClefyeT UMEeTb B BUAY, YTO CKaHep MOXeT
OTpULLATE/NIbHO MOB/MATL HAa MPOU3BOAUTENILHOCTL CEpBEpA.

O6HoBneHns MaxPatrol B Takoi cucTeMe 3arpyaroTcAi HENMOCPEACTBEHHO U3
MHTepHerTa.

Cucmema ona
He6obwol
KopnopamugHou
cemu



Cucmema 0ns KpynHou
CMpyKmypuposaHHoU
cemu

Cuctema ana KpynHom CTPYKTYpMPOBaHHON CeTy

B KpynHoOM KOMNaHUM CKaHMPOBaHWE MOXXHO OCYLLECTBATL OJHOBPEMEHHO CHAapYXW U
n3HyTpu. [lna 6onblioi cetn LuenecoobpasHo B gononHeHue k MP Server yctaHoBuTb
HECKObKO JOMOJHUATESIbHbIX CKAHEPOB, YTOObI YBENNYUTL CKOPOCTb U 3P PEKTUBHOCTD
CKaHUPOBaHMA.

Cuctema ana KOMNaHUM ¢ HECKOALKMMU (hunuanamm

[nsa kpynHoi MHOrogunnanbHoOM KOpPNoOpaLuMu ONTMMasbHOM ABAAETCA credytoLasn
cxeMa pa3BepTbiBaHuA cucteMbl MaxPatrol:

® g kaxdom cpunuane ycmaHaenueaemcs ceoli MP Server c o0HUM
UnU HECKOIbKUMU CKaHepamu;

® 8 ueHMpanLHOM oguce ycmaHasueaemcs cepeep KoHconudauuu u cepeep
o6HoseHul, cobupatow,ue UHpopmauuo om ¢Guauanos;

® C8A3b C punuUAnAMU NPU SMOM MoxKem 6bimb KAK NOCMOAHHOU,
mak u nepuoduyeckodl.

[pu Takoi KoHdurypauum obHoBneHus mogyneir MaxPatrol MoxHo nony4yatb
HanpaMyto u3 WHTepHeTra unm (ecnu MHTepHeT-nogkstoveHUe HEAOCTYMHO WU
OrpaHU4€eHO) YCTaHOBMUTDb B LIEHTPasIbHOM CErMeHTE NIOKasibHbI CEpBEp OBHOBIEHUM
MaxPatrol.

Cucmema ons
KoMnaHuu

C HeCKOIbKUMU
punuanamu

COMPLIANCE AND VULNERABILITY
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MAXPATROL

M COOTBETCTBUA CTAHAOAPTAM

CUCTEMA KOHTPOJIA BALLMWEHHOCTMHU

bE30MACHOCTb
MAXPATROL

YuutbiBaa  BbicOKMe TpeboBaHMA K  KOHOUAEHLMANBHOCTM  UHPOpMaLUM,
obpabartbiBaeMoit cuctemoit, B MaxPatrol peanusoBaHbl MOLUHble MeXaHWU3Mbl
obecneyenuna 6esonacHocTU.

3awuTa gaHHbIX

[pu nepepayve v XpaHeHUU WUCMOMNb3YIOTCA KPUNTOrpaduyHecknue MeToAbl 3aLUThbl,
obecneyvBarolyme KOHOUAEHUMANBHOCTL M LEJIOCTHOCTb Ba)XHOW MHpOpMaumu,
TaKoW Kak Naposv monb3oBaTesied, NpuMBUAErun Ha gocTyn u T. 4. MpegycMmoTtpera
BO3MOXHOCTb WCMOJIb30BAHUA CEPTUPULMPOBAHHBIX PeaniM3aluii OTEYEeCTBEHHbIX
KpunTorpadpuyeckux anroputMoB.

3awuma
OaHHbIX
8 MaxPatrol

3awmTta Tpaduka obecneuympaeTcs C MOMOLbIO LUPPOBLIX CepTUPUKATOB
u npotokona SSL/TLS, sBnsalowerocs WHAYCTPUANbHbIM CTaHAAPTOM, YTO
obecrneynBaeT BbICOKYIO COBMECTUMOCTb M 3aliMTy ZAaHHbixX. [Mogpepxusaercs
MHTErpaums ¢ cylecTsytolein MHGpacTpyKTypoi oTKpbITbix kntoyen (PKI).

Pasrpannyenue goctyna

[Mbkaa cucTemMa pasrpaHMyeHVs MpaB AOCTyna JaeT BO3MOXHOCTb MPOU3BOAWUTL
MOHWUTOPUHI MH(OPMALIMOHHOM 6e30MacHOCTM Ha Pas3fIUYHbIX YPOBHAX WEpapXuu
(HanpuMep, Ha ypoBHe aaMuHMcTpaTopoBs, MeHegxepos UT u Mb-noapaspeneHus,
avpekTopa no MB). [lna Kaxzoro u3 nosib3opatesieil CMCTEMbl MOXXHO 3aJaTb CMUCOK



PasepaHu4eHue
docmyna
8 MaxPatrol

3a/]aHWi, KOTOPbIE OH MOXET BbINOJIHATL B CUCTEME, @ TakXKe pa3peLleHus Ha onepaLum
Haj, KOHKPETHbIMA OGBLEKTaMM cucTeMbl. Tak, aAMUHWUCTpaToOpy Beb-cepeepoB MoOryT
ObITb lenernpoBaHbl Npasa Ha M3MeHeHWe NpoduUnA CKaHUPOBaHMA, 3aMycK U NPOCMOTP
pe3ynbTaToB 3aZa4y MO OLeHKe 3alUMLLIEHHOCTU YMpaBiAeMbIX WM CEepBEpOB, HO
3aMpeLieHo U3MEHATb CMUCOK CKaHWpyeMbiX y3/oB. B To e BpeMa paspaboTtuuk Beb-
NPUNOXeHUI ByAeT UMEeTb BO3SMOXHOCTb TOJIbKO MPOCMATPUBaTb OTHEThI MO pe3ynbTaTtaM
CKaHMpOBaHWA.

PaspelueHuns MoryT HasHa4aTbesA Ha ypoBHe MaxPatrol Server unn MaxPatrol Consolidator.
Takol nofgxoA NO3BONAET aJanTUpPOBaTb CUCTEMY pasrpaHUHeHNA JOCTyNa NPaKTUYECKM
noa nobyto nepapxuio ynpasnexuus cuctemon Mb.
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MAXPATROL

M COOTBETCTBUA CTAHAOAAPTAM

CUCTEMA KOHTPOJIA BALLULMWEHHOCTMHU

ABTOMATIW3ALIUA
[MPOLIECCOB Wb

B cucteMe KOHTponA 3alMLLIEHHOCTU M COOTBETCTBUA CTaHAapTaM 6GesonacHocCTu
MaxPatrol 3anoxeH pag BO3MOXXHOCTEN, KOTOPbIE YNPOLLAOT U aBTOMATU3UPYIOT
npoLecchl, cBA3aHHble ¢ obecnevyennem UB.

KonTponb akTyanbHbixX yrpo3 6eaonacHocTy

MuTtennektyanbHble Bo3MoxHocTM MaxPatrol paspabatbiBatoTcs NpU aKTUBHOM
Y4aCTUM KOMaHZbl KOHCYIbTAaHTOB U 3KCMEPTOB MO MHPOPMaLMOHHOM Be3zonacHoCcTH
komnaHum Positive Technologies. YHUKanbHbIN OMbIT, MONYYEHHbIA B XOAE AyAUTOB
6e30MacHOCTN, TECTOB Ha MPOHWKHOBEHWE W OLEHKM 3alULLEHHOCTM Beb6-
MPUNOXEHWI, NO3BONAET MOCTOAHHO MOBbIWATL Ka4ecTBO MexaHusmor MaxPatrol u
KOHTPONMUpOBaTh UX 3P HEKTUBHOCTL B peasbHbIX ycnoBusax. basa 3HaHui cuctemsl
MaxPatrol noctosHHO o6HOBNAETCA, YTO ObGecnevmBaeT BbiABNEHNE U ONEpaTUBHOE
yCTpPaHeHMe aKTyasbHbIX yrpo3 6e3onacHocTu.

AHanus puckos

Ncnonb3osaHue Ana  OUEeHKM CTeneHn puUcka, CBAI3aHHOMW C YA3BUMOCTbIO,
yHuBepcanbHoi cuctembl Common Vulnerability Scoring System (CVSS), nossonser
npumMeHsTb oT4eTbl MaxPatrol B KavyecTBe MCXOAHBIX AAHHBIX ANA Pa3UYHBIX
METOAMK aHann3a pUCKOB.

3HayeHue, nonyyaeMoe B pesynbrate pacyera CVSS, yuuTbiBaeT Takue napaMetpbl,

KaK MOCNeACTBUA WCMONb3OBaHUA, CJIOKHOCTb  SKCMyaTauuu  yA3BUMOCTH,
HanM4me «3KCMIoNTay, AOCTYNHOCTb MHpOpMaumn o6 ucnpasneHun u 1. 4. Mytem
HopManusauum 3HavyeHne CVSS MoxeT 6bITb MPUBEAEHO K APYTUM CUCTEMAM OLLEHKM
pUCKa, CBA3QHHOFO C YA3BMMOCTbIO, HanpuMep, K KJIaCCUYECKON TPeXypOBHEBOIA
«cBeTODOPHOM» OLEHKE UMK K MATUYPOBHEBOMY PEMUTUHIY, MPUHATOMY B CTaHAapTe
PCI DSS. ®yHkuuA nepeHasHaveHns ypOBHA PUCKa, CBA3AHHOTO C yA3BUMOCTbIO, AaeT
BO3MOXHOCTb OMpeAeNiATb NPUOPUTETbI MO YCTPaHEHUIO MpobneMbl ANA pasHbIX

rpynn y3noe.

leHepauua n gocTaBKa 0TYETOB

MoLyHbIN MOAYNb OTHETOB MO3BONAET CO34aBaTbh WX HA OCHOBE CTaHAAPTHBLIX W
cobCcTBEHHbIX WabnoHoB. BosaMoXHOCTL cO3aHNA COBCTBEHHbIX OTYETOB NO3BONAET
NpeAoCTaBnATh MHGOPMALMIO CUCTEMbI B MAKCMManbHO YAOBHOM M oTBevatoLleM
KOHKpETHbIM 3a4a4aM Buae. PeaynbraTbl MOryT COXpaHATLCA B pa3nuyHbixX popMaTax,
a TaKk)Ke JOCTABMATLCA KOHEYHOMY MOJIb30BATENIO C UCMOJIb30BAaHUEM TPAHCMOPTOB
HTTP, E-mail u 7. a.

Mogyne oTyeToB no3BonAeT BKOYATh B cebA Kak pesynbTaTbl, MOJyYeHHble
HErNoCcpe/iICTBEHHO B XOJAe CKaHWMPOBaHMA, Tak U WMHGOPMaLMIO, MOMyHYeHHYIo U3
MHO>eCTBa UCTOYHMKOB U 3a/a4, BK/IIO4aA aHHble UCTOPUU CKaHMpOBaHMiA. Hanpumep,
oT4eT 06 ONepaTMBHOCTU YCTpPaHEHMA yA3BMMOCTEN MO NojpasjeneHnAM KOMMaHUu
CTPOMTCA Ha OCHOBE JJaHHbIX UCTOPUMN CKAHMPOBAHUA MO MHOXECTBY y3/0B.
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MAXPATROL

M COOTBETCTBUA CTAHAOAAPTAM

CUCTEMA KOHTPOJIA BALLULMWEHHOCTMHU

ABTOMATW3ALIUA
MPOLIECCOB Wb

ABTOMaTN3auua npoueccos

MolHbIN MOAYyNb ynpaBneHus 3a4a4aMm NOMHOCTbIO aBTOMATU3NPYET NIOrUKY paboTbi
CUCTEMbI: OT OGHAPY)XE€HMUA HOBbIX Y3/IOB /IO aHAJIM3a 3aLUMLLEHHOCTH, COCTaBNEeHMA
OTYETOB M pearnpoBaHus Ha obHapys>keHue HapyLleHuit Tpebosanuii Ub.

B Xo4€e BHEApPEHUA noruka paGOTbI CUCTEMbI MOXeT ObITb a/ljanTUpoBaHa nojA
BHYTpE€HHME npouecchbl B KOMMNaHUM 3aKa34unKa.

Hanpumep, B cniyvyae obHapyxeHMAs HOBOrO CETEBOrO y3na CUCTEMA yBeAOMJAET
aZAMMHMCTpaTOpa CeTW, aBTOMAaTUMYECKM 3amycKaeT MpOLEecC CKaHWPOBaHUA 3TOro
KOMMbIOTEPA B peXMMEe TEeCTUPOBAaHUA Ha MPOHWMKHOBEHME W nepejaeT pesynbraThbl
CKaHMPOBaHUA MO 3/IEKTPOHHOW MOYTE OTBETCTBEHHOMY JIULLY.

Konconunauma coGbiTuii u ynpaBnexne 06HoBREHUAMMN

MHTerpaumsa ¢ cucteMaMu ynpassieHUs OGHOBMEHUAMM M CUCTEMaMU KOHCONMWUAALIUM
n koppenauun cobeituit B (netForensics, ArcSight, Cisco MARS) nossonstot
ucnons3oeatb MaxPatrol B KauyecTBe OCHOBbI AN MOCTPOEHUA KOPMOPATUBHOWM
CUCTEMbI YMpaB/eHUA yA3BUMOCTAMMU.



CLEHAPUW BHEOPEHWA
MAXPATROL

Cuctema MaxPatrol cnpoekTuposaHa TakuM o6pasoM, 4TOGblI NPUHOCUTHL
MaKCMMasibHYlO OTAA4Yy B PasfiMiHbIX CcUTyauuax. Huxe npuBeseHO Heckosibko
BO3MOXHbIX CLiEHAapWeB BHEAPEHUA CUCTEMbl KOHTPONA 3aLYULLEHHOCTU U

COOTBETCTBUA CTaHAApPTaM.

MoBbiweHne ypoBHA 3penocTu

Ha onpeneneHHoM sTane cyluecTByloWWii ypoOBeHb cCUCTeMbl MeHexMeHTa WB
nepecraeT yfoBneTBopaATh TpeboBaHMAM GusHeca. MIHpopMaLmoHHas cucteMa MoxeTt
Pa3BMBaTLCA SBOJIIOLMOHHO MK NO 3apaHee 0603Ha4eHHOMy nnaHy. BHe 3aBucuMocTm
OT 3TOro, ANA Ka4YeCTBEHHOro Mnepexofia Ha HOBbI YPOBEHb 3penocTu Tpebyetca
cepbe3Has noaroToeka. [pvMepoM nogobHoro nmepexoza MOXET CTaTb BHeZApeHWe
MeX/YHapO/HbIX U OTPacneBbiX CTaHAAPTOB.

BonbwmHcteo UT n MB-cTanpapToB coaepXuT B cBoeit ocHoBe Habop npo6neMHbIx
obnactei UNK 3aLUTHBIX MEXAHU3MOB, BIIMAIOLLMX Kak Ha Bu3Hec-npoLecchl, Tak U Ha
TeXHUYECKMEe acneKTbl MHPPACTPYKTYPbl, HA OCHOBE KOTOPbIX MNaHUPYIOTCA BHOCUMbIE
U3MEHEeHWA.

Mepedpasupys knaccuyeckmit unkn Oemunra-LLlyxapra (PDCA: Plan-Do-Check-Act),
MO>XHO BbIAENUTb CreZlytOLLMe STaMbl peanu3aLnm 3a4a4u:

® onpedeneHue mpebosaHull K HOB0U UHOPMAUUOHHOU UHGpacmpykmype;

® OUEHKA Coomeemcmeus Cyu,ecmeyiouezo nooxKeHus oen
6bIpabomaHHLIM mpeb6oeaHuAM;

® gbipabomka mep No yy4WeHUI ypoeHs CO0Meemcmeus;

® ycmpaHeHue HeECOOM8emMcmau(i.

Cucrema MaxPatrol MoxeT 3phHeKTUBHO MPUMEHATLCA HA KaXAOM M3 3TUX 3Taros.
OG6wnpHaa 6a3a 3HaHUM CTaHAAPTOB W YA3BMMOCTEM MOXXET WCMONb30BaThCA
Ana GopMUpPOBaHUA TpebOBaHMI K PasfivyHbIM MH(POPMALMOHHBLIM CUCTEMAM WU
npunoxexuusM. B xofde BHeApeHMs 3aKa3yMK MOXET OMpeAenuTb cobCTBeHHble
TpeboBaHMA K WHPOPMALMOHHBIM  CMACTEMAM U  MpoLeccaM  MOHUTOPUHra
MHpOPMaLMOHHOM 6e30MacHOCTU NN UCTONB30BaTh HAPabOTKM U3 UMetoLLeica 6asbl
3HAHWUM CUCTEMBI.

MexaHusM co3paHMA COOCTBEHHbIX CMWCKOB COOTBETCTBMA MO3BONAET Ppa3butb
NMpoLiecC TMOBbILIEHUA YPOBHA 3pesiocTM Ha 3Tambl, YTO [JaeT BO3MOXHOCTb
CKOHLIEHTPUPOBATLCA Ha KJOYeBbIX 3afadvax. [logpobHble onucaHus npobnem u
PEKOMEHAALMM MO YCTPaHEHUIO MO3BONAOT 3P HeKTUBHO 6OPOTLCA C O6HAPYKEHHbIMM
HecooTBETCTBUAMU. AHANUTUYECKME OTHETbl Ha OCHOBE UCTOPUM CKaHUPOBaHWA W
dyHKUMM pacyeTa YncneHHbix MeTpuk (KPI) urpatot HesaMeHKMYtO ponb B XOAe OLieHKM
AVHaMUKU 3PPEKTUBHOCTU COCTOAHUA CUCTEMbl MEHEXKMEHTa WMHPOPMALMOHHOW
6e3onacHoCTH.
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CLIEHAPUIA BHE[AIPEHUA

MAXPATROL

M COOTBETCTBUA CTAHAOAAPTAM

CUCTEMA KOHTPOJIA BALLULMWEHHOCTMHU

MAXPATROL

Takum o6pasom, npuMeHeHne MaxPatrol B 3ToM criyvae AaéT BO3MOXHOCTb:

cpopmynuposame mpeb08aHua K UHOPMAUUOHHOU UHppacmpykmype;
peanameHmupoeams U AEMoMamMu3upo8ams npouecch ayduma cucmem;
8 Kpamuatiwue cpoKu 8HeAPUMb NPUHAMBIE MEXHUYECKUE CMAaHOapmbl;

ucnosib308ams 06bekmusHble yucneHHbie mempuku (KPIl) dna ouenku
3ppekmueHocmu gedeHus npoekma.

CnuAHmA n nornowexuna

CAvAHMA M NOINOLWEHUA 4acTO MPUBOAAT K CEpbe3HOMYy MajeHWio YPOBHA
nHdpopmaunoHHon 6GesonacHoctn. Ob6beanHeHMe UHPOPMALMOHHBIX CUCTEM
Pa3/IM4HOrO YPOBHA, WCMOMb3YIOWMX pa3Hble MOAXOAbl U MHGPACTPYKTYpHble
pelieHuns, He npoxoAauT 6esbonesHeHHo. 3avactyto nepea WT- u WUb-
nojApasfefnieHMAMM CTaBUTCA 3ajadva MaKCMManbHO ObicTpO M 3ddeKTUBHO
KNOATAHYTbL» MPUCOEAMHAEMYIO CUCTEMy [0 TMPUHATOrO B KOMMAHWUKU YPOBHA.
CyliecTByeT MHOXECTBO MOJAXOAOB K peLIEHWO 3TON 3a4adu — OT MOJIHOW
nepecTpoiku MHPPACTPYKTYpbl AO WMHTErpaLuu CyLecTBYIOLMX pelueHun 6e3
OolyTUMbIX M3MeHeHui. Ho B ntobom cnyvae, 3agaum onpepfeneHus Haubonee
Npo6neMHbIX MecCT, OlleHKa TeKylleid FOTOBHOCTM U OTC/IeXKMBAHME pPa3BUTUA
NpoeKTa ABMAIOTCA BaXHEWLIMMM MOMEeHTaMuM npouecca cnuanua WUT-
UHPACTPYKTYP PasfUYHbIX KOMMaHWIA.

MexaHW3MbI TECTUPOBaHWA Ha NMPOHWKHOBEHMA U ayauTa cucteMbl MaxPatrol nossonstor
onepatuMBHO oLeHUTb Tekyliee coctosHme WT u UMb npucoeauHseMolt KoMnaHuu,
naeHTMdULMpoBat Hambonee ya3BUMbIE y3/bl U cUCTeMbl. ABTOMATM3aLMA U3MEHEHUI
MOXKET MPUMEHATLCA ANA cbopa U NOAAEPXKAHUA B aKTyaslbHOM COCTOAHWUM UHBOPMALUK O
PEeCypcax CUCTEMbI, YTO ABAETCA HEOGXOAMMBIM YCIIOBUEM OBOro NpoeKTa.

DyHKLMN KOHTPOJIA COOTBETCTBUA [AtOT HArALHOE MPEACTaBIEHNE O PasfUYUAX MEXAY
Tpe6GOoBaHUAMM, MPEABLABIAEMbIMA K KOHMUrypauun U 3aluTe CUCTEM, U CIIOKMBLUENCS
cuTyaumen. MexaHuaMbl KOHTPOSIA M aHanM3a M3MEHEHWN MCMOMb3YIOTCA AN OLEHKU
3¢ EKTUBHOCTU BEAEHNA MPOEKTA.

TakuM obpasoM, npumeHeHve MaxPatrol B criiy4yae cnuAHWin U MOrNOLWEHUN AaéT
BO3MOXHOCTb:

noddepkueams 6 akmyasbHOM COCMOAHUU UH(OPMAUUIO NO AKMUSAM CUCMEMbI;
onepamugHo npogodums mexHuyeckue ayoumsi T u UB;

[ ]

]

® NOJIy4amsb ONEPAMUBHYK MEXHUYECKYIO U ynpaeeHYecKyto UHopmauuto;
® 8 Kpamuatiwue cpoKu 8HeApUMb NPUHAMbIE MEXHUYECKUE CMAHOApmbl;
(]

ucnosib308ams 0b6bekmuegHble yucneHHbie mempuku (KPI) dnsa ouernku
npozpecca npoekma.



JBONOLUNOHHOE pa3BUTHE W NOBbIWEHNE 3(P(HEKTUBHOCTH

B HacTosAllee BpeMA MHOrMe KOMMNaHUW AOCTUFMWU BbICOKOrO YPOBHA Pa3BUTUA
cuctem meHegxmenta UT un WMB. [okasatenbcTBoM 3Toro akta spnsercs
yBeSIMYeHWe KOJIMYecTBa KOMMaHMM, MOMYHYMBLUMX MPU3HAHWE B paMKax TexX Mau
MHbIX OTPac/ieBbIX CTAaHAAPTOB.

OpfHoM M3 BaXKHeMWMX 3ajay, CTOAWMX nepes Nitobon CMCTEMON MEHEeAKMEeHTa,
B TOM u4ucne u cucteMon MeHepxmeHta MT wu Wb, saensetca nocrtosHHOe
CaMOCOBEpLUEHCTBOBaHME W MOBbieHUe 3dpdekTUBHOCTM npoueccos. OaHako
KOHTPOJIb U Pa3BUTUE HEBO3MOXHbI 6e3 HanM4MA aKTyanbHbIX WU OMEpPaTUBHbIX
A2HHbIX O TEKYLLEM MOMOXKEHUN Aerl.

Cucrema MaxPatrol nossonsetr apBTOMaTM3MpOBaTb MHOrMe MepuoAUvecKue
337a4¥ NO WMHBEHTapM3aLuW, TEXHUYECKOMY ayAuUTy, KOHTPOJIKO COOTBETCTBMA U
U3MEHEeHW B MHPOPMALIMOHHBIX cucTeMaX. ABTOMATM3aLMA NPOLLECCOB NO3BONAET
CHMU3WUTb 3aTpaThl Ha BbIMOJSIHEHWE AaHHbIX 3aAad. bonee Toro, ucnonbsosaHue
TEXHUYECKUX CPeACTB JaeT BO3MOXHOCTb MPOBOAWUTL MPOBEPKM ropasao ualle,
4TO MOJSIOXKNTENbHO CKa3blBAETCA Ha aKTyaNlbHOCTW UCMOJIb3yeMOW MeHEI>KMEHTOM
nHdopMaummn. DakTudecku, BpeMA W TpyAo3aTpaTbl HA MPOBEPKU PYyYHbIM U
aBTOMaTU3WPOBAHHbIM METO/IOM MOTYT OT/IYATLCA B AECATKM U COTHU pas.

Mony4eHne TOYHbIX M OBGBEKTUBHBIX AAHHbIX 06 YA3BUMOCTAX M PACXOXAEHUAX
Cc TpebOBaHMAMMU CTaHAAPTOB [JaeT BO3MOXHOCTb WCMONb30BaTb pe3ysbTaTbl
MaxPatrol B dopmMmuposaHum Metpuk appekTneHocTn npoueccoe Ub.

Takum o6pasom, npumeHenne MaxPatrol B 3ToM cny4ae nossonser:

® pezsameHmupoeams U A8MomMamusupoeamse npoueccs ayduma cucmem;

® CHU3UMb mpydo3ampamsl U nNo8bICUMb 3¢peKMUBHOCMb NPOUECCO8
MOHUMOPUH2a U KOHMPOJIA USMEHEHUU;

® 0mMKazambca om Cy6beKMUEHbIX 3KCNEPMHBIX OUEHOK 6 N0JIb3y 00HO3HAYHbIX
80CNpou3800UMBbIX pe3ysIbmamos;

® ucnosib308amb 06bekmueHble yucneHHblie Mempuku (KPI) 0ns oueHku u
noebiweHus 3¢ppekmusHocmu cucmembl meHedxmeHma Mb.

COMPLIANCE AND VULNERABILITY
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CUCTEMA KOHTPOJIA BALLULMWEHHOCTMHU

Positive Technologies — onHa u3 Bepyuux
POCCHMIACKUX KOMNAHWIA B 00N1acTH
nHthopmaumonHoin 6e3onacHocTH

OCHOBHbIE HaMpaBfieHUsA AeATENIbHOCTU KOMMaHUM — pa3paboTka cUCTEMbl KOHTPONA
3aLMLLEHHOCTM U cooTBeTCTBUA cTaHAapTam MaxPatrol u ckaHepa 6esonacHocTu
XSpider; npepocTaBreHMe KOHCANTUHFOBbIX W CEPBUCHbIX ycniyr B obnactu
uHpopMaLMoHHOM 6e3onacHOCTH; pasBUTUE  CreuManM3MpoBaHHOroO roprana
Securitylab.ru.

Positive Technologies — 3To koMaHAa BbICOKOKBAaNU@ULMPOBaHHbIX pa3paboTynKos,
KOHCYNbTaHTOB U SKCMepTOB, KOTOpble 06MaaloT GOMbLUMM MPAKTUHECKUM OMbITOM,
ABMAIOTCA YNEHAMU MEXAYHAPOAHbIX OPraHW3aLMii U aKTUBHO Y4aCTBYIOT B Pa3BUTUK

oTpacnu.
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