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Kak paboTtaTthb
c anroputMmomMm HKLKW

Positive Technologies



Kak pabotaTtb ¢ anroputMom HKLKWU

Koraa He HY>XXHO yCTaHaB/UBATb
obHOBIEHUS

Cutyauma N2 1

PaspaboTunk MO He pe3naeHT Poccum it | T “"“F:,”c"(:if,.“;!?,“°'° s

YA3BMMOCTb He Ha nNepuMeTpe

[My6NYHBIN 2KCNIONT OTCYTCTBYET

= Twun ysa3sumoctn He RCE, LPE, DoS

Positive Technologies ptsecurity.com



Kak pabotaTtb c anroputmoM HKLKW

YA3BUMOCTH
[pynnbl aKkTMBOB
OUNbLTP aKTUBOB
DOUNETP YASBMMOCTER

S
not (Host.IpAddress in 192.168.2.8/24)
Host.Softs.@ulners and
(Host.Softs.Vendor not in ["Communigate Systems”, "Crypto-Pro”, "Doctor

Web"”, "Famatech"”, "Igor Pavlov"”, "InfoTeCS5", "Kaspersky Lab", "Positive

Technologies”, "QIP", "Ruby Team”, "Veeam Software”, "Yandex",
"CherryPy", "Dnsmasq", "EZB Systems", "Eclipse Foundation", "Go",
"Gpg4win", "ISC", "KeePass", "Lighttpd”, "MariaDBE Foundation"”, "Media

Player Classic”, "Notepad++", "Nullsoft”, "OpenSSH", "OpenSSL Project”,

"OpenSSL Software Foundation”, "OpenVPN", "PHP Group"”, "Pidgin”,

YA3BMMOCTb HEe Ha nepuMeTpe

&

PaspaboTtumnk NO He pe3naeHT Poccum

"PostgresqgL", "PowerDns", "ProFTPD Project”, "PuTTy", "Python Softwarg

Foundation”, "Realtek”, "Redis"”, "Samba”, "Sendmail”, "Squid"”,
"SumatraPDF", "Telegram”, "Tor Project”, "TortoiseSVN", "Total
Commander”, "TrueCrypt Foundation”, "University Of Cambridge”,

"VideoLAN", "WhatsApp", "WinPcap", "Wireshark”, "XnView", "mod_ssl",
"vsFTPd"])

and (Host.Softs.@Vulners.Metrics.Exploitable = false)

and not (Host.Softs.@Vulners.MName like "%Remote Code Execution%” or
Host.Softs.@Vulners.Name like "%¥paneHHoe%BunonHeHwe%" or
Host.Softs.@Vulners.Name like "%[losbiwenHwe%npusunern®” or
Host.Softs.@Vulners.Name like "dos%" or Host.Softs.@Vulners.Name like
"%0TKa3%E%00CNYKMBaHNN%: " )

My6nYHbIN 3KCNTONT OTCYTCTBYET

A

&
«

Tun yassumoctn He RCE, LPE, DoS




Kak pabotaTb c anroputMoMm HKLKWN m

Koraa He HY>XXHO yCTaHaB/UBATb
obHOBIEHUS

Cutyaumsa N° 2

= Paspabotumnk MO He pe3naeHT Poccuun [ oA 1

- yﬂ 3 B M M OCTb H e H a rl e p M M eTp e Paapabotumk NO — YR38UMOCTL Hanuune nyGnuynoro Tin yR3aenmMocTi — CVSS 3.1 Basic Score > 7 f:g::‘:c
pessamE Rt HEhepLiTe PoC (exploit) RCE. LPE, DoS (BbiCOKM) sl

= [ly61NUYHBIN 2KCMJTIONT OTCYTCTBYET cyuecrasmios

HET

|

Mpouzsonmm OBHoBNEHWE Npounasogum Ob6HoBREHWE
obHoBNEHWE HE NPOU3BOONM obxosnexHue HE NPOK3BOONM

0A HET

= Twun yassumoctn — RCE, LPE, DoS

MNpouzsoaum

oBHoENEHME

- CVSS3.1=<7

= He BnusaeT Ha Ba>XHble busHec-
npoueccbl KOMMNaHUn

Positive Technologies ptsecurity.com 8



YA3BMMOCTHU

pPyNnbl aKTUBOB

PUNLTP aKTUBO

m

PUNbLTP YA3BUMOCTER

~

L

g
-

not (Host.IpAddress in 192.168.2.8/24)

YA3BUMOCTb HE Ha nepuMeTpe

A A

and (Host.@Importance != 'H')

Host.Softs.@Vulners and

(Host.Softs.Vendor not in ["Communigate Systems",
Web", "Famatech", "Igor Pavlov", "InfoTeCS", "Kaspersky Lab", "Positive
Technologies", "QIP", "Ruby Team", "Veeam Software", "Yandex",
"CherryPy", "Dnsmasq", "EZB Systems", "Eclipse Foundation", "Go",
"Gpgdwin", "ISC", "KeePass", "Lighttpd", "MariaDB Foundation", "Media
Player Classic", "Notepad++", "Nullsoft", "OpenSSH", "OpenSSL Project",
"OpenSSL Software Foundation”, "OpenVPN", "PHP Group", "Pidgin",
"PostgreSQL", "PowerDns", "ProFTPD Project”, "PuTTy", "Python Software

“Crypto-Pro"”, "Doctor

He Ha akTmBax BbICOKOM 3HAYMMOCTU

PaspaboTtumnk MO He pe3naeHT Poccum

Foundation", "Realtek", "Redis", "Samba", "Sendmail", "Squid",
"SumatraPDF", "Telegram", "Tor Project”, "TortoiseSVN", "Total
Commander”, "TrueCrypt Foundation", "University Of Cambridge",
"VideoLAN", "WhatsApp", "WinPcap", "Wireshark", "XnView", "mod_ssl",
"vsFTPd"])

and (Host.Softs.@Vulners.Metrics.Exploitable = false) <

My6nYHbIN 3KCNTONT OTCYTCTBYET

like "%Remote Code Execution%" or
“%YpaneHHoe%BHMONHeHWe%:" or

and (Host.Softs.@Vulners.Name
Host.Softs.@Vulners.Name like

Tunn yazsumoctn RCE, LPE, DoS

Host.Softs.@Vulners.Name like "%MoBblWeHWe%npuBMner %" oﬁ

CVSS 3.1 =<7

Host.Softs.@Vulners.Name like "dos%" or Host.Softs.@Vulners.Name like
"%0TKa3%B%0bBCNYKMBAHUMES" )
and (Host.Softs.@ulners.CVSS3BaseScore == 7) <

trl + Enter Ansa npoBepkKK 3anpoca

9 yAzBUMOCTEN [ COOTBETCTBYHOT 3anpocy



Kak pabotaTb c anroputMoMm HKLKWN m

Koraa He HY>XXHO yCTaHaB/UBATb
obHOBIEHUS

Brnusime
PaapaboTumk NO — AiE]q YA36UMOCTL _HE[’ Honwane nybnmamoro  HET  Tynyaasamocra— _BA | cuss31Basic Score>7 | HET wa Guanec
o g A Ha nepuMeTpe PoC (expioit) RCE. LPE, DoS < (BricoNR) 4k e
«  Paspabotumnk NO He pe3naeHT Poccnm cyuectaennos
HI|ET HIET
= YA3BMMOCTb Ha nepuMmeTpe |

Mpouznoaum
oBHoENEHME

Mpouzsonmm OBHoBNEHWE Npounasogum Ob6HoBREHWE
obHoBNEHWE HE NPOU3BOONM obxosnexHue HE NPOK3BOONM

- CVSS3.1=<7

= He BnusaeT Ha Ba>XHble busHec-
npoueccbl KOMMNaHUn

Positive Technologies ptsecurity.com 10



Kak pabotaTtb ¢ anroputMom HKLKWU

YA3BUMOCTHU

=
=]
=)
23]
~
1
m
m

A

YA3BMMOCTb Ha nepuMmeTpe

(Host.IpAddress 1n 192.168.2.8/24)
and (Host.@Importance != 'H')

PUNbTP aKTUBO

m

A

GUNLTP YA3BUMOCTER Host.Softs.@ulners and

(Host.Softs.Vendor not in ["Communigate Systems", "Crypto-Pro", "Doctor
Web", "Famatech", "Igor Pavlov", "InfoTeCS", "Kaspersky Lab", "Positive

Technologies”, "QIP", "Ruby Team", "Veeam Software”, "Yandex",
“CherryPy", "Dnsmasq", "EZB Systems", "Eclipse Foundation”, "Go",
“Gpgdwin", "ISC", "KeePass", "Lighttpd", "MariaDB Foundation", "Media

He Ha aKkTmBax BbICOKOM 3HAQYMMOCTU

Pazpabotumnk O He pe3naeHT Poccumn

Player Classic”, "Notepad++", "Nullsoft", "OpenSSH", “OpénSSL Project",
"OpenSSL Software Foundation", "OpenVPN", "PHP Group", "Pidgin",
"PostgreSQL", "PowerDns", "ProFTPD Project", "PuTTy", "Python Software

Foundation", "Realtek", "Redis", "Samba", "Sendmail", "Squid",
“SumatraPDF", "Telegram", "Tor Project”, "TortolseSVN", "Total
Commander", "TrueCrypt Foundation", "University Of Cambridge",
"VideolLAN", "WhatsApp", "WinPcap"', "Wireshark", "XnView", "mod_ssl",
"vsFTPd"])

and (Host.Softs.@Vulners.CVSS3BaseScore <= 7)

A

CVSS3.1=<7

Ctrl + Enter ona npoBepkM 3anpoca
© Hwu ogHa yA3BMMOCTb He COOTBETCTBYET 3anpocy

Positive Technologies ptsecurity.com
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Kak pabotaTb c anroputMoMm HKLKWN m

Koraa He HY>XXHO yCTaHaB/UBATb
obHOBIEHUS

Cutyaumsa N2 4

= Paspabotumnk O He pe3naeHT Poccum [ AA |
=  Y43BMMOCTb He Ha nepumeTpe B A
Paapabotumk N0 — _H_E:I'_) YA3BUMOCTL HET [, | Hanuune nySnmnymoro HET | Tun ynssnmocn — Eﬁ, CVSS 31 Basic Score > 7| HET | Ha Guau@ : _nf_, & opranvaatym C3U
. . peanaent Pd Ha nepuMerpe PoC (exploit) RCE. LPE. DoS (BBICOKMA) . c"z:‘;::::ma :f:::;::::::
= Ty6AMYHbINA 3KCNIONT OTCYTCTBYET cyumcrasmos it

Npouzsonmm OBHoBNeHME MNponasogum Ob6HoaneHwe Obuoanesns
obHoanaHme HE Npow3BoaMM obxosnexue HE NPOU3B0OAMM HEe NpoM3800 MM

=  Twun yassumoctn — RCE, LPE, DoS

Mpouzasoaum

- CVSS3.1<7

= Baumser Ha BaXHble 6VI3H€C-I'I|30LI,eCCbI KOMMaHuUn

= DJKCrjyaTaums HeBO3MOXHa bnarogapsi CTOPOHHUM CpeacTBaMm
3aWnTbl MHPopMaumm (C3N) B KOMNaHUK

Positive Technologies ptsecurity.com 12



Kak pabotaTtb c anroputmoM HKLKW

pt MaxPatroI 10 ol AKTHBBI MHUMAEHTBI Vv C6op AaHHBIX ¥ Cuctema ¥
AKTHWBbI [D Bce akTuBbl % +
& + [Ho6aBWTb aKTuB v~ [Z BbinycTuTb oT4eT S : =
w =
§ 3anpoc: HKLIKU (Keiic N°4): MNpoeepka KOMNeHCUPYIOLLUX Mep bl = ! X E
= <<
=
f filter(not (Host.IpAddress in 192.168.2.68/24)
£ | pnd (Host.@Importance = 'H')) |
==
=

select(@Host as XocT, Host.Softs.Vendor as Bexpop, Host.Softs.Name as "Hazpanue NO", Host.Softs.Version as "Bepcua N0", Host.Softs.@Vulners as YA3BUMOCTH,
Host.Softs.@Vulners.CVSS3BaseScore as "OueHxka CVSS 3.8", Host.Softs.@Vulners.Metrics.Exploitable as "Hanwuue akcnnowuta") |

filter((Bengop not in ["Communigate Systems", "Crypto-Pro", "Doctor Web", "Famatech", "Igor Pavlov", "InfoTeCS", "Kaspersky Lab", "Positive Technologies", "QIP", "Ruby Team", "Veeam
Software", "Yandex", "CherryPy", "Dnsmasq", "EZB Systems", "Eclipse Foundation", "Go", "Gpgdwin", "ISC", "KeePass", "Lighttpd", "MariaDB Foundation", "Media Player Classic",

"Notepad++", "Nullsoft", "OpenSSH", "OpenSSL Project", "OpenSSL Software Foundation", "OpenVPN", "PHP Group", "Pidgin", "PostgreSQL", "PowerDns", "ProFTPD Project", "PuTTy", "Python
Software Foundation", "Realtek", "Redis", "Samba", "Sendmail", "Squid", "SumatraPDF", "Telegram", "Tor Project", "TortoiseSVN"', "Total Commander”, "TrueCrypt Foundation", "University

Of Cambridge", "VideoLAN", "WhatsApp", "WinPcap", "Wireshark", "XnView", "mod_ssl", "vsFTPd"])

and ("Hanuume akcnnonta"” = false)

and (YazeumocTe like "%Remote Code Execution%" or YAsBuMmocTe like "%YnaneHHoe%BuNonHeHwe%" or YAzpuMmocTe like "%lloBslweHne%npueunern®” or YAzsumocTe like "dos%" or YaseumocTe like
"%0TKa3%B%06CNYKUBAHUNE")

and ("Ouexka CVSS 3.8" <= 7))

P Boinonuutb Ctri+Enter

Cobunpaem pmnbTp
Mo NepBbIM LWECTU
KpUTepusam 13



Kak pabotaTtb c anroputmoM HKLKW

pt MaxPatroI 1 0 ahl AKTUBBI MHumpoeHTbl ¥ C6op gaHHbIX ¥ Cwucrema ¥
AKTUBbI [J Bce akTMBbl % -
» 4+ [ob6aBUTb aKTUE v~ [ Boinyctuts oTuet Z H «
o 2
§ 3anpoc: HKLLKM (Keiic N24): Npoeepka KoMNeHCUPYIOLLUX Mep il : =
= <
=
by ¢ Y not (Host.IpAddress in 192.168.2.8/24. x » |ll @Host as XocT, Host.Softs.Vendor as B.. » Y (Bewgop not in ["Communigate Systems".. W =+ P BbinonuuTs
=
g ¥3en MNpoussoauTenb HasBaHne BepcuA YA3BMMOCTb ba3oBad OLEeHKa YASBMMOCTHM CVSS v3 SKCNNoAT
5 XocT Benaop HassaHue MO Bepcua MO YA3BMMOCTb OueHka ( 5 3.0 Hanu4ue akcnnonTa
I_‘__ .
0 192.168.0.5 Apache Software Foundation Apache HTTP Server 2418 OTKa3z B 06CyXXUBAHUK 53 False
@ 192.168.0.5 Apache Software Foundation Apache HTTP Server 2418 0TKas B 06C/yXMBaAHUK 59 False
O 192.168.0.5 Apache Software Foundation Apache HTTP Server 2418 0TKasz B 06CYyXXMBAHUK 59 False
@ srv2.company.com (192.168.0.6) Microsoft Microsoft .NET Framework 4572 [MoBbilleHWE NPUBKUAET WA 5,5 False
O srv2.company.com (192.168.0.6) Microsoft Microsoft .NET Framework 452 0TKas B 06CYXXUBAHUM 55 False
O srv2.company.com (192.168.0.6) Microsoft Microsoft .NET Framework 4572 [MoBbiLlEeHWE NPUBWUAET WA 5,5 False
O srv2.company.com (192.168.0.6) Microsoft Microsoft .NET Framework 4,52 0TKaz B 06CNYXXUBAHUM 55 False
@ srvZ.company.com (192.168.0.6) Microsoft Microsoft .NET Framework 3.5.1 0TKas B 06CNYXKUBAHWUK 5,5 False
[ srv2.company.com (192.168.0.6) Microsoft Microsoft .NET Framework 3.5.1 OTKas B 06CNYXXUBAHUM 55 False
£ srvZ.company.com (192.168.0.6) Microsoft Microsoft Internet Explorer 11.0 YaaneHHoe BbINONHEHWE KoAa 6,4 False

BbibpaeM, Ha Kakux ysnax Mbl MOXEM
NPUMEHUTb KOMNEHCUpYyIOLWMe Mepbl
C NOMOLLbIO BHeApPeHHbIX C3U 14



Kak paboTtaTb C anropMtMoM

—

Co3paem npaswuio
UCKJIIOMEeH U
YSA3BUMOCTH

13 npouecca
nJaHoBOro naTy-
MeHea)XMeHTa

Positive Technologies

HKLKW

CospaHue npaewnna

HazpaHue [Mekntoumts] Apache HTTP Server (CVE-2018-17189)

JobaBuTb onucaHue
[Monutuka CTaTycbl YA3BUMOCTER

Tun g Monb3oBaTenscKoe

YA3BUMOCTH
[pynnbl aKkTMBOB

OUNLTP aKTUBOE Host.2Id = 16991722-e20808-0801-0000-000000000004

DUNBLTP YA3BUMOCTER Host.@Vulners.CVEs = "CVE-2818-17189"

Ctrl + Enter ona nposepku 3anpoca

v 1 YASBMMOCTE COOTBETCTBYET 3anpocy

ptsecurity.com



Kak pabotaTtb ¢ anroputMom HKLKWU

PeaynkTaT NnpUMeHeHWA NpaBuna

OeAcTEME HMcknounTh
—> Cratyc
Co3naem npasuio
UCKJIIOUuEeHus ,
/TOUHEHME K CTaTyCy
YAA3BUMOCTH DUHEHME K CTaTyCy

M3 rnpoLecca
Nn1aHOBOIMoO naT4y-
MeHEOXKMEHTAa

MpPYHATEI KCMNEHCAUWOHHEBIE MEpEI

CpoK WCKNHOYEeHWA
L =
30 .y OHel W »
HeobAzaTencHoe none
YCTpaHeHWe

MnaHosoe

Positive Technologies ptsecurity.com



Pd

Kak mcnonb3o0BaThb
aJiropmTMm

B MaxPatrol VM

Positive Technologies



Kak ncrnonb3oBaTtb anroput™ B MaxPatrol VM

PaspaboTtuunk MO
He pe3naeHT Poccum

Positive Technologies

3anaeM PUNbTp

B MaxPatrol VM

Host.Softs.Vendor not in ["Communigate Systems", "Crypto-Pro", "Doctor
Web", "Famatech", "Igor Pavlov", "InfoTeCS", "Kaspersky Lab", "Positive
Technologies”, "QIP", "Ruby Team", "Veeam Software", "Yandex",
"CherryPy", "Dnsmasq", "EZB Systems", "Eclipse Foundation", "Go",
"Gpg4win", "ISC", "KeePass", "Lighttpd", "MariaDB Foundation", "Media
Player Classic", "Notepad++", "Nullsoft", "OpenSSH", "OpenSSL Project”,
"OpenSSL Software Foundation", "OpenVPN", "PHP Group", "Pidgin",
"PostgreSQL", "PowerDns", "ProFTPD Project", "PuTTy", "Python Software
Foundation", "Realtek", "Redis", "Samba", "Sendmail", "Squid",
"SumatraPDF", "Telegram”, "Tor Project", "TortoiseSVN", "Total
Commander”, "TrueCrypt Foundation", "University Of Cambridge",
"VideoLAN", "WhatsApp", "WinPcap", "Wireshark", "XnView", "mod_ssl",
"vsFTPd"]

ptsecurity.com
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Kak ncrnonb3oBaTtb anroput™ B MaxPatrol VM

3anaeM PUNbTp
B MaxPatrol VM

Host.IpAddress not in X.X.X.X/X

Ya3BUMOCTb
He Ha nepuMmeTpe

Positive Technologies ptsecurity.com
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Kak ncrnonb3oBaTtb anroput™ B MaxPatrol VM

3anaeM PUNbTp
B MaxPatrol VM

Host.Softs.@Vulners.Metrics.Exploitable = false

[My6AnYHbIN SKCMNONT
OTCyTCTBYEeT

Positive Technologies ptsecurity.com
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Kak ncnonb3oBaTtb anroputMm B MaxPatrol VM m

3anaeM PUNbTp
B MaxPatrol VM

not (Host.Softs.@Vulners.Name like "%Remote Code Execution%" or
Host.Softs.@Vulners.Name like "%YaaneHHoe%BbIinonHeHne%")

Twnn ya3BMMOCTU
He RCE, LPE, DoS
not (Host.Softs.@Vulners.Name like "%/ loBbiweHne%npusunern%")

not (Host.Softs.@Vulners.Name like "dos%" or
Host.Softs.@Vulners.Name like "%OT1ka3%B%o06cnyxmsaHnn%")

Positive Technologies ptsecurity.com 21



Kak ncnonb3oBaTtb anroputMm B MaxPatrol VM m

3anaeM PUNbTp
B MaxPatrol VM

(Host.Softs.@Vulners.Name like "%Remote Code Execution%" or
Host.Softs.@Vulners.Name like "%YaaneHHoe%BbIinonHeHne%")

Twnn ya3BMMOCTUN —
RCE, LPE, DoS
(Host.Softs.@Vulners.Name like "%/lloBblweHne%npusnnern%")

(Host.Softs.@Vulners.Name like "dos%" or Host.Softs.@Vulners.Name
like "%O0TKa3%B%o06cnyxmsaHnn%")

Positive Technologies ptsecurity.com 22



Kak ncrnonb3oBaTtb anroput™ B MaxPatrol VM

3anaeM PUNbTp
B MaxPatrol VM

Host.Softs.@Vulners.CVSS3BaseScore <= 7

CVSS 3.1 <7

Positive Technologies ptsecurity.com
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Kak ncrnonb3oBaTtb anroput™ B MaxPatrol VM

3anaeM PUNbTp
B MaxPatrol VM

Host.@Importance != "H'

He BnunseT Ha BaXxHble
6busHec-npoueccsl
KOMNaHuu

(HE Ha akTMBaXx BbICOKOW
3HA4YMMOCTH)

Positive Technologies ptsecurity.com
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Kak ncrnonb3oBaTtb anroput™ B MaxPatrol VM

3anaeM PUNbTp
B MaxPatrol VM

Host.@Importance = 'H'

Bnaunsier Ha BaXHble
6busHec-npoueccsl
KOMNaHuu

(Ha aKTMBaXx BbICOKOW
3HA4YMMOCTH)

Positive Technologies ptsecurity.com
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Pd

Co3paHve BUAKETOB
AN OTCNIeXXBaHUA
MCKJTHOYEHHDbIX
VA3BUMOCTEN

Positive Technologies



Co3paHune BUAXKETOB m

CTpOuUM BUAXKETHI
B MaxPatrol VM

filter(not (Host.IpAddress in 192.168.2.0/24)) |

select(@Host as XocT, Host.Softs.Vendor as BeHgop, Host.Softs.Name as "HasaHwue 0", Host.Softs.Version as "Bepcus M0",
Hl_ci)st. ofts.@Vulners a)Slyﬂ3BVIMOCTb, Host.Softs.@Vulners.CVSS3BaseScore as "OueHka ¢vss 3.0", Host.Softs.@Vulners.Metrics.Exploitable as
"Hanunuue akcrinonra"

KoHTpOb
filter((Bengop not in ["Communigate Systems", "Crypto-Pro", "Doctor Web", "Famatech"( "Igor Pavlov", "InfoTeCS", "Kaspersky Lab", "Positive
UCKNTIOUEéHHDbIX Technologies", "QIP", "Ruby Team", "Veeam Software", "Yandex", "CherryPy", "Dnsmasq", "EZB Systems", "Eclipse Foundation", "Go",
o "Gpg4win", "ISC", "KeePass", "Lighttpd", "MariaDB Foundation", "Media Player Classic", "Notepad++", "Nullsoft", "OpenSSH", "O penSSL
y5:|3B[/|MOCTe|/| Project", "OpenSéL Software Foundation", "OpenVPN", "PHP Group", "Pidgin", “Post%‘eSQL", "PowerDns", "ProFTPD Project", "Pu y", "Python
Software Foundation", "Realtek", "Redis", "Samba", "éendmail", "Squid", "SumatraPDF", "Telegram", "Tor Project", "TortoiseSVN", "Total

Corlr:w_lljggn]d)er", "TrueCrypt Foundation", "University Of Cambridge", "VideoLAN", "WhatsApp", "WinPcap", "Wireshark", "XnView", "mod_ssl",
"VS n

and ("Hanuuune skcnnonta" = false)

and not (YassumocTs like "%Remote Code Execution%" or Yassumocts like "%YpaaneHHoe%BbinosiHeHne%" or YassumocTs like
"%/loBbiweHne%npusunern®%" orYassumocTb like "dos%" or YassumocTsb like "%0OTka3%B%o6cnyxunsannmn®%")) |

group("HasBanue MO", "Bepcua MNO", COUNT(*)) |

sort("COUNT(*)" DESC)

Positive Technologies ptsecurity.com 27



pt MaxPatrol 10 il AKTUBbI NHUMAeHTBl ¥ C6op AaHHBIX ¥ Cuctema v

AKTWUBbI (O Bce akTuBbl % -

» <+ [No6aBWTb aKTUB v~ [5 BbinycTuTb oTuet = 3 €
3 @
6  3anpoc: HKLIKM (Keiic N°2) il - : x g
c <
f’ filter(not (Host.IpAddress in 192.168.2.8/24)

2

E and (Host.@Importance != 'H'})) |

=

select(@Host as XocT, Host.Softs.Vendor as Benpop, Host.Softs.Name as "Hassawume MO", Host.Softs.Version as "Bepcua N0O", Host.Softs.@Vulners as YAsBWMOCTH,
Host.Softs.@Vulners.CVSS3BaseScore as "OueHxka CVSS 3.8", Host.Softs.@Vulners.Metrics.Exploitable as "Hanwuyue akcnnownTta") |

filter((Bengop not in ["Communigate Systems", "Crypto-Pro", "Doctor Web", "Famatech", "Igor Pavlov", "InfoTeCS", "Kaspersky Lab", "Positive Technologies", "QIP", "Ruby Team", "Veeam
Software", "Yandex", "CherryPy", "Dnsmasq", "EZB Systems", "Eclipse Foundation", "Go", "Gpgd4win", "ISC", "KeePass", "Lighttpd", "MariaDB Foundation", "Media Player Classic",
"Notepad++", "Nullsoft", "OpenSSH", "OpenSSL Project", "OpenSSL Software Foundation", "OpenVPN", "PHP Group", "Pidgin", "PostgreSQL", "PowerDns", "ProFTPD Project”, "PuTTy", "Python

Software Foundation", "Realtek", "Redis"”, "Samba", "Sendmail", "Squid", "SumatraPDF", "Telegram", "Tor Project", "TortoiseSVN"', "Total Commander”, "TrueCrypt Foundation", "University
0f Cambridge®, "VideoLAN", "WhatsApp", "WinPcap", "Wireshark", "XnView", "mod_ssl", "vsFTPd"])

and ("Hanuwuue akcnnonta" = false)

and (YazeumocTe like "%Remote Code Execution%" or YAzeumocTe like "%YnaneHHoe%esnonHeHwe%" or YaAzepumocTe like "%lMoesiweHne%npueunerun®” or YAzsumocTe like "dos%" or YazeumocTe like
"%0TKa3%B%o6CNYKUBAHUUS ")

and ("OueHka CVSS 3.8" <= 7)) |
group("Hassaxue M0", "Bepcua MO0", COUNT(*)) |

sort("COUNT(*)" DESC)

P BoinonuuTte Cirl+Enter

« Ha3BaHue Bepcua I ¥aen MpouseoguTENL HassaHue Bepcua YAIBUMOCTE Ba3oBan OUeHKa YAS... SKCNNONT
Microsoft Internet Explorer 11.0 33 [ pc7.company.com (192.168.0.93) Microsoft Microsoft Internet ... 11.0 YnaneHHoe Bbl... 64 False
Microsoft .NET Framework 4.5.2 12 [ pc7.company.com (192.168.0.93) Microsoft Microsoft Internet ... 11.0 [MoBblweHue np... 4,3 False
Microsoft Outlook 2013 8 [ pc7.company.com (192.168.0.93) Microsoft Microsoft Internet ... 11.0 [MoBblweHue Np... 2,6 False

Bcero 20 rpynnupoBoOK, BbiGpaHa 1 = Bcero 33 3anucwk, Boi6paHa 1 3anuch (1 akTuB, 1 yA3BMMOCTD) =



MaxPatrol VM 1.5

pt MaxPatroI Ml AKTUBbI WHUmMaeHTbl v C6op AaHHbIX ¥ Cucrema v

Ynpaenexue ys3aBUMOCTAMMU Pekomengauyum no HKLIKA < + s B v i

HKLIKM (Keitc No1) 18:0

® Microsoft Internet Expl.. @ Adobe Flash Player for @ Adobe Flash Player for @ Adobe Flash Player for ® Reader, 11.0.7 @ Microsoft Internet Expl.. @ iTunes, 12.3.1.23 @ Microsoft .NET Framew... ® Microsoft Internet Expl.. ® Google Chrome, 87.0.4.. @ Google Chrome, 87.0.4.. ® Google Chrome, 88.0.4
® Google Chrome, 88.0.4.. ® Google Chrome, 90.0.4.. ® Adobe Flash Player for ® Opera, 38.0.2220.41 @ Opera, 39.0.2256.48 @ Microsoft .NET Framew... @ Microsoft XML Core Se.. @ Google Chrome, 48.0.2... @ FireFox,41.0.2 e Microsoft Office, 2013 @ Microsoft Word, 2013 @ MySQL Server, 5.1.52 @ FireFox, 87.0 v

HKLIKM (Keitc No2) 8:41

® Microsoft Internet Expl @ Microsoft NET Framew. @ Microsoft Outlook, 2013 @ Microsoft NET Framew. ® Google Chrome, 48.0.2 @ Microsoft Word, 2013 @ Microsoft Office, 2013 @ Microsoft Outlook, 2016 @ nginx, 1.1.19 @ iTunes, 12.3.1.23 ® Microsoft Outlook, 2010 @ Microsoft Word, 2016 @ Apache Subversion, 1.8
® Microsoft Word, 2010 @ Microsoft Office, 2016 @ Microsoft .NET Framew... @ Foxit Reader, 7.2.2.929 e FireFox ESR,38.3.0 ® FireFox, 87.0 @ Thunderbird, 38.3.0
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BbICTPOUT NMpoLecc ynpaBieHns
YA3BMMOCTAMU, pPe3Y/1bTaTbl KOTOPOro
BUAHbI

TenerpaM-KaHaa c HOBOCTSIMM O MPoAYyKTax
Positive Technologies: t.me/ptproductupdate

3apaTtb Bonpoc o dyHKunoHane MaxPatrol 10:
t.me/MPSIEMChat
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