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1. O6 aTOM OOKYMEHTE

YnpaBneHne akTBamMmu — ofgHa 13 KftouyeBbix 3agay cnyx6é VB n T, o6ecneunBatoLLas
YCTOMUYMBOCTb 1 6€30MacHOCTb coBpeMeHHon T-nHdpacTpykTypbl. [11s nocTpoeHns
3bdeKTUBHOro npoLecca HeO6XoANMbI ry6okoe NoOHNMaHne NHPPaCTPYKTYPbI, BbiICOKas
kBanudrKaLmsa CreLmnanncToB, ClaXxeHHoe B3aMOLENCTBE KOMaH[, a Takxke COBPEMEHHbIe
NHCTPYMEHTbI, MO3BONSIOLLE aBTOMaTU3NPOBaTb MHBEHTaPM3aLNIo 1 ayanT.

[MonHble 1 akTyanbHble 3HaHNS 06 VIT-akTuBax 1 ceTeBOW TONOMOM AN OpraHn3aLnmn NnoMmoraioT
CBOEBPEMEHHO BbISBMATb YA3BUMOCTY, MOAENMNPOBaTb MOTEHLaNbHbIe MapLIpYThl KnbepaTtak

1 onepaTUBHO YCTPaHSATb O6HapyXeHHble cnabocTun nHdpacTpykTypbl. HegocTtaTok nHPopmaumn
MOXET NPUBECTU K peanmn3aLni 3Ha4ynTeNbHbIX PUCKOB, BKITIOYas KOMMPOMETaLMO AaHHbIX,
HapyLleHne paboToCNOCOBHOCTIN CUCTEM N GUHAHCOBbIE MOTEPW.

PykoBoacTBo paspaboTaHo O/ okasaHus MOMOLLM B MOCTPOEHUN npouecca ayanTa VIT-akTneos
¢ ncnonb3oBaHnem MaxPatrol VM. [JokyMeHT cogepXunT NOAPO6HbIe MHCTPYKLW 1 CITPaBOYHYO
NHbOPMALMIO 01 OLEeHKIN KayecTBa CKaHnpoBaHus nHdpacTpykTypbl. OH nomoxeT cnyxb6am Vb
n NT obecneunTb KOHTpOb Hag VI T-akTBamu, a Takxe NOAroToBUTb MHOPACTPYKTYPY

K BHegpeHuio MaxPatrol Carbon.



2. CkaHnpoBaHe aKTNBOB

CkaHnpoBaHe akTIBOB PEKOMEHOYETCS BbIMOMHATE B CrieAyioLeM Nopsiake:
1. CkaHunpoBaHne NopToB A/19 06HaApPYXeHNs akTBoB (CM. pasaen 2.1).
CkaHnpoBaHue akTBOB METOLOM YepHOro auiunka (cm. pasgen 2.2).
pynnupoBka akTUBOB (CM. pa3gen 2.3).

CkaHunpoBaHme akTBOB MeTogoM 6enoro awmka (ayguT) (cm. pasgen 2.4).

OueHka kavecTBa ayanTa (cm. pasgen 2.4.10).

o oA w N

AyanT akTUBOB, MHDOPMALN O KOTOPBIX MO pe3ynbTaTaM OLEHKN KayecTBa OKa3anoch
HegoCTaTOYHO.

Bo Bpems ckaHpOBaHNS HEKOTOPbIE aKTUBbl MOTYT 6bITb HEAOCTYMHbI. OTO MOXET 6bITb CBA3aHO

C TeM, YTO aKTVB BbIK/IOUYEH U He MOAK/IOUEH K CeTY U CYLLEeCTBYIOT obLmne npo6nembl

C OOCTYMNOM B KOHKPETHbIN CErMeHT ceTu. [ToaToMy Ans 06HapyXeHNs HOBbIX akTUBOB 1 1X
Knaccuukaumm pekoMeHOyeTCs BbINONHATL CKaHNPOBaHMe MHPPACTPYKTYPbl MO pacincaHunto,

He pexe 0fHOro pasa B Hefgento. Kpome Toro, Heo6xoarMo NeproanyYecKn akTyanm3npoBaTh faHHble
06 aKTuBax, Nosly4yeHHble B pesysbTaTe ayanTa.

B aTOoM pasnene npuBeneHbl MHCTPYKLIMYM MO cO3naHuio 3agad Ha c6op aaHHbIX 1 ayanT n PDQL-
3anpochbl, KOTOPble HEO6XOANMO NCMONb30BaTb MNPV BbIMOMHEHW ayanTa, AN9 OLEHKN KayecTBa
ayanTa 1 noncka HeOTCKaHNPOBaHHbIX akTUBOB.

VNHdopmaumsa o paboTe ¢ akTBaMuy, ynpaBneHnmn 3agadamm Ha c60p AaHHbIX 11 ayauT npuBeaeHa

B PykoBoacTBe no HacTpolike nctouHnkoB MaxPatrol VIV, a Takxe B pasgenax «Pa6oTta ¢ akTnBamm»
n «PaboTta ¢ 3agadYamu» PykoBoacTsea onepaTtopa MaxPatrol VM.

B aTom pa3pene

CkaHupoBaHMe NopToB Ans 0O6HapyXeHns akTneoB (cM. pa3gen 2.1)

CkaHnpoBaHue akTIBOB METOLOM YepHOro duwuka (cMm. pasgen 2.2)

pynnupoBka akT1UBOB (CM. pasgen 2.3)

CkaHnpoBaHue akTBoB MeTogoM 6enoro auivika (ayouT) (cm. paznen 2.4)

2.1. CkaHnpoBaHue NopToB A1 OOGHAPYXEHWS aKkTNBOB

CkaHunpoBaHme NopToB, YacTo NCMOJb3yeMbIX ANs pa3MeLLEHNS aKkTUBOB, BbIMOHAETCS C MOMOLLbIO
MaxPatrol VM B pamkax 3agaun Ha ckaHnpoBaHue ¢ npodpunem HostDiscovery n nossonget
OBHapPYXNTb akTNBbI.
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> YT06bI CO3AaTD 3afadvy Ha CKaHunpoBaHNe NnopToB.:

1.

2
3
4.
5

10.

1.

12.
13.
14.

B rnaBHOM MeHIo Bbi6epurTe C60p AaHHbIX —> 3agaum.
Haxmute Co3paTtb 3agavy > C60p AaHHbIX.
BeenunTe Ha3BaHme 3agaun.

Bbi6epuTe npoduns HostDiscovery.

Ha Bknagke Cnoco6bl NpoBepKM Y3M0B BKOUMTE MPOBEPKY C MOMOLLbIO 3X0-3anpoca
ICMP.

B none NMopTtbl TCP ans npoBepku ¢ nomoubio SYN-naketoB BBegute 21, 22, 25, 53,
80, 110, 123, 139, 143, 443, 445, 465, 631, 993, 995, 3389.

MpumeyaHue. Boilwe npnBegeH CNNCOK YaCcTo UCMONb3yeMbIX MOPTOB. Bbl MoxeTe
BbIMOSIHUTb pacLUMPEHHOe CKaHnpoBaHue, ncnonbays noptbl 1-1719, 1721—3050, 3074, 3128,
3260-3300, 3389, 5000—-5500, 7000—-8100, 8000, 2000, 2001. Bbl MOXeTe BBOAUTb
HECKOJIbKO MOPTOB Yepes 3angaTylo, Anarnas3oH NOPTOB — Yepes geduc.

BknounTe 0To6pa>|<eH|/|e OOMOJTHNTESIbHbIX NapaMeTpOB.

Ha Bknagke MapameTpbl NpoBepKM y3/10B BKOUNTE OnpegesieHne onepauoHHON
CUCTEeMbI N NPOBEPKY C nomoLLpto ARP-3anpocos.

B none MakcumanbHoe KONMMYECTBO HEYAAUHbIX MOMbITOK YKaxuTe 2.

B none UHTepBan mexay npoBepkKamMm ykaxute 900.

B none Tanm-ayT oTBeTa ykaxute 1000.

B none MakcumanbHasi ckopocTb oTnpaBku ARP-3anpocoB ykaxuTte 100.
B none MakcumanbHasi CKOpOCTb OTMpPaBKM NaKeTOB yKaxuTe 100.
Haxmunte CoXxpaHUTb.

I'IpmmeanMe. 3agaun CKaHNpoOBaHMA MOT'yT BbIMOJIHATbCSA OOCTAaTOYHO OO0 0.
Ona YCKOpPEeHNA CKaHNPOBaHWA Bbl MOXeTe YMEHbLLUNTb KOJTIMYeCTBO CKaHNpyeMbIX MOPTOB
N BbIMONHATE CKaHpOoBaHWe No OoTAes/IbHbIM CerMmeHTam ceTiu.

MpumeuaHue. Korga ckaHnpoBaHue 6yneT 3aBepLleHo, He06X0aMOo y6eanTbes,

YTO KaK MUHVMYM OT YacTl aKTUBOB B KaXOOM 3 CErMeHTOB CeTU, yKas3aHHbIX B LIeNsX
CKaHunpoBaHn4, 6bin nony4yeH oTBeT. Ecnun 0OCTyn K KaKOMy-J'IVI6O CermMmeHTy cetun
OTCYTCTBYET, pekoMeHayeTCcsa HacTpouTb NpaBa gocTyna ot cepBepa MP 10 Collector
[10 CKaHpyeMbIX Y3M0B, Hanpumep nyTem MoaepHu3aUun npasua MapLUpyTn3aLmm,
N3MeHeHns cnnckoB yrnpasneHus goctyrnom (ACL).
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CkaHupoBaHMe pekoMeHayeTCs BbIMOHATb B HECKOMBbKO NTepaunii, UAMeHSs 3Ha4YeHNs NapamMeTpoB
MakcumanbHas ckopocTb oTnpaBku ARP-3anpocoB 11 MakcumanbHasi CKOPOCTb OTNpaBKu
nakeToB. 3HaYeHs 3TUX NapamMeTPOB MOTYT MNOBAUSTb HA PaBoTOCNOCOBHOCTL IT-NHPpPaCTPYKTYpPhbI
BO BpeMs CKaHNpOBaHUg. OTo 06yCnoBeHo cnenywmmm dakTopamu:

1. O6opynoBaHMe pacCcUunTaHO Ha onpeneieHHyY CKOPOCTb NOCTYM1eHNs nakeToB. [py obblyHON
paboTe MPUIOXEHNA N MONb30BaTeNell KoNMYeCcTBO NakeToB He NPeBbILLaeT OnpeneneHHoro
3HaueHus. Bo Bpemsi ckaHnpoBaHNS OHO CUSIbHO YBEIMYMBAETCS, MOSTOMY 060pYyA0BaHNE MOXET
6blTb NeperpyXeHo NOTokoM Tpaduka.

2. Vcnonbsyetca SYN-ckaHnpoBaHMe: Ha onpeaefieHHbI MopPT OTMNPaBAIeTCs cneymnanbHblin MakerT,
KOTOPbIA MHALMPYET coeanHeHne 6e3 oTnpaBkm nocnenyioLwx nakeTos. B pesynbTaTe
B Tab/yiLe CO CMUCKOM COeAMHEHI HaKanIMBaTCS HOBbIE 3amnncil, YTO MOXET NMPUBECTH
K cYeprnaHmnio pecypcoB N HepaboTOCNOCOBHOCT 060PYAOBaHMS.

MoaTomy ons nogbopa 3HadeHui napameTpoB MakcumManbHas ckopocTb oTnpaBku ARP-
3anpocoB 1 MakcumManbHasi CKOPOCTb OTNPaBKMU MNaKeToOB HEOOXOAMO:

1. CHauana ycTaHOBUTb 19 KaXaoro n3 napameTtpoB 3HadeHne 100 nakeToB B cekyHay. 370
3HauYeHne He NprBeneT K HapyLLIeHNo paboTocnocobHOCTM IT-nHGPaCTPYKTYpPbl BO BpeMs
CKaHNpPOBaHKS.

2. YBeOomMuTb CETEBbIX MHXEHEPOB O Hayasne CKaHNpPOoBaHKS, COrlacoBaThb C HUMU NpoLuenypy
onepaTyBHOI CBA3W A1 OCTaHOBKW CKaHNPOBaHUS. Ha Bpems CKaHNpOBaHNS CETEBbIM
NHXeHepaMm HeobxoaMMOo ByaeT BKOUYNTbL MOHUTOPUHI CETeBOro 060pyaoBaHus.

3. 3anycTuTb CKaHMpOBaHue.
4. Korpa ckaHNpOBaHME 3aKOHYEHO, COOBLLNTL 06 9TOM CETEBbIM UHXEHEePaM.

5. 3anpocutb y ceTeBbIX NHXEHEPOB NHGOPMALIMIO O TOM, MOXHO 1 YBENNYNTb CKOPOCTb
CKaHNPOBaHWS Mo peaynbTaTaM MOHUTOPUHTa.

6. [MpoBecTn ckaHMpOBaHME HECKOSbKO pas, yBenmynBag 3HaveHne napametpos MakcumanbHas
ckopocTb oTnpaBku ARP-3anpocoB 1 MakcumasnbHasi CKOPOCTb OTNpaBKWU NaKeToB
[0 Tex Mop, Noka He ByaeT Nofo6paHO ONTUMAabHOE 3HaUYeHe CKOPOCTIN MakeToB B BaLlen

NHPpacTpykType.

2.2. CKaHNpoBaHue akTBOB MeTOLOM YEePHOro sLmKa

CkaHunpoBaH/e akTIBOB METOLOM YepHOro suka (6e3 nCnonb30BaHNS LaHHbIX YYETHbIX 3anuncein)
BbINnonHaeTcd ¢ nomoLubto MaxPatrol VM B pamkax 3agayn Ha ckaHnpoBaHume ¢ npodunem
Service Discovery 1 nossonsgeT nageHTNPUUIMPOBaTb OTKPbITbIE MOPTbI, CEeTEBbIE CEPBUCHI

1 npusoxeHns, onpegenatb Bepcuio OC. DTN faHHble HeO6XoAMMbI 4S5 aHanmsa NHGPaCcTPYKTYpPbl
N NCMONb3YIOTCH NP BbIMNOIHEHNI NMOCEAYIOWMNX 3a0ay.

> YT06bI CO30aTh 3afavy Ha CKaHUPOBaHNE aKTBOB METOLOM YEPHOrO ALLKa:
1. B rnaBHOM MeHIo Bbi6eprTe C60p AaHHbIX > 3agaum.

2. Haxmute CospgaTtb 3apauy — C60p AaHHbIX.
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3. BBeawnTe Ha3BaHMe 3agaun.
4. BbibepuTte npodunb Service Discovery.
5. Ha Bknagke CkaHupoBaHue nopToB B rnose MopTbl BBeanTe CrncoK nopToB.

B none MopTbl NnprBegeH CANCOK NOPTOB MO YMOYaHNIO. Bbl MOXeTe BbINOMHUTL
CKaHNpOBaHVEe B COOTBETCTBUM C 3TMM CMIUCKOM, HO Takas 3aa4ya MOXeT BbINMOMHATLCS
LOCTaTOYHO fonro. [1ns cokpalleHns NpogomKNTENbHOCTY CKaHPOBaHUS Bbl MOXETe
YMEHbBLUNTb KONTMYECTBO CKaHNPYEMbIX MOPTOB VN BbIMOMHNTL CKAHNPOBaHNE OTAEbHbIX
rpynn akTUBOB, Kak OMMCaHO HIXE.

BHumaHume! Heobxoammo o6g3aTeNlbHO BbIMOHATL CKaHUpoBaHme noptoB 21, 22, 80, 443,
445, 3389 (TCP) (BHe 3aBMCUMOCTM OT ayamTa).

6. Ha Bknagke CkaHupoBaHue UDP-cnyX6 BoikiiounTe ckaHnpoBaHue UDP-cryx6.
7. Ha Bknapgke Mounck ysi3BUMOCTEMN BbIK/TIOUNTE MOUCK YS3BUMOCTEN.

8. Ha Bknaake MNop6op yveTHbIX AaHHbIX BbiK/IOYMTE NOAGOP YUETHbIX AaHHbIX.

9. Ha Bknagke Mouck ¢ainoB Boik/lounTe NoNcK ¢alinios.

10. BkntounTe oTo6paxeHne LONOMHNTENbHbIX MapaMeTPOB.

1. Haxmunte CoxpaHUTb.

CkaHupoBaHue rpynn aKkTMBoB

Bbl MOXeTe co3naTb OMHaMUYecKe rpynbl akTiBOB (CM. pazfen 2.3), Ans Kax4on rpynrbl co3naTb
3apadvy Ha ckaHupoBaHune ¢ npodunem Service Discovery 1 HacTpouTb NEPUOONYHOCTb
cKkaHunpoBaHus. bnarogaps aTomMy CkaHUpoBaHKe 6yaeT BbiNMOMHATLCS 60M1ee TOUeYHO,

Nno OTAeNbHbIM FPyMnam akT/BOB.

Hanpumep, ecnu B pesynbTaTe CKaHPOBaHNS NOpTOB (CM. pasnen 2.1) 6biin o6HapyXeHbl akTBbI
¢ oTkpbITbiM TCP-noptom 80 1 (nnn) 443, Bbl MOXeTe 06beAnHUTb NX B FPYMny N HACTPOUTb
NepuoaNYHOCTb CKaHNPOBaHKS, BbINMOJIHVB CieayoLLme Wwaru:

1.

4.
5.

CosapgaTb auHamMmyeckyto rpynny akTnBoB (cM. padnen 2.3), ykasas ycnoBue dunbTpaLuumi:
Host[Endpoints<TransportEndpoint>[Port in [80, 443] and Status = 'Open’']]

CospnaTb 3agavy Ha CKaHMpOBaHMe 3TOW rpynnbl akTMBOB ¢ Npodunem Service Discovery,
Kak OnmcaHo B MHCTPYKLMW Bbile, NPy 3TOM B CANCKE NOPTOB yKazaTb 80/tcp;443/tcp;.

B 3apaue Ha CKaHunpoBaHNe BKNKO4YNTb pacrincaHmne.
YKaszaTtb nepnognyHOCTb CKaHMpPOBaHNY, Hanpumep KaXxable ase Hegersn.

CoxpaHuTb rpynny.

AHanornyHo Bbl MoXeTe 06beAnHNTL B ANHAMYECKIE rpynmbl 1 HACTPOUTbL NEPNOQUYHOCTb
CKaHNPOBaHNS akTUBOB C APYrMIK OTKPbITbIMUW NopTamu N3 obsizaTenbHoro (21, 22, 80, 443, 445,
3389 (TCP)) nnu paclumpeHHoro cnmcka nopTo..
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MpumeyaHue. Bbl MmoxeTe co3paTb ANHAMNYECKYIO FPYMMNy akTBOB C OTKPbITbiIM TCP-nopTom
22 v (nnn) 3389 OByms criocobamut: MCNosbays ycrosue GubTpauumn ¢ HoMepamim NopPTOB
(kak nokaszaHo BbILE) nnn ycnosus ounetpaumm UnixHost (nopt 22 — ctaHpgapTHbIA nopT SSH
B OC cemerncTsa Unix), WindowsHost (nopT 3389 — ctaHmapTHbIn nopT RDP B Windows).

2.3. [ pynnunpoBKa aKTBOB

MNocne BbINONHEHNS NepPBbIX 3afay CKaHNPOBaHNS ANg yao6cTBa paboTbl C CUCTEMON
pekoMeHayeTcs O6befMHUTD akTMBbI B rpynbl. [pynnupoBKka akTUBOB OCYLLECTBASETCS

B MaxPatrol VM n ncnonbayetca ong knaccudbukaumm akTmeos, MOHUTOPUHIa UCTOUYHUKOB,
nnaHnpoBaHNg 3aJay Ha CKaHNPOBaHMe akTUBOB, cb6opa 1 GunbTpauum GaHHbIX, a Takxe
npwv HasHayeHUK NpaBua NOANTKK Ha cTpaHuue Cuctema — MonuTukm.

VNHdopmaumsa o ctaTnyecknx 1 AnHaMmnyeckix rpynmnax u MHCTPYKUUN No padoTe ¢ HUMM
comepxaTtcd B pasaene «[ pynnbl akTnBoB» PykoBoacTsa onepatopa MaxPatrol VM.

C nomoLpbio CTaTUYeCKUX rpynn onpenengaiTcs kateropun IT-nHPpacTpyKTypbl, MO KOTOPbIM
nnaHnpyeTcs rpynnnpoBka akTneoB (Hanpumep, OC, MO, ceteBble cermeHTbl). CTaTyeckas rpynna
MOXEeT cofepXaTb BNIOXEHHbIE rpynnbl — Kak CTaTnyeckue, Tak 1 guHamunyeckune. B ctatuyeckon
rpynne oTo6paxatTCs akTUBbI 13 BCEX BAOXEHHbIX rpynn. C MOMOLLbIO ANHAMUYECKIX rpynmn
nocpeactesom PDQL-3anpocoB onpepensioTcsa GuibTpbl, MO KOTOPbIM CUCTEMAa aBTOMaTUYECKN
cobupaeT akTUBbI MO TEM WK UHbIM NpuaHakam (Hanpumep, Cisco, Unix, TeamViewer, DMZ).
[unHamnyeckas rpynna He MOXeT cofepXaTb BIOXEHHbIE rpynmbl.

MpumeuaHume. Bbl MoxeTe NpoCcMOTpeTb, B Kakie rpynbl BXOAUT akTUB, HaXaB B KapTouke

aKTVBa Ha 3HauoKk ', n ecnn TpebyeTcs, ¢ MOMOLLbIO GpaxKoB [O6aBUTb akTUB B CTaTYeCKue
rpynnbl. Bbl MoXeTe ncnonb3oBaTb «CUCTEMY NOATBEPXAEHNS KaHAMAATOBY, KOrAa akTuBbl
L06aBNFI0TCH B AHaMIUYecKe rpynnbl, @ Nob3oBaTelb MPOCMaTpUBaeT NX N onpefenserT,
L006aBNSATb 1 aKTUBbI N3 ANHAMNYECKNX B POANTENbCKNE CTaTNYeCcKe rpynnbl, TeM CaMblM
NoaTBepXaas NPMHaANEeXHOCTb akTUBOB rpynnam.

> YTo6bl CO30aTh rpynmny akTUBOB 13 KapTOYKIM akTnBa:
1. B rnaBHOM meHio BbibeprTe AKTUBBI.

2. BbibepuTe akTuB.

3. B kapTouke akTuBa Ha Bknagke KoHUrypaums sui6epnte aTprnbyT akTuBa 11 HaxXMuTe .
4. BbibepunTe ycnosue punbTpauunm, Hanpumep Host.

YcnoBre punbTpaumm oTobpasnTcs B HUXKHEN YacTu KAPTOUKIM aKTBa.

MpumeuaHue. Bbl MoxeTe BbIGpaTbh HECKOMNBbKO YCNOBUIA GUNbTRaLAN.
5. Haxmute MepenTtu K cospaHmio rpynnbl.

OTkpoeTcs cTpaHuLa CoapgaHue rpynnbl. PDQL-3anpoc ¢ BbiGpaHHbIMUN YCIOBUSIMU
dunnbTpaumn byoeT aBToMaTUYeCk fob6aBneH B none PunbTp.

MpumeuaHue. Bol moxeTe chopmmpoBatb PDQL-3anpoc BpyuyHylo.
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MpumeyaHune. CnoxHble 3anpochl, B TOM YMCe NpUBeAEeHHbIE B CNeayoLnxX pasnenax
(Hanpumep, 3anpocsl ¢ onepatopom JOIN, 3anpochl ANng NONCKa akTUBOB Ha OCHOBaHWM
KOCBEHHbIX NPU3HaKOB) HEOB6XOAMMO CHayana BbiNnoAHUTL B rpynne Bee akTuBbl, a 3aTem
NPVMEHNTb NX pe3yrbTaTbl A9 CO30aHNsa APYTrX rpynmn.

6. BBeguTe HasBaHue rpynnbl akTBOB.

7. YxaxuTe pacnofioxeHue rpynnbl akTBOB, BbIGpaB rpynmny, K KOTOPOW OHa OTHOCUTCS.

8. BblbepuTe TN rpynnbl akTUBOB.

MpumeuaHue. PDQL-3anpochl NPUMEHSIOTCH TONbKO A9 AMHaMNYECKX rpynr.

9. Haxmute CoxpaHuTb.

B Tabnuue Huxe npefcTaBneH npyMep rpynnupoBky akTneos (C — ctatudyeckas rpynna, [ —
LOMHaMuYyeckas rpynna).

Fpynna ypos-
HS 1

O6sazaTenbHble
rpynnbl Ans Ha-
CTPOWKN ayanTa
cnyx6 KaTasno-
roB, c6opa faH-
HbIX O Be6-Mpun-
NOXEHNSX

BbinonHeHmne
CKaHMpoBaHN4
(C)

lpynna ypos-
HA 2

Cnyx6bl kaTano-

ros ([)
Be6-cantbl ()

BupTtyanbHble
o6pasbl (M)

MwuHManbHbIN
Habop nHdopP-
mauun (C)

BbinonHeHo cka-
HNpPOBaHNe
TONIbKO MEeTOO0M
YepHOro guyuka
(cMm. pasgen 2.2)
(©)

Fpynna ypos-
HAa 3

O6HapyXeHHble
yepes ping, co-
6bITNS, CTO-
POHHWIA ayanT

(a)

O6HapyXeHHble
yepes
HostDiscovery
(cm. pasgen 2.1)

(a)

CkaHunpoBaHune
BbINOMHAETCS
CBOEBPEMEHHO

(a)

[Mpo6nembl cka-
HupoBaHua ([)

Ta6nuua 1. Npumep rpynnpoBKN akTUBOB

PDQL-3anpoc gnsa guHamMmuyecKkom
rpynnbl

directoryservice

website

ImageSet

host[@audittime = null and
@pentesttime = null and
endpoints = null]

host[@audittime = null and
@pentesttime = null and
endpoints != null]

host[@audittime = null and
@ScanningInfo[Type = "Pentest"
and Status = "UpToDate"]]

host[@audittime = null and
@ScanningInfo[Type = "Pentest"
and Status != "UpToDate"]]
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Fpynna ypoB-
He 1

ViHdpacTpyk-
TypHas ponb (C)

Mpynna ypoB-
HA 2

BbinonHeHo cka-
HUpOBaHKe mMe-
ToooM 6enoro
awmka (cm. pas-
nen 2.4) (C)

Heobxogunmo
CKaHunpoBaHne
obovMu MmeTopa-
MU (YepHoro
(cm. pasgen 2.2)
n 6enoro

(cm. pasgen 2.4)
awwka) (C)

CeTteBoe 060py-
poBaHue (C)

KoHTponnepb
pomeHa ([)

Fpynna ypoB-
Ha 3

CkaHunpoBaHue
BbINONHSAETCS
CBOEBPEMEHHO

(a)

Mpo6nembl cka-
HupoBaHua ()

CkaHunpoBaHue
BbIMOJIHSeTCS
CBOEBPEMEHHO

(a)

Mpo6nembl cka-
HupoBaHua ()

Bce ceTeBoe
obopynoBaHue

(4
MexceTeBble
akpaHbl (MC3)
(4

MapuwpyTtunsaTo-

pbi (M)
KommyTaTopsbl
1))

Touka gocTyna

(a)

CeTeBoe 060py-
[OBaHMne
He onpeneneHo

PDQL-3anpoc ans puHamMuyecKom
rpynnbl

host.@ScanningInfo[Type
"Audit" and Status =
"UpToDate"]

host.@ScanningInfo[Type
"Audit" and Status !=
"UpToDate"]

host[@ScanningInfo[Type
"Audit" and Status =
"UpToDate"] and @pentesttime
and
endpoints<transportendpoint>[p
ort in [80, 443] and Status
"Open"1]

(host[@ScanningInfo[Type =
"Audit" and Status !=
"UpToDate"] or @pentesttime
null]) and
host.endpoints<transportendpoi
nt>[port in [80, 443] and
Status = "Open"]

NetworkDeviceHost

NetworkDeviceHost.@DeviceType
= "Firewall"

NetworkDeviceHost.@DeviceType
= "Router"

NetworkDeviceHost.@DeviceType
= "Switch"

NetworkDeviceHost.@DeviceType
= "Access Point"

NetworkDeviceHost.@DeviceType
= "UnknownNetworkDevice"

host.hostroles.Role = 'Domain

Controller'
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Fpynna ypoB-
He 1

OC (C)

CeTeBble cer-
MeHTbI (C)

Mpynna ypoB-
HA 2

BupTtyannsauus
(©)

Llenoykn nocTta-
Bok 10 (C)

Proxy (C)

VPN (C)

Security
Software (C)

Unix (O)
Windows (C)

DMZ (0)

IT_testlab ()

SOC (O)

Fpynna ypoB-
Ha 3

HostRole
Virtualization ()

Hyper-V (0)

VMware
Vcenters ([)

VMware ESXi
()

HostRole CI/CD
()

Artifactory ([)
GitLab ()

HostRole Proxy
1))

HAProxy ()

HostRole VPN
(a)

OpenVPN (O)

HostRole
AntiVirus Server

(a)
KSC (O)

Pa6oune ctaH-

wn (O)
Cepsepsbl ([1)

PDQL-3anpoc ans puHamMuyecKom
rpynnbl

host.hostroles.Role =
"Virtualization"

host.Hypervisors.VirtType =
"Hyper-V"

host.softs<VCenterInstance>

esxihost

host.hostroles.Role in ["CI/
Cb", "Version Control System",
"File Server"]

host.softs<Artifactory>
host.softs<gitlab>

host.hostroles.Role
Server"

"Proxy

host.softs<HAProxy>
host.hostroles.Role = "VPN"

host.softs<OpenVPN>.configs

host.hostroles.Role =
"Antivirus Server"

host.softs<KasperskySecurityCe
nter>

UnixHost

WindowsHost.HostType
'Desktop"

WindowsHost.HostType
'Server'

Host.@ipaddresses.item in
[192.168.2.0/24, 10.0.0.0/24]

Host.@ipaddresses.item in
192.168.1.0/24

Host.@ipaddresses.item in
192.168.0.0/24
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Fpynna ypoB-
He 1

YassumocTu (C)

Fpynna ypoB-
Ha 3

Mpynna ypoB-
HA 2

Y3nbl, nogsep- -
XEHHbIE HEKOTO-
pPbIM YS3BMMO-

ctam Microsoft
Exchange ([1)

Y3nbl, nogsep- —

PDQL-3anpoc ans puHamMuyecKom
rpynnbl

Host.@Vulners[CVEs.Item in

[ 'CVE-2021-26855",
'"CVE-2021-26857",
'CVE-2021-26858",
'CVE-2021-27065"'] and status !
= 'fixed']

Host.softs<OfficeComponent>.@V

XEeHHble ya3Bu- ulners.status != 'fixed'
MOCTSIM KOMMO-

HEeHTOB

Microsoft Office

(a)

MpumeyaHwue. MNprmepbl NPo6nem CKaHNPOBaHWS: HE HACTPOEHO pacncaHne 3agayn Ha CKaHpo-
BaHNe, He YCTaHOBMEHbl CPOKWN akTyanbHOCTW AaHHbIX B MOANTIKax Ha cTpaHuue Cuctema — Monum-
TUKU (0119 BbISBNEHNS TakX akTUBOB Bbl MOXeTe BbinonHUTL PDQL-3anpoc:
host.@ScanningInfo.Status = "NotDefined").

2.4. CkaHpOBaHMe akTUBOB MEeTOAOM 6e10ro duimka (ayounT)

CkaHunpoBaHme akTBOB MeTogoM 6e10ro sirka (ayauT) BoinonHseTcs ¢ nomolbio MaxPatrol VIV
1 NO3BONSIET NOYYNTb 6oNee NoHy NHPOPMaLUO 06 akTBaX, NCTMONb3ys faHHbIe 06 YYeTHbIX
3anmncsx.

BHumaHune! Heo6xoamo BbINONHNTb ayanT BCEX CUCTEM, UMeIOLLIXCH B IT-nHpacTpykType.
PekomeHgyeTca NpoBOANTb ayAuT B COOTBETCTBUN C MOPSAKOM CNIe[0BaHNg pasfesioB B 3TOM
OoKymMmeHTe. Hanbonee BaXHO BbINOMHUTb ayanT CeTeBbIX YCTPONCTB (cM. paznen 2.4.1).

[ns BbiNnoNHEHNS ayouTa HEO6XOAMMO OCYLLECTBUTL HAaCTPOWIKY akTUBa, L06aBUTb YUYETHYIO 3aMnncb
LNS 0OCTyNa K akTUBY, CO3AaTb 1 3anyCTUTb 3aady Ha ayauT ¢ onpeaeneHHbIM npodunem.

B napameTpax npoduna gns 3agadn ayauta Heo6Xxoammo ykasaTb yUYeTHYIO 3anncb, KOTOPOWA
npepocTaBieHbl MpaBa Ha BbIMOMHEeHNe KOMaHL a/1s c6opa AaHHbIX 06 akTuBe. B napameTpax
3afayy peKOMEeHOyeTCs HaCTPOUTb ee pacrnmcaHume.

VIHCTpyKUMM Mo HaCTPOIKE NCTOYHUKOB, OGABNEHIIO YYETHbIX 3anncel Ans 4OCTyrna K akTiBaMm,
COo30aHnIo 1 3anyckKy 3afad Ha ayouT akTUBOB NpuBefeHbl B PykoBoOCTBe MO HAaCTPOVKE NCTOYHKOB
MaxPatrol VM. [1ns c6opa gaHHbIX 06 aKkTBe Ha HEM BbIMOMHAOTCS KOMaHbl 11 CMOb3YI0TCS
NopTbl, KOTOPbIE NPUBEAEHbI B MPUIOXEHNIN K PYyKOBOACTBY NO HACTPOWNKE NCTOYHNKOB

MaxPatrol VM.

CtaHpgapTHble Npodnnn ayamTa onncaHbl B pasgene «Moaynb Audity PykoBogcTea no HacTpolike
nctoyHmkoB MaxPatrol VM.

Tunbl y4eTHbIX 3anmncer onncaHbl B pasgesne «Pa6oTa ¢ yueTHbIMY 3anncamum» PykoBoacTsa
onepatopa MaxPatrol VM.
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Mpumepbl co3naHnga 3aaay Ha ayauT C pasHbIMU NPodunsMu (019 pasHbIX CUCTeM) NpeacTaBeHbl
B pasfenax «CosgaHne 1 3anyck 3agayn Ha ayanT akTuBa» PyKOBOACTBa MO HAaCTPOIKe NCTOYHNKOB
MaxPatrol VM.

lMocne 3aBepLUEHMNS ayauTa HeO6XoaNUMO NPOBEPUTL COBpPaHHY 06 akTBax MHOPMaLIO
¢ nomoLubio PDQL-3anpocos, KoTopble NprBeneHbl B crieqyoLnx pasgenax. CnHtakcnc PDQL
onucaH B gokymeHTe «CunHTakcuc g3bika 3anpocos PDQL» MaxPatrol VM.

B aTom pa3pene

AyouT ceTeBbIX yCTPONCTB (CM. pasgen 2.4.1)

AyouT 0OMEHOB 1 KOHTPONNEPOB AOMEHOB (CM. pa3nen 2.4.2)

AyonT cuctem BupTyanusaumm (cm. pazgen 2.4.3)

AyonT cuctem CI/CD (cm. paznen 2.4.4)

Ayont HAProxy (cm. pasgen 2.4.5)

Ayont OpenVPN (cwm. pasgen 2.4.6)

AynunTt Kaspersky Security Center (cm. pasnen 2.4.7)

AyounT «1C» (cm. pasnen 2.4.8)

Ayount YouTrack (cm. pazgen 2.4.9)

OueHka kayecTBa ayaunTa (cMm. pasgen 2.4.10)

2.4.1. AyonT ceTeBbIX YCTPOMNCTB

AyauT ceTeBbIX YCTPONCTB NMO3BONSIET MOSYUYNTD!

— unHbopmaumio n3 ARP-Tabnuu, Tabnuu MmapLupyTsaumm, CnnckoB ynpaeneHnsa goctynom (ACL) —
LS NOCTPOEHNS CETEBOW TOMOOT W 1 MPOBEPKN AOCTUXMMOCTH;

— CIMNCOK TepMNHNPOBaHHbIX nogceTen — ong onpepgeneHnsd ceTeBoro nepnmeTpa,

— cyllecTByloLLe NpaBwia Tabnuubl NnpeobpasoBanus agpecos (NAT) — ons onpegeneHns
BHYTPEHHUX Y3/10B, HaNpPsSMYto AOCTYMHbIX N3 BHELLHEN CeTU;

— WHbOPMALMIO O APYTX YCTPOWCTBAX, A1 KOTOPbLIX TPEBYEeTCS BbINOMHNTL ayauT.
Monck ceTeBbIX YyCTPONCTB BKITIOYAET:

1. Tlonck ceTeBbIX yCTPOWCTB 6€3 pasfgeneHns no Tunam.

[Monck ceTeBbIX YCTPONCTB C PyHKUMen drnnbTpaLy, B TOM YACIE BHELLUHNX.

lMonck ceTeBbIX YCTPOWCTB Yepes cocedHmne yCTponCTRa.

LS A

Mownck ceTeBbIX yCTPOWCTB Yepes KOHEYHbIe y3/bl.
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MpumeuaHume. Vicnonb3oBaTb NOWCK MO MNOPTaM NPY CKaHNPOBAHNN CETEBbIX YCTPOWCTB
HeLlenecoobpasHo, Tak KaK CyLLEeCTBYeT MHOMO BapNaHTOB CETEBbIX YCTPOWCTB 1 3aKPbITbIX
LOCTYMOB.

BHumaHwue! [Insg obecrneyeHns kayecTsa ayanTa HEO6XOANMO LIKANYECKI BbIMOMHATb 3arnpoch|,
npeacTaB/ieHHble B 3TOM pasgesie. YacTo npu oLeHKke KayecTBa ayamnTa MoryT 6biTb HaligeHbl
He BbISIB/IEHHble paHee yCTpolcTBa. [1pu BbiSIBfIEHN HOBOrO y3/ia HEO6XOAMMO CHOBa
BbINOJSIHNTb OCTasIbHbIe 3aMpPOChl, Tak Kak B X peayfibTaTax MOryT 6biTb CEPbe3Hble N3MEHEHIS,
TpebyloLLe BbINOMHEHNS HOBbIX 3aa4y ayauTa. Hanpumep, BbiSB/IB HOBbI MeXCEeTEBOI 3KPaH,
MOXHO OBHaPYXUTb HOBblE TOUKWN BXOAa, HOBble COCefHNE CeTeBble YCTPOWCTBA UMW faxe
NoaceTb.

NMounck ceTeBbIX YCTPONCTB 6€3 pasgeneHns no Tunam

Mounck ceTeBbIX YCTPONCTB 6€3 pasfeneHs no Tmnam Heo6xoanM npexae BCero Ans oLeHKM
TOMONOMNN CETU N MPOBEPKIN TOTO, YTO BCE YCTPONCTBA CBA3aHbI APYr C APYroM, a Takxe
015 TPOBEPKM aKTyaslbHOCTW ayauTa.

3anpoc ans nouncka CeTeBbIX YCTPOWCTB 6e3 pa3feneHus no Tunam:

select(
@networkdevicehost, networkdevicehost.@id,
networkdevicehost.@DeviceType, networkdevicehost.@iplist,
networkdevicehost.vendor, networkdevicehost.modelNumber,
networkdevicehost.isvirtual, networkdevicehost.@audittime) |
unique() |
calc(TotalDays(now() - networkdevicehost.@AuditTime) as dur_audit) |
sort(networkdevicehost.@DeviceType)

PesynbTaT 3anpoca 6yneT coaepXxaTb 3HaUYeHUs napameTpoB dur_audit

n networkdevicehost.@DeviceType. [1ng ycTpPONCTB C GyHKUMEN MapLIpyTU3aLmn, ayanT KOTOPbIX
He npoBoguncs Boobuwe (dur_audit = null) wnmn npoBoguncs 6osblue MecsLia Hasan

(dur_audit > 30), a Takxe yCTPOWCTB, TUM KOTOPbIX HEe onpeaeneH
(networkdevicehost.@DeviceType = "unknownnetworkdevice"), Heo6xoanmo cospaTb
(3amycTuTb) 3agayn Ha ayauT (CM. pasgen 2.4) n HaCTPOUTb X pacnuncaHune.

Ecnu Tpe6yeTcs, Bbl MOXeTe y3HaTb HoOMepa Mofesell CeTeBbIX YCTPOWCTB C MOMOLLbIO 3aMnpoca:

select(networkdevicehost.modelNumber) |
filter(networkdevicehost.modelNumber != null) | unique()

PesynbTaT 3anpoca 6yneT cogepXaTtb 3HauyeHne napameTpa networkdevicehost.modelNumber.
OnucaHune ycTporncTBa No HOMepPY MOLENN Bbl MOXETe HalTu B OTKPbITbIX MCTOYHMKAX.

NMouck ceTeBbIX YCTPOUCTB ¢ dyHKUMEN dunbTpaumm

Mounck ceTeBbIX YyCTPOMCTB, CMOCOBHbIX OCYLLECTBNATb GUAbTPALMIO, TaKNX Kak MapLUpyTN3aTopPbl
N MexceTeBble aKpaHbl, PEKOMEHOYETCS OCYLLECTBNSTb B NepByio odepenb. OnpenennTb Takne
YCTPOMCTBa MOXHO C MOMOLLbIO 3aMpOCOB, MPeACcTaBNEHHbIX HXE.
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3anpoc asg noncka MapLUpyTU3aTOPOB 1 MEXCETEBbIX SKPaHOB:

select(
@networkdevicehost, networkdevicehost.@DeviceType,
networkdevicehost.@iplist, networkdevicehost.vendor,
networkdevicehost.modelNumber, networkdevicehost.isvirtual,
networkdevicehost.@audittime) |
filter(networkdevicehost.@DeviceType not in
["switch", "unknownnetworkdevice"]) |
calc(TotalDays(now() - networkdevicehost.@AuditTime) as dur_audit) |
sort(networkdevicehost.@DeviceType, networkdevicehost.isvirtual,
networkdevicehost.modelNumber)

3anpoc 019 NoncCKa BHELHNX POYyTepOB N MeXCeTeBbIX 9KPaHOB!:

filter(networkdevicehost.@DeviceType not in
["switch", "unknownnetworkdevice"]) |
select(
@networkdevicehost, networkdevicehost.@id,
networkdevicehost.@DeviceType, networkdevicehost.vendor,
networkdevicehost.modelNumber, networkdevicehost.isvirtual,
networkdevicehost.@audittime, networkdevicehost.@ipaddresses) |
filter(networkdevicehost.
@ipaddresses.item not in

[172.16.0.0/12, 10.0.0.0/8, 192.168.0.0/16, 0.0.0.0/32, 169.254.0.0/16,::1/128,
127.0.0.0/8, 100.64.0.0/10]) |

select(
@networkdevicehost, networkdevicehost.@id,
networkdevicehost.@DeviceType, networkdevicehost.vendor,
networkdevicehost.modelNumber, networkdevicehost.isvirtual,
networkdevicehost.@audittime,
compactunique(networkdevicehost.@ipaddresses)) |
sort(@networkdevicehost)

Heob6xoaunmo npoBepunTb, YTO BCe 3adayn ayaonTa BbIMNOJIHEHbI 1 Ka4eCTBO ayduTa obecneyeHo.

Bbl MOXeTe ncnonb3oBaTh B 3anpoce agpeca, ykasaHHble Ha CeTeBbIX HTepdencax, BMECTO 06LLEro
nonga @IpAddresses:

filter(networkdevicehost.@DeviceType not in
["switch", "unknownnetworkdevice"])]|
select(@host, host.@id, Host.Interfaces.id,
Host.Interfaces.L3Settings.Address.Address.Address as ip,
Host.Interfaces.L3Settings.Address.Address.NetworkID as net_id,
Host.Interfaces.L3Settings.Address.Address.Prefix as pref) |

filter(ip and ip not in [172.16.0.8/12, 10.0.0.0/8, 192.168.0.0/16,
©.0.0.0/32,127.0.0.0/8, 169.254.0.0/16,fe80::/10, ::1/128, 100.64.0.0/10]) |

select(@host, host.@id, Host.Interfaces.id, ip, net_id, pref) |
unique() | sort(net_id, @host)
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NMounck ceTeBbiX YCTPONUCTB Yepes cocegHne yCTponucTBa

3anpoc a9 noncka ceTeBblX YCTPOWCTB, HE MOMaBLUNX B Pe3ynbTaTbl CKaHNPOBaHNS, C MOMOLLIbIO
COCEe[HUNX YCTPONCTB (3anpoc NPUMEHIIM, €CNN BO3MOXHOCTb Mouncka Yepes CoCefHmne yCTponcTaa
BKJIlOUEHa):

select(@networkdevicehost, networkdevicehost.@DeviceType, networkdevicehost.@Id,
networkdevicehost.@AuditTime, networkdevicehost.Neighbors.OwnInterface,
networkdevicehost.Neighbors.DeviceID, networkdevicehost.Neighbors.SysDescr,
networkdevicehost.Neighbors.OsName, networkdevicehost.Neighbors.IPAddresses,
networkdevicehost.Neighbors.neighborInterface) |

filter(networkdevicehost.Neighbors.DeviceID) | unique() |
join(filter(networkdevicehost.Neighbors != null) |

select(networkdevicehost.@id, networkdevicehost.interfaces.Id,
networkdevicehost.interfaces.isenabled,
networkdevicehost.interfaces.L3Settings.address.address.address) as own,
own.networkdevicehost.@id = networkdevicehost.@id and
own.networkdevicehost.interfaces.Id = networkdevicehost.Neighbors.OwnInterface) |

join(select(@networkdevicehost, networkdevicehost.@DeviceType, networkdevicehost.@id,
networkdevicehost.@audittime, networkdevicehost.fqdn, networkdevicehost.hostname,
networkdevicehost.@ipaddresses) as nei, nei.networkdevicehost.fqdn =
networkdevicehost.Neighbors.DeviceID OR nei.networkdevicehost.hostname =
networkdevicehost.Neighbors.DeviceID OR nei.networkdevicehost.@ipaddresses =
networkdevicehost.Neighbors.IPAddresses) |

select (@networkdevicehost, networkdevicehost.@DeviceType,
networkdevicehost.@AuditTime, networkdevicehost.Neighbors.OwnInterface,
own.networkdevicehost.interfaces.isenabled,
own.networkdevicehost.interfaces.L3Settings.address.address.address,
networkdevicehost.Neighbors.DeviceID, nei.@networkdevicehost,
nei.networkdevicehost.@DeviceType, nei.networkdevicehost.@audittime) |

calc(TotalDays(now() - nei.networkdevicehost.@AuditTime) as dur_audit) | unique() |
sort(@networkdevicehost, networkdevicehost.Neighbors.OwnInterface,
networkdevicehost.Neighbors.DeviceID)

PesynbTat 3anpoca 6yneT cogepXaTb CMUCOK YCTPONCTB, KOTOpble ABASIOTCS COCEOHNMMN

[ONs N3BECTHbIX CeTeBbIX YCTPOoMCTB. Ecnun vepes yctponcTteo @networkdevicehost Ha nHTepdence
networkdevicehost.Neighbors.OwnInterface c agpecom
own.networkdevicehost.interfaces.L3Settings.address.address.address (MoXeT 6bITb
nycTbiM) NoslydyeHa nHpopmauums o6 yctporictee networkdevicehost.Neighbors.DevicelD,

a B pe3ynbTaTax CKaHNpOBaHMNg Takoro yCTPONCTBa HET, TO 3HaYeHne napameTpa
nei.@networkdevicehost 6yget nycTbiM. Takne yCTPONCTBa HEO6XOANMO OTCKaHNPOBaTb
LOMONHUTENBHO, YTO6bI MOMYUYNTb O HIX MNOJHYI0 HdopMaumo. Ecnn ayout nposoguncs

6onblle Mecsaua Hazag (dur_audit > 30), To HeobxoOMMO HalTK 3afdady Ha ayanT (cMm. pasgen 2.4)
N N3MEHNTb pacnuncaHne ee 3anycka Unm BbISCHNTb, MOYeMy ayauT He Gbln BbINOMHEH, 1 YCTPaHUTb
MPWYNHBI.

MpumeuaHue. Pe3ynbTaT 3anpoca 6yaeTt cogepxatb Aybnmpyowmecs anmcu. 3To0 HEO6X0AMMO,
YTOGbI OTOBPA3NTb, A1 KaKOro YCTPONCTBA ABNSETCS COCEOQHNM faHHOe yCTporcTBo. Ecnu
TpebyeTcs, Bbl MOXETE MONYyYnNTb CANCOK YHIKaMbHbIX 3anuncei. [1na aToro B 3anpoce,
npuBeAeHHOM BblLLe, B MOCNeAHeM ycrnoBun select HyXHO ygannTb BCe napameTpbl,

kKpome networkdevicehost.Neighbors.DeviceID, nei.@networkdevicehost,
nei.networkdevicehost.@DeviceType, nei.networkdevicehost.@audittime.
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Mouck ceTeBbIX YCTPONCTB Uepe3 KOHEUHble y3/bl

Ecnun Ha aTanax ckaHnpoBaHusg NopToB (CM. pasgen 2.1) n ckaHnpoBaHKS akTVBOB METOLOM YEPHOro
duiyka (cMm. pasgen 2.2) nonyyeHa nHbopmMaumsa o pasHbiX MOACETSX 1 MPoBeOeH ayanuT XoTs 6bl
OLHOrO y3na 13 Kaxaol NoACeTH, Bbl MOXeTe OnpefennTb LLU3bl MOACETN U MPOBEPUTb, Gbli N
BbIMNOMIHEH UX ayauT, C MOMOLLbIO 3anpoca:

select(host.RoutingTables.Routes.Gateway as gate) |

filter(gate) | unique() |

join(select(@host, host.@ipaddresses, host.@audittime) as gw, gw.host.@ipaddresses =
gate) |

select(gate, gw.host.@audittime) |

filter(gw.host.@audittime = null) | unique() | sort(gate)

Ecnu B pesynbTaTe 3anpoca HargeHbl AaHHble 06 O4HOM U HECKOMNBKIAX LL03ax, TO HE06X0ANMO
cosfaTb (3anycTnTb) 3agady Ha ayanT (Cm. pasgen 2.4) Kaxgoro LWno3a ¢ agpecoMm 13 napameTpa
gate.

OueHka KayecTBa ayauTa ceTeBbIX YCTPOUCTB

[lns oueHkun kayecTBa ayanTa CeTeBbIX yCTpOMCTB Bbl MOXeTe BbINOMHNTb 3arnpocC:

select(
@networkdevicehost, networkdevicehost.@audittime,
networkdevicehost.@DeviceType,
compactunique(networkdevicehost.Interfaces),
compactunique(networkdevicehost.ARPTable),
compactunique(networkdevicehost.routingtables),
networkdevicehost.RoutingSettings.IPv4Unicast,
compactunique(networkdevicehost.appliedacl.name),
compactunique(networkdevicehost.accesslists.name),
compactunique(networkdevicehost.nattable),
compactunique(networkdevicehost.VRF)) |

unique() | sort(networkdevicehost.@audittime, @networkdevicehost) |

group (networkdevicehost.@DeviceType) | sort(networkdevicehost.@DeviceType)

PesynbTat 3anpoca 6yneT cogepxaTb 3HauYeHNs napameTpoB:
— (@audittime — Bpems nocnegHero ayanTa;

— DeviceType — TN yCTPOWCTBA;

— Interfaces — uHTepdencol yCTpomncTBaa.

Heob6xoanmo NpoBepuTb BbIMOMHEHNE CNeayoLNX YCNOBUIA:

— Kaxgbih 3 napameTtpoB @audittime, DeviceType, Interfaces cogepXuT xoTsd 6bl O4HO
3HayeHue.

— Co BpeMeHu nocnegHero ayauTa npoLsio He 6onblue AByX Hefenb (@audittime <= 14).

— HeTt ycTponcTB ¢ HensBecTHbIM TUNOM (DeviceType = "unknownnetworkdevice")
VNN YCTPOWCTB, Y KOTOPbIX OTCYTCTBYET NHTEpPOENC.
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MpumeuaHwme. VcknioueHnem MOryT 9BAFTLCS MEHeOXepbl KnacTepa, Hanpumep,
4N MeHepxepa knactepa yctponcts Check Point nocne ayguTa 6yaeT ykazaHO 3HaYeHune
DeviceType = "unknownnetworkdevice".

— [Ing Bcex yCTPOWNCTB, KPOME KOMMYTaTOPOB, 3aMONIHEHO 3HaYeHVe NapamMeTpa
networkdevicehost.RoutingSettings.IPv4Unicast

— [Ing mapLupyTn3aTOPOB 3anoiHeHbl 3HaUYeHns napameTpoB ARPTable, routingtables n VRF.

— [1na mexceTeBbIX 9KPaHOB 3aMoiHEHbI 3HaUYeHng napameTpoB appliedacl, accesslists,
nattable nnn mexceTteBon akpaH cneundmnyeckn HacTPOeH. 3anpoc A1g Noucka MeXCceTeBbIX
9KPaHOB, A1 KOTOPbIX HE 3aMONIHEHO 3HaYeHMe XOTS 6bl OAHOrO N3 3TUX MapPaMeTPOB:

select(
@networkdevicehost, networkdevicehost.@devicetype,
compactunique(networkdevicehost.appliedacl) as apl acl,
compactunique(networkdevicehost.accesslists) as acl,
compactunique(networkdevicehost.nattable) as nat) |
filter(
networkdevicehost.@devicetype = "firewall"
and (apl_acl = null OR acl = null OR nat = null))

Ecnun xoT4a 6bl 0QHO 13 NepeyYnNCneHHbIX Bbille YCOBUIA HE BbINMOIHEHO, TO CYNTAETCS, YTO KaYeCcTBO
ayauTa He obecneyeHo. Heobxogmmo NpoBepunTb, Co3haHbl 1 1 3anyLLeHbl N1 3agaydn Ha ayanT
(cm. pazpen 2.4). Ecnn 3agay HeT 1 ceTeBble YCTPOMCTBa He HallgeHbl C MOMOLLbIO 3aMpPOCOB,
npencTaB/ieHHbIX B 3TOM pa3fesie, To Heo6XoamnmMo co3faTh (3anycTuTb) 3agayn Ha ayaouT

(cMm. paspen 2.4).

Ecnu ayouT akTBoB NpoBoanscs 6onblue AByX Hefenb Hasag (@audittime > 14), To Heo6xooumo
HaTX 3agayn Ha ayaunT (cMm. pasgen 2.4) n n3MeHUTb pacnuncaHmne nx 3anycka Wi BbISCHUTb, MOYeMy
ayauT He 6blN1 BbIMNOMHEH, N YCTPaAHUTb NMPUYHbI.

B aTom pa3pene

AyouT yCTPONCTB C MOMOLLbIO TabnuL, NnpeobpazoaHmns agpecos (NAT) (cm. pasgen 2.4.1.1)

AyanT yCTPONCTB C MOMOLLbIO CANCKOB yrnpasneHus gocTtynom (ACL) (cm. pasgen 2.4.1.2)

AyouT yCTPONCTB C BHELWWHUMY agpecamu (cMm. pasgen 2.4.1.3)

2.41.1. AyanT yCTPOWCTB C MOMOLLIbIO Tabnn,
npeobpasoBaHus agpecos (NAT)

Ta6nuubl NAT No3BOMSIOT NP akTUBHOM COEAVHEHN ONPenenTb BHYTPEHHWNI agpec yCTPocTBa
no BHelHeMy agpecy. Bbl MmoxeTe HallTu y3bl, BOCTYMHbIE N3 BHELUHEN CETK, a TakXe MpOoBepUTb,
BbIMOJIHSNCS 1 ayOnT BHYTPEHHMX Y3M0B, YKasaHHbIX B Tabnuuax NAT.
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3anpoc png noncka y3nos, AOCTYMHbIX U3 BHELLHEN ceTun

select(@NetworkDeviceHost,
NetworkDeviceHost.@id as id,
NetworkDeviceHost.NATTable.Name as name,
NetworkDeviceHost.NATTable.Rules.Comment as comment,
NetworkDeviceHost.NATTable.Rules.LineNumber as 1n,
NetworkDeviceHost.NATTable.Rules.Type as type,

compactunique(NetworkDeviceHost.NATTable.Rules.NormalizedSource.Values.address)
as source,

NetworkDeviceHost.NATTable.Rules.NormalizedProtocol.Protocol.Values as proto,

NetworkDeviceHost.NATTable.Rules.NormalizedProtocol.TCPUDPOptions.DestinationPort
s.Values as dst_port,

compactunique(NetworkDeviceHost.NATTable.Rules.NormalizedDestination.Values.addre
ss) as destination) |

filter(source != null and source.item != ::) |

join(select (NetworkDeviceHost.@id as id,
NetworkDeviceHost.NATTable.Name as name,
NetworkDeviceHost.NATTable.Rules.LineNumber as 1n,

compactunique(NetworkDeviceHost.NATTable.Rules.NormalizedTranslatedSourceAddress.
Values.Address) as ntsrc,

compactunique(NetworkDeviceHost.NATTable.Rules.NormalizedTranslatedDestinationAdd
ress.Values.Address) as ntdst,

compactunique(NetworkDeviceHost.NATTable.Rules.NormalizedTranslatedDestinationAdd
ress.Values.Prefix) as ntdst_pref,

NetworkDeviceHost.NATTable.rules.NormalizedTranslatedProtocol.TCPUDPOptions.Desti
nationPorts.Values as ntpdst_port) |

filter(name != null) as Q, id = Q.id and Q.name= name and Q.ln = 1n) | filter((source
and source in 0.0.0.0/32) or (Q.ntsrc and Q.ntsrc not in [172.16.0.0/12, 10.0.0.0/8,
192.168.0.0/16, ::1/128, 100.64.0.0/10]))

| select(name, comment, 1ln, type, source, Q.ntsrc, proto, destination, dst_port,
Q.ntdst, Q.ntpdst_port) | unique()

MpeobpazoBaHe agpecoB OCYLLECTBNSETCS Kak A5 BXOOSLLEro, Tak 1 os ncxogsiero Tpaduka.
Bxoggawumian nnm ncxogawmia CeTeBow nakeT 4OCTUraeT yCTPONCTBa, Ha KOTOPOM HAaCTPOEHO NMpaBuio
NAT. CeTeBoin MakeT COOepXUT 3HaUYEeHNS MapamMeTpoB source, source port,destination,
destination port. Ecnn oHn cootBeTcTBYIOT NpaBuny NAT, TO B nakeTe 3HadeHne napameTpa
source 3ameHdeTcd Ha NormalizedTranslatedSourceAddress, 3HauyeHne napameTpa
destination —HaNormalizedTranslatedDestinationAddress. Ecnu B npaBune NAT yka3aHo
3HauyeHne source, paBHoe 0.0.0.0, TO NPaBUIO HE HaK/aAblBaeT OrpaHNYeHI Ha agpec
NCTOYHIKKa coefHeHns. B aTom cnyyae B npaBune MOXeT 6bITb onpeaeneH nopT Uiy CoOOTBETCTBUNE
npaswy NPoBepsieTCcs Mo 3HayYeHuno napameTtpa destination. Ecan B npaBune NAT 3HaueHne
napametTpa NormalizedTranslatedSourceAddress nycTo, TO 3HAYEHNE SOUrCe HEe MEHSETCS.

Ycnosus npumeHeHuns npasun NAT npoBepsaoTcs Ha KaxaoM YyCTPONCTBE, Ha KOTOPOM HaCTPOEHbI
npaswna NAT. BHyTpun yCTpoCTBa NpaBuna NpuMeHdIoTCd NocneqoBaTenbHO No BO3pacTaHuio
HOoMepa CTPOKU B KoHbUrypauum (1n). Takum o6pa3om, ecnuv cHadarna ykasaHo 6oree obliee
npaBwso, a 3aTemM — 6onee y3koe, To NpuMeHseTcs 6osee y3koe.
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PesynbTaT 3anpoca 6yneT cogepxatb npasuna NAT, no3sonss onpeaennTb yaibl, KOTOpble
ABNSIOTCS TOUKaMM BXoAa B MHPPaCTPYKTypy Un BbIXOAa BO BHELLHIOW ceTb. Heobxoanmo
nepuognyecki BbiMOSHATL 3TOT 3aMpoc, YTO6bl OTCNEXMBaTb COCTaB Takyx Y3/10B 11 ero N3MEeHEHUS.

YT06bI KOHKPETN3NPOBATb Pe3ysibTaTbl 3anpoca, MPYBEAeHHOrO Bbillie, Bbl MOXETe UCMonb3oBaTb
BMecTo ycnoBua | filter((source and source in 0.0.0.0/32) or (Q.ntsrc and Q.ntsrc
not in [172.16.0.0/12, 10.0.0.0/8, 192.168.0.0/16, ::1/128, 100.64.0.0/10]))
Apyrue ycnosus GbunbTpaumm.

Ecnu ykasaTb ycnosue punbtpauum | filter(source and source in 0.0.0.0/32)
TO pe3ynbTaT 3anpoca 6yaeT cogepxatb Npasuna NAT ¢ agpecamu y3noB, AOCTYMHbIX N3 BHELUHEN
ceTn C NobblX afpecos.

Ecnu ykazaTb ycnosue dunbtpaunm | filter(Q.ntdst pref = 32 and Q.ntdst and Q.ntdst
in [172.16.0.0/12, 10.0.0.0/8, 192.168.0.0/16, ::1/128, 100.64.0.0/10]).

TO peaynbTaT 3anpoca byaeT cogepxaTb Npasuna NAT, BeqyLume Ha BHYTPEHHWI e4NHNYHbIN agpec,
NMo3BOSIAS ONpenennTb CepBepbl CO CTaTUYECKM agpecoM, LOCTYMHbIE U3 BHELUHEN CeTU C NNoBbIX
U TONBKO C OMpPEfeneHHbiX agpecoB. Takxke B pe3ynbTaT 3anpoca nonagyT 1 BHYTPEHHME NpaBuna
NAT, KoTopble OCyLLEeCTBASIOT Npeobpas3oBaHe BHYTPEHHIX aapecoB BO BHYTPEHHNE agpeca.

Ecnu ykasaTb ycnosue dunbtpaunm | filter(Q.ntdst pref = 32 and Q.ntdst and Q.ntdst
in [10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16, ::1/128, 100.64.0.0/10] and
destination and destination not in [172.16.0.0/12, 10.0.0.0/8,

192.168.0.0/16, ::1/128, 100.64.0.0/10, 0.0.0.0, ::]),To pesynbTaT 3anpoca bygeT
copepxatb Npaeuna NAT, KoTopble NpeobpasyloT 3HaUYeHUs napameTpa destination ns BHEWHMNX
BO BHYTPEHHNE, NO3BONSS ONpenennTb TOYKM BXOAa, AOCTYMHbIE N3 BHELLHEN CeTU C MobbIX

VN TOSIbKO C onpeneneHHbIX agpecos.

MpumeyaHne. Bbl MoxeTe NCMofib30BaTh OAHOBPEMEHHO HECKOSIbKO YCOBUIA GUAbTPaLMi.

3anpochbl 419 NpoBepPKMN BbINOJIHEHUS ayanTa BHYTPEHHUX Y3/10B
n3 tabnuy NAT

3anpoc 1.

select(NetworkDeviceHost.NATTable.Rules.NormalizedSource.Values.address as
address, NetworkDeviceHost.NATTable.Rules.NormalizedSource.Values.prefix as
pref) | filter(pref = 32 and address) | unique() |

join(select(@host, host.@audittime, host.@ipaddresses) as NATed,
NATed.host.@ipaddresses = address) | calc(TotalDays(now() -
NATed.host.@AuditTime) as dur_audit) | SORT(address)

3anpoc 2:

select(NetworkDeviceHost.NATTable.Rules.NormalizedTranslatedSourceAddress.Value
s.address as address,
NetworkDeviceHost.NATTable.Rules.NormalizedTranslatedSourceAddress.Values.prefi
x as pref) | filter(pref = 32 and address) | unique() |
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join(select(@host, host.@audittime, host.@ipaddresses) as NATed,
NATed.host.@ipaddresses = address) | calc(TotalDays(now() -
NATed.host.@AuditTime) as dur_audit) | SORT(address)

3anpoc 3:

select(NetworkDeviceHost.NATTable.Rules.NormalizedDestination.Values.address as
address, NetworkDeviceHost.NATTable.Rules.NormalizedDestination.Values.prefix
as pref) | filter(pref = 32 and address) | unique() |

join(select(@host, host.@audittime, host.@ipaddresses) as NATed,
NATed.host.@ipaddresses = address) | calc(TotalDays(now() -
NATed.host.@AuditTime) as dur_audit) | SORT(address)

3anpoc 4:

select(NetworkDeviceHost.NATTable.Rules.NormalizedTranslatedDestinationAddress.
Values.address as address,
NetworkDeviceHost.NATTable.Rules.NormalizedTranslatedDestinationAddress.Values.
prefix as pref) | filter(pref = 32 and address) | unique() |

join(select(@host, host.@audittime, host.@ipaddresses) as NATed,
NATed.host.@ipaddresses = address) | calc(TotalDays(now() -
NATed.host.@AuditTime) as dur_audit) | SORT(address)

Ecnu B pesynbTaTe no60ro n3 aTux 3anpocoB 3HadeHne napameTtpa NATed.@host nycTo
LN BHYTPEHHUX Y3M0B, TO HEO6X0AMMO co3aaThb (3anycTuTb) 3agayn Ha ayauT (cMm. pasgen 2.4)
BHYTPEHHUX Y3110B, KOTOpble yKa3daHbl B npaBunax NAT, n HacTpouTb NX pacnucaHue.

Ecnu y3en, naHHble 0 KOTOPOM yKa3aHbl B pe3yibTaTe 3arnpoca, yXe He CyLLeCTBYeT, TO HEO6XOaNMOo
yaanutb npasuno NAT ang aToro yana. B npoTuBHoM cnyyae 310yMbILLNEHHIIK MOXET NCMOMb30BaTh
ceTeBoOl agpec 1 NONyYnTb TOUKY BXOAa B UHPPACTPYKTYPY, HE N3MEHSS HAaCTPOEK MEXCETEBOIrO
aKpaHa.

Ecnu B pesynbTaTe N060ro n3 aTmMx 3anpocoB 3HaveHne napameTtpa NATed . @host He nycTo,

HO 3HauyeHue napameTtpa NATed. host.@AuditTime nycTto unm ayouT npoBoguncs 6osblue Mmecdua
Haszag (dur_audit > 30), To Heo6xoammo cosfaThb (3anycTuTh) 3agadn Ha ayauT (cMm. pasaen 2.4)
TaKunX y3n0B N HaCTPOUTb NX pacnuncaHmne

2.4.1.2. AyanT yCTPOMNCTB C MOMOLLbIO CAVCKOB YrpaBneHund
goctynom (ACL)

ACL onpegensioT Ha6op NpaBu 4OCTyMNa K pecypcam CUCTEMbI U CETH.

3anpoc ans noucka yanos ¢ ACL

select(
@networkdevicehost, networkdevicehost.@audittime,
networkdevicehost.@id, networkdevicehost.appliedacl.name) |
filter(networkdevicehost.appliedacl.name) | unique() |
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join(
select(
networkdevicehost.@id,
networkdevicehost.AccessLists.name as name) as acl,
acl.networkdevicehost.@id = networkdevicehost.@id
and acl.name = networkdevicehost.appliedacl.name) |
calc(TotalDays(now() - networkdevicehost.@AuditTime) as dur_audit)

[ns y3noB, y KOTOPbIX MO pe3ynbTataM 3anpoca 3HayeHne napameTpa
networkdevicehost.appliedacl.name 3anonHeHO, HO 3HaYeHMe NapameTpa acl.name
OTCYTCTBYET, a TakxXe ayouT KOTOPbIX He NpoBoauics Boobue (dur_audit = null)

nny nposoauncs 6onblue Mecsua Hasag, (dur_audit > 30), Heobxoammo co3faTh (3anycTuThb)
3afdaun Ha ayauT (cm. pasgen 2.4) n HaCTpPOoUTb UX pacrnucaHue.

3anpoc Tabnuubl ACL

select(
@networkdevicehost, networkdevicehost.@audittime,
networkdevicehost.@id, networkdevicehost.appliedacl.name) |
filter(networkdevicehost.appliedacl.name) | unique() |
join(
select(
networkdevicehost.@id, networkdevicehost.AccessLists.name as name,
networkdevicehost.AccesslLists.rules <ActionRule>.linenumber as 1n,
networkdevicehost.AccessLists.rules <ActionRule>.normalizedAction as n_act,

networkdevicehost.AccessLists.rules
<ActionRule>.Source.Address.Values.address as source,

networkdevicehost.AccessLists.rules
<ActionRule>.NormalizedSource.Values.address as ntsrc,

networkdevicehost.AccesslLists.rules <ActionRule>.Direction as Direction,

networkdevicehost.AccesslLists.rules
<ActionRule>.Destination.Address.Values.address as dest,

networkdevicehost.AccessLists.rules
<ActionRule>.NormalizedDestination.Values.address as ntdst) as acl,

acl.networkdevicehost.@id = networkdevicehost.@id

and acl.name = networkdevicehost.appliedacl.name) |
select(

acl.n_act, acl.source, acl.ntsrc,

acl.Direction, acl.dest, acl.ntdst) | unique()

3anpochbl ang NnpoBepKkn BbiNoNIHEHUS ayauTa y3nos n3 ACL

3anpoc 1.

select(
@networkdevicehost, networkdevicehost.@audittime,
networkdevicehost.@id, networkdevicehost.appliedacl.name) |
filter(networkdevicehost.appliedacl.name) | unique() |
join(
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select(
networkdevicehost.@id,
networkdevicehost.AccessLists.name as name,

networkdevicehost.AccessLists.rules <ActionRule>.Source.Address.Values.address
as source,

networkdevicehost.AccessLists.rules <ActionRule>.Source.Address.Values.prefix
as pref) as acl,

acl.networkdevicehost.@id = networkdevicehost.@id
and acl.name = networkdevicehost.appliedacl.name) |
select(acl.source, acl.pref) | filter(acl.source) | unique() |
join(

select(@host, host.@audittime, host.@ipaddresses) as H,

H.host.@ipaddresses = acl.source) |

calc(TotalDays(now() - H.host.@AuditTime) as dur_audit) |
sort(H.host.@audittime, acl.source)

3anpoc 2:

select(
@networkdevicehost, networkdevicehost.@audittime,
networkdevicehost.@id, networkdevicehost.appliedacl.name) |
filter(networkdevicehost.appliedacl.name) | unique() |
join(
select(
networkdevicehost.@id, networkdevicehost.AccessLists.name as name,

networkdevicehost.AccessLists.rules
<ActionRule>.NormalizedSource.Values.address as ntsrc,

networkdevicehost.AccessLists.rules <ActionRule>.NormalizedSource.Values.prefix
as pref) as acl,

acl.networkdevicehost.@id = networkdevicehost.@id
and acl.name = networkdevicehost.appliedacl.name) |
select(acl.ntsrc, acl.pref) | filter(acl.ntsrc) | unique() |
join(
select(@host, host.@audittime, host.@ipaddresses) as H,
H.host.@ipaddresses = acl.ntsrc) |
calc(TotalDays(now() - H.host.@AuditTime) as dur_audit) |
sort(H.host.@audittime, acl.ntsrc)

3anpoc 3:

select(
@networkdevicehost, networkdevicehost.@audittime,
networkdevicehost.@id, networkdevicehost.appliedacl.name) |
filter(networkdevicehost.appliedacl.name) | unique() |
join(
select(
networkdevicehost.@id,
networkdevicehost.AccessLists.name as name,

networkdevicehost.AccesslLists.rules
<ActionRule>.Destination.Address.Values.address as dest,
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networkdevicehost.AccessLists.rules
<ActionRule>.Destination.Address.Values.prefix as pref) as acl,

acl.networkdevicehost.@id = networkdevicehost.@id

and acl.name = networkdevicehost.appliedacl.name) |
select(acl.dest, acl.pref) | filter(acl.dest) | unique() |
join(

select(@host, host.@audittime, host.@ipaddresses) as H,

H.host.@ipaddresses = acl.dest) |
calc(TotalDays(now() - H.host.@AuditTime) as dur_audit) |
sort(H.host.@audittime, acl.dest)

3anpoc 4:

select(
@networkdevicehost, networkdevicehost.@audittime,
networkdevicehost.@id, networkdevicehost.appliedacl.name) |
filter(networkdevicehost.appliedacl.name) | unique() |
join(
select(
networkdevicehost.@id,
networkdevicehost.AccessLists.name as name,

networkdevicehost.AccessLists.rules
<ActionRule>.NormalizedDestination.Values.address as ntdst,

networkdevicehost.AccessLists.rules
<ActionRule>.NormalizedDestination.Values.prefix as pref) as acl,

acl.networkdevicehost.@id = networkdevicehost.@id

and acl.name = networkdevicehost.appliedacl.name) |
select(acl.ntdst, acl.pref) | filter(acl.ntdst) | unique() |
join(

select(@host, host.@audittime, host.@ipaddresses) as H,

H.host.@ipaddresses = acl.ntdst) |
calc(TotalDays(now() - H.host.@AuditTime) as dur_audit) |
sort(H.host.@audittime, acl.ntdst)

[lns y3n0B, y KOTOpbIX MO pe3ynbTaTamM 3anpoCcoB 3Ha4YeHne napameTpa pref paBHo 32, IP-agpec
CyLLecTBYeT, HO 3HaueHne napamMeTpa @host nycTo unm ayauT He npoBoawnics Boobule (dur_audit
= null) nnm npoBoawnncs 6onblle Mmecsaua Hazag (dur_audit > 30), Heo6xoanMmo cosnaTtb
(sanycTuTh) 3agaun Ha ayouT (cM. pasgen 2.4) n HacTPOoUTb KX pacrincaHune.
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2.4.1.3. AyanT yCTPONCTB C BHELLUHVMW agpecamu

Bbl MOXeTe NpenocTaBnTb AOCTYM K YCTPONCTBY U3 BHELLHEN CETU CreaylowMmn crnoco6amu:

1. CosnaTb npaBuso npeobpasosaHng agpecos (NAT) (cm. paznen 2.4.1.1) Ha ceTeBOM YyCTPONCTBE,
MMeloLLLEM MPSIMOI AOCTYN K CeTu npoBalaepa.

2. HaszHaunTb yCTPOWCTBY BHELLHWI agpec 13 anarna3oHa agpecoB MapLlpyTU3aLnmn 1 nponmncaTtb
npasuna ACL (cm. pasgen 2.4.1.2) Ha MexXceTeBOM aKpaHe 1N 0o6aBnTb Y3es C BHELLHNM
afpecom HanpsMyio B ceTb NpoBaligepa. Huxe nprBeneHbl 3anpock! 4s noncka Takux
YCTPOWCTB.

MpumeuaHwue. [lo6aBneHmne yana c BHELWWHUM afpecoM HanpsmMyto B CeTb NpoBaligepa
yBenmumnBaeT pucky 6e3onacHOCTU. PekoMeHOyeTcs KOHTPOMPOBATb 1 OrpaHNYBaTh BHELLHWN
OOCTYN C ncnonb3oBaHmnem mexceTteBbix akpaHoB, ACL, NAT, VPN n gpyrux mexaHn3amoB
3alnThI.

3anpoc ang noucka y3sfioB C BHEWHUMU agpecamMu o agpecam
Ha y3nax

filter(not networkdevicehost) |
select(@host, host.@id, Host.@ipaddresses, host.@audittime) |

filter(host.@ipaddresses.item not in [172.16.0.0/12, 10.0.0.0/8, 192.168.0.0/16,
0.0.0.0/32, 169.254.0.0/16,::1/0, 127.0.0.0/8, 100.64.0.0/10]) |

select(@host, host.@id, compactunique(Host.@ipaddresses), host.@audittime) |
calc(TotalDays(now() - host.@AuditTime) as dur_audit) | sort(host.@audittime ASC,
@host ASC)

PeaynbTaT 3anpoca 6yaeT cogepXaTb CrNCOK Y3/10B C BHELLUHUMU agpecamMi. 3HaueHns napameTpa
@IPAdresses MOryT 6blTb HeakTyanbHbIMU, €CNN BHELLUHNE agpeca yKasaHbl Y Y3/10B, Ha KOTOPbIX OHY
yXe He NCMosb3yTCs.

BHelwHMne agpeca Ha y3nax MOryT NOsSBUTLCS MO pa3HbIM MprynHam. Ecnm B pesynbtaTax CAmwKom
MHOTO y3/10B, TO 3TO MOXeT 6bITb cBA3aHO ¢ 10, KOTOpOoe MOXeT OTAaBaTb BHELLUHIOW agpecauunto
y3na B MaxPatrol VM (MaxPatrol SIEM). PaccmoTpum npumep, Korga B MHGpacTpyKType
ycTtaHoBneHbl MaxPatrol SIEM n MaxPatrol EDR. Heo6xogumo BbIMONHUTL 3anpoc A1 Noucka y3oB
MaxPatrol EDR, npeactaBneHHbI HXe, 1 MPOaHann3npoBaTh NPUYNHBI MOSABAIEHNS BHELLHNX
afpecos.

filter(not networkdevicehost) |

select(@host, host.@type, host.@updatetime, host.@id, Host.@ipaddresses,
host.@audittime) |

filter(host.@ipaddresses.item not in [172.16.0.0/12, 10.0.0.0/8, 192.168.0.0/16,
0.0.0.0/32, 169.254.0.0/16, ::1/128, 127.0.0.0/8, FE80::/10, 100.64.0.0/10, ::1/0]) |

select(@host, host.@type, host.@updatetime, host.@id,
compactunique(Host.@ipaddresses) as ips, host.@audittime) |

join(select(host.@id, host.softs <XDRAgent>) as edr, edr.host.@id = host.@id) |
filter(edr.host.softs <XDRAgent>) |

select(@host, host.@audittime, ips) | calc(TotalDays(now() - host.@AuditTime) as
dur_audit) | sort(host.@audittime, @host)
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[ns y3noB, ayanT KOTOPbIX He npoBoauscs Booblle (dur audit = null) wnmn npoBoguncs 6onblue
Mecsua Hazag (dur_audit > 30), Heobxoaumo coapnaTh (3anycTuTb) 3a4ayn Ha ayanT
(cm. pazgen 2.4) n HaCTPOUTb X pacrnncaHue.

MpumeuaHue. B MaxPatrol SIEM Ha Bknagke Co6bITUSI Bbl MOXETE NPUMEHUTb GUIbTP
event_src.title = "xdr" and msgid = "register_pt_edr_agent". 3 aTux cobbiTnii
ot MaxPatrol EDR B MaxPatrol SIEM cosgatoTcsa akTuBbl.

3anpoc ang nomcka ysnoB C BHELWHUMU agpecamu
c nonb3oBatenbckumu OC

filter(not networkdevicehost) |

select(@host, host.osname, Host.interfaces.name, Host.interfaces.isenabled,
Host.interfaces.13settings.address.address.address as address, host.@audittime) |

filter(host.osname match "~Windows ([\w.]{2,3}|Vista)$" and address not in
[172.16.0.0/12, 10.0.0.0/8, 192.168.0.0/16, ©.0.0.0/32, 169.254.0.0/16, ::1/128,
127.0.0.0/8, FE80::/10, ::1/0, 100.64.0.0/10]) |

select(@host, host.osname, Host.interfaces.name, Host.interfaces.isenabled,
compactunique(address), host.@audittime) |

calc(TotalDays(now() - host.@AuditTime) as dur_audit) | sort(host.osname, @host)

MpumeuaHue. 3anpoc, NprBeneHHbIN Bbilwe, NpuMeHum ans yanos ¢ Windows. [ng OC
cemelictBa Unix He06XoaMo yaanuTb 13 3anpoca ¢unbTpauuio no host.osname match
"AWindows ([\w.]{2,3}|Vvista)$", crpynnmpoBaTb AaHHbIE 1 ONpPeaenunTb, yanbl ¢ kakoin OC
MOryT MMETb BHELLUHME agpeca. 3anpoc AN rpynnmpoBkiy AaHHbIx 06 OC:

filter(not networkdevicehost) |

select(@host, host.osname) |

filter(host.osname and not host.osname match "~Windows") |
group(host.osname, COUNT(*)) | sort("COUNT(*)" DESC)

Ecnu B pesynbTaTax 3anpoca ecTb faHHble 06 y3nax ¢ nonb3oBaTtenbckumm OC, To HeO6X0ANMO
yOoanuTb BHELWHNe agpeca Ans Hux. Kak npaBuno, He pekoMeHayeTcs opraHnsaumns goctyna

K MONb30BaTENbCKM MalLVHaM HanpsiMyio 13 BHELLHEN CeTU, Havye OHW 6yayT SBASTbCS TOYKaMu
BXOfAa B UHGpacTPyKTypy. Ecnu, Tem He MeHee, nCrnonb3oBaHne BHELLIHX afpecoB Ha y3nax

¢ nonb3oBaTenbckMy OC HEO6XOAMMO, TO PEKOMEHAYETCS 06y4YnTb NoSIb30BaTeNel Npasmiam
6e30MacHOCTY 1 CBOEBPEMEHHO BbINONHATD ayaAnT 3TUX Y3M0B.

3anpoc ang noucka y3noB ¢ BHELWHUMMW agpecamMm ¢ cepBepHbimu OC

filter(not networkdevicehost) |

select(@host, host.osname, Host.interfaces.name, Host.interfaces.isenabled,
Host.interfaces.13settings.address.address.address as address, host.@audittime) |
filter(host.osname not match "~Windows ([\w.]{2,3}|Vvista)$" and address not in
[172.16.0.0/12, 10.0.0.0/8, 192.168.0.0/16, ©0.0.0.0/32, 169.254.0.0/16, :: 1/128,
127.0.0.0/8, FE80::/10, ::1/0, 100.64.0.0/10]) |

select(@host, host.osname, Host.interfaces.name, Host.interfaces.isenabled,
compactunique(address), host.@audittime) |

calc(TotalDays(now() - host.@AuditTime) as dur_audit) | sort(host.osname,
host.@audittime, @host)
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[1ns BCex y31oB, AaHHble 0 KOTOPbIX HalAeHbl B pesynbTaTe 3anpoca, He06XoanMO NPOBEPUTD,
060CHOBAHO NN NCMONb30BaHNE BHELLHNX afpecoB, N eCNN HET, TO OTKa3aTbCs OT NCMONb30BaHNS
BHELLHNX afpecoB A5 3TUX y30B.

[ns y3noB, ayanT KOTOPbIX He npoBoauscs Boobuue (dur _audit = null) wnmn npoBoguncs 6onblue
Mecsua Hazag (dur_audit > 30), Heo6xoaumo co3paTh (3anycTuTb) 3a4ayn Ha ayanT
(cm. pazgen 2.4) n HaCTPOUTb X pacrnncaHue.

3anpoc ans noncka y3nos ¢ BHEWHUMW agpecaMu rno AaHHbIM
C ceTeBbIX YCTPOUCTB

3anpoc npaBua MapLpyTU3aLn:

select(@networkdevicehost,
networkdevicehost.RoutingTables.Routes.Destination.NetworkID as net_id,
networkdevicehost.RoutingTables.Routes.Destination.prefix,
networkdevicehost.RoutingTables.Routes.Destination.address) |

filter(net_id and net_id not in [172.16.0.0/12, 10.0.0.0/8, 192.168.0.0/16,
0.0.0.0/32, 169.254.0.0/16, :: 1/128, 127.0.0.0/8, FE890::/10, 100.64.0.0/10, :: 1/0])
| unique() | sort(net_id ASC)

3anpoc ansg nouncka nogceten 6e3 aye6nnpoBaHnNg C PasHbIX YCTPOWCTB:

select(networkdevicehost.RoutingTables.Routes.Destination.NetworkID as net_id,
networkdevicehost.RoutingTables.Routes.Destination.prefix) |

filter(net_id and net_id not in [172.16.0.0/12, 10.0.0.0/8, 192.168.0.0/16,
0.0.0.0/32, 169.254.0.0/16, ::1/128, 127.0.0.0/8, FE80::/10, 100.64.0.0/10, ::1/0]) |
unique() | sort(net_id ASC)

B pesynbTaTe aT0Oro 3anpoca 6yaeT nosyyYeH Cnuncok noaceTeii. [1ng noncka ysnos C BHELHUMY
agpecamMui Bbl MOXeTe CMOoMb30BaTb 9TOT CANCOK, BbIMOMHNB 3aMpoc:

filter(not networkdevicehost) |

select(@host, host.@id, Host.@ipaddresses, host.@audittime) |
filter(host.@ipaddresses.item in [%Mony4eHHbin cnucok noaceTein%]) |

select(@host, host.@id, compactunique(Host.@ipaddresses) as ips, host.@audittime) |
calc(TotalDays(now() - host.@AuditTime) as dur_audit) |

sort(host.@audittime ASC, @host ASC)

Ecnn nseecTtHo, Kakne na NMoJTy4YeHHbIX nogceTen NCrOJIb3YIOTCYA TOJIbKO OJ14 BbIXO4a B NHTEPHET,
HeobXxoanmmo YOoannTb NX N3 3anpoca, HaCTPOUB npaBWJia MapLipyTusauunn.

YTo6bI CrpynnnpoBaTh pedynbTaTbl 1 HAUTK NOACETN C 6OMbLUNM KOIMYECTBOM akTBOB, Bbl MOXeTe
006aBuUTb B KoHel, dunbtpa | group(ips, COUNT(*)) | sort("COUNT(*)" DESC).

[ns yanoB, ayouT KOTOPbIX He NpoBoauacs BoobLue (dur_audit = null) wnmn npoBoguncs 6onblue
mMecsua Hasag (dur_audit > 30), Heo6xoamMmo cos3faTh (3anycTuTb) 3agayn Ha ayauT
(cMm. pasgen 2.4) n HaCTPOWTb UX pacncaHune.
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Monck cepBepoB, AOCTYMNHbIX U3 BHELWHeN ceTn, ¢ nomoubio PT NAD

Ecnu B undpacTpykType yctaHosneH PT NAD, Bbl MOXeTe NCNob30BaTh ero A9 MOHUTOPUHIa
TpadurkKa 1 Norncka CepBepoB, AOCTYMHbIX 3 BHELLIHEN CETU, BbINMOHNB CreayoLine Wwaru:

1. TMpumeHutb dunbTp src.groups == EXTERNAL_NET && dst.groups == HOME_NET && !
dhcp && lapp proto == "dhcp" && !flags == "SPLIT".

2. Ha cTtpaHuue flaw6oppabl 5KCNOPTUPOBaTh AaHHble BuaxeTa CepBepbl N0 ceccusam

-

u TpadumKy, HaxaB — . B peaynbTaTe OyoyT HageHbl faHHbIe O cepBepax 1 yanax, KoTopble
ABNSIOTCS TOUKaMM BXOAa B MHOPACTPYKTYPY UK BbIXOAA BO BHELLHIOKW CETb, @ Takxe AaHHbIe
06 ncnonb3oBaHuK agpecos link-local, npegHasHauYeHHbIX 4Ns KOMMYHUKaLWIA B Mpegenax
O[HOro cermeHTa ceTu.

3. Cospgatb rpynnbl yanos LINK_LOCAL (169.254.1.0/16) n USER_NET (BkntoyaeT nogceTu, KOTopble
NCrnonb3yTCcs A9 BbIXo4a B UHTEPHET).

MpumeuaHune. CosgaHne rpynn onncaHo B pasaene «YnpasneHune rpynnamMmim y3nioB 11 MopTOB»
PykoBopgcTea onepatopa PT NAD.

4. TpymeHnTb GunbTp src.groups == EXTERNAL _NET && !src.groups == LINK LOCAL &&
dst.groups == HOME_NET && dst.groups != USER_NET && !dhcp && !app_proto ==
"dhcp" && !flags == "SPLIT".B pe3ynbTate 6yayT HaligeHbl AaHHble O CepBepax, LOCTYMHbIX
N3 BHELLHEN CEeTU, KOTOpbIe BASIOTCS TOUKaMy BXOAa B MHOpacTpyKTypy. Bbl MoxeTe cpaBHUTD
noflyyYeHHble pesynbTaThbl C pesybTaTamMiy 3anpoca 415 NoncKa y3oB, [OCTYMHbIX N3 BHELLHENR
ceTu, ¢ nomoubto npasun NAT (cm. pasgen 2.4.1.1).

2.4.2. AyonT 0OMEHOB 1 KOHTPOA1EPOB AOMEHOB

Ay,D,I/IT OOMEHOB N KOHTPOJ1J1epOoB OOMEHOB PpeKOMeHAYEeTCH BbINMOJIHATDE B CrieayoleM nopganke:

1. Tonyuntb nHdopMaLmo X0Ts 6bl 06 OAHOM KOHTPOSIIEpe LOMEHa B KaXA0M 3aLU/LLLaeMoM flece
LOMEHOB, a Takxe y4eTHble 3anncy ANns BbIMOMHeHNs 3agad ayguTa (cm. pasgen 2.4).

2. BbInonHWTb ayouT y310B ¢ onpeneneHHbIM npodunem (cm. pasgen 2.4).

3. BbinonHutb ayaut yanos ¢ npodunem Microsoft Active Directory Audit (nanee Takxe — ayaut
no LDAP).

4. BbINONHUTb ayanT BCEX KOHTPOMNEPOB JOMEHOB.

NMounck pomeHoB K KOHTpPOJIJ1IepOB AOMEHOB, AJ1d KOTOPbIX HE 6bin
BbINOJIHEH ayaAnT

Ecnu mexay nomeHammn A n B ycTaHoBneHbl OTHoLWeHNS goBepus (trusts), To B JomeHe A ecTb
NHPOPMaLMs O cyLLecTBOBaHUN aomMeHa b. Ecnm 6bin BoINOAHEH ayauT Ansg oMeHa A, To Bbl MOXeTe
NpoBepWTb, 6bi1 NN BbIMNOMHEH ayanT Af1d AoMeHa b, ¢ nomoLblo 3anpoca:

select(Activedirectory.forestTrusts, Activedirectory.domains.domainTrusts) |
calc(Activedirectory.forestTrusts + Activedirectory.domains.domainTrusts as domain) |
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select (domain) | unique() |

join(
select(@activedirectory, activedirectory.domains.name as name,
ActiveDirectory.@updatetime) as AD, AD.name = domain)

[ns nomMeHOoB, flaHHble O KOTOPbIX HaleHbl B pe3ynbTaTe 3anpoca (3anofiHeHbl 3HaYeHNs
napameTpoB AD.@activedirectory n AD.name), HEO6XOANMO HalTV KOHTPOIEPbl AOMEHOB

1 cospathb (3anycTuTb) 3agayn (cm. pasgen 2.4) Ha ayguT no LDAP. Ecnn ayont nposoguscs

6onblue Mmecsua Hazap (ActiveDirectory.@updatetime > 30), To HEO6XOAMMO HATL 3agady

Ha ayouT (cm. pasgen 2.4) n 3MeHNTb pacnucaHne ee 3anycka Unn BbISCHUTb, MOYeMy ayanT He 6bin
BbIMNOHEH, N YCTPAHNUTb NMPUYLHBI.

Bbl MoXeTe HallTu KOHTPO1IePbl JOMEHOB, A/19 KOTOPbIX 6bl1 BbINOMHEH ayauT, HO He 6bl1 BbIMNOSIHEH
ayaunT no LDAP, BbInoOAHMB 3anpoc:

select(Activedirectory.forestTrusts, Activedirectory.domains.domainTrusts) |
calc(Activedirectory.forestTrusts + Activedirectory.domains.domainTrusts as domain) |
select (domain) | unique() |
join(select (@activedirectory, activedirectory.domains.name) as AD,
AD.activedirectory.domains.name = domain) |
join(filter(host.hostroles.role = "domain controller") |
select (@windowshost, windowshost.domain) as DC,
DC.windowshost.domain = domain)

PesynbTaT 3anpoca CoaepXmnT CNCcok KOHTPONNEepoB AOMeHOB. Ecnn 3HaueHne napameTpa
AD.activedirectory.domains.name nycTo, TO oS KOHTpoNAepa oOMeHa 6bin BbiNMOSHEH ayauT,
HO He 6bi BbinonHeH ayanT no LDAP. [1ng Taknx KOHTPOIepOB HEO6X0AMMO co3aaTh (3anycTnThb)
3agaun (cm. pazgen 2.4) Ha ayout no LDAP. YTo6bl B pesysibTaTe 3anpoca oTo6paxannch TOMbKO
Takune KOHTPOsIepbl LOMEHOB, Bbl MOXeTe 106aB1Tb B 3aMpoc GpunbTp |
filter(AD.activedirectory.domains.name = null).

Mouck gomeHoB, UHPOPMaALIMA O KOTOPbIX €CTb Ha KOHEUHbIX y3nax

3anpoc ang noncka AOMeHoB, MHPOPMaLING O KOTOPbIX eCTb Ha KOHEYHbIX y3/iax:
select(windowshost.domain) | filter(windowshost.domain) | unique()

3anpoc as19 noncka 4OMeHOB, NHGOPMaLMS O KOTOPbIX €CTb Ha KOHEUHbIX Y3/1ax, HO KOTopble
He 6blnn HalioeHbl B peadynbTaTte ayauTta:

select (windowshost.domain) | filter(windowshost.domain) | unique() |
join(
select(
@activedirectory, activedirectory.domains.shortname as
shortname, activedirectory.domains.name as name) as AD,
AD.name = windowshost.domain OR AD.shortname = windowshost.domain) |
filter(AD.@activedirectory = null)
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3anpoc as1a noncka y3no., Ha KOTOPbIX €CTb NHGOPMaLUMNs O AOMEHaX, He HalgeHHbIX B pe3ynbTaTe
ayaomTa:

select(windowshost.domain) | filter(windowshost.domain) | unique() |
join(
select(@activedirectory, activedirectory.domains.shortname as
shortname, activedirectory.domains.name as name) as AD,
AD.name = windowshost.domain OR AD.shortname = windowshost.domain) |
filter(AD.@activedirectory = null)

PesynbTaT 3anpoca 6yneT cogepxaTtb AaHHble 06 yanax ¢ Windows BHe foMeHOB (TO eCTb B JOMEHe
WORKGROUP) n B pomeHax (kpome WORKGROUP).

Ecnn HanpeHbl faHHble 06 y3nax BHe [oMeHoB (B gomeHe WORKGROUP), TO B 3aBUCUMOCTM

OT NONNTNKIM 6€30MaCHOCTI OpraHn3aLy Bbl MOXeTe NN60 BKIOUNTD 3T y3bl B OANH U3 LOMEHOB
N LLeHTPann3oBaHHO yNpaBnsaTb NOANTKaMM 6€30MacHOCT 1 OBHOBMEHWIA, CMONb3YS

Domain Management Server, nn60 NCkNo4nTb AaHHble 06 3TUX y3nax 13 pe3ynbTaToB 3anpoca,
3aMeHuB B 3anpoce ¢punbtp filter(windowshost.domain) Ha filter(windowshost.domain
and windowshost.domain != "WORKGROUP").

Ecnn HanpeHbl paHHble 06 y3nax B goMmeHax (kpome WORKGROUP), TO HEO6XO4MMO NPOBepUTb, 6bli fn
BbIMOJIHEH ayanT nomMeHa. Ecnun ayonT foMeHa He 6bl1 BbINMOSIHEH U KOHTPOJIIEp AoOMeHa He HalgeH
NpPW BbINOTHEHV NMPUBELAEHHbIX HUXE 3arMpOCOoB, TO YTOObI ero HalTK, HEOBXOANMO PaCLLVIPUTD
duNbTPbI ANg ckaHMpoBaHug ¢ Nnpodunem HostDiscovery nnm BoisBuTb 0cobeHHocTu I T-
NHPPACTPYKTYPbI, N3-3a KOTOPbIX 3aNpPOChl MOryT 6bITb 3a610KNPOBaHbI.

3anpoc 0719 NoncKa KOHTpPOJ1epoB JOMEHOB N3 HEN3BECTHbLIX JOMEHOB!

select(@windowshost, windowshost.domain,
windowshost.hostroles.role, windowshost.@audittime) |

filter(windowshost.hostroles.role = "domain controller”
and windowshost.domain) | unique() |

join(
select(

@activedirectory, activedirectory.domains.shortname as shortname,
activedirectory.domains.name as name) as AD,

AD.name = windowshost.domain OR AD.shortname = windowshost.domain) |
filter(AD.@activedirectory = null)

MpumeyaHune. STo YaCTHbIN CryYyall NpeabiayLLero 3anpoca no NoWCKyY y3/0B, Ha KOTOPbIX eCTb
nHdOPMaLMs O LOMEHaX, He HallAeHHbIX B pe3ynbTaTe ayamTa.

PesynbTat 3anpoca 6yaeT cogepxaTb B Kaxaon CTPOKE faHHble O KOHTpoNnepe ooMeHa,

L7191 KOTOPOro 6bl1 BbINOMHEH ayauT (3HauYeHne napameTtpa windowshost.@audittime He nycTo),
HO 419 JOMeHa Npu 3TOM He BbinosnHsancs ayauT no LDAP. [1ns kaxgoro Takoro joMeHa Heo6xoamnmo
cospathb (3anycTuTb) 3agady (cm. pasgen 2.4) Ha ayout no LDAP, ykazaB y4eTHyIo 3anncb, C KOTOPOWA
Oblfa BbINOMHEHa 3ajaya Ha ayauT KOHTposepa AOMeHa.
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OueHka KayecTBa ayanTa AOMEeHOB N KOHTpoOJIJ1epoB AOMEHOB

[lns oueHkun kayecTBa ayanTa JOMEHOB 1 KOHTPOJ11epOoB OMEHOB Bbl MOXeTe BbIMNO/IHUTb 3anpocC:

select(
@ActiveDirectory, ActiveDirectory.@updatetime,
ActiveDirectory.domains.name,
ActiveDirectory.domains.objectSid as objectSid,
compactunique(ActiveDirectory.domains.Users.SamAccountName)
as users) |

join(
select(ActiveDirectory.domains.objectSid as objectSid,

compactunique(ActiveDirectory.domains.Groups.SamAccountName) as groups) as G,
G.objectSid = objectSid) |

join(
select(ActiveDirectory.domains.objectSid as objectSid,
compactunique(

ActiveDirectory.domains.Computers.SamAccountName) as computers) as C,
C.objectSid = objectSid) |

select(
@ActiveDirectory, ActiveDirectory.@updatetime,
ActiveDirectory.domains.name, objectSid,
users, G.groups, C.computers)

PesynbTaT 3anpoca 6yaeT cofepxaTb 3HaYeHNs NapamMeTPOB:

updatetime — Bpems nocnegHero ayanTa;
name — FQDN;

objectSid — SID gpomeHa;

users — BCe NMoNb30oBaTeN B AOMEHE;
groups — BCe rpynnbl B JOMEHE;

computers — BCe KOMMbIOTEPbI B JOMEHe.

KauecTBO ayouTa o6ecrneyeHo, ecnm Kaxablii N3 3TUX NapamMeTpoB COAePXUT XOTS 6bl OAHO
3Ha4yeHe 1 NosTyYeHHbI CMCOK JOMEHOB COBMafaeT C NPeaoCTaBIeHHbIM A1 ayanTa CrnCKOM
nomMmeHoB. Ecnn B pesynbTaTe ayauTa Kakol-1m60o 13 QOMEeHOB He O6HapYyXeH, TO HEO6XoaMMO
NpPOBEpWUTb, CYLLLECTBYET N1 1 3anyLLieHa Nin 3agava Ha ayauT (cMm. pasgen 2.4). Ecnn sagaun HeT

N 0OMEH He HallleH C MOMOLLIbIO 3aMpPOCoB, NPeACTaBNEeHHbIX B 3TOM pasfene, ToO He06X0ANMO
cospgaTb (3anycTuTb) 3agavy Ha ayauT (cm. pasaoen 2.4).

B aTom pa3pene

Mounck KOHTPONNEPOB AOMEHOB, HE BK/TIOUEHHbIX B JOMeHbI (CM. pasgen 2.4.2.1)

Mownck y3noB, ons KOTOPbIX He 6bl/1 BbIMOIHEH ayauT, Mo MHbopMauumn n3 gomMeHa (cm. pasnen 2.4.2.2)
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2.4.2.1. Tlonck KOHTPONNEPOB LOMEHOB, HE BKITIOUYEHHbIX
B LOMEHDI

3anpoc ang noncka KOHTPOJIJIepoB [OMEHOB MO NopTam
(HostDiscovery)

select(@host, host.@id, host.@audittime, Host.Endpoints<TransportEndpoint>.Port as
Port, Host.Endpoints<TransportEndpoint>.Protocol as Protocol,
Host.Endpoints<TransportEndpoint>.Status as Status) | limit (@) |

filter(Port in [53, 88, 135, 389, 445, 636, 3268, 3269] and Protocol = 'tcp' and
Status = 'Open') |
calc(TotalDays(now() - host.@AuditTime) as dur_audit) |

calc(if Host.@audittime = null then "no audit" else if dur_audit > 30 then "old
audit" else "timely audit" as for_sorting) |

join(select(host.@id, host.hostroles.role as role) |
filter(role = "domain controller") as DC, DC.host.@id = host.@id) |

select(@host, dur_audit, DC.role, countunique(Port), compactunique(Port),
for_sorting) |

filter(countunique(Port) > 4) | sort(for_sorting ASC, dur_audit DESC, @host ASC)

MpumeuaHue. CBefeHna 0 NOpPTax, NCNOJIb3yeMblX KOHTPONepamMmn [OMEHOB, U MPYMepbI
HasBaHWIN CepBICOB, NpeacTaBneHbl Ha caliTe learn.microsoft.com.

PesynbTaT 3anpoca 6yneT codepXxaTtb 3HaueHne napameTpa countunique (Port) ansg kaxmoro
y3na. Ecnun 3HaueHmne napameTpa paBHO 8, TO 3TOT y3eN — KOHTpoAnep goMmeHa. Ecnu sHaveHmne
napameTpa MeHblLUe 8, TO y3es TOXe MOXET 6blTb KOHTPOIEPOM AOMEHA, Y KOTOPOro 3aKpbIThl
nopTbl 419 CKaHMpPOoBaHWs. [1oaToMy B 060UX ClyYasix HEO6XoaMMOo co3aaTh (3anyCcTuTb) 3agaun
Ha ayouT (cm. pasgen 2.4) y3noB., AaHHble O KOTOPbIX HaligeHbl B peaynbTaTe 3anpoca.

UTo6bI B pesynbTaTe 3anpoca nonyynTb AaHHbIE TOMbKO 06 y3nax, Ansg KOTOPbIX HE 6bl1 BbIMOMHEH
ayauT, Bbl MOXeTe 006aBNTb B KOHeL, nocnenHero opunbTpa ycnosue

and (not dur_audit or dur_audit > 30).[ns Takux y3noB HEO6X0QMMO CO30aTh (3anycTuTb)
3apayn Ha ayaunT (cm. pasgen 2.4). Takxke Bbl MOXETe NPOCMOTPETb 3HaYeHe NnapameTpa
for_sorting, monyyeHHoe ang Kaxgoro yana. [1ng y3noBs, y KOTOpbIX 3TO 3HayeHme paBHO no audit
unn old audit, Heo6xoammo cosnaThb (3anycTuTb) 3aaayn Ha ayauT (cMm. pasgen 2.4), n B pesynbTaTe
NX KOPPEKTHOTrO BbIMOMHEHNS 3HaYeHne napameTpa for_sorting 6yneT paBHo timely audit.

Mocne ayamTa KOHTPONEPOB AOMEHOB HEO6XOANMO MNPOBEPUTD, YTO BbINOHIETCS ayanT
L1 LOMEHOB.

3anpoc ansg noncka KOHTPOJIJIEpOB AOMEHOB MO cepBMcam
3a nopTtamu (Service Discovery)

select(@host, host.@audittime, host.@id,
Host.Endpoints<TransportEndpoint>.service.@type as type,
Host.Endpoints<TransportEndpoint>.port as port) |

filter(type in ["LdapService", "LdapSslService", "KerberosService"]) |
join(select(host.@id, host.hostroles.role as role) |
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filter(role = "domain controller") as DC, DC.host.@id = host.@id) |

select(@host, host.@audittime, DC.role, compactunique(type), countunique(type),
compactunique(port)) |

filter(countunique(type) > 1)

YUTo6bI B peaynbTaTe 3anpoca MonyyYnTb faHHble TONbKO 06 y3nax, Ans KOTOPbIX He 6bl1 BbIMOMHEH
ayouT, Bbl MOXeTe f06aBUTb B KOHeL, MocniefHero ounbTpa ycnosue

and (not dur_audit or dur_audit > 3@).[0nga Takux y3noB Heo6XoOMMO Co3aaTb (3anyCTuTb)
3afaun Ha ayauT (cm. pasgen 2.4).

Nocne ayanTa KOHTpO11epoB 0OMEHOB HeobxoaMmo NMpPoBEPUTb, YTO BbIMOJIHAETCH ayOouT
0na JOMeHOB.

3anpochbl Ang Nnoucka KOHTPOJNIePOB AAOMEHOB, A1 KOTOPbIX
HaCTpPOEH ayauT

3anpoc 1.
select(@host, host.@audittime, host.hostroles.role) |
filter(host.hostroles.role = "Domain Controller")
3anpoc 2:

select(@windowshost, windowshost.@audittime, windowshost.domainrole) |
filter(windowshost.domainrole like "%Domain Controller%")

3anpoc 3:

select(@WindowsHost, WindowsHost.Roles.Name) |

filter(WindowsHost.Roles.Name = "Active Directory Domain Services") | unique()
3anpoc 4:

select (@windowshost, windowshost.user.name) |
filter(windowshost.user.name = "krbtgt")

MpumeuaHue. [TokanbHas yyeTHas 3anncb krbtgt ncnonbayetcs crnyx60im
Windows Server Kerberos.

Bbl MOXeTe ncnonb3oBaTb NOMyYeHHble pe3ybTaTbl 415 FPYNnMPOBKY akTMBOB (CM. pasnen 2.3)
1 aHannaa NHGPacTPyKTypbI.

2.4.2.2. [Tonck y3no., 4Ns KOTOPbIX HE Oblf BbINOSHEH ayauT,
no nHopmaumm n3 ooOMeHa

3anpochl, NpVBEAEHHbIE HIXE, MO3BONSIOT MPOaHaNN3NPOoBaTb MHGOPMALMIO, MONYYEHHYIO

B pesynbTaTe ayanTa no LDAP. MNepeq nx BbINONHEHNEM HEO6X0AMMO BbINOMHUTL ayauT LOMEHOB
N KOHTPOJI1ePOB fOMeHOB (CM. pasfen 2.4.2) 1 NOUCK KOHTPOEPOB LOMEHOB, HE BKITIOUYEHHbIX

B JOoMeHbl (CM. pasgen 2.4.2.1).
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NMounck KOHTPONNEepoB AOMEHA B 3aKPbITOM CErMeHTe ceTH

Mounck KOHTpPOJ1I/1epOoB AoOMeHa no I/IHCI)OpMaLl,VIVI N3 AOMeHa NO3BOJIFEeT NPOoBepnTb Hann4vmne
KOHTPOJ11epOB AOMEHa B 3aKPbITOM CermeHTe CeTu.

3anpoc a514 novcka KOHTPO/IEPOB AoMeHa No MHbopMaLun N3 AoMeHa:

select(
@ActiveDirectory, ActiveDirectory.Domains.Name as name,
ActiveDirectory.Domains.Computers.DnsHostName,
ActiveDirectory.Domains.Computers.DomainRole,
ActiveDirectory.Domains.Computers.objectSid) |

filter(

ActiveDirectory.Domains.Computers.DomainRole like '%Domain Controller%' OR dn
like "%0U=Domain Controllers,%") | sort(name)

3anpoc af1g noncka KOHTPOJIEPOB AOMEHa Mo MHPOPMaLML 13 [OMEHa (Yepes rpynmbl):

select(
@ActiveDirectory, ActiveDirectory.Domains.objectSid,
ActiveDirectory.Domains.Name as name,
ActiveDirectory.Domains.groups.SamAccountName as SamAccountName,
ActiveDirectory.Domains.groups.allmembers.objectSid as mem) |
filter(
SamAccountName like "%Domain Controller%" and mem) |
join(
select(
ActiveDirectory.Domains.objectSid,
ActiveDirectory.Domains.computers.objectSid as objectSid) as

Comp, Comp.ActiveDirectory.Domains.objectSid =
ActiveDirectory.Domains.objectSid and Comp.objectSid = mem)

[Nocne BbINONHEHNS 3anpocos, nprBegeHHbIX Bbllle, Bbl MOXeTe NMpoBepuTb BbIMOIHEHE ayanTa
0N4 CyueCTBYIOWMX akTBOB C MOMOLLbIO 3arpoca:

select(
ActiveDirectory.Domains.Name as name,
ActiveDirectory.Domains.Computers.DnsHostName as DnsHostName,
ActiveDirectory.Domains.Computers.DomainRole,
ActiveDirectory.Domains.Computers.objectSid) |
filter(
ActiveDirectory.Domains.Computers.DomainRole like '%Domain Controller%') |
join(
select (@host, host.fqdn, host.@audittime) as H,
H.host.fgqdn = DnsHostName) |
sort(name) |
select(name, DnsHostName, H.@host, H.host.@audittime) |
calc(TotalDays(now() - H.host.@AuditTime) as dur_audit) |
sort(H.host.@audittime)
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[ns BCcex y3noB, AaHHble O KOTOPbIX HalAEeHbl B pe3yfibTaTe 3anpoca, Heo6XoANMO NMPOBEPUTb
3HayeHus napameTpoB H.@host, H.host.@audittime, dur_audit. Ecnn 3HayeHns napameTpoB
H.@host unn H.host.@audittime nycTbl unm ayouT npoBoguncs 6osblue MecsLa Hasag,
(dur_audit > 30), To HeobxOOMMO CcO3aaTh (3anyCTUTb) 3afaun Ha ayauT (cMm. pasgen 2.4)

N HacTpouUTb KX pacnucaHue. MNpu cospaHnn (3anycke) 3agayn Ha ayauT yana C NyCcTbiM 3HaYeHNeM
napametpa H.@host HeO6XOANMO YCTaHOBUTb Gnaxok BeinoNHUTb 06HapyXeHue y3/10B

AO Hauyana c6opa AaHHbIX.

MpumeuaHue. 3HaueHne napameTtpa H.@host MoxeT 6bITb NyCTbiM N3-3a TOro, 4yto no FQDN
He yganoch onpenennTb y3er, yKadaHHbl B LOMEHe.

Mounck cepBepoB ¢ Microsoft System Center Configuration Manager
(SCCM)

CepBsepbl ¢ SCCM, Kak 11 KOHTPONEPbl AOMEHOB, MO3BONSOT KOHPUIYPUPOBaTb Nobble Y3/bl
[lOMeHa 11 MO3TOMY MOTYT 6biTb LIE/bIO 3/TOYMbILLNIEHHVIKA.

3anpoc ansg noucka cepeepo ¢ SCCM:

select(
@ActiveDirectory, ActiveDirectory.domains.groups.objectsid as gr_sid,
ActiveDirectory.domains.groups.SamAccountName as gr_name,
ActiveDirectory.domains.groups.allmembers.SamAccountName as mem_name,
ActiveDirectory.domains.groups.allmembers.ObjectSid as mem_id) |
filter(
gr_name match "~(SMS( |_)|SCCM.*Servers)"
and mem_name like "%$") | UNIQUE() |
join(
select(
ActiveDirectory.domains.Name as name,
ActiveDirectory.domains.shortname,
ActiveDirectory.domains.computers.objectSid as hostSID,
ActiveDirectory.domains.computers.dnsHostName as dnsHostName
) as gr,
gr.hostSID = mem_id) |
select (@ActiveDirectory, mem_name, gr_name, gr.dnsHostName) |
join(
select (@host, host.fqdn, host.@audittime) as H,
H.host.fgqdn = gr.dnsHostName) |
calc(TotalDays(now() - H.host.@AuditTime) as dur_audit) |
sort(H.host.@audittime) | group(@ActiveDirectory)

[1ns Bcex y3noB, faHHble O KOTOPbIX HalAeHbl B pedynbTaTe 3anpoca, He06XoANMO NPOBEPUTb
3HayeHue napameTpa gr.dnsHostName. Ecnm oHo nycTo, TO y4eTHas 3anuch y3na ecTb B rpynne
gr_name, HO OTCYTCTBYET B JIOMEHe. B 3ToM cnyyae Heo6Xxoamnmo yoannTb y4eTHYI0 3annch y3na
N3 rpynnbl gr_name, MHaye 3M0YMbILLIEHHK MOXET Y3HaTb MS y3/a U co3aaTb BUPTYyasbHYO
MaLUMHY C TakKUM VIMEHEM.
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[ns BCcex y3noB, AaHHble O KOTOPbIX HalAEeHbl B pe3yfibTaTe 3anpoca, Heo6XoANMO NMPOBEPUTb
3HayeHus napameTpoB H.@host, H.host.@audittime, dur_audit. Ecnn 3HayeHns napameTpoB
H.@host unn H.host.@audittime nycTbl unm ayouT npoBoguncs 6osblue MecsLa Hasag,
(dur_audit > 30), To HeobxOOMMO CcO3aaTh (3anyCTUTb) 3afaun Ha ayauT (cMm. pasgen 2.4)

N HacTpouUTb KX pacnucaHue. MNpu cospaHnn (3anycke) 3agayn Ha ayauT yana C NyCcTbiM 3HaYeHNeM
napametpa H.@host HeO6XOANMO YCTaHOBUTb Gnaxok BeinoNHUTb 06HapyXeHue y3/10B

AO Hauyana c6opa AaHHbIX.

NMounck noutoBbIX cepBepoOB

C60p CcobbITNI C MOYTOBbIX CEPBEPOB PEKOMEHAYETCH BbINOMHATL C MOMOLLbIO Mogynen Eventlog,
Exchange Eventlog, Custom Event Collector, FileMonitor. OnncaHne mogynen npeactaBneHo
B CnpaBo4HoMm pykoBogcTee MaxPatrol SIEM.

3anpoc 0ng rnomcka no4YToBbIX CepBepPOB:

select(
@ActiveDirectory, ActiveDirectory.domains.groups.objectsid as gr_sid,
ActiveDirectory.domains.groups.SamAccountName as gr_name,
ActiveDirectory.domains.groups.allmembers.objectSid as mem_id,
ActiveDirectory.domains.groups.allmembers.SamAccountName as mem_name) |
filter(gr_name like "Exchange Servers" and mem_name like "%$") |
UNIQUE() |
join(
select(
ActiveDirectory.domains.Name as name,
ActiveDirectory.domains.shortname,
ActiveDirectory.domains.computers.objectSid as hostSID,
ActiveDirectory.domains.computers.dnsHostName as dnsHostName)
as gr, gr.hostSID = mem_id) |
select (@ActiveDirectory, mem_name, gr.name, gr.dnsHostName) |
join(
select(@host, host.fqdn, host.@audittime) as H,
H.host.fgdn = gr.dnsHostName) |
calc(TotalDays(now() - H.host.@AuditTime) as dur_audit) |
sort(H.host.@audittime) | group(@ActiveDirectory)

[1ns Bcex y3noB, faHHble 0 KOTOPbIX HalAeHbl B pesyfbTaTe 3anpoca, He06XoANMO NPOBEPUTb
3HayeHue napameTpa gr.dnsHostName. Ecnmn oHo nycTo, TO y4eTHas 3anuch y3na ecTb B rpynne
gr_name, HO OTCYTCTBYET B lOMeHe. B aTom cnyyae Heo6XoanMo yaannTb YYeTHYIO 3annch yana
N3 rpynnbl gr_name, MHaye 3M0YMbILLIEHHUK MOXET Y3HaTb UMS y3/1a 1 co30aTb BUPTYyasibHYO
MaLLMHY C TaKUM UMEHEM.

[ns BCcex y3noB, AaHHble O KOTOPbIX HaAEeHbl B pe3yfbTaTe 3anpoca, Heo6XoanMO NPOBEPUTb
3HayeHus napameTpoB H.@host, H.host.@audittime, dur_audit. Ecnn 3HayeHns napameTpoB
H.@host unn H.host.@audittime nycTbl unmn ayouT npoBoguncs 6osblue MecsLa Ha3ag,
(dur_audit > 30), To HeobxOOMMO CO3aaTb (3anyCTUTb) 3adaun Ha ayauT (cm. pasnen 2.4)
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N HacTPOWTb X pacnncaHre. MNpn cosgaHun (3anycke) 3afayun Ha ayamnT yana ¢ NycTbiM 3HaYeHnem
napameTpa H.@host Heo6xoanmo ycTaHoBUTb Ghnaxok BbinonHUTb 06Hapy)XeHUe y3noB
AO Hauyana c6opa AaHHbIX.

NMounck cepBepoB, NnoaaepXnBaOLWUNX NOAKIIOUEHME MO NPOTOKONY
RDP vnun yepes RDG

CepBepbl, NogaepxmBatoLLie NOAKoYEHe NO NPOTOKONY yaaneHHoro paéoyero ctona (Remote
Desktop Protocol, RDP) nnu yepes wnos yganeHHbix paéounx ctonos (Remote Desktop Gateway,
RDG), MmoryT 6bITb NCMONb30BaHbI 3/10YMbILLIEHHKOM AN BXoAa B MHPACTPYKTYPY OpraHn3aumm
NS B 3aKPbITble CerMeHTbl CETH.

3anpoc ans noncka RDP- n RDG-cepBepoB:

select(
@ActiveDirectory, ActiveDirectory.domains.groups.objectsid as
gr_sid, ActiveDirectory.domains.groups.SamAccountName as
gr_name, ActiveDirectory.domains.groups.allmembers.objectSid as
mem_id, ActiveDirectory.domains.groups.allmembers.SamAccountName
as mem_name) |
filter(gr_sid = "S-1-5-32-561" and mem_name like "%$") | UNIQUE() |
join(
select(
ActiveDirectory.domains.Name as name,
ActiveDirectory.domains.shortname,
ActiveDirectory.domains.computers.objectSid as hostSID,
ActiveDirectory.domains.computers.dnsHostName as dnsHostName
) as gr, gr.hostSID = mem_id) |
select(@ActiveDirectory, mem_name, gr.name, gr.dnsHostName) |
join(
select (@host, host.fqdn, host.@audittime) as H,
H.host.fqgdn = gr.dnsHostName) |
calc(TotalDays(now() - H.host.@AuditTime) as dur_audit) |
sort(H.host.@audittime) | group(@ActiveDirectory)

MpumevaHue. OnncaHne 3HaYeHUn NapameTpa gr_sid (npeHTndrkaTopoB 6€30MacHOCTI)
npefcTaBfeHo Ha canTe learn.microsoft.com.

[1ns Bcex y3noB, AaHHble 0 KOTOPbIX HalAeHbl B pesynbTaTe 3anpoca, He06XoANMO NPOBEPUTb
3HayeHMe napameTpa gr.dnsHostName. ECnm oHo nycTo, TO yYeTHas 3anunch yana ecTb B rpynne
gr_name, HO OTCYTCTBYET B loMeHe. B aToM cnyyae Heo6Xoanmo yaanunTb y4eTHyIo 3aninch yana
N3 rpynnbl gr_name, MHaye 3M0YMbILLIEHHK MOXET Y3HaTb MS y3/a U co3aaTb BUPTYyaslbHYO
MaLUNHY C TakKUM VIMEHEM.

[ns Bcex y3noB, faHHble O KOTOPbIX HaAeHbI B pe3y/ibTaTe 3anpoca, Heo6xoanmMo NpoBepuTb
3HayeHuns napameTpoB H.@host, H.host.@audittime, dur_audit. Ecnm sHayeHnsa napameTpoB
H.@host unn H.host.@audittime nycTbl unmn ayauT npoBoauncs 6osblue MecsLa Ha3apg,
(dur_audit > 30), To HeoBxOOMMO co3aaTh (3anyCTUTb) 3agaun Ha ayauT (cm. pasgen 2.4)
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N HacTPOWTb X pacnncaHre. MNpn cosgaHun (3anycke) 3afayun Ha ayamnT yana ¢ NycTbiM 3HaYeHnem
napameTpa H.@host Heo6xoanmo ycTaHoBUTb Ghnaxok BbinonHUTb 06Hapy)XeHUe y3noB
AO Hauyana c6opa AaHHbIX.

Mouck cepBepoB co cnyxb6omn ceptudpukartoB Active Directory
(AD CS)

CepBepsbl co cnyxb6on ceptudukatos Active Directory (Active Directory Certificate Services, AD CS)
obecneynBaloT ynpasneHne undpoBbiMu cepTrdukaTaMmum, KOTOpbIe NCMOoMb3YITCS
4N ayTeHTuduKauum, WindpoBaHNs 1 3aLLUTbl aHHbIX.

3anpoc ans nouncka cepeepos ¢ AD CS:

select(
@ActiveDirectory, ActiveDirectory.domains.objectSid as domain_sid,
ActiveDirectory.domains.groups.objectsid as gr_sid,
ActiveDirectory.domains.groups.SamAccountName as gr_name,
ActiveDirectory.domains.groups.allmembers.objectSid as mem_id,
ActiveDirectory.domains.groups.allmembers.SamAccountName as mem_name) |
calc(domain_sid+"-517" as sid_cert_pub) |
filter(gr_sid = sid_cert_pub and mem_name like "%$") | UNIQUE() |
join(
select(
ActiveDirectory.domains.Name as name,
ActiveDirectory.domains.shortname,
ActiveDirectory.domains.computers.objectSid as hostSID,

ActiveDirectory.domains.computers.dnsHostName as dnsHostName) as gr, gr.hostSID
= mem_id) |

select(@ActiveDirectory, mem_name, gr.name, gr.dnsHostName) |
join(select(@host, host.fqdn, host.@audittime) as H,
H.host.fqgdn = gr.dnsHostName) |

calc(TotalDays(now() - H.host.@AuditTime) as dur_audit) |
sort(H.host.@audittime) | group(@ActiveDirectory)

MpumeuaHune. OnuncaHne 3HayeHnin NnapameTpa gr_sid (ngeHTndukaTopos 6€30MacHOCTN)
npencTaBfneHo Ha canTe learn.microsoft.com.

[1ns BCcex y3noB, faHHble 0 KOTOPbIX HalAeHbl B pesyfibTaTe 3anpoca, He06XoANMO NPOBEPUTb
3HayeHue napameTpa gr.dnsHostName. Ecnm oHo NycTo, TO y4eTHas 3anuchb y3na ecTb B rpynne
gr_name, HO OTCYTCTBYET B lOMeHe. B aToM cnyyae Heo6X0aMMO yaanTb YYeTHYIO 3aninch yana
N3 rpynnbl gr_name, MHaye 3M0YMbILLIEHHUK MOXET Y3HaTb UMS y3na 1 co30aTb BUPTYyasibHYO
MaLLMHY C TaKUM UMEHEM.

[ns BCcex y3noB, AaHHble O KOTOPbIX HalAeHbl B pe3yfbTaTe 3anpoca, Heo6Xo4NMO NPOBEPUTb
3HayeHus napameTpoB H.@host, H.host.@audittime, dur_audit. Ecnn 3HayeHns napameTpoB
H.@host unn H.host.@audittime nycTbl unn ayout npoBoguncs 6osblue Mecsla Ha3ag,
(dur_audit > 30), To HeobxOOMMO CO3aaTb (3anyCTUTb) 3adaun Ha ayauT (cMm. pasnen 2.4)
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N HacTPOWTb X pacnncaHre. MNpn cosgaHun (3anycke) 3afayun Ha ayamnT yana ¢ NycTbiM 3HaYeHnem
napameTpa H.@host Heo6xoanmo ycTaHoBUTb Ghnaxok BbinonHUTb 06Hapy)XeHUe y3noB
AO Hauyana c6opa AaHHbIX.

NMounck cepBepoB oomMmeHOB

PeKomeH,uyech CHa4aJia BbINOJIHUTb NONCK CepBepOB, ONMNCaHHbIX Bbllle, a 3aTeM NOonCK apyrux
cepBepoB AOMEHOB C NOMOLLbIO 3anpoca:

select(
ActiveDirectory.Domains.Name as name,
ActiveDirectory.Domains.Computers.DnsHostName as DnsHostName,
ActiveDirectory.Domains.Computers.DomainRole) |
filter(
ActiveDirectory.Domains.Computers.DomainRole like '%Domain Server%') |
join(
select (@host, host.fqdn, host.@audittime) as H,
H.host.fgdn = DnsHostName) | sort(name) |
select(name, DnsHostName, H.@host, H.host.@audittime) |
calc(TotalDays(now() - H.host.@AuditTime) as dur_audit) |
sort(H.host.@audittime, H.@host)

[ng Bcex y3noB, faHHble O KOTOPbIX HaAEeHbI B pe3ybTaTe 3anpoca, Heo6xoanmMo NpPoBepPUTb
3HayeHuns napameTpoB H.@host, H.host.@audittime, dur_audit. Ecnn sHauyeHuns napameTpos
H.@host unn H.host.@audittime nycTbl unmn ayouT npoBoauncs 6osblue MecsLa Hasag,
(dur_audit > 30), To Heo6xoOmmo co3naTb (3anycTuTb) 3agaun Ha ayauT (cMm. pasoen 2.4)

N HacTpPOUTb KX pacnucaHue. MNpu cospaHnm (3anycke) 3agayn Ha ayauT yana ¢ NyCcTbiM 3HaYeHNeM
napameTpa H.@host Heo6xXoarmo ycTaHOBUTb piaxkok BbINOAHUTD 06Hapy)XeHue y30B

Ao Havana c6opa AaHHbIX.

Mouck y3nos gomeHa

lNocne nowncka cepBepoB pekomMeHOyeTCyd BbIMOHNTb MONCK OCTalsIbHbIX y3/10B flOMEeHa C NMOMOLLbIO
3arpoca:

select(
ActiveDirectory.Domains.Name as name,
ActiveDirectory.Domains.Computers.DnsHostName as DnsHostName,
ActiveDirectory.Domains.Computers.DomainRole) |
filter(DnsHostName) |
join(
select(@host, host.fqdn, host.@audittime) as H,
H.host.fgdn = DnsHostName) | sort(name) |
select(name, DnsHostName, H.@host, H.host.@audittime) |
calc(TotalDays(now() - H.host.@AuditTime) as dur_audit) |
sort(H.host.@audittime, H.@host)
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[ns BCcex y3noB, AaHHble O KOTOPbIX HalAEeHbl B pe3yfibTaTe 3anpoca, Heo6XoANMO NMPOBEPUTb
3HayeHus napameTpoB H.@host, H.host.@audittime, dur_audit. Ecnn 3HayeHns napameTpoB
H.@host unn H.host.@audittime nycTbl unm ayouT npoBoguncs 6osblue MecsLa Hasag,
(dur_audit > 30), To HeobxOOMMO CcO3aaTh (3anyCTUTb) 3afaun Ha ayauT (cMm. pasgen 2.4)

N HacTpouUTb KX pacnucaHue. MNpu cospaHnn (3anycke) 3agayn Ha ayauT yana C NyCcTbiM 3HaYeHNeM
napametpa H.@host HeO6XOANMO YCTaHOBUTb Gnaxok BeinoNHUTb 06HapyXeHue y3/10B

AO Hauyana c6opa AaHHbIX.

Mounck yuyeTHbIX 3anucenl agMUHUCTPaATOPOB AOMEHA U Y3/10B
C YUYeTHOI 3anucbio agMUHUCTPaToOpa AOMEHa

Ecnun Ha npepplayLmx aTanax 66110 o6ecneyeHo KayecTBO ayauTa, TO B pesysibTaTe 3anpoca,
NPVBEAEHHOrO HIXe, 6yayT NOMyYeHbl yYeTHble 3anncu agMnHNCTPaTOPOB AOMEHA, Y KOTOPbIX HET
aKTNBHbIX ceccuii. B npoTuBHOM cnyyae B pesynbTaTe 3anpoca 6yayT NofyyeHbl y4eTHble 3anmncu
agMUHNCTPATOPOB 6€3 NPUBSA3KY K Y3/Ty: 3TO 3HAUNT, YTO ANd Y3/10B He 6bi BbINO/HEH ayauT.

3anpoc afig noncka agMUHUCTPATOPOB AOMEHA U X KOMMbIOTEPOB:

select(
@ActiveDirectory, ActiveDirectory.domains.Name as domain,
ActiveDirectory.Domains.shortname as short,
ActiveDirectory.Domains.Groups.SamAccountName as gr_name,
ActiveDirectory.Domains.Groups.ObjectSid as group_sid,
ActiveDirectory.Domains.Groups.AllMembers.objectType as mem_type,
ActiveDirectory.Domains.Groups.AllMembers.SamAccountName as member sam) |
filter(
mem_type = "DomainUser"
and (
group_sid in [ "S-1-5-32-544", "S-1-5-32-548",
"S-1-5-32-549", "S-1-5-32-551" ]
or group_sid match "-51[289]$%$") and member_sam) |
calc(
short + "\" + member_sam as user) |
select(@ActiveDirectory, domain, member_sam, short, user) |
unique() | join(select(@windowshost, windowshost.@audittime,
windowshost.Processes.Owner as owner) | filter(owner) |
unique() as PR, pr.owner = user) |
select(@ActiveDirectory, domain, short, member_sam,
PR.@windowshost, PR.windowshost.@audittime) |
unique() | sort(PR.windowshost.@audittime, member_sam) |
group(domain)

MpumeuaHune. OnuncaHne 3HayeHnin napameTpa group_sid (noeHTndukaTopoB 6e30MacHOCTN)
npefcTaBneHo Ha canTe learn.microsoft.com.
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Ecnu B pesynbTaTe 3anpoca HaliaeHbl JaHHble 06 y3nax, AN KOTOPbIX 3HaYeHne napamMmeTpa
R.@windowshost nycTo, To HEO6XOAMMO BbISICHUTb, MOYEMY CYLLECTBYIOT yYeTHble 3anuncu
aAMVHNCTPATOPOB 6€3 aKTUBHbIX Ceccuii (Hanpumep, y4eTHasa 3anmcb MOXeT 6biTb Pe3epBHOI),
a nNpu HEOB6XOANMOCTIW — YAANNTb UX.

Ecnn ayouT y3ioB 6bl/1 BbIMOJIHEH, TO Bbl MOXeTe HalTu y3/ibl C yquH0|7| 3anncbo agMnHNCTPaTopa
OoMeHa C NMoOMOLLbIO 3arnpoca:

select(
@windowshost, windowshost.netBiosName, windowshost.@id,
windowshost.@audittime, windowshost.Processes.Owner as owner) |
filter(
owner and owner = "N/A"
and owner not like "NT AUTHORITY\\%"
and owner not like "Window Manager\\%"
and owner not like "Font Driver Host\\%"
and owner not like "NT SERVICE\\%") |
calc(windowshost.netBiosName + "\\%" as netb) |
filter(owner not like netb) | unique() |
calc(lower(owner) as 1_owner) |
join(
select (
@ActiveDirectory, ActiveDirectory.domains.Name as domain,
ActiveDirectory.Domains.shortname as short,
ActiveDirectory.domains.users.ObjectSid,
ActiveDirectory.domains.users.SamAccountName as acc_name,
ActiveDirectory.domains.users.allparents.objectSid as group_sid) |
filter(
group_sid in [ "S-1-5-32-544", "S-1-5-32-548", "S-1-5-32-549",
"S-1-5-32-551" ] or group_sid match "-51[289]%") |
calc(
lower(short + "\" + acc_name) as long _domain_uname) as D,
D.long_domain_uname = owner) | filter(D.@ActiveDirectory) |
select(@windowshost, owner, D.@ActiveDirectory) | unique()

MpumeyaHue. OnuncaHne 3HayeHnin napameTpa group_sid (noeHTndukaTopos 6e30MacHOCTN)
npefcTaBneHo Ha canTe learn.microsoft.com.
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Mounck Y3/0B, AN KOTOPbIX BbIMNOJ/IHEH ayAUT, N3 AOBePEeHHbIX
AOMEHOB

Ecnun mexay foMeHammn yCTaHOBMEHbl OTHOLIEHNS foBepus (trusts), To Bbl MOXeTe HaliTi y3sbl
N3 LOBEPEHHbIX LOMEHOB C MOMOLLbIO 3anpoca:

select(
@ActiveDirectory, ActiveDirectory.domains.Name as domain,
ActiveDirectory.domains.foreignSecurityPrincipals.objectSid
as sid, ActiveDirectory.domains.foreignSecurityPrincipals.samAccountName

as name, ActiveDirectory.domains.foreignSecurityPrincipals.foreignDomainName as
foreignDomain) |

filter(name like "%$") | UNIQUE() |
join(
select(
ActiveDirectory.domains.Name as name,
ActiveDirectory.domains.shortname,
ActiveDirectory.domains.computers.objectSid as hostSID,
ActiveDirectory.domains.computers.dnsHostName as dnsHostName)
as fD, fD.ActiveDirectory.domains.shortname = foreignDomain
and fD.hostSID = sid) |
select(@ActiveDirectory, domain, name, foreignDomain,
fD.name, fD.dnsHostName) |
join(select (@host, host.fqdn, host.@audittime) as H,
H.host.fgdn = fD.dnsHostName) |
calc(TotalDays(now() - H.host.@AuditTime) as dur_audit) |
sort(H.host.@audittime) | group(@ActiveDirectory)

Ecnu nonyyeHHoe B pesynbTaTe 3anpoca 3HadyeHre napameTpa D . name nycTo, TO y3en nmeet
LOCTYIM K pecypcamM JIOMeHa, HO He 0O6HapyXeH B [OBEPEHHOM fOMEHe U 415 [OBEPEHHOMO
LOMeHa He 6bin BbINOMHeH ayanT. Heo6xoarnmo npoBepnTh, CYLLECTBYET /I OBEPEHHbIN OMEH
1 6bIN NN BbINOSIHEH ero ayanT. Ecnn oMeH He cylecTByeT, HeO6XOAMMO YAanuTb ero U3 30Hbl
poepus. Ecnv gpomeH cylectByeT, HEO6XOAMMO BbIMNOMHUTL ero ayauT (cMm. pasgen 2.4.2). Ecnn
ayanT OOMEHa BbIMOJSHEH, HO y3e He 06HapyXeH, TO HeO6XOAMMO YAaINTb ero N3 30HbI LOBEPUS.

[ns Bcex y3noB, faHHble O KOTOPbIX HalAeHbI B pe3yfibTaTe 3anpoca, Heo6xo4nmMo NPoBeEpPUTb
3HayeHuns napameTpoB H.@host, H.host.@audittime, dur_audit. Ecnm sHayeHnsa napameTpoB
H.@host unn H.host.@audittime nycTbl unmn ayauT npoBoauncs 6osblue MecsLa Hasag,
(dur_audit > 30), To HeoBxOOMMO Cco3aaThb (3anyCTUTb) 3agaun Ha ayauT (cm. pasnen 2.4)

N HacTpouTb nx pacnucaHne. lNpw cosgaHnm (3anycke) 3agayn Ha ayanT y3na Cc NyCcTbiM 3HaYEeHNeMm
napameTpa H.@host Heo6XxoAnMo ycTaHOBUTb ¢dnaxok BeinoNnHUTL 06Hapy)XeHue y3noB

AO Hauyana cé6opa AaHHbIX.
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2.4.3. AyonT cuctem BupTyannsauunm

Mepepn ayanTom cuCTeM BUPTyanu3auny pekoMeHayeTCs BbIMONHUTb CKaHnpoBaHue (ayaunT),
Kak OrnncaHo B NpeablayLLmx pasnenax. Heob6xoanmo cHavyana BbINOMHUTL ayanuT rmnepBr30pOB,
a 3aTeM BbIMNOJIHNTb MOWCK aKTUBOB OTAENbHO ANg runepsudopoB Hyper-V (cm. pazpen 2.4.3.1)

n VMware vSenter Server (cm. pasgen 2.4.3.2).

3anpoc faHHbIX O rnepBu3opax:

select(@host, host.Hypervisors.VirtType) |
filter(host.Hypervisors.VirtType) |
group(host.Hypervisors.VirtType, COUNT(*))

3anpoc AaHHbIX O BUPTYasibHbIX MaLUHaX:

filter(host.IsVirtual = true) | select(@host, host.vmid)

3HaueHre napameTpa host.vmid MoXeT 6bITb MyCTbIM, ECNN HE OTCKAaHNPOBaH YMNPaBNSIOLWNIA
cepBep BMPTYyanbHbIX MalUWH UAn runepsrop. 1 Hao6opoT, ecnu 3HayeHrne napameTpa host.vmid
3aroJIHEeHO, TO 3TO 3HAUUT, YTO 6bl/1 OTCKAHNPOBAH YNPAaBASIOLWI CepBep U rMNepBr3op N MOXHO
onpenenunTb, KakoMy rmnepBn3opy NPVHAANEXNUT BUPTyasibHas MallvHa.

3anpoc fAaHHbIX 0 BUPTYanbHbIX MallnHaX, 4719 KOTOPbIX He onpeaenieHa X NpuHaaneXxHoCTb
rMnNepBr3opy:

filter(host.IsVirtual = true) | select(@host, host.vmid) | filter(host.vmid =
null)

3anpoc AaHHbIX 06 OTCKaHWPOBaHHbIX BUPTYanbHbIX MalUHax, MpUHaanexaLumx runepsraopam:
select(

host.@name, host.hypervisors.VMs.id as vm_id,

host.hypervisors.VMs.name as vm_name,

host.hypervisors.VMs.fqdn as vm_fqdn,

host.hypervisors.VMs.hostname as vm_hostname,

compactunique(host.hypervisors.VMs.NetworkInterfaces.ipaddress.address) as
vm_ips,

host.hypervisors.VMs.state as state) |
filter(state in ["poweredOn", "Running"]) |
join(select(@host, host.@audittime, host.vmid) |
filter(host.vmid) as H, H.host.vmid = vm_id) |
select(host.@name, vm_name, vm_fqdn, vm_hostname,

vm_ips, H.@host, H.host.@audittime) |
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calc(TotalDays(now() - H.host.@AuditTime) as dur_audit)
[Mocne ayouTa runepBr30pOB BCE BKITIOYEHHbIE BUPTYaslbHbIE MaLUVHbI 6YOyT CO3AaHbI.

[ns y3noB., ayanTt KOTOPbIX He NpoBoauncs Boobuwe (dur_audit = null) nnun npoBopuncs 6onblue
Mecsua Hasap (dur_audit > 30), Heob6xoammo co3naTb (3anycTUTb) 3adayn Ha ayanuT
(cMm. pasgen 2.4) n HaCTPOWTb UX pacnncaHmne.

3anpoc 4ns NpoBepKM akTyalbHOCTY ayauTa rmnepBrn3opOoB:
select(@host, host.hypervisors, host.@audittime) |
filter(host.hypervisors) |

calc(TotalDays(now() - host.@AuditTime) as dur_audit) |
sort(host.@audittime)

[ns yanoB, ayouT KOTOPbIX He npoBoaunscs BoobLue (dur _audit = null) wnmn npoBoguncs 6onblue
Mecsaua Hasap (dur_audit > 30), Heobxoommo co3pnaTb (3anyCcTUTb) 3adayn Ha ayanuT
(cm. pazgen 2.4) n HaCTPOUTb UX pacnncaHune.

B aTom pa3pene

AyonT y3nos c Hyper-V (cm. pasgen 2.4.3.1)

Ayont ysnos ¢ VMware vCenter Server (cm. pasgen 2.4.3.2)

2.4.3.1. Ayant yanos c Hyper-V

3anpoc AaHHbIX O FNepBU3opax, Ans KOTOPbIX MPOBOAMIOCE CKaHPOBaHMe NopToB (C npodusiem
HostDiscovery):

filter(Host.Endpoints<TransportEndpoint>[Port = 2179 and Protocol = 'tcp' and
Status = 'Open'])

| select(@host, compactunique(host.hypervisors),
compactunique(host.softs<HyperV>), host.@audittime) | calc(TotalDays(now() -
host.@AuditTime) as dur_audit)

[n4 y3noB, y KOTOpbIX 3HayeHne napameTpa host.@audittime nycTo unm ayamnt KOTOPbIX
He nposoguncs Boobuwe (dur_audit = null) nnm npoBoawnncs 6onblle Mecsua Hasag
(dur_audit > 30), Heo6xoammo cosgaTb (3anycTWTb) 3agayn Ha ayauT (cMm. pasgen 2.4)

N HAaCTPOUTb KX pacnucaHmne

3anpoc aaHHbIX O rNepBM3opPax, AN KOTOPbIX MPOBOANIOCH CKaHNPOBaHE METOLAOM YEPHOMO
awka (c npodunem Service Discovery):

filter(Host.Softs<HyperV>)

| select(@host, compactunique(host.hypervisors),
compactunique(host.softs<HyperV>), host.@audittime) | calc(TotalDays(now() -
host.@AuditTime) as dur_audit)
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[lns y3n0B, y KOTOPbIX 3Ha4YeHne napameTpa host.@audittime nycTo nnm ayant KOTOPbIX
He npoBoguncs Boobuwe (dur_audit = null) nnm npoBoawnncs 6onblle Mecsua Hasag,
(dur_audit > 30), Heo6xogmmo cospaThb (3anycTuTb) 3agayun Ha ayauT (cMm. pasgen 2.4)

N HAaCTPOUTb 1X pacnucaHune.

3anpoc ang noucka y3nos ¢ Hyper-V, ang KOTopbiX HACTPOEH ayauT:
filter(Host.Hypervisors.VirtType = 'Hyper-V')

| select(@host, host.@audittime) | calc(TotalDays(now() - host.@AuditTime) as
dur_audit)

[na rpynnupoBky akTneoB (CcM. pasaen 2.3) n aHanmnaa nHGpacTpyKTypbl Bbl MOXETE UCMOoNb30BaTb
pesynbTaTbl 3TOrO 3anNpoca, a Takxe 3anpoca AaHHbIX 06 OTCKaHNPOBaHHbIX BUPTYasbHbIX MaLlUHaX,
npuHagnexawmx runepensopam (cm. pasgen 2.4.3), 1 3anpoca ans NpoBepky akTyarbHOCTY ayanTa
rnnepBr3opoB (cM. pasgen 2.4.3). YTobbl B pe3ynbTaTax 3TUX 3arnpocoB 0TOGpaxannch faHHble

06 y3nax Tonbko ¢ Hyper-V, Heo6xoanmo o6aBuTb B Hayaso 3arnpocoB yCoBme
filter(Host.Hypervisors.VirtType = 'Hyper-V') |.

2.4.3.2. Ayont y3noB ¢ VMware vCenter Server

Monyume gaHHble o VMware vCenter Server (cm. pasgen 2.4.3), Bbl MOXeTe HallTu rMnepBu3opsl
N BUPTyanbHble MaLUMHbI.

3anpochbl gaHHbIX 06 y3nax ¢ VMware vCenter Server, gnsg Kotopbix
He npoBoawics ayauT

3anpochl, NpuBeaeHHble HIXe, OCHOBaHbl Ha AaHHbIX, NoflydeHHbIXx 0 VMware vCenter Server
no peaynbTaTamM CKaHNPOBaHNS NOPTOB (CM. pasaen 2.1) n ckaHMpPOoOBaHNS METOLOM YEPHOro ALmnKa
(cm. paspen 2.2).

3anpoc ansg noucka cepeepoB VMware vCenter no noptam:

select(@host, host.endpoints<transportendpoint>.port as port,
host.endpoints<transportendpoint>.status as status, host.osName,
compactunique(Host.Softs<VCenterInstance>.datacenters) as datacenters,
host.@audittime) |

filter(status = "Open" and port in [22, 80, 389, 443, 902, 2014, 5480, 7090, 8010,
8084, 9084, 9087, 9097, 15007, 15008, 16666, 16667]) |

select(@host, compactunique(port), countunique(port) as p_cnt, host.osName,
datacenters, host.@audittime) |

filter(p_cnt > 5) | unique() | calc(TotalDays(now() - host.@AuditTime) as dur_audit)
| sort(p_cnt DESC)

Cnncok NopToB AJ19 CKaHMPOBaHWS NpUBeQeH Ha caliTe ports.esp.vmware.com. Ytobbl
oTdunbTpoBaTb cnncok no cepsepam VMware vCenter, ong napameTtpa Destination Heo6xognmo
yKasaTb 3HauyeHune vcenter, ons napameTpa Purpose — 3HayeHue base.
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3anpoc ans nouncka cepeepoB VMware vCenter no yctaHoBneHHomy MO:

filter(Host.Softs<VCenterInstance>) |

select(@host, host.@audittime, host.osName,
compactunique(Host.Softs<VCenterInstance>.datacenters) as datacenters) |

calc(TotalDays(now() - host.@AuditTime) as dur_audit)

Mocne BbINONHEHNS 3aNpPOCOB, MPUBEAEHHDIX BbiLLe, €CN ayanT Y3/10B HE MPOBOANICS BOO6LLE
(dur_audit = null) mnun npoBoguncs 6osblue Mecsua Hasag, (dur_audit > 30), Heobxogumo
cospathb (3anycTuTb) 3agaun Ha ayanT (cm. pasgen 2.4) ¢ npodunamm Unix Audit n vSphere Audit
N HaCTPOUTb NX pacrnucaHne.

MpumeyaHune. PekomeHOyeTcs BbIMOMHUTL 06e 3T 3aa4u ayanTa He3aBUCMO OT 3HaYEH S
napameTpa host.@audittime.

[ng y3nos, y KOTOPbIX MO pesdynbTaTaMm 3arnpoca 3HayeHune napameTtpa host.osName nycTo,
Heobxoanmo co3aaTh (3anycTuTb) 3agayn Ha ayauT (cm. pasgen 2.4) ¢ npodunem Unix Audit
N HaCTPOUTb NX pacrnmncaHne.

[ns y3noB, y KOTOPbIX MO pe3ynbTaTaM 3anpoca 3HayeHne napameTpa datacenters nycro,
HeobxoaMMOo Cco3aaTh (3anyCcTuTb) 3agaun Ha ayauT (cm. pasnen 2.4) ¢ npodunem vSphere Audit
N HaCTPOUTb X pacnncaHune.

3anpoc ans nouncka runepBr3opoOB, Ans KOTopbix HeT akTuBa ¢ VMware vCenter Server:

filter(esxihost) |

select(@EsxiHost, EsxiHost.hostname, EsxiHost.@audittime, EsxiHost.HostMobId as
MobId, esxihost.vCenterUUID as vC_uuid) |

calc(TotalDays(now() - EsxiHost.@AuditTime) as dur_audit) |
filter(vC uuid != null) | unique() |
join(filter(host.softs<VCenterInstance>.vCenterUUID) |

select(@host, host.hostname, host.FQDN, host.softs<VCenterInstance>.vCenterUUID as
v_uuid) as vC, vC.v_uuid = vC_uuid) |

select(EsxiHost.hostname, dur_audit, MobId, vC uuid, vC.@host, vC.host.hostname) |
filter(vC.host.hostname = null) | sort(vC_uuid, MobId)

[nga Bcex VMware vCenter Server, K KOTOpbIM OTHOCATCS MOJTyYeHHbIe B OTBETE Ha 3anpoc
rMNepBr30pbl, HEOBXOANMO COo3aaTh (3anycTuTb) 3agayn Ha ayauT (cm. pasaen 2.4) ¢ npodunamm
Unix Audit n vSphere Audit n HacTpouTb X pacrnncaHume.

3anpocbl gaHHbIX 06 y3nax ¢ VMware vCenter Server, ang KoTopbix
npoBoawuncs ayanT

Bbl MOXeTe NpoBepuTb akTyanbHOCTb ayauTa JOMeEHOB (CM. pa3nen 2.4.2), ykasaHHbIX
ans ayTeHTudumkauum Ha cepeepe VMware vCenter, BbINOAHMB 3anpoc:

select(host.softs<VCenterInstance>.domains) |

filter(host.softs<VCenterInstance>.domains and host.softs<VCenterInstance>.domains !=
"VSPHERE.LOCAL") | unique() |

calc(lower(host.softs<VCenterInstance>.domains) as domain) |

join(select(@activedirectory, activedirectory.domains.name,
activedirectory.domains.ShortName, ActiveDirectory.@updatetime) |
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calc(lower(activedirectory.domains.name) as name) |

calc(lower(activedirectory.domains.ShortName) as ShortName) as AD, AD.name = domain
or AD.ShortName = domain) |

select(domain, AD.@activedirectory, AD.ActiveDirectory.@updatetime) |
calc(TotalDays(now() - AD.ActiveDirectory.@updatetime) as dur_audit)

Bbl MOXeTe CpaBHUTL NOJyYeHHbIe AaHHble C AaHHbIMU O JOMEHaX, MoSlyYeHHbIMY B pesynbTaTe
ayauTa.

Ecnn sHayeHne napameTpa AD.@activedirectory nycto, TO HEOGXOAMMO HaNTN LOMEHbI,
yKa3aHHble B domain, n BbINONHWUTbL ayanT (CM. pasgen 2.4.2).

[ns y3noB, ayauT KOTOPbIX He npoBoguscs Boobule (dur _audit = null) wnmn npoBoguncs 6onblue
Mecsua Hazag (dur_audit > 30), Heobxogumo co3pnaTh (3anycTuTb) 3a4ayn Ha ayanT
(cm. pazgen 2.4) n HaCTPOUTb UX pacnncaHue.

3anpoc gaHHbIX 0 nonb3oBaTengx VMware vCenter Server:

select(@host, Host.@id, Host.Softs<VCenterInstance>,
Host.Softs<VCenterInstance>.users.domain as u_domain,
Host.Softs<VCenterInstance>.users.name as u_name,
Host.Softs<VCenterInstance>.users.IsGroup as IsGroup,
Host.Softs<VCenterInstance>.users.permissions.DCID as DCID) |

filter(Host.Softs<VCenterInstance>) |

join(select(Host.@id, Host.Softs<VCenterInstance>.datacenters.mobid as mobid,
Host.Softs<VCenterInstance>.datacenters.name as name) |

filter(mobid) as D, D.mobid = DCID) |

select(@host, u_domain, u_name, IsGroup, compactunique(D.name), compactunique(DCID))
| sort(@host, u_domain, IsGroup, u_name)

3anpoc gaHHbIX 06 y3nax ¢ VMware vSphere Hypervisor (ESXi),
AN9 KOTOPbIX HEe NPOBOAWUICS ayanNT

3anpoc, NpMBeaeHHbIN HXKEe, OCHOBAH Ha AaHHbIX, MosyYeHHbIx 0 VMware ESXi no pesynbtatam
CKaHMpoBaHKs NOpToB (CM. pasdnen 2.1) n ckaHnpoBaHWS MEeTOLOM YePHOro sLurKa (CM. pasgen 2.2).

3anpoc ans noucka yanos ¢ VMware ESXi no noptam:

select(@host, host.endpoints<transportendpoint>.port as port,
host.endpoints<transportendpoint>.status as status, host.osName, host.@type,
compactunique(host.hypervisors), host.@audittime) |

filter(status = "Open" and port in
[22, 80, 443, 902, 1564, 1565, 2233, 5001, 5201,
8000, 8080, 9000, 9080, 9095, 9096, 12321, 12345, 12443, 23451]) |

select(@host, compactunique(port), countunique(port) as p_cnt, host.osName,
host.@type, compactunique(host.hypervisors), host.@audittime) |

filter(p_cnt > 5) | unique() | calc(TotalDays(now() - host.@AuditTime) as
dur_audit) | sort(p_cnt DESC)
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Cnuncok NopToB A1 CKaHNPOBaHWS NPUBEQEH Ha calTe ports.esp.vmware.com. Yto6sl
oTdunbTpoBaTb cnuncok no yanam ¢ VMware ESXi, ong napametpa Destination Heobxognumo
yKasaTb 3HayeHune esxi.

MpumeuaHwme. [Nounck NopTam He Bcerfa no3sonseT obHapyxuTb Bce yasnbl ¢ VMware ESXi,
Tak Kak B 60MbLUNHCTBE MHOPACTPYKTYP 3TW MOPThl 3aKpbIThl 415 AOCTYMNa N3BHE.

Ecnn ayout y3noB He npoBoawnncs Boobule (dur_audit = null) wnmn npoBoguncs 6onblue MecsLa
Haszapg (dur_audit > 30), Heobxogumo co3faTh (3anycTuTb) 3agaun (cm. pasgen 2.4) Ha ayanT
¢ npodungmm Unix Audit n vSphere Audit n HacTpouTb nx pacnucaHme.

3anpochbl gaHHbIX 06 y3nax ¢ VMware vSphere Hypervisor (ESXi),
AN9 KOTOPbIX NpoBoOAWACS ayguT

3anpoc ans noucka yanos ¢ VMware ESXi, 0n1s KoTopbix NPOBOANICS ayauT:

select(@esxihost, esxihost.@audittime) |
calc(TotalDays(now() - esxihost.@AuditTime) as dur_audit) |
sort(esxihost.@AuditTime)

Ecnn ayout yanoB He npoBoanncs Boobule (dur_audit = null) nnmn npoBoguncs 6onblue MecsLa
Haszag (dur_audit > 30), Heobxogumo co3fdaTh (3anycTuTb) 3agaun (cv. pasgen 2.4) Ha ayanT
c npodunamun Unix Audit n vSphere Audit n HacTpouTb X pacnucaHue.

3anpoc ang nomncka oTckaHnpoBaHHbIX cepBepoB VMware vCenter ¢ nssectHoivn VMware ESXi,
KOTOpPble OTHOCHTCSH K KilacTepy:

filter(host.softs<VCenterInstance>.vCenterUUID) |

select(@host, host.@name, host.softs<VCenterInstance>.vCenterUUID as v_uuid,
host.softs<VCenterInstance>.Datacenters.Name as dc_name,
host.softs<VCenterInstance>.Datacenters.Clusters.name as CL_name,
host.softs<VCenterInstance>.Datacenters.Clusters.ESXiHosts as esxi) |

select(host.@name, v_uuid, dc_name, CL_name, esxi) |
filter(esxi) |
join(filter(EsxiHost.HostMobId != null) |

select(@EsxiHost, EsxiHost.@audittime, EsxiHost.HostMobId as MobId,
EsxiHost.vCenterUUID as vC_uuid) as ESXi, esxi = ESXi.MobId and ESXi.vC_ uuid =
v_uuid) |

calc(TotalDays(now() - ESXi.EsxiHost.@AuditTime) as dur_audit) |

select(host.@name, dc_name, CL_name, v_uuid, esxi, ESXi.@EsxiHost, dur_audit) |
sort(host.@name, dc_name, CL_name, esxi)

Ecnn ayouT y3noB He npoBoanncs Boobule (dur_audit = null) nnmn npoBogunca 6onbliue MecsLla
Haszag (dur_audit > 30), Heobxogumo coznaTh (3anycTuTb) 3agaun (cM. pasagen 2.4) Ha ayanT
¢ npodungmm Unix Audit n vSphere Audit n HacTpouTb NX pacnucaHme.
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3anpoc ans nomcka oTckaHMpoBaHHbIX cepBepoB VMware vCenter ¢ nssectHbivu VMware ESXi,
KOTOpble OTHOCHTCS K AaTa-LeHTpy:

filter(host.softs<VCenterInstance>.vCenterUuID) |

select(@host, host.@name, host.softs<VCenterInstance>.vCenterUUID as v_uuid,
host.softs<VCenterInstance>.Datacenters.Name as dc_name,
host.softs<VCenterInstance>.Datacenters.ESXiHosts as esxi) |

select(host.@name, v_uuid, dc_name, esxi) |
filter(esxi) |
join(filter(EsxiHost.HostMobId != null) |

select(@EsxiHost, EsxiHost.@audittime, EsxiHost.HostMobId as MobId,
EsxiHost.vCenterUUID as vC_uuid) as ESXi, esxi = ESXi.MobId and ESXi.vC_ uuid =
v_uuid) |

calc(TotalDays(now() - ESXi.EsxiHost.@AuditTime) as dur_audit) |

select(host.@name, dc_name, v _uuid, esxi, ESXi.@EsxiHost, dur_audit) |
sort(host.@name, dc_name, esxi)

Ecnn ayouT y3noB He npoBoawnncs Boobule (dur_audit = null) unmn nposBoguncsa 6onblue MecsLla
Hasapg (dur_audit > 30), Heobxogumo coafaTh (3anycTuTb) 3agaun (cM. pazgen 2.4) Ha ayanT
¢ npodungmm Unix Audit n vSphere Audit n HacTpouTb X pacnucaHne.

3anpoc ans noucka yanos ¢ VMware ESXi, o0 koTopbix HeT nHpopmaumn Ha akTneax ¢ VMware
vCenter Server:

filter(esxihost.ipaddress)

| select(@esxihost, esxihost.hostMobId as hostMobId, esxihost.vCenterUUID as
e _VvUUID, esxihost.@audittime)

| join(filter(host.softs<VCenterInstance>.vCenterUUID) |

select(@host, host.@name, host.softs<VCenterInstance>.vCenterUUID as v_uuid,
host.softs<VCenterInstance>.Datacenters.Name as dc_name,
host.softs<VCenterInstance>.Datacenters.ESXiHosts as esxi) |

select(host.@name, v_uuid, dc_name, esxi) as VCD, VCD.esxi = hostMobId and
e _VvUUID = VCD.v_uuid)

| filter(VCD.dc_name = null)
| join(filter(host.softs<VCenterInstance>.vCenterUUID) |

select(@host, host.@name, host.softs<VCenterInstance>.vCenterUUID as v_uuid,
host.softs<VCenterInstance>.Datacenters.Name as dc_name,
host.softs<VCenterInstance>.Datacenters.Clusters.name as CL_name,
host.softs<VCenterInstance>.Datacenters.Clusters.ESXiHosts as esxi) as VCC,
VCC.esxi = hostMobId and e_vUUID = VCC.v_uuid)

| filter(VCC.dc_name = null)
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| select(@esxihost, hostMobId, e vUUID, esxihost.@audittime) |
calc(TotalDays(now() - EsxiHost.@AuditTime) as dur_audit)

Ecnu ong yanos ¢ VMware ESXi 3HauyeHne napameTpa hostMobId 3anonHeHo, TO Ha HUX €CTb
nHbopmMaLums 06 nx nprnHapnexHoct VMware vCenter Server, Ho Ha akTuBax ¢ VMware vCenter
Server nHbopmauum 06 3TNX yanax HeT. B aTom cnyyae pekoMeHayeTcs MpoBepUTb pPesysbTaThbl
nocnegHero ayanTa.

Ecnun ayauT y3noB He npoBoguncy Boobue (dur_audit = null) nnm npoBoguncs 6onblue mecsua
Haszapg (dur_audit > 30), Heobxogumo co3pdaTh (3anycTuTh) 3agaun (Cv. pasgen 2.4) Ha ayanT
c npodunamun Unix Audit n vSphere Audit n HacTpouTb X pacnucaHue.

3anpocm AaHHbIX O BUPTYaJibHbIX MaLllNHaX
3anpoc gaHHbIX 0 BUPTYyasbHbIX MawnHax Ha VMware vCenter Server:
filter(host.softs<VCenterInstance>.vCenterUUID) |

select(@host, host.@Name, host.softs<VCenterInstance>.vCenterUUID as v_uuid,
host.softs<VCenterInstance>.datacenters.name as dc_name,
host.softs<VCenterInstance>.datacenters.VMs.id as vm_id,
host.softs<VCenterInstance>.datacenters.VMs.fqdn as vm_fqdn,
host.softs<VCenterInstance>.datacenters.VMs.hostname as vm_hostname,
host.softs<VCenterInstance>.datacenters.VMs.NetworkInterfaces.MacAddress as
vm_macs,
host.softs<VCenterInstance>.datacenters.VMs.NetworkInterfaces.ipaddress.address
as vm_ips, host.softs<VCenterInstance>.datacenters.VMs.state as state) |

filter(state = "poweredOn") |

join(select(@host, host.@audittime, host.fqdn, host.hostname, host.vmid,
host.@macaddresses, host.@ipaddresses) as H, H.host.vmid = vm_id) |

select(host.@name, dc_name, vm_fqdn, vm_hostname, compactunique(vm_ips),
compactunique(vm_macs), vm_id, H.@host, H.host.@audittime) |

calc( TotalDays(now() - H.host.@AuditTime) as dur_audit)
MpumeyaHme. 3anpoc MOXeT BbIMOHATLCS LOCTAaTOUYHO OO0,

Ecnu 3HaueHune napameTpa @host nycto (To ecTb BUPTyanbHas MallnHa 1 FrunepBr3op,
yAPaBASOLNIA €10, He CKaHVPYIOTCS, HO BUPTYasibHas MallviHa BKJlloYeHa), TO He06X0aMMo
BbIMOJIHNTb MOWCK MMNepBN30POB 1 BUPTYasbHbIX MaLUVH.

Ecnun 3HayeHune napameTpa host.vmid nycTo, To HEO6XOAMMO BbINOSHUTD ayAnT BCEX
rMNepBr30POB — TOrAa OHO ByAeT 3anofIHEHO AN BCEX BUPTYasbHbIX MaLLWH.

[ns y3noB., ayanTt KOTOPbIX He NpoBoauncs Boobuwe (dur_audit = null) unmn npoBopuncs 6onblue
Mecsua Hasap (dur_audit > 30), HeobxoaMmo co3naTb (3anycTUTb) 3adayn Ha ayanuT
(cMm. pasgen 2.4) n HaCTPOWTb UX pacncaHmne.

3anpoc OaHHbIX O BNPTYalbHbIX MallHaX Ha rmnepBn3opax:
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select(esxihost.@name, esxihost.hypervisors.VMs.id as vm_id,
esxihost.hypervisors as hyper, esxihost.hypervisors.VMs.name as vm_name,
esxihost.hypervisors.VMs.fqdn as vm_fqdn, esxihost.hypervisors.VMs.hostname as
vm_hostname,
compactunique(esxihost.hypervisors.VMs.NetworkInterfaces.ipaddress.address) as
vm_ips, esxihost.hypervisors.VMs.state as state) |

filter(state = "poweredOn") |
join(select(@host, host.@audittime, host.vmid) |
filter(host.vmid) as H, H.host.vmid = vm_id) |

select(esxihost.@name, hyper, vm _name, vm_fqgdn, vm_hostname, vm_ips, H.@host,
H.host.@audittime) |

calc(TotalDays(now() - H.host.@AuditTime) as dur_audit)
Mocne ayamTa rmnepBr30pOB BCE BKOUYEHHbIE BUPTYabHble MalUHbl 6yAyT CO34aHbl.

[ns yanoB, ayouT KOTOPbIX He NpoBoauacs Boobuue (dur_audit = null) wnmn npoBoguncs 6onblue
Mecqua Hasaf (dur_audit > 30), Heo6xoanMMo cozfaTh (3anyCTuTb) 3afaun Ha ayanT
(cMm. pasgen 2.4) n HaCTPOWTb UX pacnncaHme.

2.4.4. Ayant cuctem CI/CD

Cepsepsbl Cl/CD ncnonbayloTcs AN aBToMmaTsau i NnpoLeccoB CO60pKU, TECTUPOBaHS

1 pasBepTbiBaHNS NpunoxeHnii. Kak npaeuno, cepsepbl CI/CD npenocTtaBngdioT Be6-NHTEPdENChI
AN paboTbl ¢ UX pyHKUMamMN. B 6onblumnHcTBe crydaes cepBepbl ClI/CD gocTynHbl U3 BHYTPEHHEl
ceTu no nopty 443 (TCP), pexe — no nopTy 80 (TCP). 3T npnaHakmn NCrnonb3ytoTcs A5 nomncka
cepaepoB CI/CD B 3anpocax, NpuBedeHHbIX HAXE.

MpumeuaHwue. o 3TM Npr3Hakam MoryT 6biTb BbisB/ieHbl kak cepBepbl Cl/CD, Tak n gpyrue
y3/bl, Hanpumep 6anaHcuposLmky HTTP-Tpaduka.

BHumaHwme! MNepep ayantom cepepoB Cl/CD Heo6Xxoanmo BbINOHUTL CKaHMPOBaHe NopToB
ONs 06HapyxeHns akTneoB (cM. pasgen 2.1) ¢ oTKpbITbiMu nopTamun 443 n 80.

AKTUBbI C OTKPbITbiIMK NopTamu 443 n 80

3anpoc a519 noncka akTMBOB, KOTOPbIE NPefoCcTaBNsoT Be6-nHTepdenchbl U 4OCTYMHbI MO NnopTam
443 n 80 (no pesynbTaTaM CKaHNPOBaHMS NOPTOB):

filter(host.endpoints<transportendpoint>[port in [443, 80] and status
= 'Open']) |

select(@host, host.@PentestTime, host.@audittime) | calc(TotalDays(now() -
host.@AuditTime) as dur_audit) | sort(host.@audittime)

[lns HanpoeHHbIX aKTNBOB Heo6Xxoanmo NPOBEePUTb, BbINOMHANICA TN ayguT U Kak MUHNMYM
CKaHunpoBaHne MmeTtogomM YepHOro dujmka, C NoOMOLLbIO 3anpocCa i ycnoBud CbI/IJ'IpraLI,VIVI,
nprmBegeHHbIX HXe.
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MpumeuaHue. BoinonHeHne ayanTa (cM. pa3gen 2.4) — 3T0 BbINOMHEHNE 3aady C onpeaeneHHbiM
npodunem na moayns Audit. BeinonHeHe ckaHNPOBaHNS METOAOM YEPHOIO SLLMKa

(cm. pazpen 2.2) — 310 BbINOMHEHME 3afay ¢ onpefeneHHsiMm npodunem ns mogyns Pentest

(B yacTtHoCTW, ¢ Npodunem Service Discovery). lNpodunu onucaHbl B pasgenax «Mogynb Audit»
n «Mopynb Pentest» PykoBoacTBa no HacTpoiike nctouyHnkos MaxPatrol VIV

3anpoc Ong rnoncka akTmBOB, OJ19 KOTOPbIX ayanT N CKaHNpOBaHMe MeTOoO0OM YepHOro 4dLuinka
He BbINONHANNCH U BbINMOMHANNCE 60bluUe OByX Hepgesb Hasdaa.:

filter(host.endpoints<transportendpoint>[port in [443, 80] and status
= 'Open']) |

select(@host, host.@PentestTime, host.@audittime) | calc(TotalDays(now() -
host.@AuditTime) as dur_audit) | calc(TotalDays(now() - host.@PentestTime) as
dur_pentest) |

filter((dur_audit = null OR dur_audit > 14) and (dur_pentest = null OR
dur_pentest > 14)) | sort(host.@audittime)

Ycnosue opunbTpaummn akTiBOB, A1 KOTOPbIX ayAnT 1 CKaHNPOBaHNe MEeTOAOM YepHOro aLmKa
He BbINOJIHSNNCH U AaHHble O KOTOPbIX yCTapenu:

host.endpoints<transportendpoint>[port in [443, 80] and status = 'Open'] and
host.@ScanningInfo[Type = 'Audit' and Status != 'UpToDate'] and
host.@ScanningInfo[Type = 'Pentest' and Status != 'UpToDate']

MpumeuaHwue. [1n5 aKTMBOB Bbl MOXETE yKa3biBaTb BPEMS, MO NCTEUEHNIN KOTOPOro AaHHbIE O HUX
ycTapeBaltoT. [NogpobHee B pazfesne «YcTapeBaHe akTMBOB» PykoBOACTBa onepaTopa
MaxPatrol VM.

Ecnu B pe3ynbTaTe 3anpoca unm no ycrnosuio dbusibTpauny HangeHbl akTuBbl, TO HEO6XOAMMO
06befVHNTb VX B AVHaMUYeckyto rpynny (cm. pasgen 2.3) n 3anycTuTb ANs rpynnbl 3agavy

Ha ckaHupoBaHe ¢ npodunem Service Discovery (cMm. pasgen 2.2) (B napameTpax 3agaun
Heo6xoaMMo ykasdaTb nopTbl 443 1 80). Mocne BbINONHEHNS 3a4a4yl CYLLEeCTBYIOLLME aKTBbI
pacnpenenaTcs no apyrum rpynnam. Ecnvm nocne BbiNonHeHNs 3apayn Kakne-nméo akTuBbl OCTannCh
B rpynne, To Heo6XoauMO Y6eanTbCs, YTO OHM HE CYLLECTBYIOT, N YAANNTb UX.

O6bvem Tpaduka yepes noptbl 443 n 80

Ecnn B nndpacTpykType yctaHosneH PT NAD, Bbl MOXeTe 1Crnonb3oBaThb ero ang MOHUTOPUHIa
Tpaduka, BbINONHMB CnegyoLne waru:

1. TMpumeHuts ycnosue unbtpauum dst.port in [443, 80] && dst.groups == HOME_NET.

MpumeuaHue. Takke oNg NPOCMOTPA CrCKa Y3/I0B Bbl MOXETE CrpyrnmnmpoBaTh X Ha BK1agKe
Yanbi no Tnny Cepsep, rpynne HOME_NET v npotokony HTTP.

2. Ha ctpaHuue Qaw6opabl, B BuoxetTe CepBepbl N0 ceccusim U TpaduKy OTCOPTUPOBaTb
LaHHble Mo 3Ha4YeHnsaM cTof6La OTnpaBneHo.

3. OKCMOPTUPOBATb AaHHbIE BUAXETA, HaXaB - .
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Monyuune nHdopmaumo 06 obbeme Tpadrka, HEOBXOANMO:

1. Cospatb (3anycTuTb) 3af4aun Ha ckaHupoBaHue ¢ npodunem Service Discovery (cm. pasgen 2.2)
1 Ha ayanT (cMm. pasgen 2.4) ons Bcex y3noB, 06beM BxofgdLlero Tpaduka KOTOpbIX Yepes NopThbl
443 n 80 cocTaBnseT 6osee 100 ME B cyTku.

2. CospaTb (3anycTuTh) 3agadn Ha ckaHupoBaHue ¢ npodunem Service Discovery (cMm. pasgen 2.2)
1 Ha ayouT (cm. pasgen 2.4) ons Bcex y3nos, ucnonbayowmx HTTP-Tpaduk. Heobxoanmblii
MVHUMYM — 3afa4l Ha ckaHnpoBaHue ¢ npodunem Service Discovery ¢ ykazaHnem nopToB
443 n 80. MNocne BbINONHEHNS 3afa4y Bbl MOXETe NpoaHannsnpoBaTh Gnaru nakeTos AaHHbIX
(dbnarn Ha nopTax) 1 oNpenennTb YyCTaHOB/IEHHbIE CePBICHI UV MPUIOXEHNS, KOTOPbIe CBA3aHbI
C 3TUMM MopTaMI.

3. PasmecTuTb kntoyeBble cepBepbl 3a MeXCETEBbIMI aKpaHaMU 19 3aLUUTbl MPUSIOXEHIIA
(application firewall).

HasBaHus aktuBoB, cBsi3aHHble ¢ CI/CD

Mocne ckaHupoBaHWs akTBOB ¢ Npodunem Service Discovery (cM. pazgen 2.2) (¢ ykasaHnem
noptoB 443 1 80) Bbl MOXeTe NPOCMOTPETb Ha3BaHNS OTCKaHNPOBaHHbIX CePBEPOB, BbINMOHIB
3anpochl, NPeacTaBeHHbIE HIXE.

3anpoc 1.

select(@host, host.endpoints<transportendpoint>.port as port,
host.endpoints<transportendpoint>.status as status,
host.endpoints<transportendpoint>.service.checks<GetHTTPHeaders>.Headers.Header
as Header) |

filter(port in [443, 80] and status = 'Open' and Header != null) |
group(Header, COUNT(*)) | SORT("COUNT(*)" DESC)

3anpoc 2:

select(@host, host.endpoints<transportendpoint>.port as port,
host.endpoints<transportendpoint>.status as status,
host.endpoints<transportendpoint>.Service.Checks.Arguments<GetHTTPHeadersArgume
nt>.Headers.Header as Header) |

filter(port in [443, 80] and status = 'Open' and Header != null) |
group(Header, COUNT(*)) | SORT("COUNT(*)" DESC)

Ecnu cpean HalioeHHbIX Ha3BaHWIA eCTb cBsa3aHHble ¢ CI/CD, To ons Taknx akTMBOB HEO6X0ANMO
coznaTh (3anycTuTb) 3agadn Ha ayanT (cMm. pasgen 2.4). Hanpumep, MoryT 6biTb HalleHbl Ha3BaHWUS
X-GITLAB-META, X-ARTIFACTORY-ID, TEAMCITY-NODE-ID gns aktuos ¢ GitLab, JFrog Artifactory,
JetBrains TeamCity cooTBeTCTBEHHO.
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HaHHble n3 naketoB akcnepTnabl MaxPatrol SIEM

Ecnun B nHdpacTpykType yctaHoBneH MaxPatrol SIEM 1 ncnonbaytotcsa nakeTbl 3KCNepTn3bl
«AHOManNMM B Lenoykax NoCTaBoK», «ATakn MeTogoM nepetopax» n «MpodunnnpoBaHne goctyna

K KPUTNYECKIN BaXHbIM CUCTEMaM», TO Bbl MOXETE BbI6OPOYHO MPOCMOTPETb NX TaBNNYHbIE CMNCKIA
(tabular_lists). HekoTopble TabnunyHble CMMCKN 3aMoNHATCS aBTOMaTNYeCKn, Hanprmep

nocre ayguTta, nocne cbopa cobbITuiA. HazBaHmns TabNMYHbIX CMIMCKOB W MPaBusl, CBA3aHHbIX

C uenoykamm NocTaBok, HaunHawTca ¢ SupplyChain . /IHorga B HazBaHWSX TabANYHbIX CINCKOB
nny NpaBun BCTpeyatloTcs HadBaHUg MO, Ha COBbITUS KOTOPOro OPMEHTPOBaHbI NpaBuna.

YUTto6bl npocMoTpeTb TabnunuHble cnncku B MaxPatrol SIEM, Bbl MoOxeTe nepenTn Ha CTpaHunLy
C60p paHHbIX ~> TabnuuHblie cnUcKM. [119 TabnnYHbIX CMVCKOB OTOGpaxaTcs BKIaOKy
MpaBuna o6oraueHus 1 (nnv) NMpaBuna Koppensauum — B 3aBNCUMOCTY OT HaNNYKS NpaBun,
NnocpencTBOM KOTOPbIX 3aMOSIHAIOTCS TabNMyYHble CIIMCKA U KOTOPbIe MOyYatoT AaHHbIe U3 HUX.

MpumeyaHune. OnncaHne TabnnYHbIX CMIMCKOB NPeacTaBneHo B pasgenax «CTpaHuua
Ta6nuuHble cnuckun» n «PaboTa ¢ TabnuyHbIMK cnnckammy» PykoBoacTea onepaTopa
MaxPatrol SIEM.

YUTo6bI NPOCMOTPETbL TabnnuHble cnucki B Be6-uHtepdence Knowledge Base MaxPatrol SIEM,
Bbl MOXeTe Ha cTpaHuue TabnuuHbie cnuckm nepent No ccoinke OTKpbITb B Knowledge Base
1 B nepapxunyeckom crivcke Mankm oTKpbITb cregytoLime nanku:

— AHOManuu B uenoukax noctaBok — tabular_lists;
— ATakn meTogoMm nepebopa —> tabular_lists;
— [lpodunumpoBaHmne 0OCTyNa K KPUTUYECKN BaxXHbIM cucTemam — tabular_lists.

MpumeyaHune. OnncaHne NakeToB 3KCNepTU3bl NpeacTaBneHo B pasgenax «CtpaHuua MakeTbl
akcnepTusbi» 1 «HTepdelic Knowledge Base» PykoBoactea onepatopa MaxPatrol SIEM.

B nankax B Be6-nHTepdeiice Knowledge Base ecTb TabnmyHble CRNCKA 11 OTHOCSLLIECS K HUM
npasuna, Ha3BaHs KOTOPbIX BKoYatloT SupplyChain_ w, Hanpumep, gitlab, artifactory,
teamcity, merge, branches, release_build. Bbl MOXeTe NpocMOTpeTb NX 1 NPOBEPUTD
3anofHeHne TabNnYHbIX CMINCKOB, MPUMEHNMbIX B Ballen NHPPaCTPyKType.

B aTom pa3pene

AyonT GitLab (cm. pasoen 2.4.4.1)

Ayont JFrog Artifactory (cm. pasgen 2.4.4.2)

2.4.41. Ayont GitLab

Mocne ckaHMpoBaHUs akTBOB ¢ Npodunem Service Discovery (cm. pasgen 2.2) (c ykazaHnem
noptoB 443 1 80) Bbl MOXeTe BbINOHNTb 3aMnpoc A5 Noncka akTMBOB C HasBaHnem gitlab:

filter(host.endpoints<transportendpoint>[port in [443, 80] and status
= 'Open' and Service.Checks.Arguments<GetHTTPHeadersArgument>.Headers.Header
= "X-GITLAB-META"]) |
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select(@host, host.@PentestTime, host.@audittime) | calc(TotalDays(now() -
host.@AuditTime) as dur_audit) | calc(TotalDays(now() - host.@PentestTime) as
dur_pentest)

[lns akTMBOB, ayAnT KOTOPbIX He NpoBoauscs Booblle (dur_audit = null) mnn npoBoguncs
6onblue Mmecsaua Hasag (dur_audit > 38), Heob6xoammo co3paTb (3anyCcTuTb) 3agaun Ha ayanT
(cm. pazgen 2.4) n HaCTPOWTb UX pacnucaHumne.

[ns ayonta GitLab Heobxogumo BbINoNHUTE 3agayn ¢ npodunem Unix Audit. [Nocne aToro Bbl
MOXeTe UCMNOb30BaTb 3aMpocChl, MPeACTaBNEeHHbIE HXE.

3anpoc ansg nouncka aktneos ¢ GitLab:
filter(host.softs<gitlab>) |

select(@host, host.@PentestTime, host.@audittime) | calc(TotalDays(now() -
host.@AuditTime) as dur_audit) | calc(TotalDays(now() - host.@PentestTime) as
dur_pentest)

[ns akTnBOB, ayAnT KOTOPbIX He nMpoBoauscs Booblle (dur_audit = null) mnn npoBoguncs
6onblue Mecsaua Hazag (dur_audit > 30), Heo6xoammo cosfaThb (3anycTUTb) 3agadn Ha ayauT
(cm. pazgen 2.4) n HaCTPOUTb UX pacnncaHue.

C nomoLpblo crefyioLmx 3anpocoB Bbl MOXeETe NPOCMOTPeTb NHPOPMAaLMIO, MONYUYEHHYIO
B pe3ynbTtate ayguta 0.

IP-appeca v nopTbl
3anpoc ang noucka IP-agpecos 1 NOpTOB, Mo KOTOpbIM focTyneH GitLab:
filter(host.softs<gitlab>) |

select(@host, host.softs<gitlab>.openports.Protocol,
host.softs<gitlab>.openports.address, host.softs<gitlab>.openports.Port,
compactunique(host.interfaces.l3settings.address.address.address) as addresses)
| filter(host.softs<gitlab>.openports.Protocol)

Ecnu B kauecTBe agpeca ykazaHo 3HaueHune 0.0.0.0, To GitLab pocTtyneH co Bcex IP-agpecos
akTyBa (OHW nepeyncneHbl B none addresses).

Peno3utopuu npoekToB
3anpoc Ong rnoncka perno3ntTopren NpPOeKTOB:
filter(host.softs<gitlab>) |

select(@host, host.softs<gitlab>, host.softs<gitlab>.projects.ID as ID,
host.softs<gitlab>.projects.Name as Name, host.softs<gitlab>.projects.FullName
as FullName, host.softs<gitlab>.projects.FullPath as FullPath,
host.softs<gitlab>.projects.Visibility as Visibility,
compactunique(host.softs<gitlab>.projects.DirectMembers) as DirectMembers,
compactunique(host.softs<gitlab>.projects.AllMembers) as AllMembers,
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host.softs<gitlab>.projects.GitLabCI as GitLabCI,
compactunique(host.softs<gitlab>.projects.AvailableRunners) as
AvailableRunners) | sort(ID)

Mo pesynbTaTam 3anpoca Bbl MOXeTe NPocMoTpeTb NpoekTbl GitLab, a Takxe npasa gocTyna
nonb3oBaTesel K pernosnTopusm NpoeKToB, YTO6b! MPOBEPUTb OTCYTCTBIE N3BbITOYHO BblAaHHbIX
npas.

NMonb3oBaTtenu v rpynnbl
3anpoc 0n4 noncka gaHHbIX O NOJIb30BaTes1AaX:
filter(host.softs<gitlab>) |

select(@host, host.softs<gitlab>, host.softs<gitlab>.users.LogonName as
LogonName, host.softs<gitlab>.users.IsAdmin as IsAdmin,
host.softs<gitlab>.users.State as State, host.softs<gitlab>.users.Type as Type,
host.softs<gitlab>.users.RequireOTP as RequireOTP,
compactunique(host.softs<gitlab>.users.Identities.Provider) as Providers,
compactunique(host.softs<gitlab>.users.Identities.Identity) as Identities) |
sort(LogonName)

Mo pesynbTaTam 3anpoca Bbl MOXETE NPOCMOTPETb CMNCOK MNOMb30BaTeNel, KOTopble MOryT
nogkntounTecd k cepeepy GitLab (ecnn sHaueHne napameTpa State paBHO Active) unm kotopble
He MoryT nogknounTbes K cepaepy GitLab (ecnn sHaueHne napameTpa State He paBHO Active).
OT0 NO3BONUT, HANPUMEpP, HANTK OTKITIIOYEHHbIX MONb30BaTENEN, KOTOPbIE HE AOMKHbI ObITb
OTKJIIOYEHbI, NN CPaBHUTb MOSYYEHHbIV CANCOK NoNb30BaTeNel, KOTopble MOryT MOAKIIOUYNTLCS

k cepBepy GitLab, co cnuckom coTpyoHUKOB, KOTOPbLIM JOMKEH GbITb NPefoCTaB/eH 0OCTYN

LN MOOKMOYEHMS.

3anpoc ang nomcka aaHHbIX 0 rpynnax 1 rnonb3oBaTensax, BXOASLLMX B rpymmbi:
filter(host.softs<gitlab>) |

select(@host, host.softs<gitlab>, host.softs<gitlab>.groups.ID as ID,
host.softs<gitlab>.groups.Name as Name, host.softs<gitlab>.groups.FullName as
FullName, host.softs<gitlab>.groups.FullPath as FullPath,
host.softs<gitlab>.groups.ParentID as ParentID,
host.softs<gitlab>.groups.Visibility as Visibility,
compactunique(host.softs<gitlab>.groups.DirectMembers) as DirectMembers,
compactunique(host.softs<gitlab>.groups.AllMembers) as AllMembers) | sort(ID)

Mo pesynbTaTam 3anpoca Bbl MOXeTe NPOCMOTPETb CMMCOK FPYMM 1 COCTaB nonb3oBaTenel

B rpynnax. STo No3BonT, Hanpumep, HailTy Nonb3oBaTesNeil ¢ NpaBaMu, N36bITOYHO BblAaHHbIMM
yepes rpynnbl. Takke Bbl MOXeTe y3HaTb, B KaKoe KOMMYeCTBO rpynn BXOAWT KaxXablil Mosib3oBaTerb,
1 HaTK NoNb3oBaTeNel, KOTOpble BXOAAT B 60/bLLOE KOMYECTBO FPyrM, BbIMOMAHMB 3aMpoc:

filter(host.softs<gitlab>) |
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select(host.softs<gitlab>.groups.AllMembers.Name as member,
host.softs<gitlab>.groups.Name as Name) | filter(member) | unique() |
group(member, count(*)) | sort(count(*) DESC)

AreHTbl (runners)
3anpoc ang noncka fgaHHbIX 06 areHTax (runners):
filter(host.softs<gitlab>) |

select(@host, host.softs<gitlab>, host.softs<gitlab>.runners.ID as ID,
host.softs<gitlab>.runners.Token as Token, host.softs<gitlab>.runners.Type as
Type, host.softs<gitlab>.runners.Platform as Platform,
host.softs<gitlab>.runners.ExecutorType as ExecutorType,
host.softs<gitlab>.runners.State as State, host.softs<gitlab>.runners.Active as
Active, host.softs<gitlab>.runners.AccesslLevel as AccesslLevel,
host.softs<gitlab>.runners.IPAddress as IPAddress,
host.softs<gitlab>.runners.RunUntaggedJobs as RunUntaggedJobs) | sort(ID)

Mo pe3ynbTaTam 3anpoca Bbl MOXeTe NPOCMOTPETb, Kakie areHTbl 3aluLleHbl (Ans HyxX B Be6-
nHTepdelice GitLab oTo6paxaeTcs 3HaUOK 3aLUMLLEHHOrO KJlloYa, a B NapamMeTpax yCTaHaBBaeTCs
dnar Protected), n K Kakum NOACETAM OTHOCSTCS areHThl.

Ecnu B nHdpacTpykType ecTb cTaTu4Hble areHTol (static runners), KoTopble NpUBS3aHbI
K KOHKPETHbIM CepBepam U y3nam, Bbl MOXEeTe NPoBepUTb, 6bif N1 BbINOSHEH UX ayaunT,
C NMOMOLLbIO 3anpoca:

filter(host.softs<gitlab>) |

select(@host, host.softs<gitlab>, host.softs<gitlab>.runners.ID as ID,
host.softs<gitlab>.runners.Token as Token, host.softs<gitlab>.runners.Type as
Type, host.softs<gitlab>.runners.Platform as Platform,
host.softs<gitlab>.runners.ExecutorType as ExecutorType,
host.softs<gitlab>.runners.State as State, host.softs<gitlab>.runners.Active as
Active, host.softs<gitlab>.runners.AccesslLevel as Accesslevel,
host.softs<gitlab>.runners.IPAddress as IPAddress,
host.softs<gitlab>.runners.RunUntaggedJobs as RunUntaggedJobs) |

filter(host.softs<gitlab> and State = "online") |

join(select(@host, host.@audittime, host.ipaddress) as H, H.host.ipaddress =
IPAddress) | calc(totaldays(now() - H.host.@audittime) as dur_audit)|
sort(H.host.@audittime, ID)

[ns akTBOB, ayAnT KOTOPbIX He npoBoausics Booblle (dur audit = null) wnmn npoBoguncs
6onblue Mecsua Hazag (dur_audit > 30), Heo6xoammo cosfaThb (3anycTUTb) 3agadn Ha ayanT
(cMm. pazgen 2.4) n HaCTPOWTb UX pacnucaHune.
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MapameTpbl 6e3onacHocTu (security settings)

3anpoc ans nomncka faHHbIX 06 nHTerpaunm cepsepa GitLab ¢ cepsepom LDAP
(LDAP configuration)u c cepBepom Kerberos (Kerberos configuration):

filter(host.softs<gitlab>) |

select(@host, host.

softs<gitlab>,

host.softs<gitlab>.SecuritySettings.SignUpAllowed as SignUpAllowed,
host.softs<gitlab>.SecuritySettings.WebPasswordAuthEnabled as

WebPasswordAuthEnabled,
host.softs<gitlab>.SecuritySettings.GitPasswordAuthEnabled as
GitPasswordAuthEnabled, host.softs<gitlab>.SecuritySettings.LDAPConfigurations
as LDAPConfigurations,
host.softs<gitlab>.SecuritySettings.KerberosConfiguration as
KerberosConfiguration) | sort(@host)

Ecnn pesynbTat 3anpoca He NycT, TO Bbl MOXETe MPOCMOTPETb MapaMeTpbl MHTErpauun cepaepa
GitLab c cepsepom LDAP un ¢ cepepom Kerberos. 9T cepBepbl MCMONb3YIOTCH
ON9 ayTeHTudukaumm nonb3osaTenen

3anpoc o0 napameTpax nHterpaunm ¢ cepsepom LDAP:

filter(host.softs<gitlab>) |

select(@host, host.
softs<gitlab>.
softs<gitlab>.

host.
host.
host.
host.
host.
PlaintextPassword,
host.softs<gitlab>

softs<gitlab>

softs<gitlab>.
softs<gitlab>.

softs<gitlab>,

SecuritySettings.
SecuritySettings.
.SecuritySettings.
SecuritySettings.
SecuritySettings.

.SecuritySettings.

LDAPConfigurations.
LDAPConfigurations.
.Host as Host,

LDAPConfigurations

LDAPConfigurations.
LDAPConfigurations.

LDAPConfigurations.

ID as ID,
Label as Label,

BindDN as BindDN,
PlaintextPassword as

Encryption as

Encryption, host.softs<gitlab>.SecuritySettings.LDAPConfigurations.BaseDN as
BaseDN, host.softs<gitlab>.SecuritySettings.LDAPConfigurations.LDAPFilter as
LDAPFilter) | sort(@host)

PesynbTaT 3anpoca 6yneT cogepXaTb CrNCOK JOMEHOB, K KOTopbiM nogkoveH GitLab. Bbl moxeTe
NPOBEPUTb, BbINMOIHEH NN ayANT HalGEeHHbIX JOMEHOB, C MOMOLLbIO 3arnpoca:

filter(host.softs<gitlab>) |

select(@host, host.
softs<gitlab>.
softs<gitlab>.

host.
host.
host.
host.
host.
PlaintextPassword,
host.softs<gitlab>

softs<gitlab>
softs<gitlab>

softs<gitlab>.

softs<gitlab>,

SecuritySettings.
SecuritySettings.
.SecuritySettings.
.SecuritySettings.
SecuritySettings.

.SecuritySettings.

LDAPConfigurations.
LDAPConfigurations.
.Host as Host,

LDAPConfigurations

LDAPConfigurations.
LDAPConfigurations.

LDAPConfigurations.

ID as ID,
Label as Label,

BindDN as BindDN,
PlaintextPassword as

Encryption as
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Encryption, host.softs<gitlab>.SecuritySettings.LDAPConfigurations.BaseDN as
BaseDN, host.softs<gitlab>.SecuritySettings.LDAPConfigurations.LDAPFilter as
LDAPFilter) |

join(select(@directoryservice, directoryservice.@updatetime,
DirectoryService.Domains.DefaultNamingContext as DN) as DS, DS.DN = BaseDN) |
sort(@host)

[na nomeHoB, y KOTOpbIX 3HayeHne napameTpa DS.directoryservice.@updatetime nycto
Heobxonumo BeiNoNHUTb ayauT no LDAP (cm. pasgen 2.4.2).

3anpoc o napameTpax NHTerpaunn ¢ cepeepom Kerberos:
filter(host.softs<gitlab>) |

select(@host, host.softs<gitlab>,
host.softs<gitlab>.SecuritySettings.KerberosConfiguration.KeytabPath as
KeytabPath,
host.softs<gitlab>.SecuritySettings.KerberosConfiguration.KerberosPrincipal as
KerberosPrincipal,
host.softs<gitlab>.SecuritySettings.KerberosConfiguration.KerberosPort as
KerberosPort, host.softs<gitlab>.SecuritySettings.KerberosConfiguration.HTTPS
as HTTPS,
host.softs<gitlab>.SecuritySettings.KerberosConfiguration.AllowUserCreation as
AllowUserCreation,
host.softs<gitlab>.SecuritySettings.KerberosConfiguration.BlockAutoCreatedUsers
as BlockAutoCreatedUsers) | sort(@host)

24.4.2. Ayont JFrog Artifactory

Mocne ckaHupoBaHNs akTBOB ¢ npodunem Service Discovery (cm. pazgen 2.2) (c ykasaHnem
noptoB 443 1 80) Bbl MOXeTe BbINOHWTb 3aMpocC A1 Noncka akTBOB C Ha3BaHneM artifactory:

filter(host.endpoints<transportendpoint>[port in [443, 80] and status
= 'Open’' and service.checks<GetHTTPHeaders>.Headers.Header = "X-ARTIFACTORY-
"]) |

select(@host, host.@PentestTime, host.@audittime) | calc(TotalDays(now() -
host.@AuditTime) as dur_audit) | calc(TotalDays(now() - host.@PentestTime) as
dur_pentest)

[na akTnBOB, ayanT KOTOPbIX He NpoBoauncs Boobuwe (dur_audit = null) wnn npoBoguncs
6onblle Mecsua Hasag (dur_audit > 30), Heo6xoaMMO co3faTh (3anycTuTb) 3ajayn Ha ayaunT
(cMm. pasgen 2.4) n HaCTPOWTb UX pacnrcaHmne.

Ong ayouta JFrog Artifactory Heo6xogumo BeINonHUTb 3agayn ¢ npodunem Unix Audit

(ans nonyyeHns nHpopmaumn o6 yane) n c npodpunem Web API Audit (gns nonydyeHns nHpopmauin
o MO 1 3anonHeHns 3Ha4yeHWI NnapameTpa host.softs<Artifactory>). [Mocne aToro Bbl MOXeTe
NCMob30BaTh 3anpochl, MPeacTaBNEHHbIE HUXKeE.
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Mpumeyvanue. Ecnun ayomnT 6611 NPOBEAEH, HO HET BO3MOXHOCTI ONPERENnTb, C KaKMM NMEHHO
npodunem, To Bbl MOXeTe NPOCMOTPETb NapamMeTpbl 3aaady 1 y6eanTbCs, YTO 3a4adn ¢ 060UMM
NpodUNSMIY BbINOHAIOTCS KOPPEKTHO.

3anpoc ans noucka aktneoB ¢ JFrog Artifactory:
filter(host.softs<Artifactory>) |

select(@host, host.@PentestTime, host.@audittime) | calc(TotalDays(now() -
host.@AuditTime) as dur_audit) | calc(TotalDays(now() - host.@PentestTime) as
dur_pentest)

[ns akTBOB, ayanT KOTOPbIX He nMpoBoaucs Boobule (dur audit = null) unn npoBoguncs
6onblue Mmecsua Hazag (dur_audit > 30), Heo6xoammo cosfaThb (3anycTUTb) 3agadn Ha ayauT
(cMm. pazgen 2.4) n HaCTPOWTb UX pacnncaHune.

C nomoLpbio crefyioLmx 3anpocoB Bbl MOXETE MPOCMOTPETb NHPOPMALMIO, MOMYUYEHHYIO
B pe3ynbTrate ayguta 0.

IP-appeca u nopThbl
3anpoc ansg noucka IP-agpecoB 1 NOpTOB, NO KOTOPbIM [OCTyNeH JFrog Artifactory:
filter(host.softs<Artifactory>) |

select(@host, host.softs<Artifactory>.openports.Protocol,
host.softs<Artifactory>.openports.address,
host.softs<Artifactory>.openports.Port,
compactunique(host.interfaces.l3settings.address.address.address) as addresses)
| filter(host.softs<Artifactory>.openports.Protocol)

Ecnu B kauecTBe agpeca ykazaHo 3HaueHune 0.0.0.0, To JFrog Artifactory poctyneH co Bcex IP-
afpecoB akTnBa (OHU nepevmncreHsl B none addresses).

Penosutopuum

B 3anpocax, NpencTaBneHHbIX HUXKe, MCMOMb3YTCS CleayoLLe Knacchl peno3ntoprues
JFrog Artifactory:

— Repository. O6wuin knacc, koTopbid cogepxut URL 1 Tun penosntopurs, BKOYas yaaneHHble
penosnTopun. URL yoaneHHOro peno3ntopuns ykasblBaeT Ha BHELLHWNIA ICTOYHUK, OTKyAa 6yayT
3arpyxartbcd apTedakTbl. YOaneHHbIN peno3nTopuin CUHXPOHN3NPYETCS C BHELLUHUM NCTOYHNKOM
N 9BNSeTCs TOUKOWN BXoga B MHPACTPYKTYPY OpraHmnaaLmmy npu atake Ha LLenoyky nocTaBok,
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HanpaB/IeHHYIO Ha MOCTaBLUMKa yAaNeHHOro penosnTopus. MoaToMy HeO6X0ANMO OnpenenunTb
COCTaB yAaseHHbIX Peno3nTopreB 1 06ecnednTb NX MOHUTOPUHI C MOMOLLBIO CUCTEM NPOBEPKI
nakeToB (aHafn3a 3aBUCUMOCTEN).

— LocalRepository. [TokanbHble penosnTopun falT BO3MOXHOCTb COXpaHaTb apTedakTbl, KOTOpble
CcreHepupoBaHbl UK 3arpyXeHbl BHYTpW opraHunsauunn. URL nokanbHoro penosnTtopns ykasbiBaeT
Ha pacronoXeHue pPeno3nTopnsa B XxpaHunuiie aptedakTos.

— VirtualRepository. BupTyanbHble peno3ntopumn 06begnHSoT HECKObKO PENo3nTopres
(kak nokanbHbIX, TaK 1 yoaneHHbIX), NpenocTaBnsioT MHTepdelic ans paboTbl C HAMK Yepes
eaunHbin URL v o6ecneunBaloT LieHTpann3oBaHHbI gocTyn K aptedaktam. URL BnpTyanbHoro
pPeno3nTopus ykasblBaeT Ha NOrMYecKyto TOUKY OCTYNa, KOTopas 06befanHIeT HECKObKO
pearnbHbIX PENO3nNTOPLEB.

[nga noncka peno3nTopumneB Bbl MOXeETe NCIMOo/1b30BaTh 3anpocChl, npencTtaB/ieHHble HIXe.
PeKomeH.uyech NCnosib3oBaTb 3arnpocChbl OJi9 KOHKPEeTHbIX Kf1aCCOoB pPerno3nTopues.

3anpoc ans rnomcka perosnTopres obLLero knacca:
filter(host.softs<Artifactory>) |

select(@host, host.softs<Artifactory>, host.softs<Artifactory>.Repositories.Key
as Key, host.softs<Artifactory>.Repositories.URL as URL,
host.softs<Artifactory>.Repositories.Type as Type,
host.softs<Artifactory>.Repositories.PackageType as PackageType)

3anpoc ang rnouncka yaaneHHbIX penosnTopres:
filter(host.softs<Artifactory>) |

select(@host, host.softs<Artifactory>, host.softs<Artifactory>.Repositories.Key
as Key, host.softs<Artifactory>.Repositories.URL as URL,
host.softs<Artifactory>.Repositories.Type as Type,
host.softs<Artifactory>.Repositories.PackageType as PackageType) |

filter(host.softs<Artifactory> and Type = "REMOTE") | sort(@host, URL)
3anpoc ansg noncka noKanbHbIX Peno3NTOPUEBR:
filter(host.softs<Artifactory>) |

select(@host, host.softs<Artifactory>,
host.softs<Artifactory>.Repositories<LocalRepository>.Key as Key,
host.softs<Artifactory>.Repositories<LocalRepository>.URL as URL,
host.softs<Artifactory>.Repositories<LocalRepository>.Type as Type,
host.softs<Artifactory>.Repositories<LocalRepository>.PackageType as
PackageType,
compactunique(host.softs<Artifactory>.Repositories<LocalRepository>.Entities.Pa
th) as Entities path,
compactunique(host.softs<Artifactory>.Repositories<LocalRepository>.Permissions
) as Permissions) |

filter(host.softs<Artifactory> and Key) | sort(@host, URL)
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PesynbTaT 3anpoca 6yneT cogepxaTtb 3HauyeHns napameTpoB Entities path u Permissions.
Ecnun oHn He 3anonHeHbl, TO HEO6XOAMMO NPOBEPUTL BbINOMHEHWE 3a4a4y Ha ayanT (cm. pasgen 2.4)
N HAaCTPOIKY NpaB gocTyna (permissions).

3anpoc ang noncka BUPTYasbHbIX PENO3nTOPUEB:
filter(host.softs<Artifactory>) |

select(@host, host.softs<Artifactory>,
host.softs<Artifactory>.Repositories<VirtualRepository>.Key as Key,
host.softs<Artifactory>.Repositories<VirtualRepository>.URL as URL,
host.softs<Artifactory>.Repositories<VirtualRepository>.Type as Type,
host.softs<Artifactory>.Repositories<VirtualRepository>.PackageType as
PackageType,
compactunique(host.softs<Artifactory>.Repositories<VirtualRepository>.IncludedR
epoKeys) as IncludedRepoKeys) |

filter(host.softs<Artifactory> and Type) | sort(@host, URL)

prnnbl 1N nosib3oBaTesin B rpynnax

Cpynnbl NICNOMb3YIOTCS A9 Ha3HAaUYeHUs NpaB AOCTyNa Nosb30BaTeNsIM, BXOAILUMM B rpymrbl.
3anpoc ang nomcka faHHbIX 0 rpynnax:

filter(host.softs<Artifactory>) |

select(@host, host.softs<Artifactory>, host.softs<Artifactory>.Groups.Name as
Name, host.softs<Artifactory>.Groups.Realm as Realnm,
host.softs<Artifactory>.Groups.AdminPrivileges as AdminPrivileges,
host.softs<Artifactory>.Groups.LDAPGroupDN as LDAPGroupDN) | sort(@host)

MapameTp Realm o603Ha4aeT UCTOYHUK ayTEHTNOUKALN, KOTOPbIV MPeaoCTaBnseT yYeTHble
LaHHble nosib3oBaTeneii. o 3HaYeHno 3TOro NapameTpa Bbl MOXETe BbIIBUTb BHYTPEHHNE rpynnbl
(Hanpumep, ANs HUX MOTYT NCMOJIb30BaTbCs 3HaueHUs internal nnn artifactory) n LDAP-rpynnbl
(Hanpumep, AN HUX MOXET UCMOJIb30BaTbCA 3HaUeHne LDAP unn gpyrie sHayeHus, ykasbiBatoLue
Ha NCTOYHIIK ayTeHTUdUKaumnn).

3anpoc ang novcka faHHbIX O Mosib30BaTENsX:
filter(host.softs<Artifactory>) |

select(@host, host.softs<Artifactory>, host.softs<Artifactory>.users.ID as ID,
host.softs<Artifactory>.users.Name as Name,
host.softs<Artifactory>.users.IsAdmin as IsAdmin,
host.softs<Artifactory>.users.Realm as Realm,
compactunique(host.softs<Artifactory>.users.Groups) as Groups,
host.softs<Artifactory>.users.LastlLoggedIn as LastlLoggedIn,
host.softs<Artifactory>.users.Disabled as Disabled) | sort(@host, ID)

3anpoc [0J19 NoncKa AaHHbIX O rpynnax Cc noJib3oBateigaMu:

filter(host.softs<Artifactory>) |
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select(@host, host.@id, host.softs<Artifactory>,
host.softs<Artifactory>.Groups.Name as Name,
host.softs<Artifactory>.Groups.Realm as Realm,
host.softs<Artifactory>.Groups.AdminPrivileges as AdminPrivileges,
host.softs<Artifactory>.Groups.LDAPGroupDN as LDAPGroupDN) |

join(select(host.@id, host.softs<Artifactory>, host.softs<Artifactory>.users.ID
as ID, host.softs<Artifactory>.users.Name as Name,
host.softs<Artifactory>.users.IsAdmin as IsAdmin,
host.softs<Artifactory>.users.Realm as Realm,
host.softs<Artifactory>.users.Groups as "Group",
host.softs<Artifactory>.users.LastlLoggedIn as LastlLoggedIn,
host.softs<Artifactory>.users.Disabled as Disabled) as Usr, Usr.host.@id =
host.@id and Usr.host.softs<Artifactory> = host.softs<Artifactory> and Name =
Usr.Group) | sort(Usr.Name) | group(Realm, Name, COUNT(*)) |

sort("COUNT(*)" DESC)

3anpoc ang nowcka AaHHbIX O MoSb30BaTeNaX, BXOAALLMX B FPYMbl:
filter(host.softs<Artifactory>) |

host.softs<Artifactory>.users.ID as ID, host.softs<Artifactory>.users.Name as
Name, host.softs<Artifactory>.users.IsAdmin as IsAdmin,
host.softs<Artifactory>.users.Realm as Realm,
host.softs<Artifactory>.users.Groups as "Group",
host.softs<Artifactory>.users.LastlLoggedIn as LastlLoggedIn,
host.softs<Artifactory>.users.Disabled as Disabled) |

join(select(host.@id, host.softs<Artifactory>,
host.softs<Artifactory>.Groups.Name as Name,
host.softs<Artifactory>.Groups.Realm as Realm,
host.softs<Artifactory>.Groups.AdminPrivileges as AdminPrivileges,
host.softs<Artifactory>.Groups.LDAPGroupDN as LDAPGroupDN) as Grp,
Grp.host.@id = host.@id and Grp.host.softs<Artifactory> =
host.softs<Artifactory> and Grp.Name = "Group")

MNMpaBa poctyna (permissions)

CucTema ynpasneHns goctynom B JFrog Artifactory onpegensert, kakue nonb3oBaTtenu 1 rpynmbl
MOTYT OCYLLECTBNSATb T€ U NHbIe AENCTBUS C Peno3nTopuamm, apTedakTamu, Nonb3oBaTeNaMMN.
13 3anpocoB, npeacTaBneHHbIX B 3TOM pasaene, A5 aHannsa pesybTaToB ayanta pekoMeHayeTcs
B MepBYIO ouyepenb NCMOoNb30BaTh 3aMnpochl, CBA3aHHbIe C MpaBaMu ocTyna (permissions).

3anpoc afg noncka peno3nTopues, ANs AOCTYNa K KOTOPbIM He Ha3HaueHbl IBHble NpaBa oCcTyna
nonb3oBaTenel UM rpymnn:

filter(host.softs<Artifactory>) |
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select(@host, host.@id, host.softs<Artifactory>,
host.softs<Artifactory>.Repositories.Key as Key,
host.softs<Artifactory>.Repositories.URL as URL,
host.softs<Artifactory>.Repositories.Type as Type,
host.softs<Artifactory>.Repositories.PackageType as PackageType) |

join(select(@host, host.@id, host.softs<Artifactory>,
host.softs<Artifactory>.Permissions.Name as Name,
compactunique(host.softs<Artifactory>.Permissions.IncludesPatterns) as
IncludesPatterns,
compactunique(host.softs<Artifactory>.Permissions.ExcludesPatterns) as
ExcludesPatterns, host.softs<Artifactory>.Permissions.Repositories as
Repositories, compactunique(host.softs<Artifactory>.Permissions.Targets) as
Targets) |

filter(host.softs<Artifactory>) as Perm, Perm.host.@id = host.@id and
Perm.host.softs<Artifactory> = host.softs<Artifactory> and Perm.Repositories =

Key) |

filter(Perm.Repositories = null) | sort(Key)

[lns Kaxporo 13 nonyyYeHHbIX Peno3nToprneB HEO6XOANMMO NPOBEPUTb NpaBa 4OCTyNa

1 BO3MOXHOCTb OrpaHnYeHns aHOHMMHOrO fOCTyna. VIHaue MoxeT 6biTb MOTEePsIH KOHTPOSb AOCTYNa
K TaKuM peno3nTopusiM: OHN MOTyT 6biTb AOCTYMHbI 41 BCEX NoJfib3oBaTenein (ecnv npaea gocTyna
He orpaHnYeHbl Ha YPOBHE CUCTEMbI) UM MOMIHOCTBIO HEAOCTYMHbI Af1s NONb30oBaTeNen.

3anpoc ang noucka npas AOCTyMa K Pero3uTopuam, KoTopble 6bini yaaneHbl:
filter(host.softs<Artifactory>) |

select(@host, host.@id, host.softs<Artifactory>,
host.softs<Artifactory>.Permissions.Name as Name,
host.softs<Artifactory>.Permissions.IncludesPatterns as IncludesPatterns,
host.softs<Artifactory>.Permissions.ExcludesPatterns as ExcludesPatterns,
host.softs<Artifactory>.Permissions.Repositories as Repositories,
host.softs<Artifactory>.Permissions.Targets as Targets) |

filter(host.softs<Artifactory> and not Repositories in ["ANY", "ANY
LOCAL", "ANY REMOTE"]) |

join(select(@host, host.@id, host.softs<Artifactory>,
host.softs<Artifactory>.Repositories.Key as Key,
host.softs<Artifactory>.Repositories.URL as URL,
host.softs<Artifactory>.Repositories.Type as Type,
host.softs<Artifactory>.Repositories.PackageType as PackageType) |

filter(host.softs<Artifactory>) as Rep, Rep.host.@id = host.@id and
Rep.host.softs<Artifactory> = host.softs<Artifactory> and Repositories =
Rep.Key) |

filter(Rep.Key = null)
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Heo6xonymo ynoanntb npaBa AOCTyMa K perno3nTopusiM, KOTopble Gbinn yaaneHsi.

3anpoc Ong noncka npas O0OCTYrMa, KOTopble 6bIN Ha3HaYeHbl He rpynne, a otaoesibHOMYy
Nnonb3oBaTesNto:

filter(host.softs<Artifactory>) |

select(@host, host.@id, host.softs<Artifactory>,
host.softs<Artifactory>.Permissions.Name as Name,
compactunique(host.softs<Artifactory>.Permissions.IncludesPatterns) as
IncludesPatterns,
compactunique(host.softs<Artifactory>.Permissions.ExcludesPatterns) as
ExcludesPatterns,
compactunique(host.softs<Artifactory>.Permissions.Repositories) as
Repositories, compactunique(host.softs<Artifactory>.Permissions.Targets) as
Targets, host.softs<Artifactory>.Permissions.Targets as Target) |

join(select(@host, host.@id, host.softs<Artifactory>,
host.softs<Artifactory>.users.ID as ID, host.softs<Artifactory>.users.Name as
Name, host.softs<Artifactory>.users.IsAdmin as IsAdmin,
host.softs<Artifactory>.users.Realm as Realm,
compactunique(host.softs<Artifactory>.users.Groups) as Groups,
host.softs<Artifactory>.users.LastlLoggedIn as LastlLoggedIn,
host.softs<Artifactory>.users.Disabled as Disabled) |

filter(host.softs<Artifactory>) as Usr, Usr.host.@id = host.@id and
Usr.host.softs<Artifactory> = host.softs<Artifactory> and Usr.Name = Target) |

filter(Usr.Name) | group(Usr.Name, compactunique(Name), COUNT(*)) |
sort("COUNT(*)" DESC)

Heobxopumo YTOYHWTD, C Kakom Lenbto npaBa OOCTYyMa Ha3Ha4danumcb OTAe/IbHbIM MNOJIb30OBaTENAM.
Bbl moxeTe onpenennTb Ll,eJ'IeCOO6pa3HOCTb TakKoro HasHa4deHund npaB oOCTyna, N BKIIKOYNTb
nonb3oBaTesneln B NoaxoagLmne rpynnbl, N yoannTb N36bITOYHbIE npaBa gocTyna.

MapameTpbl 6e3onacHocTm (security settings)

ﬂﬂﬂ OLEeHKWN napameTpoB 6e30MacHOCTM Bbl MOXETe BbIMNOMHNTb 3anpochl, NpegcTaB/ieHHble HXe.
3anpoc 1.

filter(host.softs<Artifactory>) |

select(@host, host.@id, host.softs<Artifactory>,
host.softs<Artifactory>.SecuritySettings.AnonymousAccess as AnonymousAccess,
host.softs<Artifactory>.SecuritySettings.BasicAuthentication as
BasicAuthentication,
host.softs<Artifactory>.SecuritySettings.PasswordEncryption as
PasswordEncryption, host.softs<Artifactory>.SecuritySettings.PasswordMaxAge as
PasswordMaxAge, host.softs<Artifactory>.SecuritySettings.FailedLoginAttempts as
FailedLoginAttempts)
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3anpoc 2:
filter(host.softs<Artifactory>) |

select(@host, host.@id, host.softs<Artifactory>,
host.softs<Artifactory>.SecuritySettings.LDAPSettings.Key as Key,
host.softs<Artifactory>.SecuritySettings.LDAPSettings.Host as Host,
host.softs<Artifactory>.SecuritySettings.LDAPSettings.BindDN as BindDN,
host.softs<Artifactory>.SecuritySettings.LDAPSettings.BaseDN as BaseDN,
host.softs<Artifactory>.SecuritySettings.LDAPSettings.LDAPFilter as LDAPFilter,
host.softs<Artifactory>.SecuritySettings.LDAPSettings.CreatingNewUsersAllowed
as CreatingNewUsersAllowed)

Mo pesynbTaTaM 060UX 3aNpPOCOB HEOHXOANMO NPOBEPUTL 3HAUYEHS BCEX MapaMeTpPOB (BCE OHM
6ynesbl). ECnn nonyyeHbl nycTbie 3HaveHns (null), To HEO6XOAMMO NPOBEPUTb BbIMOMHEHNE 3a8a4
Ha ayouT (cm. pasgen 2.4) n HacTpOolKy NpaB gocTyna (permissions).

2.4.5. Ayaont HAProxy

HAProxy — ato cepepHoe 10O, KoTopoe ncnonb3yeTcs AN MmapLpyTsaunm Tpaduka mexaoy
HECKO/bKVMU CepBepamMi B LieNISX MOBbILLEHNS AOCTYNHOCTU 1 oTkasoycTonunsoctn TCP-n HTTP-
NPUNOXEHNIA.

Mepeq ayoutom cepBepoB ¢ HAProxy Heo6xoammo BbIMOMHUTb ayauT CeTeBbIX YCTPONCTB

(cm. pazgen 2.4.1). OTo NO3BONUT HANTUN MPOKCK-CEPBEPDI, KOTOPbIE HAXOAATCS BO BHYTPEHHEN CeTu
n 3awmweHsl npasunamu NAT (cm. pasgen 2.4.1.1). YTobbl HalTX NPOKCU-CepBepbl, KOTOPbIE

He ynpasngoTcd npasuiamu NAT, Heo6XxooMMO PerynsgapHoO BbIMOMHATL CleayLwme 0eNCTBIS:

1. CkaHupoBaHue nopToB (cM. pasgen 2.1) ong o6HapyXeHNs akTVBOB C OTKPbITbIMU MopTamu
443 n 80.

2. CkaHunpoBaHue akTBOB METOLOM YepHOro guiuka (cm. pasgen 2.2) ¢ npodunem Service
Discovery (B napameTpax 3agayust Heo6xoanmo ykasaTtb nopTbl 443 1 80).

3. AyaunT cepBepoOB 13 06LMX nogceTern 1 ¢ oTKpbIThiMu nopTamu 443 1 80 (cm. paspen 2.4.4).
4. MoHuTopuHr Tpaduka (cm. pasgen 2.4.4) n ayont cepBepoB No pesyibTaTtaM MOHUTOPUHTa.

MpumeuaHue. Ecnu B nHppacTpykType yctaHoBneH PT NAD, Bbl MOXeTe Mcnonb3oBaTbh ero
L9 MOHUTOPUHra Tpaduka.

[ns npoBepKy BbINOMHEHNS ayamnTa Bbl MOXETE BbINOJSHNTL 3anpoc:
filter(host.softs<HAProxy>)

| select(@host, host.@audittime, host.softs<HAProxy>.Vendor as Vendor,
host.softs<HAProxy>.Name as Name, host.softs<HAProxy>.Version as Version,
compactunique(host.softs<HAProxy>.ConfFiles) as ConfFiles,
compactunique(host.softs<HAProxy>.Frontends.Name) as F_Names,
compactunique(host.softs<HAProxy>.Backends.Name) as B_Names) |
calc(TotalDays(now() - host.@AuditTime) as dur_audit) | sort(host.@audittime)
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[1ns akTMBOB, Y KOTOPbIX MO pe3ynbTaTaM 3anpoca 3Ha4eHre XoTs 6bl OQHOro U3 NapameTpoB
He 3amMoJIHEeHO NN ayaunT KOTOPbIX MpoBoauncs 6onblue Mecsaua Hasapg (dur_audit > 30),
Heo6xoAVMO co3aaThb (3anycTTb) 3afaun Ha ayanT (CM. pasgen 2.4) n HaCTPOWTb UX pacrncaHue.

[Mocne BbINOAHEHNS ayounTa Bbl MOXeTe BbINOJIHNTb 3anpOoChl, NpeactaB/ieHHble HIXKe.

MapameTpbl HAProxy
3anpoc ans npocmoTpa napameTpoB HAProxy:
filter(host.softs<HAProxy>)

| select(@host, host.softs<HAProxy>.Vendor as Vendor, host.softs<HAProxy>.Name
as Name, host.softs<HAProxy>.InstallPath as InstallPath,
host.softs<HAProxy>.Version as Version, host.softs<HAProxy>.Architecture as
Architecture, host.softs<HAProxy>.OsFamily as OsFamily,
compactunique(host.softs<HAProxy>.Ports) as Ports,
host.softs<HAProxy>.UninstallKey as UninstallKey,
compactunique(host.softs<HAProxy>.ConfFiles) as ConfFiles,
compactunique(host.softs<HAProxy>.ConfDir) as ConfDir,
host.softs<HAProxy>.Chroot as Chroot, host.softs<HAProxy>.User as User,
host.softs<HAProxy>.Group as "Group", host.softs<HAProxy>.ExternalCheck as
ExternalCheck, host.softs<HAProxy>.InsecureForkWanted as InsecureForkWanted,
host.softs<HAProxy>.InsecureSetuidWanted as InsecureSetuidWanted,
compactunique(host.softs<HAProxy>.LualLoad) as LualLoad,
compactunique(host.softs<HAProxy>.LualLoadPerThread) as LualLoadPerThread,
host.softs<HAProxy>.UnixBind as UnixBind)

| filter(Vendor) | sort(@host)
3anpoc ang noucka IP-agpecos 1 NopToB, NO KOTOPbIM AOCTYNHO HAProxy:
filter(host.softs<HAProxy>)

| select(@host, host.@id, host.softs<HAProxy>.openports.Protocol as proto,
host.softs<HAProxy>.openports.address as op_address,
compactunique(host.softs<HAProxy>.openports.Port) as op_ports,
compactunique(host.endpoints<ipendpoint>.address) as end_addresses)

| filter(proto)

| join(select(host.@id, host.endpoints<ipendpoint>.address as address) as End,
End.address = op_address)

| filter(op_address = 0.0.0.0 or End.address)
| select(@host, op_address, End.address, op_ports, end_addresses)
| sort(@host, op_address, op_ports)

MpumeuaHue. B HAProxy MoryT ncnonb3oBaTbCcsd MHUMbIe (BUPTYanbHble) IP-agpeca, koTopble
Ha3Ha4aloTCs Ha HECKO/bKO cepBepoB (OHM He NpUBS3aHbl K KakoMy-160 Gusndyeckomy
cepBepy). MHUMble agpeca NPUMEHSIOTCS, Hanpumep, B MHTepdence 06paTHON CBS3M
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(loopback) ong ob6ecnedeHns CBA3M MeXAY NPUIOXKEHNSIMI NN CEPBUCAMU, PaboTaloLLMI
Ha OHOM YCTPOWCTBE, Wn Npn UCronb3oBaHUn agpecos link-local, npegHa3HauYeHHbIX

ONs KOMMYHUMKaLMiA B Npefenax ogHoro cerMmeHTa ceTtu. 3anpoc, NpeacTaBieHHbIn Bbille,
MOCTPOEH 6€3 NCMOMb30BaHNS MHUMbIX afpPEeCOB.

3anpoc ang noucka IP-agpecos HAProxy, ykazaHHbIx B npasunax NAT Ha mexceTeBbIX aKpaHax:
filter(host.softs<HAProxy>.Name != null)

| select(@host, host.endpoints<ipendpoint>.address as ip)

| filter(ip not in [127.0.0.1, ::1])

join(select(compactunique(NetworkDeviceHost.NATTable.Rules.NormalizedSource.Val
ues.address) as source,
NetworkDeviceHost.NATTable.Rules.NormalizedTranslatedDestinationAddress.Values.
address as address,
NetworkDeviceHost.NATTable.Rules.NormalizedTranslatedDestinationAddress.Values.
prefix as pref,
compactunique(NetworkDeviceHost.NATTable.rules.NormalizedTranslatedProtocol.TCP
UDPOptions.DestinationPorts.Values) as ntpdst_ports)

| filter(address and pref = 32) | unique() as NAT, NAT.address = ip)
| unique() | sort(@host, ip, NAT.source)

[na cepsepoB ¢ HAProxy, y KOTOpbIX MO pe3yfibTaTaM 3anpoca 3arnofIHeHO 3HaYeHe napameTpa
NAT . source, KPUTNYECKN BaXHO CBOEBPEMEHHO 1 KOPPEKTHO BbIMOHATD ayAuT, YTOObl 06ecneynTb
adPeKTNBHYIO 1 6e30MacHyo MapLUpyTu3aumio Tpaduka 1 QOCTYMHOCTb NPUNOXEHNIA.
PekomeHayeTcs npucBonTb cepBepam ¢ HAProxy, a Takxe cepBepam, KoTopble o6pabaTbiBatoT
nocTtynatwowmin yeped HAProxy Tpaduk, BbICOKYIO 3HAUMMOCTb, Kak ornmcaHo B pasgene «[lpucsoeHne
3HauMmocTu akTnBam» PykoBoacTtea onepatopa MaxPatrol VM.

OnemeHTbl KOHPpuUrypauumm HAProxy
Bbl MOXeTe HacTpouTb NpoKCpoBaHNe B KOHdUrypaunoHHom danne HAProxy.
K anemeHTam KoHdburypauum HAProxy oTHocaTcs:

— Global. OnpegensieT obLie napaMeTpbl CUCTEMbI, MapamMeTpbl MPON3BOANTENIBHOCTI
1 6€30MacHOCTN.

— Frontend. OnpepgenseT napameTpbl NprieMa NakeToB BxoggLlero Tpaduka (Hanpumep, nopTol, IP-
apgpeca, Npasuna MapLipyTh3auun).

— Backend. OnpegenseT napameTpbl Nepefayn nakeToB ans o6paboTku. Perynupyet
6anaHCpPOBKY Harpy3Ku.
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— Default. OnpenenseT napameTpbl MO YMONYaHNIO, €CMV OHU HE onpeneneHbl B 4pyrnx
anemMeHTax.

— Listen. Onpepenset napameTpbl Npuema 1 nepegayn naketoB B O4HOM 31eMeHTe (06beanHsaeT
anemeHTbl frontend n backend). Vicnonb3ayeTcs aas ynpoLleHns KOHGUrypauum, Korga Hy>XHo
yKasaTb MUHUMAabHbI HABOP NapamMeTPOB 1 HET CMOXHbIX NPAaBW AN MapLUpyTU3aLmnm
Tpaduka n 6anaHCNPOBKIN HArpy3Kn

3anpoc ang noncka cepBuncoB npuema naketos (frontends):
filter(host.softs<HAProxy>)

| select(@host, host.softs<HAProxy>.Frontends.Name as Name,
host.softs<HAProxy>.Frontends.Mode as Mode,
host.softs<HAProxy>.Frontends.NetBinds.Protocol as NetBinds_Protocol,
host.softs<HAProxy>.Frontends.NetBinds.Address as NetBinds_ Address,
compactunique(host.softs<HAProxy>.Frontends.NetBinds.Port) as NetBinds_Ports,
compactunique(host.softs<HAProxy>.Frontends.SocketBinds.Path) as
SocketBinds_paths,
compactunique(host.softs<HAProxy>.Frontends.SocketBinds.Type) as
SocketBinds_types, compactunique(host.softs<HAProxy>.Frontends.Backends) as
Backends, host.softs<HAProxy>.Frontends.DefaultBackend as DefaultBackend)

3anpoc ana noncka cepBucoB nprema naketos (frontends), KoTopble He OTHOCHATCS K MHTepdencam
o6paTHo cBs3K (loopback):

filter(host.softs<HAProxy>)

| select(@host, host.@id, host.softs<HAProxy>.Frontends.Name as Name,
host.softs<HAProxy>.Frontends.Mode as Mode,
host.softs<HAProxy>.Frontends.Status as Status,
host.softs<HAProxy>.Frontends.NetBinds.Protocol as NetBinds_Protocol,
host.softs<HAProxy>.Frontends.NetBinds.Address as NetBinds_Address,
compactunique(host.softs<HAProxy>.Frontends.NetBinds.Port) as NetBinds_Ports,
compactunique(host.softs<HAProxy>.Frontends.SocketBinds.Path) as
SocketBinds_paths,
compactunique(host.softs<HAProxy>.Frontends.SocketBinds.Type) as
SocketBinds_types, compactunique(host.softs<HAProxy>.Frontends.Backends) as
Backends, host.softs<HAProxy>.Frontends.DefaultBackend as DefaultBackend)

| join(select(host.@id, host.endpoints<ipendpoint>.address as address) as End,
End.address = NetBinds_Address)

| filter(NetBinds_Address = 0.0.0.0 or NetBinds_Address = :: or End.address)

| select(@host, Name, Mode, Status, NetBinds_Address, NetBinds_Ports,
SocketBinds_paths, SocketBinds types, Backends, DefaultBackend) | unique() |
sort(@host, Name, NetBinds_Address)

3anpoc on1a noncka cepBucoBs nNpuema naketos (frontends), Ang KOTopbIx He yKa3aHbl CEPBICHI
nepepnauu naketos (backends):
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filter(host.softs<HAProxy>)

| select(@host, host.softs<HAProxy>.Frontends.Name as Name,
host.softs<HAProxy>.Frontends.Mode as Mode,
host.softs<HAProxy>.Frontends.Status as Status,
compactunique(host.softs<HAProxy>.Frontends.NetBinds) as NetBinds,
compactunique(host.softs<HAProxy>.Frontends.SocketBinds.Path) as
SocketBinds_paths,
compactunique(host.softs<HAProxy>.Frontends.SocketBinds.Type) as
SocketBinds_types, compactunique(host.softs<HAProxy>.Frontends.Backends) as
Backends, host.softs<HAProxy>.Frontends.DefaultBackend as DefaultBackend)

| filter(Backends = null and DefaultBackend = null)

Kak npaBuno, HargeHHble cepBuchl Npuema naketoB (frontends) npegHasHaveHbl 4N N3MeHeHns
URL-appecoB, nepeHanpaBneHns Ha HOBbI AOMeH unn npotokon (redirect) nnmn gng 6noKnpoBKM
Ny oTKasa B 06CNyXMBaHNN HEKOTOPbIX 3anpocoB (deny). Ecnv oHn ecTb B Tabnnuax NAT,

TO HEO6X0ANMO Y6eanTbCs, YTO A4N9 BCcero Tpadurka NpoCnyLLMBaOWX CEPBEPOB HACTPOEHbI TONBbKO
npaswna nepeHanpasneHns (redirect) n 6710KNPOBKN NN OTKa3a B o6CcnyxmBaHum (deny).

3anpoc a9 noncka cepBucoB nprema naketos (frontends), Ang KOTopbIX yKa3aHbl
HecyLLleCcTByloLLE cepBIChl Nepedayn naketos (backends, oTcyTCTBYOLWME B KOHOUTYPALNOHHOM
danne):

filter(host.softs<HAProxy>)

| select(@host, host.@id, host.softs<HAProxy>.Frontends.Name as Name,
host.softs<HAProxy>.Frontends.Mode as Mode,
host.softs<HAProxy>.Frontends.NetBinds.Protocol as NetBinds_Protocol,
host.softs<HAProxy>.Frontends.NetBinds.Address as NetBinds_Address,
compactunique(host.softs<HAProxy>.Frontends.NetBinds.Port) as NetBinds_Ports,
compactunique(host.softs<HAProxy>.Frontends.SocketBinds.Path) as
SocketBinds_paths,
compactunique(host.softs<HAProxy>.Frontends.SocketBinds.Type) as
SocketBinds_types, host.softs<HAProxy>.Frontends.Backends as Backend,
host.softs<HAProxy>.Frontends.DefaultBackend as DefaultBackend)

| filter(Backend or DefaultBackend)
| join(filter(host.softs<HAProxy>)

| select(@host, host.@id, host.softs<HAProxy>.Backends.Name as Name,
host.softs<HAProxy>.Backends.Mode as Mode, host.softs<HAProxy>.Backends.Status
as Status, host.softs<HAProxy>.Backends.Servers.IpAddress as IpAddress) as B,
B.host.@id = host.@id and (B.name = Backend or DefaultBackend = B.name))

| filter(B.name = null) | sort(@host)

Kak npaBunio, npun npriMeHeHnn Tako KoHdUrypaLmm Bo3HNKaeT owmnbka. Heobxoammo necnpaeuTtb
napameTpbl B KOHUIrypaLUnoHHoM daiine

3anpoc ans noncka cepBUcoB nepegayn naketos (backends):
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filter(host.softs<HAProxy>)

| select(@host, host.softs<HAProxy>.Backends.Name as Name,
host.softs<HAProxy>.Backends.Mode as Mode, host.softs<HAProxy>.Backends.Status
as Status, host.softs<HAProxy>.Backends.Servers.Name as SName,
host.softs<HAProxy>.Backends.Servers.IpAddress as IpAddress,
host.softs<HAProxy>.Backends.Servers.Hostname as Hostname,
host.softs<HAProxy>.Backends.Servers.Protocol as Protocol,
host.softs<HAProxy>.Backends.Servers.Port as Port)

3anpoc ang novicka cepBrcoB Nepenadn nakeTos (backends), KOTopble He onpenengoT NapamMeTpbl
nepegauiu:

filter(host.softs<HAProxy>)

| select(@host, host.softs<HAProxy>.Backends.Name as Name,
host.softs<HAProxy>.Backends.Mode as Mode, host.softs<HAProxy>.Backends.Status
as Status, host.softs<HAProxy>.Backends.Servers.Name as SName,
host.softs<HAProxy>.Backends.Servers.IpAddress as IpAddress,
host.softs<HAProxy>.Backends.Servers.Hostname as Hostname,
host.softs<HAProxy>.Backends.Servers.Protocol as Protocol,
host.softs<HAProxy>.Backends.Servers.Port as Port)

| filter(Name and IpAddress = null)

HaligeHHble cepBuchl backends He y4acTByIOT B Nepeaaye nakeTos, MPu 3TOM YCTOXHAOT
KoHdurypaumto. NMoaTomy HEO6XOANMO BbISCHUTL, MOYEMY OHU CYLLEECTBYIOT, HO HE UCMOJIb3YIOTCH,
N BHECTUN COOTBETCTBYIOLLME N3MEHEHNS B NapamMeTpbl KOHdUrypauun. Ytobbl HalnT CepBUChHI
nprvema nakeTos (frontends), koTopble pacnpenensioT Tpaduk Ha Takne cepauckl backends,

Bbl MOXeTe BbINOSIHUTb 3anpoc:

filter(host.softs<HAProxy>)

| select(@host, host.@Name, host.@id, host.softs<HAProxy>.Frontends.Name as
Name, host.softs<HAProxy>.Frontends.Mode as Mode,
host.softs<HAProxy>.Frontends.Status as Status,
host.softs<HAProxy>.Frontends.NetBinds.Protocol as NetBinds Protocol,
host.softs<HAProxy>.Frontends.NetBinds.Address as NetBinds_Address,
host.softs<HAProxy>.Frontends.NetBinds.Port as NetBinds_Port,
host.softs<HAProxy>.Frontends.Backends as Backend,
host.softs<HAProxy>.Frontends.DefaultBackend as DefaultBackend)

| filter(Name and (Backend or DefaultBackend))

| join(filter(host.softs<HAProxy>) | select(@host, host.@id,
host.softs<HAProxy>.Backends.Name as Name, host.softs<HAProxy>.Backends.Mode as
Mode, host.softs<HAProxy>.Backends.Status as Status,
host.softs<HAProxy>.Backends.Servers.IpAddress as IpAddress) as B, B.host.@id =
host.@id and (B.name = Backend or DefaultBackend = B.name))

| filter(B.Name and B.IpAddress = null)
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| select(host.@Name, Name, Status, compactunique(NetBinds_Address),
compactunique(NetBinds_Port), B.Name, B.Status, B.IpAddress) |
filter(B.IpAddress)| unique()

| sort(host.@Name, Name)

3anpoc o514 nowcka cepsucoB nepenayn naketos (backends), onpegeneHHbIx napamMmeTpom
DefaultBackend (To eCcTb He NoaxoOsLMX NOA Apyre npasnia MapLpyT1u3aunnm):

filter(host.softs<HAProxy>)

| select(@host, host.softs<HAProxy>.Defaults.Name as Name,
host.softs<HAProxy>.Defaults.Mode as Mode, host.softs<HAProxy>.Defaults.Status
as Status, host.softs<HAProxy>.Defaults.DefaultBackend as DefaultBackend)

| sort(@host)

Ecnun pesynbTaT 3anpoca He nycT, To Hann4yne cepBMCOB Nepepayn naketos (backends),
onpepfeneHHbix NnapameTpom DefaultBackend, MOXeET YyCAOXHUTb NOHVMaHWE KOHUrypaLuumm
HAProxy. PekomeHayeTcs onpenennTb Npasnia MapLIpyT3aLmmi B NapamMeTpax KoHburypauum
ons cepsucos frontends.

3anpoc ans noncka cepBucos listen:
filter(host.softs<HAProxy>)

| select(@host, host.softs<HAProxy>.Listen.Name as Name,
host.softs<HAProxy>.Listen.Mode as Mode, host.softs<HAProxy>.Listen.Status as
Status, compactunique(host.softs<HAProxy>.Listen.NetBinds) as NetBinds,
compactunique(host.softs<HAProxy>.Listen.SocketBinds.Path) as
SocketBinds_paths, compactunique(host.softs<HAProxy>.Listen.SocketBinds.Type)
as SocketBinds_types, compactunique(host.softs<HAProxy>.Listen.Backends) as
Listen, host.softs<HAProxy>.Listen.DefaultBackend,
host.softs<HAProxy>.Listen.Servers.Name as SName,
host.softs<HAProxy>.Listen.Servers.IpAddress as IpAddress,
host.softs<HAProxy>.Listen.Servers.Hostname as Hostname,
host.softs<HAProxy>.Listen.Servers.Protocol as Protocol,
host.softs<HAProxy>.Listen.Servers.Port as Port) | filter(Name) | sort(@host,
Name)

ViHorpa cepaucol listen BkoyaloT TonbKo cepBuchl backends — Hanpumep, ecnv oHM NCMONb3YITCH
onsa nameHeHuns URL, nepeHanpaBneHns Ha HOBbI JoMeH unn npoTtokon (redirect). B aTom cnyyae
[Ns nouncka akTBOB B AOMNOSHEHWE K 3anpocaM, NpeacTaBneHHbIM HXe B pasfene «AKTUBbI,
cBsa3aHHble ¢ HAProxy», Bbl MOXeTe BbINMO/HUTb 3anpoc:

filter(host.softs<HAProxy>)

| select(@host, host.softs<HAProxy>.Listen.Name as Name,
host.softs<HAProxy>.Listen.Mode as Mode, host.softs<HAProxy>.Listen.Status as
Status, compactunique(host.softs<HAProxy>.Listen.NetBinds) as NetBinds,
compactunique(host.softs<HAProxy>.Listen.SocketBinds.Path) as
SocketBinds_paths, compactunique(host.softs<HAProxy>.Listen.SocketBinds.Type)
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as SocketBinds_types, compactunique(host.softs<HAProxy>.Listen.Backends) as
Listen, host.softs<HAProxy>.Listen.DefaultBackend,
host.softs<HAProxy>.Listen.Servers.Name as SName,
host.softs<HAProxy>.Listen.Servers.IpAddress as IpAddress,
host.softs<HAProxy>.Listen.Servers.Hostname as Hostname,
host.softs<HAProxy>.Listen.Servers.Protocol as Protocol,
host.softs<HAProxy>.Listen.Servers.Port as Port) | filter(Name)

| join(select(@host, host.endpoints<ipendpoint>.address as address,
host.@audittime) as H, H.address = IpAddress)

| select(@host, Name, Status, IpAddress, H.@host, H.host.@audittime) |
calc(TotalDays(now() - H.host.@AuditTime) as dur_audit)

| sort(@host, Name)

AkTusbl, cBa3aHHble ¢ HAProxy

K akTnBam, cBsg3aHHbIM ¢ HAProxy, oTHocsaTCcs duranyeckne nnm BUpTyasbHble CepBepbl U yanbl,
KOTOpble ynpaBnsioTcs cepBricammn backends n o6pabaTbiBaloT 3anpochi.

3anpoc ans noncka akTneoB, CBA3aHHbIX ¢ HAProxy:
filter(host.softs<HAProxy>)

| select(@host, host.@Name, host.@id, host.softs<HAProxy>.Frontends.Name as
Name, host.softs<HAProxy>.Frontends.Mode as Mode,
host.softs<HAProxy>.Frontends.Status as Status,
host.softs<HAProxy>.Frontends.NetBinds.Protocol as NetBinds_Protocol,
host.softs<HAProxy>.Frontends.NetBinds.Address as NetBinds_Address,
host.softs<HAProxy>.Frontends.NetBinds.Port as NetBinds_Port,
host.softs<HAProxy>.Frontends.Backends as Backend,
host.softs<HAProxy>.Frontends.DefaultBackend as DefaultBackend)

| filter(Name and (Backend or DefaultBackend))

| join(filter(host.softs<HAProxy>) | select(@host, host.@id,
host.softs<HAProxy>.Backends.Name as Name, host.softs<HAProxy>.Backends.Mode as
Mode, host.softs<HAProxy>.Backends.Status as Status,
host.softs<HAProxy>.Backends.Servers.IpAddress as IpAddress) as B, B.host.@id =
host.@id and (B.name = Backend or DefaultBackend = B.name))

| select(host.@Name, Name, Status, NetBinds_Address, NetBinds_Port, B.Name,
B.Status, B.IpAddress)

| filter(B.IpAddress)| unique()

| join(select(@host, host.@AuditTime, host.endpoints<ipendpoint>.address as
address) as H, H.address = B.IpAddress)
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| select(host.@Name, Name, Status, compactunique(NetBinds_Address),
compactunique(NetBinds_Port), B.Name, B.Status, B.IpAddress, H.@host,
H.host.@AuditTime) | calc(TotalDays(now() - H.host.@AuditTime) as dur_audit) |
sort(host.@Name, Name)

[lns noncka aKTMBOB, CBA3aHHbIX C HAProxy, ON49 KOTOPbIX ayanT He npoBOAnNICA BOObGLLE
nnm npoBognCy 6onblle MecsLa Ha3af, Bbl MOXETE BbIMOMHUTL JI0601 13 3anpocos, npneeneHHbIX
HWXxe.

3anpoc 1 (c ncnonb3oBaHnem napameTpoB frontends n backends):
filter(host.softs<HAProxy>)

| select(@host, host.@Name, host.@id, host.softs<HAProxy>.Frontends.Name as
Name, host.softs<HAProxy>.Frontends.Mode as Mode,
host.softs<HAProxy>.Frontends.Status as Status,
host.softs<HAProxy>.Frontends.NetBinds.Protocol as NetBinds Protocol,
host.softs<HAProxy>.Frontends.NetBinds.Address as NetBinds_Address,
host.softs<HAProxy>.Frontends.NetBinds.Port as NetBinds_Port,
host.softs<HAProxy>.Frontends.Backends as Backend,
host.softs<HAProxy>.Frontends.DefaultBackend as DefaultBackend)

| filter(Name and (Backend or DefaultBackend))

| join(filter(host.softs<HAProxy>) | select(@host, host.@id,
host.softs<HAProxy>.Backends.Name as Name, host.softs<HAProxy>.Backends.Mode as
Mode, host.softs<HAProxy>.Backends.Status as Status,
host.softs<HAProxy>.Backends.Servers.IpAddress as IpAddress) as B, B.host.@id =
host.@id and (B.name = Backend or DefaultBackend = B.name))

| select(host.@Name, Name, Status, NetBinds_Address, NetBinds Port, B.Name,
B.Status, B.IpAddress)

| filter(B.IpAddress)| unique()

| join(select(@host, host.@AuditTime, host.endpoints<ipendpoint>.address as
address) as H, H.address = B.IpAddress)

| select(host.@Name, Name, Status, compactunique(NetBinds_Address),
compactunique(NetBinds Port), B.Name, B.Status, B.IpAddress, H.@host,
H.host.@AuditTime) | calc(TotalDays(now() - H.host.@AuditTime) as dur_audit)

| filter(H.@host = null or H.host.@AuditTime = null or dur_audit > 30) |
sort(host.@Name, Name)

3anpoc 2 (c ncrnonb3oBaHnem napameTpoB backends):

filter(host.softs<HAProxy>) | select(@host, host.@Name, host.@id,
host.softs<HAProxy>.Backends.Name as Name, host.softs<HAProxy>.Backends.Mode as
Mode, host.softs<HAProxy>.Backends.Status as Status,
host.softs<HAProxy>.Backends.Servers.IpAddress as IpAddress)

| select(host.@Name, Name, Status, IpAddress)

75


Валентина Большакова


| filter(IpAddress)| unique()

| join(select(@host, host.@AuditTime, host.endpoints<ipendpoint>.address as
address) as H, H.address = IpAddress)

| select(host.@Name, Name, Status, IpAddress, H.@host, H.host.@AuditTime) |
calc(TotalDays(now() - H.host.@AuditTime) as dur_audit)

| filter(H.@host = null or H.host.@AuditTime = null or dur_audit > 30) |
sort(host.@Name, Name)

3anpoc 3 (c ncnonb3oBaHnem napameTpoB backends n NCKMOYEHNEM NOBTOPSHOLLXCS
pe3ynbTaToB, MoslydaeMblX OT KNaCTepHbIX Fpynn cepBepoB UM oT camux y3nos ¢ HAProxy):

filter(host.softs<HAProxy>)

| select(@host, host.@Name, host.@id, host.softs<HAProxy>.Backends.Name as
Name, host.softs<HAProxy>.Backends.Mode as Mode,
host.softs<HAProxy>.Backends.Status as Status,
host.softs<HAProxy>.Backends.Servers.IpAddress as IpAddress)

| select(Name, IpAddress)
| filter(IpAddress)| unique()

| join(select(@host, host.@AuditTime, host.endpoints<ipendpoint>.address as
address) as H, H.address = IpAddress)

| select(Name, IpAddress, H.@host, H.host.@AuditTime) | calc(TotalDays(now() -
H.host.@AuditTime) as dur_audit)

| filter(H.@host = null or H.host.@AuditTime = null or dur_audit > 30) |
sort(IpAddress)

[ns akTNBOB, A@HHbIE O KOTOPbIX HaliAeHbl B pe3ynbTaTe 3TUX 3anpoCcoB, HEO6XOANMO CO3aaTb
(sanycTuTb) 3amaun Ha ayauT (cM. pasnen 2.4) n HacTPOUTb KX pachncaHune.

2.4.6. Ayont OpenVPN

B OpenVPN ang ycTaHoBKU CoeanHeHni No ymondyaHuto ncnonbdyetcs nopt 1194 (UDP).
Cepsep OpenVPN MoXeT 6bITb HACTPOEH Ha PaboTy C APYrMMIK NOpTamy, a Takke BMeCTo
npotokona UDP moxeT ncnonb3osatbca TCP.

[ns nouncka cepeepos OpenVPN, ncnonbayioLwmx nopt 1194 (UDP), Bbl MOXeTe BbIMO/HUTL 3anpoc:

filter(Host.Endpoints<TransportEndpoint>[Port = 1194 and Protocol = 'udp' and
Status = 'Open'])

| select(@host, host.@audittime, compactunique(host.softs<OpenVPN>.Configs))
| calc(TotalDays(now() - host.@AuditTime) as dur_audit) | sort(@host)
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Ecnu B nndpacTpyktype yctaHoeneH PT NAD, To ans noucka cepsepoB OpenVPN, ncnonbayoLmx
apyrue noptbl (1 npoTokon UDP nnn TCP) Bbl MoXxeTe Ncrnonb3oBaTb ero 1 BbIMOMHUTb CneayioLme
warm:

1. [MpumeHnTb ycnosue unbTpauum app_proto == "openvpn".

2. Ha cTpaHinue flaw6opabl SKCNOPTNPOBaTb AaHHble BuaxeTa CepBepbl N0 ceccusim

U TpadmKy, HaxaB - .

3. Ecnun cpean nepeuncneHHbix cepBepoB ecTb cepBepbl OpenVPN ¢ BHelwHMY IP-agpecamu,
TO UMeeTCs UcxoaaLmin Tpaduk. B aTom cnyyae Bbl MOXeTe y6eanTbCs, UTO BCe CECCum
NEernTMHbI.

4. Ecnn cpeawn nepedncneHHbix cepBepoB ecTb cepBepbl OpenVPN ¢ BHyTpeHHUMN IP-agpecamu,
TO NMeeTCs BXOAaLLWIA Tpaduk, KOTopbll npeobpadyetcs npasunamu NAT (cm. pasgen 2.4.1.1).
B aTom cnyyae Bbl MoxeTe npocmoTpeTb npasuia NAT 1 onpenennTb, K KaKUM BHYTPEHHUM
YCTPOWCTBaM U CepBrCaM HanpaengeTcs Tpadbuk.

[ns npoBepku BbINOHEHNS ayamMTa Bbl MOXeTe BbINMOHUTL 3arpoc:
filter(host.softs<OpenVPN>.configs)

| select(@host, host.@audittime, host.softs<OpenVPN>.Vendor as Vendor,
host.softs<OpenVPN>.Name as Name, host.softs<OpenVPN>.Version as Version,
compactunique(host.softs<OpenVPN>.configs.ConfigPath) as ConfFiles,
host.softs<0OpenVPN>.configs.Mode as mode,
compactunique(host.softs<OpenVPN>.configs.routes) as routes,
compactunique(host.softs<OpenVPN>.configs.clients.clientName) as clients)

| calc(TotalDays(now() - host.@AuditTime) as dur_audit)
| sort(@host)

[ns akTnBOB, Yy KOTOPbIX MO pe3ynbTaTam 3anpoca 3Ha4YeHre XoTs 6bl OQHOrO N3 MapamMeTPoB
He 3amnoHeHo, MK ayanT KOTOPbIX MpoBoaucsa 6onblue Mecsua Hasag (dur_audit > 30),
HeobxoOoMmo co3aaTh (3anyCcTuTb) 3agayn Ha ayouT (cMm. pasgen 2.4) n HacTpoUTb X pacrnncaHume.

[Mocne BbINOMHEHNS ayamnTa Bbl MOXETE BbIMOHATL 3anpOChl, NPeaCcTaBeHHbIe HIXE.

3anpoc ans npocmoTpa napameTpoB cepeepoB OpenVPN:
filter(host.softs<OpenVPN>.Configs)

| select(@host, host.@audittime, compactunique(host.softs<OpenVPN>.Configs))
| calc(TotalDays(now() - host.@AuditTime) as dur_audit) | sort(@host)
3anpoc ans nouncka IP-agpecoB 1 NOPTOB, MO KOTOPbIM AOCTYMNHbI cepBepbl OpenVPN:

filter(host.softs<OpenVPN>.configs)
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| select(@host, host.@id, host.softs<OpenVPN>.openports.Protocol as proto,
host.softs<OpenVPN>.openports.address as op_address,
compactunique(host.softs<OpenVPN>.openports.Port) as op_ports,
compactunique(host.endpoints<ipendpoint>.address) as end_addresses) |
filter(proto)

| join(select(host.@id, host.endpoints<ipendpoint>.address as address) as End,
End.address = op_address)

| filter(op_address = ©.0.0.0 or End.address)
| select(@host, op_address, End.address, op_ports, end_addresses)
| sort(@host, op_address, op_ports)

3anpoc ans noucka IP-agpecos cepeepoB OpenVPN, ykasaHHbIx B npaBunax NAT Ha MexceTeBbIX
aKpaHax:

filter(host.softs<OpenVPN>.Configs)
| select(@host, host.endpoints<ipendpoint>.address as ip)
| filter(ip not in [127.0.0.1, ::1])

join(select(compactunique(NetworkDeviceHost.NATTable.Rules.NormalizedSource.Val
ues.address) as source,
NetworkDeviceHost.NATTable.Rules.NormalizedTranslatedDestinationAddress.Values.
address as address,
NetworkDeviceHost.NATTable.Rules.NormalizedTranslatedDestinationAddress.Values.
prefix as pref,
compactunique(NetworkDeviceHost.NATTable.rules.NormalizedTranslatedProtocol.TCP
UDPOptions.DestinationPorts.Values) as ntpdst_ports) | filter(address and pref
= 32) | unique() as NAT, NAT.address = ip)

| unique() | sort(@host, ip, NAT.source)

[nga cepsepo OpenVPN, y KOTOpbIX Mo pesyfibTaTaM 3anpoca 3arnofIHeHO 3HauYeHne NapameTpa
NAT . source, KpUTNYECKN BaXHO CBOEBPEMEHHO 11 KOPPEKTHO BbIMOMHSATL ayaunT, 4To6bl 06ecneynTb
addekTUBHYI0 1 6e30nacHylo MapLIpyTu3aumio Tpadpuka. PekomeHoyeTcs NprCcBONTL Takm
cepBepam OpenVPN, a Takxe cepBepaM, KOTopble 06pabaTbiBalOT MOCTYMNAOLWNIA Yepes HIX
TpaduK, BbICOKYIO 3HAYMMOCTb, Kak onmncaHo B pasgene «[1pncBoeHne 3Ha4MMoCTI akTBam»
PykoBopacTea onepatopa MaxPatrol VM.

OnemeHTbl KOHPuUrypauum OpenVPN

Mpwu paboTe ¢ OpenVPN MoryT NpUMeEHSTbECS MHOXECTBEHHbIe Mo (Hanpumep, NopTbl, MapLLpPYThI,
cepTndumKaTbl), KOTOPblE MO3BONSIOT HACTPOUTb HECKObKO 3HAYEHWIN ANS TEX NN NHbIX NapaMeTpOoB
KOHUrypaumnm

3anpoc ANg novicka nonen, KOTOpPble He aBNAI0TCA MHOXEeCTBEeHHbIMW:

filter(host.softs<OpenVPN>.Configs)
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| select(@host, host.softs<OpenVPN>.Configs.Port as Port,
host.softs<OpenVPN>.Configs.Protocol as Protocol,
host.softs<OpenVPN>.Configs.Active as Active,
compactunique(host.softs<OpenVPN>.Configs.Routes) as Routes,
host.softs<OpenVPN>.Configs.Address as Address,
host.softs<OpenVPN>.Configs.Mode as Mode, host.softs<OpenVPN>.Configs.KeyMode
as KeyMode, host.softs<OpenVPN>.Configs.InterfaceID as InterfacelD,
host.softs<OpenVPN>.Configs.InterfaceType as InterfaceType,
host.softs<OpenVPN>.Configs.TcpServer as TcpServer,
host.softs<OpenVPN>.Configs.Topology as Topology,
host.softs<OpenVPN>.Configs.ClientToClient as ClientToClient,
host.softs<OpenVPN>.Configs.VerifyCert as VerifyCert,
host.softs<OpenVPN>.Configs.ClientConfigDir as ClientConfigDir,
host.softs<OpenVPN>.Configs.DuplicateCN as DuplicateCN,
host.softs<OpenVPN>.Configs.UsernameAsCN as UsernameAsCN,
host.softs<OpenVPN>.Configs.MaxClients as MaxClients)

3anpoc ang noncka knneHto OpenVPN:
filter(host.softs<OpenVPN>.configs)

| select(host.softs<OpenVPN>.configs.clients.clientName as client_name,
host.softs<OpenVPN>.configs.clients.Disable,
host.softs<OpenVPN>.configs.clients.,
host.softs<OpenVPN>.configs.clients.Ifconfig.ClientAddress.address,
host.softs<OpenVPN>.configs.clients.Ifconfig.ClientAddress.NetworkID,
host.softs<OpenVPN>.configs.clients.Ifconfig.ClientAddress.Prefix)

| filter(client_name) | unique() | sort(client_name)
3anpoc ang npocMoTpa AnanasoHoB agpecos (address pools):
filter(host.softs<OpenVPN>.Configs)

| select(@host, host.softs<OpenVPN>.Configs.ConfigPath as ConfigPath,
host.softs<OpenVPN>.Configs.AddressPools.Name,
host.softs<OpenVPN>.Configs.AddressPools.Addresses.Operator,
host.softs<OpenVPN>.Configs.AddressPools.Addresses.Values.Address,
host.softs<OpenVPN>.Configs.AddressPools.Addresses.Values.NetworkID,
host.softs<OpenVPN>.Configs.AddressPools.Addresses.Values.Prefix,
host.softs<OpenVPN>.Configs.AddressPools.Addresses.Values.Wildcard)

3anpoc ang npocMoTpa napameTpoB XypHanuposaHus (logging settings):
filter(host.softs<OpenVPN>.Configs)

| select(@host, host.softs<OpenVPN>.Configs.ConfigPath as ConfigPath,
host.softs<OpenVPN>.Configs.LoggingSettings.LogPath,
host.softs<OpenVPN>.Configs.LoggingSettings.AppendLogPath,
host.softs<OpenVPN>.Configs.LoggingSettings.Verbosity)

3anpoc gng npocmoTpa nnarnHos (plugins):
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filter(host.softs<OpenVPN>.Configs)

| select(@host, host.softs<OpenVPN>.Configs.ConfigPath as ConfigPath,
host.softs<OpenVPN>.Configs.Plugins.Path,
host.softs<OpenVPN>.Configs.Plugins.Args)

3anpoc o514 NpocMoTpa NapaMeTpoB AOMEHHOI ayTeHTdMKaumy nonb3osaTtenen (custom auth,

LDAP auth):

filter(host.softs<OpenVPN>.Configs)

| select(@host, host.softs<OpenVPN>.Configs.ConfigPath as ConfigPath,

host
host.
host.
host
host
RequireGroup,

host.softs<OpenVPN>.

G_BaseDN,

host.softs<OpenVPN>.

.softs<0OpenVPN>.
softs<OpenVPN>.
softs<OpenVPN>.
.softs<0OpenVPN>.
.softs<0OpenVPN>.

Configs
Configs
Configs
Configs
Configs

Configs

Configs

.CustomAuth<LDAPAuth>.
.CustomAuth<LDAPAuth>.
.CustomAuth<LDAPAuth>.
.CustomAuth<LDAPAuth>
.CustomAuth<LDAPAuth>.

.CustomAuth<LDAPAuth>.

.CustomAuth<LDAPAuth>.

URL as URL,
Domain as Domain,
BindDN as BindDN,

.UserSearch.BaseDN as U _BaseDN,

UserSearch.RequireGroup as
GroupSearch.BaseDN as

GroupSearch.SearchString as

SearchString)
2.4.7. Ayont Kaspersky Security Center

3anpoc gaHHbIX 06 y3nax ¢ Kaspersky Security Center, pnsa kotopbix
He npoBoauICcs ayauT

3anpoc ans nouncka yano ¢ Kaspersky Security Center no noptam:

select(@Host, host.@id, host.@audittime, Host.Endpoints<TransportEndpoint>,
Host.Endpoints<TransportEndpoint>.Port as Port,
Host.Endpoints<TransportEndpoint>.Protocol as Protocol,
Host.Endpoints<TransportEndpoint>.Status as Status,
Host.Endpoints<TransportEndpoint>.IpAddress as IpAddress)

| filter(IpAddress not in [::/0, 127.0.0.0/8] and Status =
[8060, 8061, 8080, 13000, 13291, 13299, 14000, 17000])

"Open" and Port in

| select(@host, host.@audittime, countunique(Port) as cnt, compactunique(Port))
| filter(cnt > 3) | calc(TotalDays(now() - host.@AuditTime) as dur_audit)
| sort(cnt DESC)

MpumeuaHune. Cnncok NopToB., ncnonblyembix Kaspersky Security Center, npuBegeH Ha cante
support.kaspersky.com.

Ecnu ayomT y3noB, faHHble 0 KOTOPbIX HaAeHbl B pe3ynbTaTe 3anpoca, He NPoBOANIICS BOO6LLE
(dur_audit = null)wnn npoBoguncs 6onblue 14 aHel Hadag (dur_audit > 14), To Heo6XxoanMo
coznaTh (3anycTuTb) 3agaun Ha ayanT (cMm. pasgen 2.4) n HacTpPoUTb NX pacnucaHne.
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3anpochbl gaHHbIX 06 y3nax ¢ Kaspersky Security Center,
ANS KOTOPbIX NPOBOAQUICS ayanT

3anpoc ansg nouncka yanoB ¢ Kaspersky Security Center, ons KoTopbix NPpOBOAWICS ayaAunT:
filter(host.softs<KasperskySecurityCenter>)

| select(@Host, host.softs<KasperskySecurityCenter>, host.@audittime) |
calc(TotalDays(now() - host.@AuditTime) as dur_audit) | sort(host.@audittime)

Ecnun ayaunT y3noB, AaHHble O KOTOPbIX HaAeHbl B pe3dynbTaTe 3anpoca, He NPOBOANICS BOOOLLE
(dur_audit = null)wnmn nposBoguncs 6onblue 14 gHel Hasag (dur_audit > 14), To Heo6XxoQUMO
cosnaTh (3anycTuTb) 3agadun Ha ayanT (CMm. pasgen 2.4) n HacTPOoUTb NX pacnucaHne.

3anpoc ang noucka yanos ¢ Kaspersky Security Center no cepBepam 6a3 gaHHbIX:

filter(Host.Softs<SQLInstance>.Databases.DBName = 'KAV' or
Host.Softs<PostgreSQL>.Databases.Name = 'KAV' or
Host.Softs<Software:MySQLCore:Server>.Databases.DBName = 'KAV')

| select(@Host, compactunique(host.hostroles.role),
host.softs<KasperskySecurityCenter>, Host.@audittime) | calc(TotalDays(now() -
host.@AuditTime) as dur_audit) | sort(host.@audittime)

Basbl gaHHbIx Kaspersky Security Center moryT 6bITb pa3MeLLeHbl Ha TEX Xe cepBepax,

uTo 1 npunoxeHne Kaspersky Security Center, unu Ha gpyrux cepepax. ECnun oHn pasmeLleHbl
Ha gpyrux cepeepax, Bbl MoxeTe ncnonb3oBatb PT NAD 1 no ceTeBbiM o6palleHnsM K 6a3am
OaHHbIX HanTK cepBepbl ¢ NpunoxeHnem Kaspersky Security Center. [1ng cepBepoB, Ha KOTOPbIX
pasmeLleHbl 6a3bl faHHbIx Kaspersky Security Center, Heo6xoonmo perynspHO BbIMOMHATL ayanT.

3anpoc ang oueHKn kayecTBa ayauTa y3nos ¢ Kaspersky Security Center:
filter(Host.Softs<KasperskySecurityCenter>)

| select(@Host, compactunique(Host.Softs<KasperskySecurityCenter>.Plugins) as
Plugins, Host.Softs<KasperskySecurityCenter>.Name as Name,
Host.Softs<KasperskySecurityCenter>.Version as Version,
compactunique(Host.Softs<KasperskySecurityCenter>.Licenses) as Licenses,
compactunique(Host.Softs<KasperskySecurityCenter>.HostsInfo) as HostsInfo)

[ns y3noB, ons KOTOPbIX B pe3ysibTaTe 3anpoca 3HaYeHne xoTs 6bl O4HOrO 13 NapameTpPOoB
He 3aMnosIHEeHO, HEO6XOAVMO NMPOBEPUTL BbINOMHEHVE 3a0ad Ha ayauT (cM. pasaen 2.4).

B pe3ynbTaTe ayouTa co3aloTCs akTUBbI Ha OCHOBE AaHHbIX 06 y3nax u3 B[ Kaspersky Security
Center.

MpumeuaHwme. Takxe o015 c6o0pa faHHbIX 06 akTVBax Bbl MOXeTe co34aTh (3anycTuTb) 3agaun
(cm. paspgen 2.4) Ha ayauT ¢ npodunem KasperskySecurityCenter_<Tun npodung>.

3anpoc gaHHbIx, XxpaHdwmxesa B Kaspersky Security Center, o 3alumiaemMbix y3nax:

filter(Host.Softs<KasperskySecurityCenter>)
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| select(@Host, Host.Softs<KasperskySecurityCenters>,

Host.
Host.
Host.

Host

Host.
Host.

Softs<KasperskySecurityCenter>
Softs<KasperskySecurityCenter>
Softs<KasperskySecurityCenter>

.Softs<KasperskySecurityCenter>.
.HostsInfo.
.HostsInfo.

Softs<KasperskySecurityCenter>
Softs<KasperskySecurityCenter>

ProtectionState)

.HostsInfo.
.HostsInfo.
.HostsInfo.

HostsInfo

ID as 1D,
Status as Status,
Hostname as Hostname,

.Domain as Domain,

Fgdn as Fqdn,
ProtectionState as

| filter(ProtectionState and ProtectionState != "Unknown")

| join(select(@host, host.fqdn, host.hostname, host.@AuditTime) as H,

H.host.fqdn =

Fgdn or H.host.hostname =

Hostname)

| select(@Host, Host.Softs<KasperskySecurityCenter>, ID, Status, Hostname,
Domain, Fqdn, H.@host, H.host.@AuditTime) |
H.host.@AuditTime) as dur_audit)

calc(TotalDays(now() -

| sort(@Host, Host.Softs<KasperskySecurityCenter>, ID)

3anpoc gaHHbIx, XpaHawuxca B Kaspersky Security Center, o 3awuuiaembix yanax, ois KOTopbIX
He co3faHbl aKTVBbI UM He MPOBOANICS ayauT:

filter(Host.Softs<KasperskySecurityCenter>)

| select(@Host, Host.Softs<KasperskySecurityCenters>,

Host.
Host.
Host.
Host.
Host.
Host.

Softs<KasperskySecurityCenter>
Softs<KasperskySecurityCenter>
Softs<KasperskySecurityCenter>
Softs<KasperskySecurityCenter>
Softs<KasperskySecurityCenter>
Softs<KasperskySecurityCenter>

ProtectionState)

.HostsInfo.
.HostsInfo.
.HostsInfo.
.HostsInfo.
.HostsInfo.
.HostsInfo.

ID as 1D,

Status as Status,
Hostname as Hostname,
Domain as Domain,
Fgdn as Fqdn,
ProtectionState as

| filter(ProtectionState and ProtectionState != "Unknown")

| join(select(@host, host.fgdn, host.hostname, host.@AuditTime) as H,

H.host.fqdn =

Fqdn or H.host.hostname =

Hostname)

| select(@Host, Host.Softs<KasperskySecurityCenter>, ID, Status, Hostname,
Domain, Fqdn, H.@host, H.host.@AuditTime) | calc(TotalDays(now() -
H.host.@AuditTime) as dur_audit)

| filter(H.host.@AuditTime =

null or H.@host

null)

| sort(@Host, Host.Softs<KasperskySecurityCenter>, ID)

[ns y3noB, naHHbIe 0 KOTOPbIX HaAEHb! B pe3ybTaTe 1lo60ro N3 AByX NPeacTaBNeHHbIX Bbille
3anpocoB, HEOBXOANMMO Co3faThb (3anyCcTuTb) 3agaun Ha ayaunT (CM. pasdgen 2.4) n HacTPOUTb KX
pacnucaHme
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2.4.8. Ayont «1C»

PasBepTbiBaHme cucteMbl «1C» oCyLLeCTBNSETCS Ha KnacTepe cepBepoB (B TOM UniChe B criy4yae,
ecnu npunoxeHne «1C» ycTaHaBNMBaeTCs Ha 0gHOM KoMmbloTepe). VIHpopmauus o knactepe
cepBepoB «1C» xpaHutcd B B[, ayant KOTOPOW OCYLLECTBASETCS aBTOMaTMYeCK nocne ayanta
rMaBHOro cepBepa B KnacTepe, Angd KOTOporo napameTp
Host.Softs<ServerOneC>.ClusterCentralServer nmeet s3Ha4yeHue true.

MpumeuaHwue. Ecnn nHdopmaumg o knactepe cepBepoB «1C» ykasaHa Ang cepeepa, y KOTOporo
napameTp Host.Softs<ServerOneC>.ClusterCentralServer numeet 3HaueHune false,

TO BO3MOXEH OfVIH N3 BapuaHTOB: 60 Npu ayanTe He OTCexBaeTcs napameTp
Host.Softs<ServerOneC>.Clusters.Servers = localhost, nu6o aToT Knactep

cepBepoB «1C» BbiIBEOEH 13 SKCMyaTauum.

BHumaHwue! 3anpocsl, npuBefeHHbIe HXE, MPUMEHKMbI TONbKO Npu ayauTe «1C»,
ycTaHoBneHHon Ha Windows.

Mounck cepsepoB «1C»
[nga paboTbl «1C» ncnonbaytotcs nopTol 1540, 1541, 1542, 1545, 1560—1591.
3anpoc ang noucka cepesepos «1C» No nopTam:

select(@Host, host.@id, host.@audittime, Host.Endpoints<TransportEndpoint>,
Host.Endpoints<TransportEndpoint>.Port as Port,
Host.Endpoints<TransportEndpoint>.Protocol as Protocol,
Host.Endpoints<TransportEndpoint>.Status as Status,
Host.Endpoints<TransportEndpoint>.IpAddress as IpAddress)

| filter(IpAddress not in [::/0, 127.0.0.0/8] and Status = "Open" and (port in
[1540, 1541, 1542, 1545] or (port > 1559 and port < 1592)))

| join(filter(host.softs<serveronec>)
| select(host.@id, host.softs<serveronec>.name as onec)
| filter(onec) | unique() as S, S.host.@id = host.@id)

| select(@Host, compactunique(Port), S.onec, host.@audittime) | unique() |
calc(TotalDays(now() - host.@AuditTime) as dur_audit) | sort(host.@audittime)

Ecnun ayomT akTMBOB, JaHHbIe O KOTOPbIX HaliAeHbl B pe3ynbTaTe 3anpoca, He NPOBOANICS BOO6LLE
(dur_audit = null)wnun npoBoguncs 6onblue 14 gHel Hasag (dur_audit > 14), To Heo6XxoQMMOo
cospaTh (3anycTnTb) 3agayun Ha ayauT (cMm. pasaen 2.4) n HacTPOUTb KX pacrnucaHune.

Ha oTaenbHbIX yCTpoMCTBax MOXET 6biTb HE yCTaHoBMeHa «1C», HO OTKPbITbI MepeYnCeHHble Bbllle
nopTbl (HanpuUMep, ecnmn 3To KOMMbIOTEPbI Pa3pPabOTUNKOB U MPOKCU-cepBepbl). [1na Taknx
YCTPOWCTB TOXe HeOo6XoAMMOo co3aaThb (3anycTuTb) 3agayun Ha ayauT (cm. pasgen 2.4) n HacTPOWTb KX
pacnucaHmne
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YT06bI BbIACHWTD, Ha KakxX YCTPOCTBax ycTaHoBneHa «1C», Bbl MOXeTe BbIMOMHNTb CKaHNpOBaHne
aKTNBOB, JaHHble O KOTOPbIX HalAeHbl B pe3ynbTaTe NprBefeHHOro Bbille 3anpoca, ¢ npodunem
Service Discovery (cm. pasgen 2.2) (B napameTpax 3agayun pekoMeHoyeTCs MCrnoib3oBaTb
pPacCLUMPEHHbIA CMNCOK NOPTOB, KOTOPbIV NPUBEAEH MO YMOAYaHWIO, N Kak MUHUMYM yKa3aTb
noptbl 1540-1542/tcp;1545/tcp;1559-1592/tcp;). Nocne ckaHnpoBaHus ¢ npodunem Service
Discovery Bbl MOXeTe BbINOHNTL 3anpoc:

filter(host.@pentesttime and
Host.Endpoints<TransportEndpoint>.service<EnterpriselCManagementService>)

| select(@host, host.@audittime) | calc(TotalDays(now() - host.@AuditTime) as
dur_audit) | sort(host.@audittime)

Ecnun ayomT akTMBOB, JaHHbIE O KOTOPbIX HaliAeHbl B pedynbTaTe 3anpoca, He NPOBOANICS BOO6LLE
(dur_audit = null) wnun npoBoguncs 6onblue 14 gHel Hasan (dur_audit > 14), To Heo6xoQnuMo
cospfaTh (3anycTuTb) 3agadn Ha ayauT (cMm. pasaen 2.4) n HacTPoUTb KX pacrnucaHune.

Mocne BbINONHEHNS ayanTa Bbl MOXETE BbINOMHNTL 3anpocChl, MPeacTaBNeHHbIe HXE.
3anpoc ansg nouncka cepBepoB «1C»:
filter(Host.Softs<ServerOneC>)

| select(@Host, Host.Softs<ServerOneC>.name,
compactunique(Host.Softs<ServerOneC>.Clusters.Name) as cl_names,
host.@audittime) | unique() | calc(TotalDays(now() - host.@AuditTime) as
dur_audit) | sort(host.@audittime)

Ecnun ayouT akTVBOB, JaHHblE O KOTOPbIX HalAEeHbl B peayfbTaTe 3anpoca, He NPOBOANIICS BOO6LLE
(dur_audit = null) wnun npoBoguncs 6onblue 14 gHel Hasag (dur_audit > 14), To Heo6xoQuMo
MPOBEPWUTb, YTO aKTUBbI HE BbIBEAEHbI N3 SKCMIyaTaLun, N co3aaTh (3anycTuTb) 3agayn Ha ayanT
(cm. pazgen 2.4) n HaCTPOUTb X pacnncaHue.

3anpoc ans NpoBepKn Toro, BktoueH nu cepauc «1C:Enterprisex:
filter(Host.Softs<ServerOneC>)

| select(@Host, host.@id, Host.Softs<ServerOneC>.name, host.@audittime) |
unique()

| join(filter(WindowsHost.Softs<ServerOneC>)

| select(WindowsHost.@id, WindowsHost.Services.Name as Name,
WindowsHost.Services.State as State)

| filter(Name like '1C:Enterprise%Server%') as S, S.WindowsHost.@id = host.@id)

| select(@Host, Host.Softs<ServerOneC>.name, compactunique(S.State),
host.@audittime) | calc(TotalDays(now() - host.@AuditTime) as dur_audit) |
sort(host.@audittime)

NMouck akTuBoB No MHPOpMaLUN N3 Knactepa cepBepoB «1C»

3anpoc ang noucka akTnBOB Mo MHbOpMaLMn 13 krnacTepa cepBepoB «1Cx»:
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filter(Host.Softs<ServerOneC>)

| select(@host, host.@Name, host.fqdn, host.@id,
Host.Softs<ServerOneC>.Clusters.Name as cl_name,
Host.Softs<ServerOneC>.Clusters.Servers as Server, Host.Softs<ServerOneC>)

| filter(Server) | calc(if Server
= "localhost" then "host.fqdn" else "Server" as Res_Server)

| join(filter(Host.Softs<ServerOneC>)|select(@host, host.@id, host.hostname,
host.FQDN, compactunique(Host.Softs<ServerOneC>) as onec, host.@audittime) as
H, H.host.hostname = Res_Server or H.host.FQDN = Res_Server)

| select(host.@Name, Host.Softs<ServerOneC>, cl _name, Server, H.@host, H.onec,
H.host.@audittime) | calc(TotalDays(now() - H.host.@AuditTime) as dur_audit) |
sort(host.@Name, Host.Softs<ServerOneC>, cl name, H.@host)

C NOMOLLbIO 3TOrO 3anpoca Bbl MOXeTe ONpeaenunTb, BCe N y3/bl, AaHHbIe O KOTOPbIX yKasaHbl
B knacTepe cepBepoB «1C», CyLeCTBYIOT Kak akTuBbIl. B 3anpoce ncnonbayoTcs cregytoLme
napameTpbl:

— host.@Name — y3en, Ha KOTOPOM pa3BepHYT Knactep cepBepoB «1Cx»;

— Host.Softs<ServerOneC>, a Takke H.onec — Ha3BaHue 1 Bepcug «1Cx»;
— ¢l _name — nmg knactepa cepBepoB «1Cx»;

— Server — umg cepBepa 13 krnactepa no aaHHbIM «1Cx»;

— H.@host — akTnB, CBA3aHHbIN C KnacTepomM cepBepoB «1C» No 3HaveHno napameTpa Hostname
nnn FQDN.

Ecnu 3HaueHmne napameTtpa H.@host NycTo nnm ayout akTMBOB, fl@HHbIE O KOTOPbIX HaNgeHb

B pe3y/fibTaTe 3anpoca, He nposoaunics Boobule (dur_audit = null) unm npoBoguncs

6onble 14 gHen Hazad (dur_audit > 14), To HeobxoOMMO Cco3aaTh (3anyCTUTb) 3adaun Ha ayauT
(cm. pasgen 2.4) n HaCTPOUTb X pacnmncaHue.

3anpoc a9 noncka akTUBOB, KOTOPbIE HE BXOOST B kKnacTepbl cepBepoB «1Cx»:
filter(Host.Softs<ServerOneC>)

| select(@host, host.@id, host.hostname, host.fqdn,
compactunique(Host.Softs<ServerOneC>) as onec, host.@audittime) | unique()

| join(filter(Host.Softs<ServerOneC>)

| select(@host, host.@Name, host.@id, Host.Softs<ServerOneC>.Clusters.Name as
name, Host.Softs<ServerOneC>.Clusters.Servers as Server)

| filter(Server) as Cl, Cl.Server = host.hostname or Cl.Server = host.fqdn) |
calc(TotalDays(now() - host.@AuditTime) as dur_audit)

| select(@host, host.@audittime, dur_audit, onec, Cl.name, Cl.Server) |
sort(Cl.name, host.@audittime, @host)
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C nomoLLpblo 3TOro 3anpoca Bbl MOXETe ONpenennTb, HalgeHa N B pedynbTaTe ayauTa uHbopmaumg
0 knacTtepax cepBepoB «1C», B KOTOPbIX YKazaHbl akTuBbl C «1C». 3anpoc NpuMeHnM, ecnn Takmne
aKTUBbI CYLLECTBYIOT 11 eC/ UMEIOTCS flaHHble 060 Bcex kracTtepax cepBepoB «1C». B 3anpoce
NCMOMb3yI0TCH cneyoLme napameTpsbl:

— host.@Name — akTuB, Ha KOTOPOM HargeHa «1Cx»;
— onec — Cnmcok ak3emnngapoB «1C» Ha aKTuBe;

— (Cl.name — nms knacTtepa cepBepoB «1C», B KOTOPOM MO 3HAUYEHMIO NapameTpa Hostname
nnn FQDN HalpeHa 3anucb 06 akTnse

Ecnu 3HayeHune napameTpa C1.name NycTo, TO BO3MOXEH OAUH 13 BapnaHTOB: 60 B pesynbtaTe
ayauTa He HalloeHbl faHHble o0 knacTepe cepBepoB «1Cx», 60 He HallOeH rnaBHbI cepBep
KnacTtepa, KOTopbIi SBASETCSH UCTOYHNKOM AaHHbIX O knacTepe. Heobxoanmo HalTh He BbISIBNIEHHbIN
knacTtep cepBepoB «1C». Ecnn HangeHbl BolBEAEHHbIE U3 SKCMNJlyaTaLy akT/Bbl, HEOBXOOUMO
yOannTb UnXx.

OueHka KauecTBa ayauTa cepBepoB «1C»

OueHKa kayecTBa ayanTa BKOYaeT OLLEHKY €ro akTyallbHOCTU 1 MOAHOTbLI. [ng oueHKn
aKkTyanbHOCTU ayguTa cepBepoB «1C» Bbl MOXETE BbIMOMHUTb 3aNpOChl, MPeACcTaBNEHHbIE BbILLE.
AkTyanbHOCTb ayauTa obecneyeHa, ecnv 3HaYeHne napameTpa dur_audit He npeBbiwaeT 14
TO eCTb ayauT NpoBOAUCY He paHee yem 14 oHen Ha3ap,

[lns oueHkN NONHOTLI ayAnTa Bbl MOXETE BbINOHNTbL 3aMpoChl, NpeacTaBAeHHbIe HUXE.
3anpoc T
filter(Host.Softs<ServerOneC>)

| select(@Host, Host.Softs<ServerOneC>, Host.Softs<ServerOneC>.Name as Name,
Host.Softs<ServerOneC>.Version as Version,
Host.Softs<ServerOneC>.ClusterCentralServer as ClusterCentralServer,
compactunique(Host.Softs<ServerOneC>.Clusters.Name) as cl name,
compactunique(Host.Softs<ServerOneC>.Clusters.Servers) as Servers,
compactunique(Host.Softs<ServerOneC>.Rmngrs.Port) as Rmngrs,
compactunique(Host.Softs<ServerOneC>.Ragents.Port) as Ragents,
compactunique(Host.Softs<ServerOneC>.Rphosts.Port) as Rphosts)

| filter(ClusterCentralServer = true or Servers contains "localhost") |
sort(@Host)

3anpoc 2:
filter(Host.Softs<ServerOneC>.Clusters)

| select(@Host, Host.Softs<ServerOneC>.Clusters.Name as Name,
compactunique(Host.Softs<ServerOneC>.Clusters.InfoBases.Users) as Users)

| filter(Name) | sort(Users)
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MonHoTa ayanTa o6ecrneyeHa, ecnn B pesynbTaTe BbINOHeHNa 3anpoca 1 3anofHeHbl 3HaueHnsa Bcex
napameTpoB, Kpome Ragents (OHO MOXeT 6bITb Kak 3aMOIHEHHbIM, TaK 11 MyCTbIM), @ B peaysibTaTe
3anpoca 2 3anofiHeHbl BCe 3HaueHns napameTpa Users (To eCTb Nosny4YeHbl faHHble

0 Nonb3oBaTeNgX MHPOPMAaLMOHHBIX 6a3 AaHHbIX).

MapameTpbl cepBepoB «1C»
3anpoc ong NpocMoTpa OCHOBHbIX MapamMeTpoB cepBepoB «1C»:
filter(Host.Softs<ServerOneC>)

| select(@Host, Host.Softs<ServerOneCs,
Host.Softs<ServerOneC>.ClusterCentralServer as ClusterCentralServer,
Host.Softs<ServerOneC>.Vendor as Vendor, Host.Softs<ServerOneC>.Name as Name,
Host.Softs<ServerOneC>.InstallPath as InstallPath,
Host.Softs<ServerOneC>.Version as Version, Host.Softs<ServerOneC>.Architecture
as Architecture, Host.Softs<ServerOneC>.0sFamily as OsFamily,
compactunique(Host.Softs<ServerOneC>.Ports) as Ports,
Host.Softs<ServerOneC>.UninstallKey as UninstallKey)

MapameTp Host.Softs<ServerOneC>.ClusterCentralServer onpenenseT, 9BngeTcd N cepBep
rnaBHbIM B KnlacTepe cepBepoB «1C» (B 9TOM cryyae napameTp NpUHUMaeT 3HayeHne true).

B 3anpocax, nprBeaeHHbIX HIXe, NCNONb3YIOTCS AaHHble CEPBEPOB, KOTOPble ABNSIOTCH (N1 paHee
ABNSNNCD) FNaBHbIMU B KnacTepe.

3anpoc gng novicka NopToB, Yepes KOTOPbIe KIMEHTCKIE NPUMIOXEHNS NOAK/IYaTCS
K MHOPMaLIMOHHbIM 6a3aM, ykasaHHbIM B knacTepe cepBepoB «1Cx»:

filter(Host.Softs<ServerOneC>)

| select(@Host, host.@id, Host.Softs<ServerOneCs>,
Host.Softs<ServerOneC>.Rmngrs, Host.Softs<ServerOneC>.Rmngrs.ClusterUUID as
ClusterUUID, Host.Softs<ServerOneC>.Rmngrs.Port as Port,
compactunique(Host.Softs<ServerOneC>.Rmngrs.RangePorts.Operator) as Operator,
compactunique(Host.Softs<ServerOneC>.Rmngrs.RangePorts.Values) as Values)

| filter(Port)
| join(filter(Host.Softs<ServerOneC>.Clusters)

| select(Host.Softs<ServerOneC>.Clusters.UUID as UUID,
Host.Softs<ServerOneC>.Clusters.Name as Name, host.@id) as Cl, Cl.host.@id =
host.@id and Cl.UUID = ClusteruUuID)

| select(@Host, Host.Softs<ServerOneC>, Port, Operator, Values, Cl.Name) |
unique() | sort(@Host, Port, Host.Softs<ServerOneC>)

PegynbTaT 3anpoca 6yaeT cogepxaTb 3HaYeHNs NapaMeTPOB:
— (@Host — aKkTuB C rnaBHbIM CEPBEPOM B KriacTepe cepBepoB «1Cx»;

— Host.Softs<ServerOneC> — Ha3BaHWe 1 Bepcusg «1Cx»;
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— Port — nopT NoakoyeHns;

— Cl.Name — nmg knacTepa cepaepoB «1C», K KOTOPOMY OCYLLECTBNSETCS NOoAK/IoYeHNe
npw o6paLLeHn K cepBepy Yepes NopT, yKasaHHbI kak 3HayeHne napameTpa Port.

3anpoc ang nomncka NopToB, Yepes KOTOPble KOHCOSb yNpaBneHns knactepom cepaepoB «1C»
noaksloYaeTcs K KnacTepy:

filter(Host.Softs<ServerOneC>)

| select(@Host, Host.Softs<ServerOneC>, Host.Softs<ServerOneC>.Ragents.Port as
Port, compactunique(Host.Softs<ServerOneC>.Ragents.RangePorts.Operator) as
Operator, compactunique(Host.Softs<ServerOneC>.Ragents.RangePorts.Values) as
Values)

| filter(Port) | sort(@Host, Port, Host.Softs<ServerOneC>)
MpumeuaHue. B aTom 3anpoce ncnonbayoTcs gaHHble dannos ragent.exe n rphost.exe.
PesynbTat 3anpoca 6yneT cogepxaTb 3HauYeHNs napameTposB:
— (@Host — aKTMB C rnaBHbIM CEPBEPOM B K/lacTepe cepBepoB «1Cx»;
— Host.Softs<ServerOneC> — Ha3BaHue 1 Bepcus «1Cx»;
— Port — nopTt nogkno4eHns;
— Operator — napameTp, ynpaBngoLuia gnanasoHoOM NOpToB npouecca rphost.exe;

— Values — gmana3oH NopToB npoLecca rphost.exe.

KnacTtepbl cepBepoB «1C» n nHpopmaLnoHHble 6a3bl
KnacTepbl cepepoB «1C» cogepxaT AaHHble 0 cepBepax 1 MHGOPMAaLIMIOHHbIX 6a3ax.
3anpoc ans novcka cepsepos «1C»:

filter(Host.Softs<ServerOneC>)

| select(@Host, Host.Softs<ServerOneC>, Host.Softs<ServerOneC>.Clusters,
Host.Softs<ServerOneC>.Clusters.UUID as UUID,
Host.Softs<ServerOneC>.Clusters.Name as Name,
compactunique(Host.Softs<ServerOneC>.Clusters.Servers) as Servers)

| filter(UUID) | sort(@Host)
3anpoc ang noncka nHPOpPMaLNOHHbIX 6a3:
filter(Host.Softs<ServerOneC>)

| select(@Host, Host.Softs<ServerOneC>, Host.Softs<ServerOneC>.Clusters as
Clusters, Host.Softs<ServerOneC>.Clusters.InfoBases.UUID as UUID,
Host.Softs<ServerOneC>.Clusters.InfoBases.Name as Name,
Host.Softs<ServerOneC>.Clusters.InfoBases.DBHost as DBHost,
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Host.Softs<ServerOneC>.Clusters.InfoBases.DBName as DBName,
Host.Softs<ServerOneC>.Clusters.InfoBases.DBType as DBType,
Host.Softs<ServerOneC>.Clusters.InfoBases.DBUser as DBUser)

| filter(Clusters) | unique() | sort(@Host, Clusters, Name)

NHpopmaumoHHble 6a3bl cogepxaT 6a3bl AaHHbIX N CBEAEHNS 06 y3nax, Ha KOTOPbIX pa3MeLLeHbl
6a3bl faHHbIX. Ha ocHOBe 3TVX CBeAeHMIA Bbl MOXETE NPOBEPUTb, GblS1 1V BbINOHEH ayauT Y310B,
C NMOMOLLbIO 3anpoca:

filter(Host.Softs<ServerOneC>)

| select(@Host, Host.Softs<ServerOneC>, Host.Softs<ServerOneC>.Clusters as
Clusters, Host.Softs<ServerOneC>.Clusters.InfoBases.DBHost as DBHost)

| filter(DBHost and DBHost != "localhost")
| select(@Host, DBHost) | unique()

| join(select(@host, host.hostname, host.@audittime) as DB, DB.host.hostname =
DBHost)

| select(@Host, DBHost, DB.@host, DB.host.@audittime) | calc(TotalDays(now() -
DB.host.@AuditTime) as dur_audit) | sort(DB.host.@AuditTime, DBHost)

Ecnun ayaunT y3noB, AaHHble O KOTOPbIX HaAEeHbl B pe3dynbTaTe 3anpoca, He NpPoBOANICS BOO6OLLe
(dur_audit = null) wnmn npoBoguncs 6onblue 14 gHel Hasag (dur_audit > 14), To Heo6XxoQMMo
cospgaTb (3anycTuTb) 3agaun Ha ayauT (cMm. pasgen 2.4)  HacTPOWUTb WX pacrnucaHme.

3anpoc Ans noncka nosab3oBaTesell, KOTopble MOryT NoakItoYaTbCs K MHGOPMaLMOHHbIM 6a3am
(c ykazaHmnem poneii nonb3oBaTtenen):

filter(Host.Softs<ServerOneC>)

| select(@Host, Host.Softs<ServerOneC>, Host.Softs<ServerOneC>.Clusters as
Clusters, Host.Softs<ServerOneC>.Clusters.InfoBases.Users as Users,
Host.Softs<ServerOneC>.Clusters.InfoBases.Users.0SUser as OSUser,
Host.Softs<ServerOneC>.Clusters.InfoBases.Users.Domain as Domain,
Host.Softs<ServerOneC>.Clusters.InfoBases.Users.FullUserName as FullUserName,
Host.Softs<ServerOneC>.Clusters.InfoBases.Users.LastChanged as LastChanged,
Host.Softs<ServerOneC>.Clusters.InfoBases.Users.IsAdmin as IsAdmin,
Host.Softs<ServerOneC>.Clusters.InfoBases.Users.LoginAuth as LoginAuth,
compactunique(Host.Softs<ServerOneC>.Clusters.InfoBases.Users.Roles) as Roles,
Host.Softs<ServerOneC>.Clusters.InfoBases.Users.ID as ID,
Host.Softs<ServerOneC>.Clusters.InfoBases.Users.Name as Name)

| filter(Clusters) | sort(@Host, Clusters, Users)
3anpoc ans noucka ponen nonb3oBaTeneii:

filter(Host.Softs<ServerOneC>)
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| select(@Host, Host.Softs<ServerOneC>, Host.Softs<ServerOneC>.Clusters as
Clusters, Host.Softs<ServerOneC>.Clusters.InfoBases,
Host.Softs<ServerOneC>.Clusters.InfoBases.Roles.Name as Name,
Host.Softs<ServerOneC>.Clusters.InfoBases.Roles.Objects.Name as Objects name,
compactunique(Host.Softs<ServerOneC>.Clusters.InfoBases.Roles.Objects.Privilege
s) as Privileges)

| filter(Clusters) | sort(@Host, Clusters, Name, Objects name)

2.4.9. Ayont YouTrack

Mocne ckaHMpoBaHNs akTBOB ¢ Npodunem Service Discovery (cm. pasgen 2.2) (c ykazaHnem
noptoB 443 n 80) Bbl MOXeTe BbIMOMHNTL 3aNpocC A5 Noncka akTUBOB C Ha3BaHmeM YouTrack:

filter(Host.Endpoints<TransportEndpoint>.Service.SoftBanners.Data = 'YouTrack')
| select(@host, host.@PentestTime, host.@audittime)

| calc(TotalDays(now() - host.@AuditTime) as dur_audit)

| calc(TotalDays(now() - host.@PentestTime) as dur_pentest)

[ns akTBOB, ayAnT KOTOPbIX He npoBoauscs Booblue (dur_audit = null) wnmn npoBoguncs
6onblue Mecsaua Hasag (dur_audit > 30), Heobxogmmo cosfaTh (3anyCcTUTb) 3agadn Ha ayaonT
(cm. pazgen 2.4) n HaCTPOUTb X pacnmncaHue.

Onsa ayouta YouTrack Heo6xoammo BbiNonHUTb 3agayn ¢ npodunem Unix Audit (ans nonyyeHns
nHPopmauum o6 yane) n ¢ npodunem Web API Audit (ang nonyuenuns nHoopmauum o MO
N 3aMONHEeHNs 3HaYeHnn napameTpa host.softs<YoutrackServer>).

MpumeuaHue. Ecnn ayanT 6610 NpoBeaeH, HO HET BO3MOXHOCTIY ONPEAENnTb, C KaKUM NMEHHO
npodunem, To Bbl MOXETe NPOCMOTPETb NapaMeTpbl 3aaay 1 y6eanTbCyd, YTO 3a4aun ¢ 060MMM
NPOPUNSMI BbIMOMNHSIOTCSH KOPPEKTHO.

Ecnn BbinonHeH ayant ¢ npodunem Unix Audit, Ho He BbinonHeH ayauTt ¢ npodunem Web API Audit,
TO 3HayeHune napameTpa host.softs<YoutrackServer> He 3anonHeHO, HO NonyYeHa NHPopMaLNg
O BbIMNOSHAEMbIX B CUCTeME npoLieccax. [10aTomy Bbl MOXeTe HalTy akTUBbI, Ha KOTOPbIX
BbINONHsI0TCS Npouecchl YouTrack (To ecTb B KomaHgHoM cTpoke (shell) ynomuHaeTcs youtrack),

C MOMOLLbIO 3ampoca:

filter(Computer.Processes[CommandLine like "%youtrack%" and Name not in
["chrome.exe", "firefox.exe", "browser.exe", "msedge.exe"]])

| select(@Computer, Computer.@id, Computer.Processes.Name as Name,
Computer.Processes.Path as Path, Computer.Processes.CommandLine as CommandLine,
Computer.Processes.Owner as Owner, Computer.Processes.PID as PID,
Computer.Processes.ParentPID as ParentPID)

| filter(CommandLine like "%youtrack%")

| join(filter(host.softs<YoutrackServer>)
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| select(host.@id, host.softs<YoutrackServer> as soft) as S, S.host.@id =
Computer.@id)

| select(@Computer, S.soft, Name, Path, CommandLine, Owner, PID, ParentPID) |
sort(@Computer, Name)

[ns akTreoB ¢ YouTrack, y KOTOpbIX N0 pe3ynbTatamM 3anpoca 3HayeHne napameTpa S. soft nycro,
HeobxoaMMo cozaaTh (3anycTuTb) 3agaun (cm. pasgen 2.4) Ha ayanT ¢ npodunem Web API Audit

N HacTpouTb nx pacnucaHne. Korga ayant ¢ npodunem Web API Audit 6yaeT BbINoIHEH, oS nonucka
akTnBoB ¢ YouTrack n npoBepku akTyanbHOCTM BbIMOHEHNS ayauTa Bbl MOXETe MCMNob30BaTh
3anpoc:

filter(host.softs<YoutrackServer>)

| select(@host, host.@PentestTime, host.@audittime)

| calc(TotalDays(now() - host.@AuditTime) as dur_audit)

| calc(TotalDays(now() - host.@PentestTime) as dur_pentest)

[ns akTnBOB, ayanT KOTOPbIX He MpoBoaucs Booblle (dur_audit = null) mnm npoBoguncs
6onblue Mecsaua Hasag (dur_audit > 38), Heo6xoAmmo co3paTb (3anyCcTuTb) 3agadn Ha ayanT
(cMm. pasgen 2.4) n HaCTPOWTb UX pacnncaHme.

2.410. OueHka kayecTBa ayamTa

Bbl MOXeTe HaliTI y35ibl, 4719 KOTOPbIX He 6bl1 BbIMOMAHEH ayauT UAN ayauT KOTOPbIX 6bl BbIMOHEH
6osblUe MecsLa Hasaf, a Takxke OLEeHUTb 4OCTAaTOYHOCTb MHPOPMALN, MONYYEHHON
no pesynbTaTam ayauTa.

3anpoc ang noucka y3nos, Ans KOTOPbIX He 6blf1 BbIMOHEH ayauT:
select(@host, Host.@audittime) | filter(Host.@audittime = null)

[laHHble O Takux y3nax moryT 6bITb HalAeHbI MO PasHbIM rnpuvnHam, Hanpumep B pesysbrtate
BbIMOJIHEHWNS OPYIrnX 3a0ady ayounTa. HOQTOMy peKkomMmeHOyeTCHd BbIMOJIHATE ayaunT B COOTBETCTBUN
C Nop4aaKom cnenoBaHnNg pa3nenoB B 9TOM JOKYMEHTe.

MpumeuaHue. [NapameTp @AuditTime npuMmeHM TONBKO AN Y3/10B.

3anpoc 019 NoncKa y3J10B, ayanT KOTOPbIX 6bl/1 BbINOSHEH 60/blLIEe Mecdlla Hasaf:

select(@host, host.@id, compactunique(host.@groups) as groups, Host.@audittime) |

filter(Host.@audittime) | calc(TotalDays(now() - host.@AuditTime) as dur_audit) |
filter(dur_audit > 30) | SORT(dur_audit DESC)

[laHHble O Takux y3nax moryTt 6bITb HalEeHbl B HECKObKIX cnydadsx.

— Ecnu 3apava Ha ayauT y3/1a ecTb, HO HE HAaCTPOEHO ee pacnucaHue. [1519 Kaxgoro Takoro
y3na Heo6xoaMMo HalTI 3adady Ha ayanT 1 HaCTPOUTb ee pacnucaHne. lNogpobHee B pasnene
«[Mounck n punbTpaung 3agad» PykosoacTtea onepatopa MaxPatrol VM. PekomeHgyeTcs
ocyLecTBNdgTb Nouck no IP-agpecy yana, a Takxe no napameTtpam host.@id nnm host.@groups.
Bbl moxeTe dunbTpoBaTh pe3ynbTaThl MO 3TUM NnapameTpam.
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MpumeyaHue. Bbl MoxeTe 3anpocuTb 0T4eT 060 BCcex 3adadax. lNogpobHee B PykoBoacTee
paspaboTurka MaxPatrol VM.

Ecnu 3agavya Ha ayauT y3na ecTb, HACTPOEHO ee pacnucaHune, Ho OHa 3aBepluMiach
c owmbKaMm. 3ajaya MOXET 3aBEPLUNTHCS C OLIMEKaMM MO CeayoLM NpuYnHam:

- CeTeBas HeQOCTYMHOCTb y3/a B CEpeanHe MapLipyTa n3-3a NapamMmeTpoB MEeXCeTEeBOro
akpaHa. B xypHanax cobbITuin pukcupyeTtcs MHbGopMaLmns 0 HEBO3MOXHOCTY MNOAKIIOUYEHNS.

- 3anpeT NoaK/oyYeHns Ha caMoM y3ne (HanpumMep, B Nepunog, ayanTa 6bl1 BblK/OUEH y3es uim
cnyx6a, K KOTOPOI OCYLLLECTBASANOCH NOoAKToYeHne). B ypHanax cobbITnii pukcrnpyeTcs
NHPOPMaLNS O HEBO3MOXHOCTI NMOAKTIOYEHNS.

«  HekoppekTHo BbI6paHHbIl Npodusib ayauTa. Hanpumep, ana ayauta ysna ¢ OC cemelictsa
Unix 6b1n1 Bbi6paH npoduns Windows Audit. B aTom cnyyae Heo6xognumo onpenenntb
OC yana, yoanuTb CTapbll aKTUB, MOC/e Yero 3anyCcTuTb 3agady Ha ayauT.

« YyeTHas 3anucb, Cronb3yemas ong ayauTa, He cyllecTByeT. B XxypHanax cobbIThi
durkcupyeTcs ycneLwHoe NoakoYeHne Yyepes nopT 1 oLmbKa, OnNncbiBatoLLas HEKOPPEKTHbIE
aTpuBYTbl ayTeHTUPUKALMN.

+  YyueTHad 3anunco, ncrionb3dyemada ong ayonta, He nvieeT HYXHbIX Mpas. B XypHanax co6bITuiA
CI)VIKCI/IpyeTCQ ycCriewHoe rnogkrito4yeHme 4yepea rnopT n olwnbKa, onncbiBaloLLlas, 4Yto rnpas
HeOgoCTaTO4YHO.

Ecnu 3agaum Ha ayauT y3na HeT. Heo6xoaumo cosnathb (3anycTuTb) 3agavy Ha ayanT
N HaCTPOUTb ee pacnuncaHue.

3anpoc o514 nowcka yanos, A9 KOTOPbIX He 6blsT BbINOHEH ayanT UM ayauT KOTOPbIX 6bi1 BbIMOSIHEH
6osblle Mmecdla Hasap,

select(@host, host.@id, compactunique(host.@groups) as groups, Host.@audittime) |
calc(TotalDays(now() - host.@AuditTime) as dur_audit) |

filter( Host.@audittime = null or dur_audit > 30) | calc(if Host.@audittime = null
then "no audit" else "old audit" as for_sorting) | SORT(for_sorting ASC, dur_audit
DESC, @host ASC) | group(for_sorting, COUNT(*))

3anpoc ang nouncka y3nos, Ans KOTOPbIX BbIMOMAHEH ayauT, HO NOolyYeHO HefoCcTaToYHO UHPOopMaL
ONns nocnegytowen o6paboTKu:

select(
@host, Host.@fulltype, host.OsName, host.OsVersion,
compactunique(host.Interfaces.L3Settings.Address) as inter,
compactunique(host.ARPTable) as arp,
compactunique(host.User.Name) as user,
compactunique(Host.RoutingTables) as routes,
host.@audittime,
compactunique(host.hostroles.role) as roles) |
filter(host.@audittime and (
Host.@fulltype = "Core.Host" or host.OsName = null
OR host.0OsVersion = null OR host.OsVersion = "None"
OR inter = null OR arp = null OR routes = null OR (user = null
AND not roles contains "Domain Controller"))) |
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calc(TotalDays(now() - host.@AuditTime) as dur_audit) |
filter(dur_audit <= 3@) | unique() | sort(@host) | group(host.OsName)

B aTOM 3anpoce 0OCTaTOUHOCTb MHPOPMALIAN ONPERENAeTCs C MOMOLLbIO KPUTEPUEB, ONNCaHHbIX
B Tabnumue Huxe. Pe3ynbTtaT 3anpoca 6yneT cogepxaTtb AaHHble 06 y3nax, 0/ KOTOPbIX He BbIMOMHEH
XOTS 6bl OANH KPUTEPWIA.

Ta6nuua 2. Kputepun gis oueHKy 4OCTaTOYHOCTY MHbOoPMaLmMy, NoslyYeHHON Nno peaynbTaTam ayanTa

Kputepui BbinonHeHue Kputepus

Host.@fulltype != "Core.Host" Yanbl ¢ knaccom Core.Host OTCYTCTBYIOT.
Mo pesynbTaTam ayauTa 3Ha4YeHNe napameTpa
Host.@fulltype meHgeTca c Core.Host
Ha cneundnYHbIA KNacc B 3aBUCMOCTH
oT y3na.

MpumeyaHue. Bbl moxeTe ncnonb3oBaTb 40-
NONHUTENbHbIN KpyuTepuin Host . @fulltype !=
"Core.Computer" — 370 NPOMEXYTOUHbIN
Knacc ong o6beguHeHns aTprnbyToB KNacCoB-

HacnegHnKoB
host.OsName and host.OsVersion and 3HaueHns napameTpoB OsName (OC)
host.OsVersion != "None" n0sVersion (Bepcus OC) He nycTbl
host.Interfaces.L3Settings.Address 3anonHeHbl Tabnuubl ARP, ceTeBble HTepdeli-
and host.ARPTable and Cbl 1 TabAMLbl MapLUPYTU3aLnn.

Host.RoutingTables
MpumeyaHue. BoinosiHeHme KpuTepns HEO6XO-

OVMO Ong NOCTPOEeHUA CEeTeBOW TOMOOrn

host.User.Name 3anonHeHbl faHHbIe NoKanbHbIX YYETHbIX 3amnu-
cen.

MpumeyaHue. He ncnonb3yeTtcsa AN KOHTPON-
nepoB OoMeHa
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3. OueHkKa NONMHOTbI CETEBON TOMOMOMN 1 NPOBEpPKa
OOCTUXVMOCTW LieNneBbIX akTVBOB

Mocne ckaHNpoBaHNs akTNBOB (CM. pasaen 2) HEO6XOANMO OLLEHUTb MOMHOTY CETEBOV TOMOOr N
N NPOBEPUTb AOCTUXNMOCTb LieS1IeBbIX aKTUBOB.

OueHKa NoJIHOTbl ceTeBOW TOMoJIorun

[nsi oLueHKN NONHOTLI CETEBOW TOMOMOTM HEOBXOAUMO, NCTONb3Ys MHCTPYMEHT aHanmnaa Tonoaorum
MaxPatrol VM, oueHnTb cnepytoLimne Kputepuu:

— COOTHOLEeHNe konnyecTBa akTneoB B MaxPatrol VM v akTnBOB, OTo6pa>|<ae|v|b|x Ha Tonosiornmn,
— KONm4yecCTBO KOMIMOHEHT CBA3HOCTW,
— KONnM4yecCTBO aKTMBOB, NMpuHapgsiexallnx OfHOW KOMIMOHEHTE CBA3HOCTI.

VIHbopmaums o ceTeBol Tononoruy NpuBeneHa B pasagene «Tonosnorua cet. PaboTa ¢ kapTon
ceTn» PykoBogcTtea onepatopa MaxPatrol VM.

Xopoluein cuntaeTcs TONONOrns, B KOTOPOW €CTb TONbKO OfHa KOMMOHEHTa CBA3HOCTU, TO €CTb
TOMOJIOrNs He Pa3bunTa Ha HECKOJIbKO He CBA3aHHbIX Mexay coboii rpadoB, I B KOTOPOW COOEPXNTCS
NHPopMaLMs 060 BCEX MEIOLLNXCS aKkTBax. [ToCTpoeHre Tononorum obecneynBaeTcs 3a cyeT
MOSTHOrO CKaHNPOBaHNS Bcen I T-nHdpacTpyKTypbl 1 KOHPUIypaLMn akTNBOB.

> YT06bl OLUEHUTD MOJIHOTY CEeTEeBOW TOMONOMNI:

1. B rnaBHOM MeHI0 HaXMunTe
2. Haxmute AHanus Tonosioruu.

Bbl MOXeTe OLEeHNTb MOTHOTY CETEBOW TOMOJION M, MPOaHaNN3NPOBaB Ha CTPaHNLE
Pe3ynbTaTbl aHann3a 3HaYeHNS ONCaHHbIX Bbille KpUTepreB.

I'IpOBepKa AOCTVXKMMOCTMU LeJieBbIX akTUBOB

[Mocne oueHKn ceTeBOoW TOMONOr NN HEOBXOAMMO MPOBEPUTL CETEBYIO AOCTUXNMOCTb LieNeBbIX
aKTNBOB, TO €CTb akTUBOB, CBA3aHHbIX C HELOMYCTMMbIMU COBbITUSAMU. VIHPopMaLms o ceTeBo
LOCTUXMOCTW aKTUBOB 1 MHCTPYKLW MO ee pacyeTy npuBeaeHbl B pasapene «[JoCTUKNMOCTb
mexay akTusamm» PykoBoacTea onepatopa MaxPatrol VM. [Mpn pacyeTe gocTmxXnmMmocTin

B packpbiBatoLlemcs cnncke MCTOUHUKM Heo6X0aMO BbibpaTb 3HaUYeHe Jllo6ble aKTUBbI

u ceTeBble agpeca, B packpbiBatloLLiemcs cnncke Llenn — 3HaueHne AKTUBbI U FPyMnbl.

[lns ceTeBbIX YCTPONCTB C XOPOLUEN OOCTUXMOCTbIO OTOGpaxatoTCs NpaBuia MapLpyTusauun,
npeo6bpazoBaHung agpecos (NAT), cnncku ynpasneHus goctynom (ACL) n akTnBbl U3 OpYrux ceTeBbIX
cermMeHToB. Ecnm ong mexceTeBoro akpaHa He 0TobpaxaloTcs Kake-nnbo gaHHble, Hanpumep
cnuckn ynpasneHus goctynom (ACL), To 9To 03HauaeT NoXy AOCTUXMMOCTb. B aTom cnydae
HeobXxoaMMOo NPOBEPUTL MNOSHOTY MHdOPMaLMK 06 akTuBe ¢ NomoLlbio PDQL-3anpocos

1 MOBTOPUTb CKaHPOBaHMe.
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positive
technologies

Positive Technologies — nuaep B 06n1acTu pesynbTaTUBHON
knéepbesonacHocTn. KomnaHms SBnseTcs BeayLmM pa3paboTunkom
MPOAYKTOB, PELUEHWNI N CEPBUCOB, NMO3BOJISIOLLIX BbISBAATb

1 NpenoTBpaLLaTth KnéepaTtaki O TOro, Kak OHN MPUYNHAT HenpreMIemMbli
yLep6 6rnsHecy 1 LesnbiM OTpacisM 3KOHOMUKI. Halm TexHonornm
ncrnonbaytoT 6onee 4000 opraHuaaunii No BCemy Mupy.

Positive Technologies — nepBas n eqMHCTBEHHAs KOMMaHNSA 3 chepbl
knéepbesonacHocTn Ha MockoBckon 6upxe (MOEX: POSI), y Hee 6onee
205 TbiCAY aKLIMOHEPOB.
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